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VICTOR R. VIÑAS COS 
Department of Architecture and Civil Engineering                                                
Division of Water Environment Technology                                             
Chalmers University of Technology 

 

Abstract 
Drinking water distribution networks are susceptible to incidents that may contaminate the 
drinking water being served to the population. Five major risks that can impact negatively the 
health of consumers have been identified by a literature study: intrusion, cross-connections and 
backflows, unhygienic repairs or maintenance works, inadequate management of storage 
reservoirs and biofilms. All of them have been linked to outbreaks of waterborne disease, in 
addition to possibly increasing the level of endemic gastrointestinal illness in society. 
 
There are two ways to determine the association between incidents in the network and risk for 
disease: epidemiological studies and modelling. Epidemiological studies have been used to assess 
the health outcomes to certain exposures in the network, e.g., maintenance work, low pressure 
events, among others. Studies have linked substantially outbreaks to causes in the network; 
however, the association with endemic level of disease in the population has had mixed results. 
Quantitative microbial risk assessment (QMRA) is one of the best frameworks available to 
simulate the health risks these incidents have on the population.  
 
In this thesis, the foundations for a distribution network microbial risk management framework is 
established. This is achieved with a systematic literature review and the development of a 
conceptual model, specifically for the risk of cross-connections and backflows. The systematic 
literature review was carried out to assess the level of epidemiological evidence for endemic 
disease, and evaluate the state-of-the-art of QMRA models. A conceptual model for the specific 
risk of cross-connections and backflows is presented, testing some scenarios to gain insights for 
future improvements.  
 
Possible improvements for QMRA models, better input data and combination of modelling and 
epidemiological studies are discussed. One important limitation that needs to be addressed is the 
economic aspect of potential mitigation measures for incidents. This aspect, in conjunction with 
the ones previously mentioned, will be essential to overcome in order to have a functional 
microbial risk management framework. 
 

 

Keywords: distribution network, microbial risk, epidemiological studies, QMRA, risk 
management 
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Sammanfattning 
Dricksvattenledningsnät utsätts för händelser och incidenter som kan förorena dricksvattnet och 
som kan påverka befolkningen. De fem största riskerna som kan påverka konsumenternas hälsa 
negativt har identifierats i en litteraturstudie: inträngning, korskoppling och backflöden, 
ohygieniska reparationer och underhållsarbeten i ledningsnät, undermålig hantering av reservoarer 
och biofilm. Samtliga dessa har knutits till utbrott av vattenburna sjukdomar, förutom att 
eventuellt öka graden av endemisk gastrointestinal sjukdom i samhället. 
  
Det finns två metoder att bestämma sambandet mellan incidenter i ledningsnätet och risken för 
sjukdom/infektion: epidemiologiska studier och modellering. Epidemiologiska studier har använts 
för att utvärdera hälsoproblem för olika nivåer av exponering i ledningsnätet, exempelvis vid 
underhållsarbeten, låga tryck. Medans utbrott har varit väsentligt samband med orsaker i 
nätverket, har föreningen med endemisk nivå av sjukdom i befolkningen haft blandade resultat. 
Kvantitativ mikrobiell riskbedömning (QMRA) är en av de bästa metoderna för att uppskatta de 
hälsorisker som detta kan innebära för befolkningen. 
  
I denna licentiatuppsats presenteras grunderna till ett ramverk för mikrobiell riskhantering 
för ledningsnät. Detta har genomförts genom en systematisk litteraturstudie och utveckling av en 
konceptuell riskhanteringsmodell, med specifikt fokus på risken för korskoppling och återflöden. 
Den systematiska litteraturgenomgången genomfördes främst för att undersöka om 
epidemiologiska bevis för endemisk sjukdom föreligger, samt att utvärdera de senaste QMRA-
modellerna. En konceptuell modell för den specifika risken för korskopplingar och 
återflöden presenteras och testats för olika scenarier. 
  
Möjliga förbättringar för QMRA-modeller, bättre ingångsdata och en kombination av modellering 
och epidemiologiska studier diskuteras. Den ekonomiska aspekten av eventuella riskreducerande 
åtgärder är mycket viktiga. Denna aspekt, tillsammans med de tidigare nämnda, kommer att vara 
avgörande för att uppnå ett funktionellt mikrobiellt riskhanteringsramverk. 
  
  
  
Nyckelord: ledningsnät, mikrobiell risk, epidemiologiska studier, QMRA, riskhantering  
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Terminology and abbreviations  
 

AGI  Acute gastrointestinal illness 

Backflow  Situation that occurs in the presence of a cross-connection: the 
pressure in the non-potable source is higher than the pressure in 
the drinking water network allowing contamination to flow into 
the drinking water distribution network.  

Biofilm Aggregate of microorganisms in which cells that are frequently 
embedded within a self-produced matrix of extracellular polymeric 
substances adhere to each other and/or to a surface (e.g., pipe, 
reservoir wall) 

Case-control  Type of observational study used to study the association between 
exposure and outcome, by comparing cases (groups with the 
desired outcome) and controls (groups without the desired 
outcome) 

Cohort  Type of observational study that analyses a population with shared 
characteristics at specific points over a period of time 

Cross-connection A connection between the drinking water distribution network and 
a non-potable source, which can potentially cause the introduction 
of water/substances not intended for consumption 

Cross-sectional Type of observational study that analyses the proportion of the 
population with a desired outcome at a specific points of time 

Ecological  Type of observational study relating risk factors and health 
outcomes in a population defined geographically, politically or 
temporally 

GI  Gastrointestinal illness 

Incidence  Number of new infections in a population within a specified time 
period 

Intrusion  Event in the distribution network that occurs when inadequate 
pressure conditions allow for contaminated water to come into the 
network through physical breaches (e.g., cracks and holes)  

POU  Point-of-use 

Prevalence  Proportion of a population found to be affected by a medical 
condition at a specific point in time 

QMRA  Quantitative Microbial Risk Assessment 

RCT  Randomised-controlled trials - experimental study measuring 
changes in outcome by implementing an intervention  
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1 Introduction 
A brief overview of the thesis’ background is presented. The aims and objectives are stated, as well as 
the scope of the thesis work. 

1.1 Background 
Access to safe drinking water plays an essential role in the area of public health. In urban 
settings across the globe, centralised systems are commonly used to deliver safe drinking water 
to millions of consumers. According to the WHO (2011), water is considered safe when it “[…] 
does not represent any significant risk to health over a lifetime of consumption, including 
different sensitivities that may occur between life stages.” Dangers that can affect the water 
quality can be of microbiological, chemical, radiological or physical in nature. From this point 
onwards, the focus will be solely on microbiological contamination of the drinking water, i.e., 
pathogens. 

An important component of any centralised system is the distribution network, which transports 
water from the treatment plant or an adequate water source to the consumers’ taps. The 
distribution network is composed of many parts, e.g., pipes, valves, storage reservoirs, pumps; 
which work in unison to preserve the water quality and supply enough water to consumers 
(WHO, 2014). However, all of these parts can be vulnerable to unexpected events or mistakes 
during operation that can lead to contamination of the drinking water. Additionally, due to the 
position of the distribution network at the end of the supply chain, an incident is less likely to 
be detected and remediated in time (Risebro et al., 2007). Therefore, maintaining the integrity 
of the network is essential in preventing contamination of the treated water delivered to 
consumers. 

Integrity of the distribution network is divided into three components: physical, hydraulic and 
water quality (National Research Council, 2006). First, physical integrity refers to the ability of 
the distribution system to act as a physical barrier against external contamination. The physical 
integrity can be lost if, for example, there are cross-connections with non-potable water pipes 
or cracks in the pipes. Secondly, hydraulic integrity is the capacity of the system to maintain 
adequate flow, pressure and water age. Certain events, e.g., pump shutdown and main breaks, 
can impact negatively the pressure and the flow, hence compromising the hydraulic integrity of 
the system. For a contamination event to occur, both the physical and the hydraulic integrity 
must be lost (Ercumen et al., 2014). Lastly, water quality integrity deals with internal chemical 
processes inside the pipes that can lead to a deterioration of the drinking water quality. A 
deterioration of the quality can lead to a contamination event itself or increase the likelihood of 
contamination occurring (National Research Council, 2006). An example of water quality 
integrity breach is the complete decay of the disinfectant residual.  

Extreme consequences of distribution network contamination are waterborne disease outbreaks. 
Waterborne outbreaks are defined as “an incident in which two or more epidemiologically-
linked persons experience a similar illness after exposure to the same water source and 
epidemiologic evidence implicates the water as the likely source of the illness” (CDC, 2010). 
In Sweden, approximately 34% of the outbreaks with known causes are associated with the 
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distribution network (Malm et al., 2010). This proportion is similar to the European Union level, 
where 31% of the outbreaks were caused by distribution network deficiencies (Risebro et al., 
2007). Gastrointestinal illness (GI) is the most common illness associated to waterborne 
outbreaks (Messner et al., 2006). 

There are different tools available to evaluate the (microbial) health risks associated to 
distribution networks. One method is through epidemiological studies, which are commonly 
performed during outbreak investigations. Their purpose is to determine the extent of the 
outbreak (how many were affected/infected) and identify the causes (both causative agent of 
the disease and events that led to the presence of this agent in the drinking water supply) 
(Institute of Medicine, 2000). In the last three decades, epidemiological studies have also been 
used to estimate the risk of disease from an endemic perspective. While outbreaks can be seen 
as extreme cases, the endemic level of disease is a sort of baseline level of disease in a 
population. Results for these studies have been mixed; some studies have found an increased 
risk of illness from drinking tap water while other authors have not found any association 
(Payment et al., 1991; Payment et al., 1997; Nygard et al., 2007; Hellard et al., 2001; Colford 
et al., 2005; Malm et al., 2013a). However, there is mounting evidence that malfunctioning 
distribution networks, as well as specific system deficiencies (i.e., pipe breaks, water outages 
and inadequate residual disinfectant), increase the risk of endemic GI (Ercumen et al., 2014). 

Another way to analyse and assess the risks in the distribution network is through the use of 
computational models. Quantitative microbial risk assessment (QMRA) models have been used 
in conjunction with hydraulic models to quantify the consequences of different microbial risks 
(Teunis et al., 2010b; Yang et al., 2011; Blokker et al., 2014). Most of these models have 
important limitations that restrict their use, e.g., uncertainties in the input data, assumptions 
made about the conditions in the distribution network (turbulent flow, instantaneous mixing, 
etc.) (Besner et al., 2011). However, they are useful for evaluating measures that can be taken 
to manage the specific risks addressed in the model.  

1.2 Aim and objectives 
The overall aim of this thesis is to lay the foundation for a microbial risk management 
framework, specifically for the distribution network. The management framework would be 
based on QMRA modelling; which is known to have some important knowledge gaps, e.g., 
uncertain input data, lack of system-specific information, among others (Besner et al., 2011). 
There have been previous attempts at overcoming some of these limitations (e.g., (McInnis, 
2004; Islam et al., 2015; Kirmeyer et al., 2014)), however to this day they remain incomplete. 
This thesis is a first attempt at identifying missing links between the work already done and 
what needs to be addressed in the future to successfully develop a comprehensive framework. 
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In addition to the aim, the thesis has the following specific objectives: 

- Formulate a theoretical, conceptual model for assessing and managing health risks in 
the distribution network. 

- Determine potential input data for the QMRA model from the literature. 
- Present a methodology for assessment of cross-connection risk in the distribution 

network as a specific tool of the developed conceptual model. 

1.3 Scope 
Figure 1 shows the general framework for distribution network microbial risk management and 
where the papers presented in the thesis belong. Paper I is used as a starting point for generating 
reliable input data for the QMRA model. Paper II is a part of the QMRA model, in addition to 
covering part of the input data generation. 

 

  

  
Distribution network 
vulnerability assessment

•Generate input data 
for QMRA

QMRA model

•Risk in the network
•Acceptable
•Unacceptable

Risk management

•If unacceptable risk, 
mitigation measures 
are needed

Re-generate input data taking into account new measures 

Paper I - 
Literature review on 

QMRA 

Paper II - 
Cross-connection conceptual model 

Figure 1 - Simplified scheme of a distribution network microbial risk management framework.  
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2 Theoretical Background 
Important concepts for understanding the main contents of the thesis are introduced in this chapter. The 
focus is in the distribution network and the microbial risks associated with it, in addition to providing 
an introduction to epidemiology and the QMRA framework. 

2.1 Urban water systems 
Urban water systems traditionally consist of drinking water supply system, a wastewater system 
and, nowadays, a separate stormwater system (see Figure 2). The drinking water system extracts 
water from a source (surface, groundwater or combined) and prepares it for use. Drinking water 
is then transported to the consumers’ taps. After use, the water is collected and transported 
through the sewage and stormwater systems towards a treatment facility, where the wastewater 
is processed to be suitable for discharge into the environment. In rare occasions, the wastewater 
will be discharged directly into the environment (usually the rain water collected in the 
stormwater systems).  

 

 

 

 

Figure 2 - Common schematic of urban water systems. The blue rounded rectangle encompasses the 
drinking water supply, while the black rectangle is for the wastewater network. 

     Source  Treatment                                  Distribution & Usage

   Discharge                                       Treatment                              Collection & Transport
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The water system infrastructure is usually built underground (e.g., pipes, valves, manholes, 
etc.), with some consideration being given to the vertical and horizontal separation relative to 
each other (see Figure 3). Theoretically, this prevents the drinking water system from 
interacting with the wastewater or stormwater system (i.e., avoiding contamination of the 
drinking water). In reality, interactions between the systems do occur; with varying 
consequences to the drinking water supply system and the impact on consumers (Besner et al., 
2010a). 

 

Figure 3 - Usual position of drinking water pipes compared to wastewater pipes in underground trenches. 
Groundwater level is shown as being over the drinking water pipe; this level will be variable, depending 
on environmental and seasonal conditions. 

2.2 Elements of the distribution network 
The distribution network consists of many components: pipes, valves, pumps, reservoirs, 
hydrants and other appurtenances that connect the drinking water supply to consumers’ taps 
(National Research Council, 2006; WHO, 2014). The presence or absence of a certain 
component will be heavily influenced by the area the distribution network is supposed to serve. 
For example, the layout of the network will depend on the existing streets and roads, existing 
and planned land use, and where the water demand is concentrated (WHO, 2014). A pump 
might not be needed if the treatment plant is at a high enough elevation compared to the areas 
being fed. A brief description of the main components of the network is presented below. 

2.2.1 Pipes 
The network of pipes that transport water from a treatment facility or directly from the source 
to the consumers can be classified from largest to smallest as transmission mains, distribution 
mains, service lines and premise plumbing (National Research Council, 2006). Transmission 
mains usually convey drinking water from a source to a storage reservoir. Distribution mains 
are then used to transport water to the different parts of a city. Service lines are connected to 
distribution mains and carry water to the residences/buildings. Premise plumbing refers to the 
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pipes inside the building that distributes the water to the point of use. Premise plumbing and 
(partly) service lines are not considered to be part of the distribution network, since these pipes 
are not under the control of the water utility.  

Pipes also differ in their material composition: it can be influenced by tradition, era in which 
they are laid, advances in material properties or production techniques, among other reasons. 
For example, Swedish distribution networks were mainly composed of metal pipes (galvanic 
steel, cast/ductile iron) until the 1970s, when plastic pipes became more widespread (Malm et 
al., 2013b). Plastic pipes continue to be the preferred material to this day. 

2.2.2 Valves 
Valves are an essential component for the proper operation of any distribution network. There 
are two types of valves commonly present in every network: isolation valves and control valves 
(WHO, 2014). Isolation valves, as their name imply, are used to isolate sections of the network 
during maintenance or repair work. The location of the valve also tries to minimize the 
inconveniences to other service areas while the work is ongoing.  

Control valves are used for differing purposes. They are used to prevent adverse (i.e., too high 
or too low) pressure conditions in the network (e.g., pressure-reducing, pressure-sustaining and 
pressure-relief valve); control flow quantity and direction (e.g., flow-control valves, throttling 
valves, float valves and check valves); and for operational purposes (e.g., blow-off valves, air 
release valves).  

2.2.3 Pumps 
Pumps may be needed to provide the necessary energy for water to reach higher elevations 
within the network or increase the pressure to acceptable levels.  

2.2.4 Reservoirs 
Reservoirs have different functions depending on the conditions in the network. One of their 
main functions is to provide storage capacity for balancing variations in supply and demand 
throughout the day (WHO, 2014). They also serve to stabilize pressures in the network, 
protecting the network against surges (excessive pressure) or sudden drops. Another function 
is to provide emergency water during firefighting.  Reservoirs can be constructed on ground or 
be elevated. Whether the reservoir is situated on the ground or is elevated will depend on the 
terrain, available locations for reservoirs and pressure requirements of the system. Reservoirs 
are an integral component in maintaining a well-functioning distribution network.  

2.2.5 Hydrants 
Hydrants’ main purpose is to offer firefighters access to the water supply (National Research 
Council, 2006). Proper design and maintenance are required to satisfy firefighting 
requirements. Hydrants are also an important component of distribution network maintenance. 
Routine flushing programs, where large volumes of water are forced through the pipe network 
and exited through the hydrants, are used in many distribution networks to maintain adequate 
water quality. Flushing is also used during emergency situations, when the water quality has 
been compromised, to remove the contamination from the network.   
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2.2.6 Configuration of the distribution network 
The distribution network can have three system configurations: branch, grid and combined (see 
Figure 4). The branching system is analogous to a tree branch, in that smaller pipes branch out 
of larger ones throughout the service area (National Research Council, 2006). An advantage of 
this system is a lower investment cost compared to the grid system. A major disadvantage is 
that numerous consumers may be affected during an incident, since the water can only take a 
single path to the consumers. This setup is common in rural areas and small settlements. The 
grid system provides loops throughout the service area, enabling the water to take two or more 
paths towards the consumers. This provides redundancy to the system, which minimizes the 
consumers affected when areas need to be isolated (VAV, 2001). It is also considered to be 
more expensive, since the length of the system is increased due to the loops. This setup is 
common in large, dense areas. 

In reality, most large distribution networks are a combination of grids and branches (VAV, 
2001). Dense, centric parts of the city will tend to have loops while neighborhoods in the 
periphery will tend to be supplied by a single branch. As mentioned previously, the choice of 
system will mainly be influenced by the local topography, street layout and type of community 
being served. 

        

Figure 4 - (a) Branch, (b) grid and (c) combined network configurations in which the distribution 
network can be structured. 

2.3 Risk within the context of drinking water 
Risk is usually defined in multiple ways, depending on what is being evaluated (Lindhe, 2010). 
Within the drinking water sector, risk can be defined as a combination of probability and 
consequence. This can be further clarified by adding that risk can be considered to consist of 
(MacGillivray et al., 2006): 

 

(c) (b) (a) 
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• An agent with the potential to cause harm (i.e., hazard); 

• Uncertainty of occurrence and outcomes (expressed as the probability of occurrence); 

• Consequences (what can happen); 

• And a specific time frame  

Risks can be of microbiological, chemical, radiological origin or physical in nature (WHO, 
2011). The most evident source of contamination for microbial risks is the sewage system.  

2.3.1 Health risks associated to microbiological contamination 
Five major microbial risks have been identified for the distribution network (National Research 
Council, 2005). From higher to lower priority they consist of: cross-connections and backflows; 
improper maintenance and operation of reservoirs; contamination during installation, 
rehabilitation and repair of water mains; intrusion; and biofilms. The prioritization is based on 
the amount of evidence for their contribution to health risks to consumers. All of these risks 
have been identified as the causes for waterborne disease outbreaks (Craun, 2012; Hrudey and 
Hrudey, 2004; Hrudey and Hrudey, 2007; Risebro et al., 2007). A brief explanation of each risk 
follows below. 

Cross-connections are points in the distribution network where non-potable water elements 
(e.g., wastewater pipe) can come into contact with the drinking water (USEPA, 2002d). When 
the pressure in the non-potable water source is greater than in the distribution system and there 
are inadequate cross-connections controls present (e.g., absence of backflow prevention valve), 
a backflow can occur (WHO, 2014). Cross-connections are considered one of the most serious 
public health risks in the distribution network (National Research Council, 2005; WHO, 2014).  

Routines exist to ensure correct hygienic procedures during installation, rehabilitation and 
repair of water mains (Säve-Söderbergh et al., 2013; WHO, 2011; WHO, 2014). However, 
contamination can occur if these routines are not carried out (e.g., inadequately disinfecting 
newly laid pipes) (USEPA, 2002c). Unhygienic practices during installation, rehabilitation and 
repair of water mains were classified as a high priority issue (National Research Council, 2005). 

There are different ways in which water quality can be compromised in reservoirs. Physical 
breaches, such as cracks in the walls/roofs of the reservoir and cross-connections can allow 
contamination to enter from the exterior, e.g., (Falco and Williams, 2009; Kristianstads 
kommun, 2015). Inadequate hydraulic design can cause long residence times, leading to 
complete loss of disinfectant and microbial regrowth (Clark et al., 1996; Seyoum et al., 2014; 
USEPA, 2002b). Improper management of reservoirs was considered a high priority issue in 
the first assessment report by the (National Research Council, 2005).  

According to Besner et al. (2011), intrusion can be defined as the contamination of the drinking 
water due to adverse pressure conditions and physical breaches in the system. Three conditions 
are necessary for microbial contamination to occur: presence of pathogens surrounding the 
distribution system (source); occurrence of pressure transients or low-pressure events (adverse 
pressure conditions); and deteriorated physical conditions of the pipes (physical breach) 
(Hooper et al. 2008; Lindley and Buchberger 2002). Intrusion was considered a medium priority 
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issue by the National Research Council (2005); however, gradually it is being recognized as a 
major contributor to the waterborne disease burden (Besner et al., 2011; Islam et al., 2015; 
Murphy et al., 2016) .  

Biofilms are a complex collection of microorganisms, extracellular polymeric substances, 
organic and inorganic matter (Kauppinen et al. 2012). They are known to serve as potential 
reservoirs for pathogens inside the distribution system (Berry et al. 2006; Nocker et al. 2014; 
Wingender and Flemming 2011). Pathogenic organisms that manage to intrude the distribution 
network (e.g., via cross-connections and backflow into the system) can become attached to 
biofilms and, afterwards, become detached through shear stresses due to the water flowing. 
Pathogens that can be found in biofilms include Cryptosporidium oocysts (Angles et al. 2007; 
Howe et al. 2002); enteric viruses (Skraber et al. 2005; Storey and Ashbolt 2003); opportunistic 
pathogens (Farkas et al. 2012; Pryor et al. 2004) and bacterial pathogens (September et al. 2007; 
Wingender 2011). Biofilms were classified as a medium priority issue (National Research 
Council 2005). 

2.3.2 Hazards in the distribution network 
Hazards are agents that can potentially cause harm to a person. Events that lead to the presence 
of a hazard are known as hazardous events. From a distribution network perspective, the 
presence of a hazard or occurrence of a hazardous event is closely related to the loss of integrity 
in the network. The integrity of the distribution network can be divided into three components: 
physical, hydraulic and water quality.  

Physical integrity relates to the capacity of the network to physically impede the entry of 
external contaminants (National Research Council, 2006). The main components of physical 
integrity are: pipes, appurtenances (e.g., hydrants, valves), reservoirs and backflow prevention 
devices (see Table 1). These components may induce loss of physical integrity in different 
manners (WHO, 2014). Pipes and reservoirs may lose their ability to act as a barrier if they 
develop cracks or holes. Appurtenances can become contaminated during human activities. 
Backflow prevention devices are a standard protective measure against cross-connections. 
Absence or failure of the device will also lead to loss of integrity. 

There are several ways physical integrity can be preserved. Aging infrastructure is known to 
lead to higher frequency of pipe breaks, due to the deterioration of the pipe material (Van Abel 
et al., 2014). Therefore, the pipe network will need to be rehabilitated to maintain the physical 
integrity (Malm et al., 2013b; Winkler et al., 2018). Hygienic routines are an important measure 
for preserving physical integrity during repairs or maintenance work with pipes, reservoirs and 
appurtenances (Svenskt Vatten, 2014).  

The hydraulic integrity is preserved if adequate flow, pressure and water age is maintained 
throughout the network. According to Swedish guidelines for general distribution networks 
(VAV, 2001), there exists a desirable range in which to keep the pressure in the distribution 
network (see Figure 5). The pressure at the connection points of the water main with the service 
line should not exceed 70 m (700 kPa). The lowest pressure should be: (1) 15 m over the highest 
tap at the connection point (2) 15 m over the ground level at a hydrant. Low pressures affect 
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the reliability of the supply, fire suppression and may increase the risk of intrusion. Too high 
pressures increase the wear on the appurtenances, increase leakage and may cause additional 
leakages or breakages. Pressure fluctuations must also be regulated properly to avoid abrupt 
surges (LeChevallier et al., 2003; Karim et al., 2003; Besner et al., 2010b). 

 
Figure 5 - Pressure requirements for Swedish distribution networks according to VAV (2001). (2) is the 
distribution network pipe and (4) is the service line. The highest pressure permitted in Swedish networks 
is 70 m at (1) connection point. The lowest pressures should be 15 m over both points (4) highest tap 
and (5) fire hydrant.  

Water age is the time the water spends in the distribution network. Many factors that impact 
microbial regrowth are related to increased water age (USEPA, 2002a). For example, the longer 
the water stays in the network (older water) the more time the chlorine residual will have to 
react with naturally occurring materials in the pipes. This could lead to a scenario where there 
is complete decay (loss) of the residual.  

Adequate water age is also dependent on mixing conditions inside the storage reservoirs. If 
there is incomplete mixing or if the water is not exchanged continually, pockets of stagnant 
water can form (Clark et al., 1996). This leads to all the negative effects of excessive water age. 
Therefore, reservoirs are also an important component in preserving hydraulic integrity.   

Water quality integrity can be lost due to internal processes in the drinking water that lead to 
deterioration of the water quality (National Research Council, 2006). From a microbial 
perspective the two most important processes affecting water quality are biofilm growth and 
loss of disinfection residual. In addition to their role harbouring pathogens, biofilms can select 
for corrosion-inducing microorganisms in metal pipes (Farkas et al., 2012; Douterelo et al., 
2014).  

1. Connection point 

2. Distribution pipe 

3. Service pipe 

4. Highest tap 

5. Hydrant 

15m over 
highest 

tap 

Lowest pressure level in the 
connection point 

 

Highest pressure in the 
distribution network: 70 m 

Lowest pressure level at 
the hydrant 
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Water supply systems that use chlorination as a disinfection step will (usually) add sufficient 
disinfectant so that a “residual” remains in the drinking water after treatment. This chlorine 
residual (also known as disinfection residual) aids in preserving water quality in case of small 
contamination events inside the network (Haas, 1999; Propato and Uber, 2004). It can also be 
used as a proxy for disturbances in the network and to reduce the regrowth of microorganisms 
inside the network.  

Table 1 - Integrity of the network. Partially adapted from National Research Council (2006). 

Integrity Components / Parameters Mechanism for loss of 
integrity Prevention 

Physical 

Pipes 

• Structural failure 
o Corrosion 
o Surges  

• Unsanitary activity 
during construction, 
replacement, or repair 

• Pipe 
renewal 

• Hygienic 
routines 

Appurtenances 

• Corrosion 

• Flooded components 

• Unsanitary activity 
during construction, 
replacement, or repair 

• Inspection 
programs 

• Hygienic 
routines 

Reservoirs 

• Unsanitary activity 
during construction, 
replacement, or repair 

• Corrosion 

• Inspection 
programs 

• Hygienic 
routines 

Backflow prevention device 

• Absence of device 
allows backflow from 
cross-connection 

• Faulty device 

• Inspection 
program 

Hydraulic 

Flow 
• Pump shutdown 
• Scaling 

• Loop 
network 

• Chemical 
cleaning 

Pressure 
• Pump shutdown 
• Inadequate valve control 

• Surge 
protection 
devices 

Water age 
• Complete decay of 

residual 
• Stagnation in reservoirs 

• Adequate 
mixing 
conditions 

Water 
quality 

Biofilm • Long residence times 

• Chlorine 
residual 

• Biologically 
stable water 

Disinfection residual • Long residence times • Booster 
chlorination 
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Microbial hazards that can intrude the network when integrity is lost are known as pathogens - 
infectious agents that can cause disease. Pathogens are usually grouped as bacteria, virus, 
protozoa (parasites), fungi and helminths (Ramírez-Castillo et al., 2015). Table 2 shows 
common pathogens that are known to have health effects in humans, as well as emerging 
pathogens. For example, the most common agents associated to waterborne outbreaks in the 
Nordic countries were Campylobacter and caliciviruses; accounting for 70% of the outbreaks 
with known aetiology (Guzman-Herrador et al., 2015).  

Table 2 - Common pathogens that have been linked to waterborne disease. Emerging pathogens are 
those for which evidence is still inconclusive establishing drinking water as a route of transmission. 
Sources: (Ramírez-Castillo et al., 2015; WHO, 2011; Ashbolt, 2015). 

Category Common pathogens Emerging pathogens 

Bacteria 

Campylobacter 

Aeromonas spp. 

Helicobacter pylori 

Listeria monocytogenes 

Pseudomonas aeruginosa 

Salmonella 

Shigella 

Legionella 

E. coli pathogenic strains 

Vibrio cholerae 

Virus 

Adenovirus 

Astrovirus 

Mamavirus 

Mimivirus 

Calicivirus 

Hepatitis A/E virus 

Rotavirus 

Enterovirus 

Protozoa 

Cryptosporidium 

Blastocystis 

Isospora belli 

Giardia 

Toxoplasma gondii 

Nagleria fowleri 

Entamoeba 

Fungi Microsporidia Candida albicans 

Helminth 
Dracunculus 

- 
Schistosoma spp. 

 

Microbial risks in the distribution network can lead to waterborne disease outbreaks and 
contribute to the endemic level of disease in the population (Guzman-Herrador et al., 2015; 
Murphy et al., 2016; Reynolds et al., 2008; Messner et al., 2006). Therefore, it is of utmost 
importance to identify, analyse and interpret the detrimental consequences of waterborne 
disease in society. The branch of medicine dedicated to studying these consequences is 
epidemiology. 
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2.4 Introduction to epidemiology 
Epidemiology can be defined as the study of the distribution of disease and the factors that 
influence its frequency in human populations (Silman and Macfarlane, 2002). Epidemiology 
seeks, among other things, to identify factors that affect health (e.g., agents that transmit 
disease, environmental factors), identify sensitive groups in a population, investigate outbreaks 
and control epidemics (Schoenbach, 2000a). Epidemiology has a long history in the drinking 
water field (Stanwell-Smith, 2003), beginning in the mid-1800s with cholera outbreak 
investigations.  
 
There are two main measures of disease in a population: prevalence and incidence (Schoenbach, 
2000b). Prevalence is the proportion of a population affected by a disease (Eq. 1). There is no 
time element involved in calculating prevalence, unlike when calculating incidences.  
 

 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  
𝐶𝐶𝑃𝑃𝐶𝐶𝑃𝑃𝐶𝐶

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 (𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝐶𝐶𝑟𝑟)
 Eq. 1 

 
Incidence is the number of new infections in a population within a specified time period. It can 
be expressed as a proportion (cumulative incidence: Eq. 2) or as a rate (Eq. 3). Cumulative 
incidence can be used to calculate the level of risk for a certain population. The cumulative 
incidence is also known as attack rate. 
 

 𝐶𝐶𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  
𝑁𝑁𝑃𝑃𝑁𝑁 𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝐶𝐶 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝐶𝐶𝑟𝑟 𝑓𝑓𝑃𝑃𝑃𝑃 𝐶𝐶𝑃𝑃𝐶𝐶𝑃𝑃 𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑓𝑓 𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃
 

 
Eq. 2 

 

 𝐼𝐼𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  
𝑁𝑁𝑃𝑃𝑁𝑁 𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝐶𝐶 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃 𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖

𝑇𝑇𝑃𝑃𝐶𝐶𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃ℎ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑁𝑁𝑃𝑃𝐶𝐶 𝑃𝑃𝑜𝑜𝐶𝐶𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖, 𝐶𝐶𝑃𝑃𝐶𝐶𝐶𝐶𝑃𝑃𝑖𝑖 𝑓𝑓𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 
 

 
Eq. 3 

 
To estimate the increased risk of disease for a population exposed to a certain variable, three 
different ratios can be used. Risk ratio (RR) is the ratio of cumulative incidence in two 
population groups (Eq. 4). The risk ratio can also be seen as the relative risk of disease. If the 
RR = 1, the incidence is the same in the exposed group and the unexposed group: there is no 
association between exposure/risk factor and disease. If RR > 1, there is an increased risk of 
disease in the exposed group than in the unexposed group. If RR < 1, there is a reduction in risk 
of disease for the exposed group. 
 

 𝑅𝑅𝑃𝑃𝐶𝐶𝑟𝑟 𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  
𝑅𝑅𝑃𝑃𝐶𝐶𝑟𝑟 (𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃) 𝑃𝑃𝑃𝑃 𝑃𝑃𝑒𝑒𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑖𝑖 𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑅𝑅𝑃𝑃𝐶𝐶𝑟𝑟 (𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃) 𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑒𝑒𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑖𝑖 𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

 
Eq. 4 

 
The rate ratio is a ratio between incidence rates of an exposed group and an unexposed group 
(Eq. 5). It is also called incidence density ratio. Rate ratio is useful when the time component 
is relevant for the study. 
 

 
𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃 𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  

𝐼𝐼𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃 𝑃𝑃𝑒𝑒𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑖𝑖 𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝐼𝐼𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑒𝑒𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑖𝑖 𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

 
Eq. 5 

 
Odds ratio measures the relative odds of an outcome occurring after an exposure (Eq. 6). The 
numerator is the number of exposed cases divided by the number of unexposed cases. The 
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denominator is the number of exposed non-cases divided by the number of unexposed non-
cases. An OR > 1 indicates increased odds of developing the outcome when exposed to a given 
variable, and an OR < 1 indicates the opposite. An OR = 1 indicates that the odds of the outcome 
are not affected by the variable (Szumilas, 2010).  
 

 
𝑂𝑂𝑖𝑖𝑖𝑖𝐶𝐶 𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  

𝑂𝑂𝑖𝑖𝑖𝑖𝐶𝐶 𝑃𝑃𝑓𝑓 𝑖𝑖𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃 𝑃𝑃𝑃𝑃 𝑃𝑃𝑒𝑒𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑖𝑖 𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑂𝑂𝑖𝑖𝑖𝑖𝐶𝐶 𝑃𝑃𝑓𝑓 𝑖𝑖𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃 𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑒𝑒𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃𝑖𝑖 𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

 
Eq. 6 

 
For rare diseases, i.e., where the incidences are low, both rate ratios and odds ratio are 
numerically the same as the risk ratio (Schoenbach, 2000c; Silman and Macfarlane, 2002).  

2.4.1 Types of epidemiological studies 
There are a variety of epidemiological study designs that can be used to try to determine the 
relationship between risk factors and disease (see Table 3). Some study designs may be suitable 
to determine causes; while others can merely determine correlations or express changes in 
outcomes (Ho et al., 2008; Burns et al., 2011). The different designs available are: ecological, 
case-control, cross-sectional, cohort and randomized-controlled trials. A literature review on 
how these study designs have been used in the drinking water context can be found in Bylund 
et al. (2017).  

Ecological, case-control, cohort and cross-sectional studies are collectively called observational 
studies (Mann, 2003). They are considered observational since the investigator does not 
intervene directly when collecting data on individuals. Although grouped as observational, each 
of the study has its own particularities, advantages and disadvantages. 

Ecological studies can be used to determine correlations between risk factors and health 
outcomes in a certain population (defined geographically, politically or temporally) (Bylund et 
al., 2017; Schoenbach, 2000d). If the data is routinely collected and readily available, this study 
design can be carried out more quickly and less costly than other studies. However, ecological 
studies cannot control for potential bias (e.g., selection bias) or confounding – that is when the 
disease is mistakenly attributed to the risk factor/exposure being studied, due to not considering 
the effects of other potential factors. This restricts ecological studies from being used for 
hypothesis testing (i.e., cannot determine causality).  

In case-control studies, the investigators group people exhibiting a desired outcome into cases 
and a group that does not as controls (Mann, 2003; Silman and Macfarlane, 2002). The 
investigators then determine which individuals were exposed to the variable of interest in both 
groups. Case-control studies are suitable when the disease is rare: since the investigator selects 
the cases, they will have a higher proportion of subjects. Studies will could also be 
comparatively cheaper and easier to perform (Rothman et al., 2008). Case-control studies are 
still prone to biases, i.e., selection bias and recall bias. Additionally, it is difficult to determine 
if the exposure preceded the outcome (Mann, 2003; Schoenbach, 2000d).   

Cohort studies can be retrospective or prospective (Mann, 2003). A prospective cohort study 
involves following a population over a period of time, measuring possible risk factors that could 
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lead to the onset of a condition. Over the period of time, the population is observed to verify if 
they have developed the outcome of interest. Retrospective studies follow the same study 
design, with the only difference being that the exposure data has already been collected and 
only the development of the outcome is analysed in the present (see Figure 6). Cohort studies 
allow for the determination of causality. Relative risk can also be estimated with this design. 
However, these type of studies are resource-intensive (Bylund et al., 2017), in addition to 
possibly suffering from high drop-out rates. Confounding is also possibility. 

 

 

 

 

 

 

 

A cross-sectional study collects information about a population at a specific point in time. It is 
used to measure the point prevalence of a disease (Silman and Macfarlane, 2002). Cross-
sectional studies are usually inexpensive and quick. However, cross-sectional studies are also 
susceptible to misclassification and selection bias (Schoenbach, 2000d). Since all the 
information is collected at the same time, it may be difficult to establish if the cause preceded 
the effect. 

Another class of study designs are experimental in nature. Randomized-controlled trials (RCTs) 
are considered the closest design epidemiology has to a laboratory experiment. In RCTs, the 
investigator directly “intervenes” in the studied population, by deciding which group is exposed 
to the variable of interest and which is not (Schoenbach, 2000d). RCTs provide the strongest 
evidence for causality of all the study designs (Ho et al., 2008). It can also provide a direct 
measure of the risk reduction due to the intervention (Bylund et al., 2017). In some cases, 
performing an RCT will be unethical; hence, alternative study designs are the only choice 
(Rothman et al., 2008). Additionally, RCTs are expensive and time consuming. 

All of the designs previously described are commonly used in epidemiological investigations 
concerning association of the distribution network to disease. Theses represent direct and 
indirect measurements of microbial risk associated with distribution network deficiencies. 
There exists another possibility of using computational software, different modelling tools, and 
site-specific measurements, among other data to evaluate microbial risks and health effects due 
to pathogen exposure. It is encompassed in a framework known as Quantitative Microbial Risk 
Assessment Framework. 

Figure 6 - Timing for measuring exposure and disease in cohort studies. Adapted from Silman 
and Macfarlane (2002). 

Exposure DiseaseProspective 
Cohort study

Retrospective 
Cohort study Exposure Disease

Past Present Future 
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Table 3 - Types of epidemiological studies used to evaluate the association of the distribution network 
with endemic disease. 

Study design Type Advantages Disadvantages 

Measure of 
association 

(Schoenbach, 
2000d) 

Ecological Observational 

If data is collected 
routinely, can be 

performed cheaply 
and quickly 

Ecological fallacy 
 

Cannot control for 
confounding or 

other bias 

Incidence Rate 
Ratio (IRR), 
Odds ratio 

Case-control Observational 

Suitable for rare 
diseases 

 
Efficient use of 

resources and time 

Prone to selection 
bias & recall bias 

 
Cannot establish 

sequence of 
exposure and 

outcome 

Odds ratio 
(OR) 

Cross-sectional Observational 

Can study entire 
populations 

 
Improved 

generalizability 

Cannot establish 
sequence of 

exposure and 
outcome 

 
Prone to 

misclassification 
and selection bias 

Prevalence 
odds ratio or 
prevalence 
ratio 

Cohort Observational 

Can establish 
sequence of 

exposure and 
outcome 

 
Can assess several 

outcomes 

Large sample sizes 
 

Risk for 
confounding 

 
Impractical for 
rare diseases 

 
Expensive and 

time consuming 

Risk ratio 

RCTs Experimental 

Direct 
measurement of 

risk reduction due 
to intervention 

Expensive 
 

Time consuming 
 

Incidence Risk 
Ratio (RR) 

 

2.5 The QMRA framework 
One of the most valuable methodologies available for quantification of microbial risks is the 
quantitative microbial risk assessment (QMRA) framework (Petterson et al. 2016). A QMRA 
consists of four basic steps (WHO 2016):  

• Problem formulation: the scope and purpose of the assessment is determined at this 
stage. Hazards, exposure pathways and health outcomes are investigated; 

• Exposure assessment includes quantifying pathogen sources, magnitude and frequency 
of the exposure for the different scenarios being analysed;  
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• Health effects assessment involves estimating the health impact from the identified 
hazards and the population of the study (e.g., drinking water consumers); 

• Risk characterization combines the exposure and health effects assessments to quantify 
the risk of infection. This can be represented as number of consumers infected per year, 
DALYs. A sensitivity analysis can also be performed in this step to determine which 
parameters influence the most the QMRA results.  

An alternative QMRA framework presents a 5-step approach: hazard identification, dose-
response assessment, exposure assessment, risk characterization and risk management 
(QMRAwiki, 2013; Haas et al., 2014). Risk management is the only step that is explicitly new. 
Here, costs and measure effectiveness are important components to make a decision after 
performing the previous four steps. It is important to note that in order to perform a valid 
assessment, uncertainties must be taken into account in each step, whether it be 4-step or 5-step 
QMRA. Otherwise, the results will not be representative of reality (Bouwknegt et al., 2014). A 
detailed explanation of each step from a distribution network perspective follows below.  

2.5.1 Problem formulation 
The main aim with problem formulation is to determine the scope and the purpose of the risk 
assessment. Effectively identifying potential hazards, in addition to contamination pathways 
and outcomes after exposure are all tasks to complete to have a successful problem formulation 
(WHO, 2016). However, already in this step some level of assumptions are needed to 
successfully formulate the problem. 

One relevant assumption made early in the assessment is the choice of reference pathogens, 
since it is not possible to evaluate all possible waterborne pathogens in a single QMRA (WHO, 
2016). By choosing reference pathogens, it is assumed that all other pathogen of the same type 
will be controlled in the same way as the reference. The reference pathogens should be the most 
representatives of the local conditions. For example, Campylobacter, norovirus and 
Cryptosporidium would be appropriate choices for reference pathogens for a QMRA performed 
in Sweden: epidemiological investigations support their selection (Abrahamsson et al., 2009; 
Guzman-Herrador et al., 2015).  

To determine the exposure pathway, it is necessary to define which hazardous events or 
scenarios will be included in the assessment. This definition is required due to differences in 
potential pathways depending on which risk is assessed. For example, if the risk assessor is 
interested in studying intrusion and reservoir contamination, the transport inside the distribution 
towards the consumer can be identified in same way (see Figure 7). However, the pathogen 
source and pathway will differ completely. 

The final step in the problem formulation is to determine which health outcome will be used to 
assess the risk (WHO, 2016). These can be expressed as, e.g., a yearly probability of infection 
or disability-adjusted life years (DALYs). The choice of health outcome will depend on the 
objective of the risk assessment. 
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2.5.2 Exposure assessment 
The main goal of the exposure assessment is to quantify the sources, contamination and 
exposure pathways identified in the problem formulation (Haas et al., 2014). Both theoretical 
models (e.g., Vairavamoorthy et al. (2007)) and source characterization (Besner et al., 2010a; 
Karim et al., 2003) have been used to quantify pathogen concentrations that could potentially 
contaminate the distribution network. Most of the quantification has focused on the risk of 
intrusion and contamination during maintenance or repair work (Yang et al., 2015; Teunis et 
al., 2010b; Blokker et al., 2018). Hydraulic models are also needed in order to quantify the route 
from the source to the consumers’ tap.  

Control measures to inactivate pathogens in the distribution network are limited compared to 
options available for the source water and treatment plant (Risebro et al., 2007). According to 
QMRAs already performed in the network, the following parameters achieve some kind of 
reduction of the pathogen concentration: disinfectant residual, dilution factor, flushing (Yang 
et al., 2015; Blokker et al., 2018; Teunis et al., 2010b).  

For distribution network QMRAs, the basic mechanism of exposure for the consumer is through 
unboiled tap water intake (Yang et al., 2011; Teunis et al., 2010b; McInnis, 2004). To quantify 
this parameter, consumption pattern studies have been performed in variable settings, e.g., 
(Säve-Soderbergh et al., 2017; Roche et al., 2012; Hynds et al., 2012). Local consumption 
pattern studies are needed in order to accurately describe the exposure levels in the population, 
making the QMRA results more reliable. 

2.5.3 Health effects assessment 
After determining the population that will be exposed to a certain pathogen concentration, the 
next step will be to assess the health outcomes of these. The health effects assessment uses 
dose-response models to relate the dose to a probability of infection or disease (Haas et al., 
2014). Dose-response models are currently available for numerous pathogens: Campylobacter 
(Medema et al., 1996; Teunis et al., 1999; Teunis et al., 2005); Salmonella (Teunis et al., 1999; 
Teunis et al., 2010a); E. coli O157:H7 (Teunis et al., 2004; Teunis et al., 2008b); adenovirus 
(Teunis et al., 2016); norovirus (Teunis et al., 2008a; Messner et al., 2014); Cryptosporidium 
(Teunis et al., 1999; Teunis et al., 2002); and Giardia (Teunis et al., 1996; Zmirou-Navier et 
al., 2006). 

2.5.4 Risk characterization 
Risk characterization consists in combining the exposure assessment and the health effects to 
generate a quantitative estimation of risk. Risk estimates are most commonly expressed as 
yearly probability of infection and/or disability-adjusted life years (DALYs).  These estimates 
can be used in different ways, e.g., compare the calculated risk with a regulatory target. For 
example, in United States the annual probability of infection allowed is set to 1/10,000 
consumers (National Research Council, 2006). Consequently, if a QMRA is performed for the 
distribution network and the estimated risk of infection is 2/10,000 consumers per year; it could 
concluded that the risk is unacceptable if compared to the health target. 
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Figure 7 - Example of definition of exposure pathways for intrusion and reservoir. 

In order to properly characterize the risk, uncertainties must be included in the analysis (Lindhe, 
2010; Bouwknegt et al., 2014). A common way to perform uncertainty analyses in distribution 
network risk assessments is through Monte Carlo simulations (Teunis et al., 2010b; Torres et 
al., 2009; Nilsson et al., 2005; Khanal et al., 2006). Monte Carlo simulations use probability 
distributions as their input data, selecting random numbers from the distribution for each 
calculation. This process is performed for a certain number of iterations (e.g., 1 000, 10 000), 
obtaining a probability distribution as the result (Lindhe, 2010). 

A sensitivity analysis should also be carried out for different reasons: refine the assessment, 
identify sources of uncertainty, and determine mitigation measures, among others (WHO, 
2016). Monte Carlo simulations can also be used for this purpose; however, the standard method 
involves changing the input variable and noting the extent of the change in the result.  
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2.5.5 Risk management 
The risk characterization results may be used inform decisions about managing the risk (Haas 
et al., 2014). For example, if the risk is deemed unacceptable mitigation measures are needed. 
After implementing the mitigation measure(s), a new risk estimate can be obtained by running 
the model with the new information. The adjusted risk estimate is then compared to the health 
target and evaluated accordingly. Possible mitigation measures during a contamination incident 
in the distribution network include (Säve-Söderbergh et al., 2017; Blokker et al., 2018): 

• Isolation of the affected area 
• Chlorination 
• Flushing 
• Boil water advisory 
• Emergency water sources   
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3 Materials and methods 
Methods used in the elaboration of Paper I and Paper II are described in this chapter. Paper I mainly 
consisted of a systematic literature review; hence, keywords, databases and other relevant information 
are given. The fault tree analysis and a secondary literature review for data collection, which are 
relevant for Paper II, are described in this section.  

3.1 Literature review (Paper I) 
A systematic literature review was performed for Paper I. The literary search was performed 
within three databases: Scopus, Web of Science and PubMed. Scopus and Web of Science were 
chosen due to their extensive collection of peer-reviewed literature. PubMed Central (PMC) 
was chosen due to their focus on life sciences and biomedical literature.  

In order to perform the first literary search, the following keywords were used: (1) “drinking 
water”, (2) “distribution system”, (2) “distribution network”, (3) “disease outbreak” and (3) 
“gastrointestinal disease”. The keywords were combined in different ways using Boolean 
operators. Keywords in group (3) were truncated for some of the searches. The same search 
strategies were used for the three selected databases. Moreover, after performing the first search 
strategy in Scopus, results were refined using additional keywords e.g., water contamination, 
water supply, epidemic, risk assessment, etc. Keyword searches were complemented with 
citation searches.  A summary of the search strategies used for each database can be seen in 
Appendix. For this thesis, the focus of the first literary search will be the endemic disease 
results. 

For the second literary search, group (3) was changed to microbial risk assessment and the 
search was conducted again. Results were complemented with citation searches as well.  

3.2 Cross-connection and backflow conceptual model 
(Paper II) 

A conceptual model for estimating the risk of cross-connection and backflow in a theoretical 
network was developed using the fault tree methodology and literature data. Fault trees are a 
graphical method that allows modelling how component failures can lead to a system-wide 
failure (Ruijters and Stoelinga, 2015). The system failure event, usually called top event, will 
be subdivided into intermediate events and/or events at the end of the branch, i.e., basic events. 
Intermediate and basic events will be evaluated using logic gates, i.e., AND-gates and OR-
gates, leading to the top event. Fault tree analyses have been used in probabilistic risk analyses 
within a drinking water context in the past (e.g., Lindhe et al. (2009); Risebro et al. (2007)); 
therefore, it was considered a valid methodology for the purpose of cross-connection risk 
estimation. 

In this scenario, the top event was considered to be microbial contamination of the drinking 
water due to a cross-connection and backflow incident (see Figure 8 and Figure 9). For a 
contamination event to occur, there must be both the presence of a cross-connection 
(quality/source of contamination) and a backflow event (trigger of the event & magnitude of 
contamination). For a cross-connection to be possible, two intermediate events must occur: a 
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non-potable source must be put into contact with the drinking water and the competent authority 
fails to detect (either through having a supervision program with this goal and failing to detect 
or lack of supervision). The misconnection can be considered to originate from a human 
mistake, e.g., connecting a stormwater pipe to a point in the network, or a design failure. Human 
errors can be wrongful maintenance work or repair, plumbing mistakes inside residences. 
Design failures can include construction practices that compromise the integrity of the system 
(such as connecting reservoir overflows to non-drinking water pipes). 

 

Figure 8 - Fault tree for cross-connection and backflow contamination event. 

 

Figure 9 - Continuation of fault tree in Figure 8. 

Intermediate events and basic events were generated from two main sources: TECHNEAU 
Hazard Database (Beuken et al., 2008) and reported outbreaks, e.g., Kristianstads kommun 
(2015); Mena et al. (2008); Laine et al. (2011); Falco and Williams (2009). A list of all basic 
events considered is presented in Table 6. 
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In parallel to the calculation of the probability of contamination, the magnitude of the 
contamination was estimated. Three levels of potential contamination were considered: (1) 
Endemic risk case (2) Elevated risk case - contaminated stormwater coming into the network 
(3) Extreme risk case - treated wastewater coming into the network. These were taken from a 
study for a new monitoring sensor tested in Swedish networks (Sensation III, Unpublished).  

• Endemic risk case: 5-50 CFU/100ml E.coli (0.005-0.05 % wastewater) 
• Elevated risk case: 700 CFU/100ml E. coli (0.7% wastewater) 
• Extreme risk case: 5000 CFU/100ml E. coli (10% effluent wastewater) 

 
The reference pathogens chosen were Campylobacter, Norovirus and Cryptosporidium. 
Concentrations were estimated using the indicator organism concentration and standard values 
for domestic wastewater and treated effluent (Tchobanoglous et al., 2003). Pathogen 
concentrations for each case are shown in Table 4. 

Table 4 - Pathogen concentrations determined for each case.  

Reference Pathogen Endemic (No./L) Elevated (No./L) Extreme (No./L) 

Campylobacter 13 – 130 1 750 25 000 

Norovirus 5 – 50 70 – 700 1 000 – 10 000 

Cryptosporidium 0.05 – 5 0.70 – 70 10 – 1 000 

 

Due to the lack of site-specific distribution network, likelihood of failure was estimated from 
historical data (Malm et al., 2010). The endemic risk case was estimated to occur at the same 
frequency as an incident due to cross-connections was reported in the media. Outbreaks were 
estimated to occur at the frequency of reported outbreak cases due to cross-connections. 
Elevated risk case was considered to be 5 times more frequent scenario than extreme risk case. 
This assumption was based on repeated reports of outbreaks being wastewater-influenced 
stormwater or similar; rarely the cross-connection was reported to occur at the wastewater 
treatment plant. To initially test the methodology, average values for length of distribution 
system at a national level were used. Frequency estimations are presented in Table 5. 

Table 5 - Frequency of disturbances and outbreaks caused by cross-connections and backflows. Source: 
Malm et al. (2010) 

Parameter Value Additional information 
Total length of distribution 

network in Sweden 67 000 km The Swedish Water & Wastewater 
Association (2000) 

No. of Swedish municipalities 290 Government Offices of Sweden  
Average length of distribution 

network/municipality 231 km  

No. of disturbances reported 2000-
2008 11 incidents Malm et al. (2010) 

No. of disturbances reported 2000-
2008 (km-1 yr-1) 1.82 x 10-5  

Outbreaks reported 1980-2009 9 outbreaks Malm et al. (2010) 
Outbreaks reported 1980-2009 

(km-1 yr-1) 4.48 x 10-6 Elevated risk case 

Outbreaks reported 1980-2009 
(km-1 yr-1) 8.96 x 10-7 Extreme risk case 
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Table 6 - List of basic events in the fault tree. Further descriptions are provided. 

Basic Events Type of failure Description 

Absence of supervision Detection Lack of supervision program during new connections to the 
network, lack of sufficient staff, knowledge, etc. 

Supervision failure Detection Supervision program fails to detect misconnection 

Wrongful 
maintenance/repair work 

in the mains 

Misconnection: Human 
error 

Wrongful connection of a non-potable water pipe to drinking 
water pipe during regular maintenance or repair work 

Building of new mains Misconnection: Human 
error 

Wrongful connection of a non-potable water pipe to drinking 
water pipe during construction of new mains 

Wrongful connection in-
house plumbing 

Misconnection: Human 
error 

Wrongful connection of a non-potable water pipe to drinking 
water pipe (service lines) 

Misc. error Misconnection: Human 
error Other human mistakes 

Backflow into reservoir 
from overflow pipe 

Misconnection: 
Design/construction 

flaw 
Overflow pipe connected to a non-potable drainage pipe 

Misc. design 
Misconnection: 

Design/construction 
flaw 

Other design/construction mistakes 

Backflow-prevention 
device failure 

Backflow: Backflow-
prevention device Failure of backflow-prevention device 

Absence of backflow-
prevention device 

Backflow: Backflow-
prevention device Lack of backflow-prevention device 

Valve failure Backflow: Hydraulic 
loss     Damage or destruction of network pipes due to water hammer 

Pipe failure Backflow: Hydraulic 
loss 

    Pipe burst due to increased external-stresses on pipe (e.g. traffic, 
soil movement, etc) in combination with a reduced pipe condition 

    Pipe burst due to bad condition of pipe (e.g. internal /external 
corrosion) 

Pump failure Backflow: Hydraulic 
loss 

Low pressure in the network due to wrong settings, deficient 
metering or deficient control of pumps operation [VV1] 

 
Pump stoppage due to power failure/disruption and failing power 

back-up supply 
 

Pump malfunctioning/failure 
 

Damage or destruction of network pipes due to water hammer, 
caused by absent or malfunctioning surge tanks 

 
Damage or destruction of pumping station due to human-caused 
accidents (car, truck or aircraft collision, landslides caused by 

leakage or nearby excavation) 
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4 Summary of Thesis Contributions 
In this chapter the main findings in Paper I and Paper II are presented.   

4.1 Literature review 
The first main topic of the literature review in Paper I were the epidemiological studies. A 
summary of the epidemiological studies evaluating the association of the distribution network 
with gastrointestinal illness is listed in Table 7. Both observational (ecological, cross-sectional, 
case-control and cohort) and experimental (randomised-controlled trials) were carried out in 
distribution networks. A brief commentary on the main findings of these studies is presented 
below (for more details see Paper I). 

The most common study design was the ecological study. The studies were carried out in 
Sweden (Nygard et al., 2004; Malm et al., 2013a), France (Beaudeau et al., 2014), and two 
cities in USA (Hsieh et al., 2015; Tinker et al., 2009). The studies had differing results, even 
when performed in the same country.  

Nygard et al. (2004) investigated a multitude of potential risk factors for Campylobacter 
infections in Sweden. The authors found a positive correlation between distribution pipe length 
per person and increased Campylobacter infection. This meant that the longer the distribution 
pipe, higher the risk of infection. In contrast, Malm et al. (2013a) found no association between 
disturbances in the distribution network in the city of Gothenburg and calls to a health call 
centre. It was considered that most of the events in this study were low-risk (Bylund et al., 
2017). 

Beaudeau et al. (2014) used medical prescription data as a proxy for AGI and tested the 
association with several water network variables: finished water turbidity, river daily flow, 
source water turbidity, and daily interventions for pipe breaks. The authors tested for children 
and adults separately. Pipe breaks had a statistically significant in the children when performing 
univariate analysis, although significance was lost when combining it to other covariates in the 
multivariate analysis [ERR = 1.5% (-1.4% - 4.4%)]. No association at all was found for the 
adult population [ERR = -0.9% (-3.3% - 1.7%). 

For the ecological studies carried out in American cities, one focused on the water residence 
time in the network (Tinker et al., 2009) and the other on turbidity (Hsieh et al., 2015). Tinker 
et al. (2009) found a slight positive association between emergency visits due to GI and longer 
residence times. Hsieh et al. (2015) also found slight associations between emergency visits for 
GI and higher turbidity during spring, and for children age group. Nevertheless, the positive 
associations were usually linked to higher source water turbidity; thus, the distribution network 
was not the main factor influencing the emergency visits.  

Both cohort studies identified in the search were performed in Scandinavia (Nygard et al., 2007; 
Säve-Söderbergh et al., 2017). Nygard et al. (2007) found a significant association between 
main breaks and maintenance work in 7 Norwegian distribution networks and the affected 
households’ incidence of GI. The authors concluded that 37% of the incidence could be 
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attributed to these risk factors. Säve-Söderbergh et al. (2017) carried out a study in five Swedish 
municipalities studying GI during incidents in the distribution network. The authors also 
detected a significant positive association between disturbances in Swedish networks and acute 
gastrointestinal illness (AGI) and vomiting, but not for GI. The relative risk increase for AGI 
was 38%, within the same range as Nygard et al. (2007). 

Hunter et al. (2005) performed a subsequent analysis of the control group from a larger case-
control study of endemic cryptosporidiosis in UK. The authors found a strong association 
between low pressure events and self-reported diarrhoea [OR = 12.5 (3.5 - 44.7)]. However, it 
is worth mentioning that the data was extracted from a larger study of sporadic 
cryptosporidiosis; the study was not designed to test the hypothesis that low pressure events 
had an association with GI. 

A cross-sectional study relating decay of chlorine residual with GI was carried out in Russia 
(Egorov et al., 2002). The authors calculated the relative risk due to free chlorine decay to be 
RR = 1.42 (1.05 – 1.91). The associations were similar when taking other parameters into 
account in conjunction with chlorine residual, e.g., turbidity, chloramines, total heterotrophic 
plate counts, etc.  

There were four main intervention studies (RCTs) identified in the literature review: two carried 
out in Canada (Payment et al., 1997; Payment et al., 1991), one in the USA (Colford et al., 
2005) and one in Australia (Hellard et al., 2001). Both Canadian studies found an increased risk 
from consuming tap water compared to other improved sources (point-of-use treated tap water, 
bottled water, and bottled water from treatment plant). Additionally, Payment et al. (1997) 
found that the distribution network contributed to 14-19% of excess risk of GI. Hellard et al. 
(2001) and Colford et al. (2005) did not detect any association in their respective studies 
[Hellard et al. (2001): RR = 0.99 (0.85 - 1.10); Colford et al. (2005): RR = 0.98 (0.87-1.10)]. 
This indicated that the contribution of the distribution network to endemic level of GI was lower 
than 15% and 11%, respectively (statistical strength of the studies). 

The second literary search focused on QMRA methodologies. There were in total seven QMRA 
methodologies developed for particular risks in the distribution network, with varying degrees 
of complexity (see Table 8). Most of the QMRA models used some sort of hydraulic modelling 
to simulate the contaminant transport in the distribution network. The transport simulation 
determined which nodes would be affected by the contamination plume. Monte Carlo 
simulations were used to generate enough trial runs until a satisfactory result was obtained. 

4.2 Cross-connection and backflow conceptual model 
The methodology developed for estimating the risk of cross-connections and backflows could 
not be tested as desired, due to the lack of site-specific distribution network. However, a general 
proof of concept was carried out to test the methodology and gather some insights about the 
results. Comparing the estimates with the health target set by the US EPA of 1/10 000 infections 
per year, one realizes that the target is fulfilled in only one reference pathogen and one case 
(protozoa, endemic case). The highest infection risks were for the Nokia case (1x10-3 for all 
reference pathogens) and the bacteria reference pathogen for the endemic case (1.1 x 10-3). 
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Table 7 - Selected epidemiological studies that have addressed the contribution of tap water to endemic 
level of disease (Paper I).   

Study Location Study design Blinding Size of the 
study* 

Follow-
up 

period 
Results† Attributable Risk 

Payment et al 
(1991) Canada 

Cluster 
Randomized 
Controlled 

Trial 

No 607 / 2 408 12 
months RR = 1.5 (p <0.01) 

≈35% excess GI in the tap 
water group compared to 

control 

Payment et al 
(1997) Canada 

Cluster 
Randomized 
Controlled 

Trial 

No 1 369 / 5 253 16 
months RR = 1.15 (p <0.01) 

14% - 19% excess risk of GI; 
17% - 40% in children 2-5 

years old 

Hellard et al 
(2001) Australia 

Cluster 
Randomized 
Controlled 

Trial 

Yes 600 / 2 811 12 
months 

RR = 0.99 [0.85 - 
1.10] No association found 

Egorov et al 2002 Russia Cross-sectional n.a. -- / 2 269 n.a. RR = 1.42 [1.05 – 
1.91] 

Significant association between 
free chlorine residual and self-

reported GI 

Nygård et al 
(2004) Sweden Ecological n.a. -- / 7 280 n.a. 

1. IRR = 1.11 [1.08 
– 1.15] 

2. IRR = 1.12 [1.08 
– 1.16] 

3. IRR = 1.13 [1.09 
– 1.17]‡ 

Significant association of 
length of pipe directly 

proportional to increased risk 
of infection 

Colford et al 
(2005) United States 

Cluster 
Randomized 
Controlled 

Trial 

Yes 456 / 1 296 12 
months RR = 0.98 [0.87-1.10] No association found 

Hunter et al 
(2005) 

United 
Kingdom Case-control n.a. -- / 427 n.a. OR = 12.5 [3.5 - 44.7] 

Significant association between 
low pressure event and disease         

(p <0.01) 

Nygård et al 
(2007) Norway Cohort n.a. 1 159 / -- n.a. RR = 1.58 [1.1 - 2.3] Attributable fraction of 37% 

one week after exposure 

Tinker et al 
(2009)§ United States Ecological n.a. -- / 1 700 000 n.a. 

1. OR = 1.00 [0.96 
- 1.03] 

2. OR = 0.99 [0.96 
- 1.03] 

3. OR = 1.07 [1.03 
- 1.10] 

4. OR = 1.05 [1.02 
- 1.08]|| 

Slight association directly 
proportional to the residence 

time and increased risk of 
disease 

Malm et al 
(2013) Sweden Ecological n.a. -- / 500 000 n.a. SIR = 1.08 [0.86 - 

1.32] 

No significant association 
found due to low pressure 

events 

Beaudeau et al 
(2014) France Ecological n.a. -- / 400 000 n.a. 

Children: 
ERR = 1.5%                     

[-1.4% - 4.4%] 
Adults: 

ERR = -0.9%                          
[-3.3% - 1.7%] 

No significant association 
found in children 

No association found in adults 

Hsieh et al 
(2015) United States Ecological n.a. Not specified n.a. Peak ERR = 5% [3% - 

6%] 
Positive association at 

approximately 6-day lag 

Säve-Söderbergh 
et al. (2017) Sweden Cohort n.a. 3 238 / 7431 n.a. 

GI: OR = 1.1 [0.9 - 
1.5] 

AGI: OR = 2.0 [1.2 – 
3.3] 

Vomiting: OR = 1.9 
[1.2 – 3.0] 

Significant association for AGI 
and vomiting 

*Sample size is given by No. of households / No. of individuals 
†RR: Incidence Risk Ratio. IRR: Incidence Rate Ratio. OR: Odds Ratio. SIR: Standardized Infection Ratio. ERR: Excess Relative Risk. 
‡Result 1 is from univariate analysis; results 2 and 3 are from multivariate analyses 
§Included more water suppliers in a subsequent study Tinker et al. 2010. Refined assessment conducted by Levy et al. (2016) 
||(1)OR between intermediate and short residence times and utility 1, (2) OR between intermediate and short residence times and utility 2, (3) OR 
between intermediate and long residence times and utility 1, (4) OR between intermediate and long residence times and utility 2 
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Table 8 - QMRA performed for distribution networks. Taken from Paper I. 

Study Network site Risk event Pathogen Methodology 

McInnis 2004 City in North 
America Intrusion Giardia, faecal 

streptococci 
QMRA coupled with hydraulic modelling and Monte 

Carlo simulations for risk characterization. 

Storey et al. 2004 Sweden Biofilm Legionella 

QMRA modelling 
 

Detachment of Legionella was determined 
experimentally, as well as disinfection data. Monte 

Carlo simulations were used for risk characterization 

van Lieverloo et 
al. 2007 Netherlands 

Multiple 
contamination 

events 

Giardia, 
Campylobacter, 
Cryptosporidium 
and enterovirus 

QMRA coupled with hydraulic modelling. 

Mena et al. 2008 United States Cross-
connection Salmonella 

QMRA coupled with hydraulic modelling. 
 

Used a distribution network simulator to estimate 
transport of contaminated water and Monte Carlo 

simulations for risk characterization 

Teunis et al. 
2010b* United States Intrusion Rotavirus, 

norovirus 

QMRA coupled with hydraulic modelling. 
 

Used commercial software to do surge modelling, 
EPANET-MSX for water quality modelling coupled 

with Monte Carlo simulations for risk characterization 

Blokker et al. 
2018† Netherlands Main repair 

Giardia, 
Campylobacter, 
Cryptosporidium 
and enterovirus 

QMRA coupled with hydraulic modelling. 
 

Used EPANET to simulate transport of contaminated 
water, SIMDEUM for consumption patterns, and 
Monte Carlo simulations for risk characterization 

Yang et al. 2015 United States Main repair 
Norovirus, E. 

coli O157, 
Cryptosporidium 

QMRA coupled with hydraulic modelling. 
 

Simplified model from Teunis et al. 2010b 
*Complemented by Yang et al 2011. 
†Originally developed in Blokker et al. 2014 

 

Table 9 - Yearly probabilities of infection for each scenario and each reference pathogen. 

Case 
Pinf 

(magnitude) 
Bacteria 

Pinf 
(magnitude) 

Virus 

Pinf 
(magnitude) 

Protozoa 

P 

(contamination 
event) * 231 

km 

Yearly 
probability 

of 
infection 
(Pinf * P) 
Bacteria 

Yearly 
probability 

of 
infection 
(Pinf * P) 

Virus 

Yearly 
probability 

of 
infection 
(Pinf * P) 
Protozoa 

Endemic 2.7 x 10-1 1 1.71 x 10-2 1.82 x 10-5 1.1 x 10-3 4.2 x 10-3 7.19 x 10-5 

Elevated 1 1 1 4.48 x 10-6 1 x 10-3 1 x 10-3 1 x 10-3 

Extreme 1 1 1 8.96 x 10-7 2.1 x 10-4 2.1 x 10-4 2.1 x 10-4 
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5 Discussion and Outlook 
The results presented in the previous chapter are scrutinised further. Important limitations are 
described and contextualised. Finally, current limitations of microbial risk assessments for 
distribution networks are addressed with proposals for future work. 

5.1 Epidemiological studies 
As shown in section 4.1 Table 7, a variety of study designs have been used to evaluate microbial 
risks in the distribution network. The results have been mixed, for reasons that are still 
inconclusive (National Research Council, 2006). Many of the epidemiological studies lack 
detailed descriptions of their study site to be able to draw comparisons among them, i.e., 
networks were too heterogeneous to generalise (Ercumen et al., 2014). Many also lack statistical 
robustness (Sinclair and Fairley, 2000; Bylund et al., 2017). Nonetheless, a meta-analysis of 
epidemiological studies concluded that there is a trend: malfunctioning distribution networks, 
as well as specific system deficiencies (i.e., pipe breaks, water outages and inadequate residual 
disinfectant), increase the risk of endemic GI (Ercumen et al., 2014). Specific limitations to 
each study are addressed in the subsections below. 

5.1.1 Household interventions (RCTs) 
RCTs are considered the golden standard of epidemiological studies, i.e., the best available 
study design to test for causal relationships of interventions (Ho et al., 2008; Walach and Loef, 
2015). It is therefore troublesome that the studies performed for the distribution network have 
not had uniform results. At closer inspection, though, there are several differences between the 
studies that might impact the results, e.g., blinding. 

Hellard et al. (2001) was double blinded: both the authors and the subjects were not aware 
which household received a real point-of-use (POU) treatment device and which one had a 
sham device. Colford et al. (2005) was triple blinded: authors, participants and data analysts 
were all unware of which household had a functioning POU device and which one did not. 
Payment et al. (1991) and Payment et al. (1997) were both un-blinded intervention studies. 
Blinding limits the effects of potential bias from all parties involved: subjects, researchers and 
data analysts (Rothman et al., 2008); hence, it might justify avoiding the comparison of results 
from blinded and unblinded studies. It is interesting to note that only the unblinded studies 
found an increased risk of GI due to drinking water, while the blinded studies did not find any 
association. 

A unique feature of Payment et al. (1997) was that it was able to distinguish between drinking 
water influenced by the distribution network and water produced at the treatment plant. This 
was possible since the study had four different groups: regular tap water, flushed tap water, 
bottled water directly from treatment plant and purified treated bottled water. Future RCTs 
looking to study the effect of the distribution network on endemic GI could emulate this design 
to better quantify the risk level associated specifically with the network. Nevertheless, the 
bottled treatment plant water group had a considerable drop-out rate (~50%) due to taste and 
odour problems with the water. High drop-out rates can affect the randomization of the trial, 
which might lead to confounding (Rothman et al., 2008). This is undesirable since it limits the 
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comparability between the groups in the study and impacts the strength of the causal factor 
identified. Since Payment et al. (1997) is the only study to make the distinction with a “pure” 
distribution network group, it is crucial to minimize potential sources of error.  

5.1.2 Observational studies 
The most common variable directly tested for association to the risk of GI in the observational 
studies were low pressure events (mainly caused by pipe breaks) (Hunter et al., 2005; Malm et 
al., 2013a; Säve-Söderbergh et al., 2017; Beaudeau et al., 2014; Nygard et al., 2007). Low 
pressure events were also reasoned to be potential mechanisms for contamination of the water 
inside the network, even if it was not the variable being tested directly (Nygard et al., 2004; 
Egorov et al., 2002). This implies that maintaining adequate pressure in the network is an 
important measure to prevent contamination of the drinking water in distribution networks, as 
is suggested in the global context (Besner et al., 2010a; Besner et al., 2010b; Ebacher et al., 
2011; LeChevallier et al., 2003; Karim et al., 2003; WHO, 2014).  

A lower free chlorine residual in the network was found to increase the risk of GI in the Russian 
study (Egorov et al., 2002). This is accordance with widespread belief of the usefulness of using 
residual disinfectants (Haas, 1999; Karim et al., 2003; Propato and Uber, 2004). On the other 
hand, Malm et al. (2013a) did not find any significant association with incidents in the network, 
even though the residual was assumed to be below the recommended level for protection (less 
than 0.2 mg/L). Säve-Söderbergh et al. (2017) found an elevated risk of GI in areas affected by 
incidents with chlorination at the treatment plant compared to affected areas in non-chlorinated 
systems, which seems counterintuitive. The authors argued that this could indicate that chlorine 
residual concentrations are too low to protect against major incidents. Additionally, networks 
that do not use chlorine residuals at all (e.g., Netherlands (Smeets, 2009)) are still considered 
to provide safe drinking water. There could be some potential benefits in studying the effect of 
chlorination/chlorine residual in the network: it could serve to motivate suppliers to either 
improve their chlorination disinfection or focus on other aspects of their system to achieve a 
successful reduction in risk. 

Statistical significance was also varied: Egorov et al. (2002), Nygard et al. (2004), Hunter et al. 
(2005), Nygard et al. (2007), Tinker et al. (2009) for long residence times, and Säve-Söderbergh 
et al. (2017) for AGI and vomiting found significant positive associations with distribution 
network variables and increased risk. Slight or no association was found in Tinker et al. (2009) 
for short/medium residence times, Malm et al. (2013a), Beaudeau et al. (2014) and Säve-
Söderbergh et al. (2017) for GI. Egorov et al. (2002) also analysed the rate of self-reported GI 
for a shorter time interval and did not find a significant association with the chlorine residual. 
Hsieh et al. (2015) attributed a strong relationship of distribution network turbidity to source 
water turbidity, hence, it could be interpreted as not being associated to distribution network 
events per se. It is worth noting that although statistical significance is desirable to minimize 
false associations, it does not necessarily invalidate the study (Craun and Calderon, 2005; 
Schoenbach, 2000e).  

Meta-analyses are a useful approach to combine the results from different studies into a single 
estimate, tentatively increasing the precision of the effect studied (Schoenbach, 2000f). 
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Ercumen et al. (2014) performed this type of analysis for the distribution network studies 
relating distribution network deficiencies to endemic GI. The authors found significant 
heterogeneity between the studies, even when further grouping them under similar site 
characteristics. High heterogeneity can affect the validity of the pooled estimate, therefore 
invalidating the meta-analysis’ results.  One proposed measure to address this in future studies 
was to include more detailed descriptions of the study site, including its operational parameters. 

5.2 QMRA modelling 
The QMRA models presented in section 4.1 Table 8 can be seen as first attempts at addressing 
the lack of comprehensive microbial risk assessment tools for the distribution network. 
However, there are still considerable uncertainties associated with these models that might 
prevent their use in risk management of distribution networks. A brief commentary follows 
below (refer to Paper I for a more detailed analysis).   

Besner et al. (2011) developed a conceptual QMRA model for intrusion. The authors described 
in great detail the limitations at the time of each part of their model. The use of the orifice 
equation1 to estimate the intrusion volume is one that has been contested through theoretical 
and experimental means (Yang et al., 2016; Yang et al., 2014; Fox et al., 2014; Collins and 
Boxall, 2013; Fox et al., 2016; Fontanazza et al., 2015). The main conclusion has been that 
intrusion volumes in lab experiments have been lower than the ones predicted with the orifice 
equation. Therefore, the risk of infection calculated with QMRA models might be 
overestimated due to the higher volumes obtained with the equation. While focusing solely on 
intrusion, many of the limitations identified by Besner et al. (2011) are shared by the other 
microbial risks, e.g., hydraulic modelling of transient pressures, contamination transport inside 
the network, etc.   

When performing a QMRA, representative reference pathogens must be selected in order to 
make the assessment practical (WHO, 2016). The choice of reference pathogen will be 
determined by available information of local etiological agents, but it will also be influenced 
by the availability of dose-response relationships for the reference pathogens. To date, there are 
numerous dose-response models available: Campylobacter (Medema et al., 1996; Teunis et al., 
1999; Teunis et al., 2005); Salmonella (Teunis et al., 1999; Teunis et al., 2010a); E. coli 
O157:H7 (Teunis et al., 2004; Teunis et al., 2008b); adenovirus (Teunis et al., 2016); norovirus 
(Teunis et al., 2008a; Messner et al., 2014); Cryptosporidium (Teunis et al., 1999; Teunis et al., 
2002); and Giardia (Teunis et al., 1996; Zmirou-Navier et al., 2006). One limitation of dose-
response models (specifically the ones dependent on clinical trials) is that they used healthy, 
adult individuals to evaluate the response to the dose (WHO, 2016). This will clearly generate 
an underrepresentation of the infection risk in recognized sensitive groups (Nwachuku and 
Gerba, 2004; Gerba et al., 1996). 

                                                 

1 𝑄𝑄 = 𝜋𝜋
4
𝐶𝐶𝑑𝑑𝑖𝑖2�2𝑔𝑔∆𝐻𝐻   where Q is the intrusion volume, Cd is the discharge coefficient, d is the orifice diameter, 

g is the gravitational acceleration and ΔH is the difference between external and internal pressure head. 



Discussion and Outlook 

34 

 

In addition to the inherent limitations and uncertainties of a general QMRA, there were also 
differences in the assumptions made by the different models. One important difference between 
models was the consumption pattern of individuals: Yang et al. (2015); Yang et al. (2011); and 
Teunis et al. (2010b) assumed that consumption occurred on one occasion at any time of the 
day; Blokker et al. (2018) assumed varying volumes at different times of the day. Van Abel et 
al. (2014) demonstrated the effect on estimated infection risk if consumption is assumed to 
occur in different occasions throughout the day. Therefore, properly characterizing the 
consumption pattern of individuals in the network is an important step in improving the validity 
of the assessment (Parsons et al., 2012; Hynds et al., 2012; Säve-Soderbergh et al., 2017). 

5.3 Cross-connection conceptual model 
Probabilities of failure were generated from recorded data in Malm et al. (2010). Since the data 
was aggregated at a national level, it was not possible to determine specific frequency estimates 
for particular networks. This might limit the applicability when implementing the method for 
particular distribution networks, since local data will have to be collected. 

No statistical analysis was performed to assess the quality of the data used to generate the 
assumptions. For a working cross-connection and backflow fault tree, this could hinder its 
applicability at a site-specific level. However, as means for the proof-of-concept, it was deemed 
satisfactory.  

A particular result from the test was that the endemic case had almost the same probability of 
infection as the Elevated risk case for Campylobacter (bacterial reference) and same order of 
magnitude for norovirus (viral reference). The only occasion where the probability of infection 
was below the threshold (10-4) was during the endemic case, Cryptosporidium. 

Furthermore, it would seem counterintuitive that a scenario with less magnitude would have a 
higher infection rate; however this was the case between elevated risk case and extreme risk 
case. The limiting factor for the infection was the probability of occurrence, which seem to limit 
yearly risk of an extreme risk case affecting the (fictional) network. However, if one takes into 
account that cross-connections have the potential for large magnitudes of contamination (Mena 
et al., 2008; Gibbs et al., 2003), then it is reasonable that the limiting factor is the probability 
of occurrence. 

5.4 Possibilities & future work 
The literature review performed for the first part of the thesis provided valuable insight in many 
of the limitations currently affecting QMRAs, which prevents the application of a 
comprehensive microbial risk management framework. To address this, future work is currently 
being carried out or planned.  

An MSc thesis project is currently ongoing to characterize pit water surrounding the pipes 
during maintenance and repair work in the Gothenburg distribution network (Rudrappa and 
Zharkalli). This has been performed previously in North American settings (Karim et al., 2003; 
Besner et al., 2010a); however, it is the first time it is being evaluated in Swedish distribution 
networks. The generation of better site-specific data is of great relevance for improving the 
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reliability of QMRAs (WHO, 2016); hence, these results could be useful for estimating relevant 
levels of contamination that can be expected when performing works in a pit. 

Epidemiological data can be seen as a direct estimate of risk, i.e., quantification of the health 
consequences of drinking water in a specific population or system. Epidemiological studies 
(mainly RCTs) have been used to inform microbial risk assessments in differing contexts 
(Enger et al., 2012; Eisenberg et al., 2006). Epidemiological data has also been used to calculate 
national estimates of the burden of disease attributable to drinking water (Messner et al., 2006; 
Colford et al., 2006; Murphy et al., 2016). However, to the knowledge of the author, they have 
not been used with distribution network QMRAs in any way. 

This represents an unused opportunity to address uncertainties in QMRA results, by using these 
studies to calibrate distribution network QMRAs. This can be done by simulating the study area 
of the epidemiological study, and comparing the prevalence or incidence obtained theoretically 
and experimentally. The experimental risk ratios can be seen as possible values that the 
theoretical QMRA should adjust to. A modelling result not within an acceptable range would 
then be deemed as unsatisfactory, and the assumptions could be adjusted accordingly.  

The conceptual model for cross-connection presented in this thesis is a first step towards a 
comprehensive microbial risk assessment tool. The next step will be to develop similar models 
for the remaining microbial risks and translating the conceptual model(s) into a computational 
tool. Analytica® (Lumina Decision Systems, USA) is the software of choice, for multiple 
reasons: 

• The Swedish QMRA tool for source water and treatment plant is already built with 
this software (Abrahamsson et al., 2009); 

• Common interface for suppliers that have previous experience with the Swedish 
tool; 

• Possibility to use Monte Carlo simulations to account for uncertainties 

The input data for the cross-connection method will also be validated by surveying 
municipalities in the Gothenburg region, collecting system specific data to compare to estimates 
using general information. 

Costs of e.g., mitigation measures, are often ignored when evaluating health risks in the 
distribution network using QMRA (McInnis, 2004). To achieve a fully practical microbial risk 
management framework, an economic component is needed (see Figure 10). Novel methods, 
such as Bergion et al. (2018), can be adapted specifically for the distribution network and 
provide means to monetizing health effects. Hence, mitigation measures could be evaluated in 
economic terms, allowing for health risks to be accounted in a strategic planning context (e.g., 
renewal planning of pipes). This will be especially relevant in the context of aging drinking 
water infrastructure and the increased health risks associated with deteriorating systems (Allen 
et al., 2018; Van Abel, 2014).    
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Figure 10 - Simplified risk framework for microbial risk management. 

5.5 Conclusions 
Microbial risks in the distribution network have been evaluated in two main ways: 
epidemiological studies and modelling. Outbreak surveillance has documented a significant 
contribution of the distribution network to the burden of waterborne disease. For the last thirty 
years, studies also seem to indicate that the network contributes to the endemic level of disease. 
Modelling capabilities have improved in the last decade. QMRAs models have been developed 
to evaluate risk of intrusion and maintenance work, mainly. 

In summary, the main findings were: 

• Epidemiological studies have linked the distribution network to endemic levels of 
disease (from attributable risk of 14% to 37%, depending on the study and network) 

• Availability of several QMRA models for specific risks, with their strengths and 
limitations 

Several needs were also identified: 

• Improved study designs for epidemiological studies to determine the particular 
contribution of the distribution network  

• More reliable input data for existing QMRAs 

• Lack of economic dimension when performing QMRAs 

• Missing integrated and simplified tool for QMRA 

Future work currently ongoing or planned includes: 

• Initial characterization of pit water in Swedish distribution network to use as input data 
for future QMRAs (MSc thesis) 

• Development of computational tool for risk assessment using Analytica®  

• Monetization of health effects and mitigation measures specifically for the distribution 
network 

• Integration of all planned work into a comprehensive microbial risk management 
framework based on QMRA. 
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7 Appendix 
Summary of search strategies and results for epidemiological studies. For this thesis only results related to endemic disease were included. (Cutoff main search: 
Spring 2016; Cutoff secondary searches: Summer 2017)  

Scopus Web of Science PubMed Central 

ID Strategies Number 
of Results ID Strategies Number of 

Results* ID Strategies Number 
of Results 

SS1 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("disease 

outbreak"  OR  
"gastrointestinal 

disease") 

595 WS1 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("disease 

outbreak"  OR  
"gastrointestinal 

disease") 

2 (1) PS1 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("disease 

outbreak"  OR  
"gastrointestinal 

disease") 

74 

SS2 SS1 + filtering by 
keywords₸ 491 WS2 - - PS2 - - 

SS3 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("disease 

outbreak"  OR  
"gastro*") 

1 196 WS3 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("disease 

outbreak"  OR  
"gastro*") 

71 (52) PS3 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("disease 

outbreak"  OR  
"gastro*") 

80 

SS4 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("outbreak"  OR  

"gastro*") 

1 858 WS4 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("outbreak"  OR  

"gastro*") 

106 (78) PS4 

"drinking water"  
AND  

("distribution 
system"  OR  
"distribution 

network")  AND  
("outbreak"  OR  

"gastro*") 

330 

*Core Collection results are shown in parenthesis. 
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₸SS2: "drinking water"  AND  ( " distribution system"  OR  "distribution network" )  AND  ( "disease outbreak"  OR  "gastrointestinal disease" )  AND  ( LIMIT-
TO ( EXACTKEYWORD ,  "Drinking water" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water supply" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water 
quality" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water Supply" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water contamination" )  OR  LIMIT-
TO ( EXACTKEYWORD ,  "Disease Outbreaks" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Potable water" )  OR  LIMIT-
TO ( EXACTKEYWORD ,  "Epidemic" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Risk assessment" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water distribution 
systems" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water management" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water sampling" )  OR  LIMIT-
TO ( EXACTKEYWORD ,  "Biofilm" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Water analysis" )  OR  LIMIT-TO ( EXACTKEYWORD ,  "Health risk" ) )
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