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The automotive domain is rapidly changing in the last years. Among the different
challenges OEMs (i.e. the vehicle manufacturers) are facing, vehicles are evolving into
systems of systems. In fact, over the last years vehicles have evolved from disconnected
and “blind” systems to systems that are (i) able to sense the surrounding environment and
(ii) connected with other vehicles, the city, pedestrians, cyclists, etc. Future transportation
systems can be seen as a System of Systems (SoS). In an SoS, constituent systems, i.e. the
units that compose an SoS, can act as standalone systems, but their cooperation enables
new emerging and promising scenarios. While this trend creates new opportunities, it also
poses a risk to compromise key qualities such as safety, security, and privacy.
In this paper we focus on the automotive domain and we investigate how to engineer
and architect cars in order to build them as constituents of future transportation
systems. Our contribution is an architectural viewpoint for System of Systems, which
we demonstrate based on an automotive example. Moreover, we contribute a functional
reference architecture for cars as constituents of an SoS. This reference architecture can
be considered as an imprinting for the implementations that would be devised in specific
projects and contexts. We also point out the necessity for a collaboration among different
OEMs and with other relevant stakeholders, such as road authorities and smart cities, to
properly engineer systems of systems composed of cars, trucks, roads, pedestrians, etc.
This work is realized in the context of two Swedish projects coordinated by Volvo Cars
and involving some universities and research centers in Sweden and many suppliers of
the OEM, including Autoliv, Arccore, Combitech, Cybercom, Knowit, Prevas, AF-Technology,
Semcom, and Qamcom.

© 2020 Elsevier B.V. All rights reserved.

1. Introduction

A System of Systems (SoS) is a collection of often pre-existing and/or independently owned and managed systems that
collectively offer a service that is based on their collaboration [22,41]. Prominent examples of SoSs include intelligent trans-
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port systems, integrated air defense networks, applications in healthcare, and emergency services. The units that compose
an SoS are systems themselves and are called constituents. SoSs may be formed and evolve as triggered by changes in their
operating environment and/or in the goals of the autonomous constituent systems [22,10]. The overall SoS evolution might
affect the structure and composition of the constituents, functionalities offered, and/or the functionalities quality. Collab-
oration between SoSs enables new capabilities, but potential interdependencies imply sensitivity to the correctness of the
information given to other systems, and that failures can cascade throughout the SoS, creating additional system failures or
development delays.

Future transportation systems will be a heterogeneous mix of (smart) systems with varying connectivity and interoper-
ability. A mix of new technologies and legacy systems will co-exist and thus realize a variety of scenarios involving not only
connected cars but also road infrastructures, pedestrians, cyclists, etc. In other words, future transportation systems can be
seen as SoS [22,41,10], where each constituent system - one of the units that compose an SoS - can act as a standalone
system, but the cooperation among the constituent systems enables new emerging and promising scenarios. A constituent
system can also be part of several different SoS concurrently, each SoS with its own functional purpose, and with different
priority and timing constraints depending, e.g., on whether its functional purpose is operational, tactical or strategical.

A constituent system within an SoS has a value in itself, has its own goals, can be independently managed, and can be
used outside the SoS context. Constituents potentially need to sacrifice their ability to operate independently in order to
assure the satisfaction of a centrally managed and agreed SoS goal. Moreover, often an SoS is owned and evolved by different
organizations and constituents of an SoS are, more often than not, at different points in their life cycles. Collaboration
among constituent systems of an SoS enables new capabilities, but interdependency requires (i) unambiguous interpretation
of shared data, (ii) agreement on how to use data to achieve the agreed SoS goal, (iii) techniques to avoid the cascading of
failures throughout the SoS, etc.

There are two distinct perspectives from which to consider SoS in the automotive domain:

e The perspective of the car as a constituent of the SoS, which aims at giving an answer to the following question: How
to engineer a car so as to be part of a system of systems?

e The perspective of the overall SoS, which aims at giving an answer to the following question: How to engineer the SoS so
that the collaboration among the various constituent systems will achieve the SoS goals?

This paper focuses on the first perspective: the car as a constituent of the SoS. It provides a bottom-up analysis of
technologies that are likely needed in future Systems of Systems for cars. The bottom-up analysis emphasizes the importance
of focusing on a single system within a SoS in order to identify the role of each constituent system, how it should be
engineered in order to be part of the SoS, the ownership of the data shared within the SoS, privacy, and security concerns.
Further, automotive systems are characterized by a large percentage of legacy which is also expected to be a major part of
future cars. One can expect that most of the development in the upcoming decade will be mainly iterative, even if disruptive
technologies, services, and business models may appear in the same timeframe. Given that the majority of the assumptions
in this paper are relevant we can foresee a number of requirements for the vehicles and the infra-structure meaning both
ICT infrastructure and the physical infrastructure such as roads, signs, buildings, etc.

Our contribution is realized as an architectural viewpoint, which is integrated with the architecture framework proposed
in [45] and defined according to the standard ISO/IEC/IEEE 42010 [28]. We start by presenting some motivating scenarios,
then we present concerns and stakeholders, and we define model kinds. In order to define the model kinds, we first identify
the concepts that need to be covered by the model kinds and then we discuss the tools and notations that can be used
to define architecture models. We conclude the description of the viewpoint with the presentation of the correspondence
rules among this viewpoint and other potential viewpoints. We also present a demonstrator that is used to demonstrate
the value of the viewpoint. To give more concreteness to the paper, we also present a functional reference architecture
for a vehicle that plays a role as constituent system of an SoS. This reference architecture has been defined taking into
account the concepts that we elicited and presented as elements that need to be covered in the model kinds. This reference
architecture can be considered as a blueprint for defining architecture solutions that will be defined according to specific
constraints of a particular context and OEM.! The reference architecture focuses on a specific aspect since it is a functional
architecture, and, therefore, it shows the logical decomposition of the system into components and sub-components, as well
as the data-flows between them.

The second viewpoint is briefly discussed in Section 8. This implies the opportunities and the steps that should be
performed in order to address this viewpoint, i.e. on how to engineer the overall SoS.

This work is carried out in the context of two Swedish projects, Next-Generation Electrical Architecture (NGEA) and NGEA
step2. These projects are coordinated by Volvo Cars and involve some universities and research centers in Sweden and
many suppliers in the automotive domain, including Autoliv, Arccore, Combitech, Cybercom, Knowit, Prevas, AF-Technology,
Semcom, and Qamcom. The main objectives of the projects are to investigate:

! In the automotive domain, OEM refers to the manufacturer of the original equipment, that is, the party that assembles and integrates parts from
suppliers, during the construction of a new vehicle. Colloquially, the OEM is the “car manufacturer”.
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1. the transition of Volvo Cars towards continuous integration and deployment;
2. new business models and innovative ways of working within the automotive ecosystem;
3. vehicles as part of a System of Systems.

This work reports about the knowledge acquired during frequent meetings of the project,? focus groups involving both
researchers and engineers from Volvo and suppliers, interviews with selected engineers, and study of relevant literature.

This paper is an extension of [46], which presents a preliminary version of the SoS viewpoint. In this paper we extended
and consolidated the overall SoS viewpoint thanks to the additional knowledge we acquired through our collaboration with
Volvo cars and many other companies. We also added a demonstrator that implements a challenging SoS scenario with
the use of real vehicles and that put in practice our SoS viewpoint. We also added a section providing the state of the
art in SoS in the automotive domain. Moreover, we contribute a functional reference architecture for vehicles that need
to be integrated in a SoS. Finally, we added the perspective of engineering the SoS (see section 8), while the rest of the
paper focuses on how to architect a vehicle so to be a constituent system of an SoS. The proposed architecture viewpoint is
integrated with the architecture framework proposed in [45].
Paper structure: The paper is structured as follows. Section 2 presents the challenges the automotive domain is facing
today. Section 3 provides a state of the art in SoS in the automotive domain. Section 4 highlights the importance of the
electrical and software architecture to deal with the challenges highlighted in Section 2. Moreover, this section describes the
architecture framework we are building together with Volvo cars. Section 5 focuses on the SoS viewpoint and, as mentioned
before, on the main building blocks to enable the car to be part of an SoS. Section 6 presents a demonstrator that puts
the SoS in practice in a challenging scenario that makes use of real vehicles. Section 7 shows the functional reference
architecture for cars that are part of an SoS. Section 8 focuses on the perspective and challenges on how to engineer an SoS.
Finally, Section 9 discusses concluding remarks and highlights future research directions.

2. Challenges the automotive domain

Many emergent business and technological needs are today shocking the automotive domain. Traditional OEMs are re-
alizing that they should increasingly invest in software since 80% to 90% of the innovation within the automotive industry
is driven by electronics and software [61]. The development of modern cars has to cope with a large number of concerns,
including safety, security, variability management, electrification, autonomy, networking, costs, weight, etc. Moreover, an in-
creasing number of people are involved in software development projects and this imposes additional challenges since the
development and design can no longer be controlled, or even understood, in detail by a single group. In the following we
discuss some of the main challenges of the automotive domain.

o Autonomy - Systems related to the automation of driving aim to provide the human driver with different levels of
support in the driving of the vehicle. SAE J3016 distinguishes six levels of vehicle automation [50]. At level 0 a human
driver is entirely responsible for the driving task, e.g. steering, throttle, and braking, and this level is referred as no au-
tomation. At level 1, known as driver assistance, the vehicle can perform some control function but not everywhere. At
level 2, partial automation, the vehicle can handle specified parts of the driving task but the driver is expected to moni-
tor the system and take over in case of faults. In these first three levels, the human driver monitors the environment. In
the next three levels, the monitoring of the environment is under the control of the Autonomous Driving System (ADS).
At level 3, conditional automation, the ADS monitors the surroundings, but can a short notice hand over the driving
task to the human driver. This implies that the driver needs to continually monitor the system and be prepared to take
over control of the vehicle (i.e. manual control) at a short notice. At level 4, known as high automation, the vehicle
is fully autonomous but only in limited Operational Design Domain (ODD). An example is a function that can handle
any situation on specified high-ways; but does not handle entering or leaving the high-way. The ODD specification is
not limited to geography, but also includes e.g. speed, scenario, environment, etc. For instance, while on the high-way,
any situation with the ODD will be safely handled by the ADS. System failures and e.g. deteriorating conditions that
could surpass the limits of the ODD are handled by the ADS e.g. with fall-back maneuver that leads to a safe state. This
implies that the driver does not need to continually monitor the system, i.e. she/he can do other tasks. Finally, the full
automation is reached at level 5; the ADS has an unlimited ODD and is responsible for the entire trip. An example is
an ADS that can handle any trip from start to destination.

To date, almost all of the vehicles in circulation settle on the levels comprised between level 0 and 2 (level 2 is defined
as “partial automation”), in which the systems are limited to assist the driver without replacing him. The path towards
fully autonomous vehicles is marked by incremental advances in different categories of assistance. Reaching a level 5
of autonomy is more an evolutionary path rather than a revolution from one day to another. An example of strategy
is incrementally expanding the ODD to gradually cover more conditions, area, etc. OEMs are establishing partnerships
with suppliers focusing on autonomous vehicles. For example, Zenuity is a joint venture on self-driving cars between

2 To give an estimate, on average we met our industrial partners around 8 hours a week, 40 weeks per year, during the 4 years of the project.
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Volvo Cars and the supplier Autoliv,Z BMW announced the alliance with Intel and MobileEye with the plan to bring
self-driving cars on the road by 2021.* Mercedes joins the forces with Bosch, one of the biggest automotive suppliers, to
develop level 4 and level 5 vehicles.” Google and Tesla are among the pioneers to push the autonomous driving-related
software into the market but at least 46 corporations are working on autonomous vehicles.® Recently even Amazon is
investing in autonomous cars.” Most of them had promised to put the autonomous car on the road by 2021, assuming
that the necessary regulations will be put in place by then.

The Swedish national-funded research project FUSE [30] (FUnctional Safety and Evolvable architectures for autonomy)
was run between 2014 and 2016. The motivating reason for the project was that tomorrow’s vehicles should be ca-
pable to drive autonomously and that there are a number of questions to solve before this can happen in a safe and
efficient manner. The FUSE project, in particular, focuses on architectures and functional safety for autonomous driving
systems. The functional architecture proposed in FUSE is described in [4] and is elaborated in [9]. The relation between
autonomy and architecture, specifically why evolution of the architecture is needed to support autonomous functions,
is commented in [13]

Safety - Safety is one of the major concerns within the automotive domain globally. It has been shown by
WHO (World Health Organization) that road traffic injuries are the top cause for death among people 15-29
years of age [67]. When looking at vehicles, the number of sophisticated safety systems is increasing and this
has demonstrated a clear safety benefit. However, it is also known that almost half of all fatalities can af-
fect the so-called Vulnerable Road Users (VRU), e.g. pedestrians, cyclists, and powered two-wheelers. Tradition-
ally safety is focusing on vehicles, and consequently, VRUs do not get the same benefit of technology since they
generally are not equipped with safety restraints and active safety systems. VRUs are becoming part of future
transportation systems through sensors in infrastructure systems but also through connected devices (Internet-of-
things).

Dependability - A car being able to act as a member of an SoS will enable many different kinds of services di-
rected to (i) cars, (ii) their drivers and (iii) other end-users of future transportation systems, e.g. the VRU. Many
of these services must be dependable to ensure safety. It is important to distinguish between the different lev-
els of Quality of Service (QoS) needs and especially safety requirements that these services give rise to. In general,
safety-critical services put very high demands on security, trust, and dependability properties in general. Much of the
fulfillment of these properties in its turn depends on sufficient QoS of the connectivity between the SoS constituents
involved.

Comfort - Automation of driving became a big buzz in recent years. While improved safety is given as an argument
for automation, the main motivations for it are comfort and energy efficiency. As an example, 30% of the traffic in
congested areas can be vehicles that are just looking for parking spots [54]. This is also considered a burden (i.e. an
unwanted task) for many drivers. Moreover, the view of the car as a status symbol is changing and, in some parts of
the world, young people no longer consider having a car to be an important value. This trend is attested by many new
actors on the market that provide mobility as a service.

Efficiency - One aspect of efficiency is that of efficient traffic flow. Traffic jams and congestion have been a growing
problem in the world, and the road infrastructures are not able to keep up with the rapid increase of demands in major
parts of the world due to various reasons such as space, environment, and cost. Electrification of vehicle power-trains is
an increasing trend [25], which related to energy efficiency - as electrified power-trains are generally more fuel-efficient
than with combustion engines. Charging infrastructure is a new challenge and such infrastructure should be linked to a
system to e.g. avoid long waiting times at charging stations.

Human Interaction - When vehicles are automated, a challenge is to make them socially acceptable. In [64],
Vinkhuyzen describes a case study of interaction between human road users and automated vehicles. How to inter-
act with pedestrians and other VRU is subject to a social code and can even be different within countries. The same
goes for negotiations between vehicles, for example merging (zipper) in one lane before roadworks is subject to cul-
tural aspects. Hence, a System of Systems, consisting of e.g. automated vehicles, needs to adapt to the evolving needs
of future transportation system users in order to be socially acceptable.

3. State of the art in systems of systems in the automotive domain

The U.S. Department of Defense categorizes SoSs in four categories, according to the degree of managerial control. This

determines how adaptable and cooperative each constituent system will be with respect to requirements, interfaces, data
formats, and technologies of the SoS. The categories are:

3
4
5
6
7
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e Virtual SoSs lack a central management authority and a consensus about the objective.

o Collaborative SoSs are characterized by constituents that interact more or less voluntarily to fulfill a shared objective.

e Acknowledged SoSs have established consensus about objectives, a designated manager, and dedicated resources for the
development, management, and/or governance of the SoS. Constituents retain their independent ownership, objectives,
funding, and development approaches. Changes in the constituents are collaboratively coordinated and agreed with the
entire SoS.

o Directed SoSs are characterized by an integrated SoS, which is built and centrally managed to fulfill objectives for
which they have established consensus. It is centrally managed to continue to fulfill those purposes as well as any new
ones the system owners wish to address. Constituents maintain an ability to operate independently, but their normal
operational mode is subordinated to the centrally managed objective.

The categories “Virtual”, “Collaborative”, and “Directed” are originally defined in [10], while the “Acknowledged” type has
been proposed in [38]. As mentioned before, a categorization is required in order to understand how to build an SoS and to
guide the selection of architecting principles [15].

System-of-Systems Engineering (SoSE) [15] is an emerging discipline of the last years that addresses the development,
operation, and maintenance of SoSs. SoSE is a specialization of systems engineering and must balance SoS needs with
individual system needs. The community around SoSE is active as testified by international events and activities.®> Moreover,
the European Commission has contributed to the development of the field by supporting several projects.’

To mention some examples of EU projects, COMPASS and DANSE focus on model-based methods for modeling the
architecture and functionality of SoSs, T-AREA-SoS is an agenda-setting project on transatlantic cooperation, ROAD2SOS
and CPSOS aim at defining a roadmap on research and innovation in the field, AMADEOS aims at defining an archi-
tecture for evolutionary open SoS, LOCALAGLOBAL aims at operating on constituents to optimize globally the SoS, DY-
MASOS aims at dynamically managing physically coupled SoS. Nevertheless, although lively, SoSE is a young discipline,
implying that general lessons and patterns that cut across applications remain to be learned; as stated in [15]. Here,
a structured view of the state of the art in model-based techniques in SoS engineering is given, and identifies chal-
lenges for research in this field. A knowledge map on the development of the system of systems research field is given
by You in [72]. Another analysis of the developments in the field of SoS (between 1926-2011) is given by Jaradat in
[29].

3.1. Automotive domain

Within the automotive domain there are few examples of systems of systems, as summarized below:

e Embedded Automotive Systems - the car itself is a system of systems, i.e. cars as a collection of independent embedded
systems on wheels [52]. This is investigated within the EU Verdi project - http://www.verdi-fp7.eu.

o Intelligent Transport Systems (ITS) as systems of systems, e.g.:

- Transport integrated platform to manage different kinds of subsystems (each module of the platform) and different
types of entities, such as electronic devices, and even drivers [6].
- Framework for Future Integrated Transport System Architecture - DANSE EU project — https://www.danse-ip.eu.

e Vehicles as constituents of a system of systems - Here, focus is on the constituent vehicles and on their architecture;
in order to enable a vehicle to be part of the system of systems. Vehicle (architectures) should be engineered to enable
connection and cooperation with other vehicles, roads, clouds, pedestrians, etc. There is not much work on this aspect
and this is the main contribution of this paper.

In traditional vehicles, the car uses data locally stored in the vehicle and the communication based on signals between
the different ECU (Electronic Control Units) of the car. In autonomous vehicles, the control can rely on aggregated data
coming from multiple sensors but also from the infrastructure outside the vehicle such as the cloud. The communication
rather than being signal-based within the vehicle it is service/IP based with the outside world. Sharing and controlling sen-
sitive information could be of crucial importance in dangerous situations. For example, recently Volvo Cars have developed
a mechanism to inform road users and road maintenance of slippery roads [46]. When a car detects slippery conditions on
a road, it sends the information to the Volvo Cloud. This information can then be used to predict the road condition for
later times [44]. When another car is approaching the slippery part of the road Volvo Cloud notifies the approaching vehicle
that will automatically reduce its speed.

8 See, for example, the IEEE Conferences on Systems Engineering (http://www.ieeesyscon.org), INCOSE (http://www.incose.org), the IEEE Systems
Engineering Journal and the Journal of System of Systems Engineering, and the IEEE Systems of Systems Engineering - SoSE conference (http://
sosengineering.org/2019/).

9 Examples of projects are: COMPASS - http://www.compass-research.eu, DANSE - https://www.danse-ip.eu, T-AREA-S0S - https://www.tareasos.eu,
ROAD2S0S - http://www.road2sos-project.eu/cms/front_content.php, CPSOS - http://www.cpsos.eu, AMADEOS - http://amadeos-project.eu, LOCALAGLOBAL
- http://local4global-fp7.eu, and DYMASOS - http://www.dymasos.eu.
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3.2. Need of autonomy

As mentioned at the end of the previous section, in order to be part of an SoS, vehicles need to have some level
of autonomy, according to the levels described in Section 2. In fact, in an SoS, constituent systems need to give pri-
ority to the goal of the SoS when the conditions of a scenario of the SoS are met. For example, see the description
of the directed category of SoSs provided at the beginning of this section: the normal operation of constituent sys-
tems is subordinated to the centrally managed objective. This implies that the vehicle, sometimes within tight time
constraints, needs to react autonomously and perform the required actions. To better understand we refer to spe-
cific examples: In Section 5.1.3, we describe a vehicle platooning scenario, in which various vehicles cooperate with
each other to travel to a common destination. This scenario requires a timely communication and synchronization
among vehicles and required reaction, such as braking, steering, accelerating, etc., in order to guarantee a safe and
effective platooning. Similar discussion can be made for the cooperative collision avoidance scenario described in Sec-
tion 5.1.4.

4. Electrical and software architecture

The increasing complexity of modern cars is asking for architecture descriptions able to provide the instruments to man-
age the development, which involves various actors of the automotive ecosystem. Proper architecture descriptions permit
engineers to compare and relate different products across different vehicle programs, development units, and organizations.

For large-scale systems, such as in the automotive domain, a consistent focus on architecture throughout development
enables the risk management and responsiveness to the stakeholder’s needs of an agile development approach [43]. How-
ever, as testified by some studies [24,19,45], in practice there is often a discrepancy between the as-intended architecture
- the architecture that captures the design decisions made prior to the system’s construction - and the as-implemented
architecture - the architecture that describes how the system has been built. In literature, this discrepancy between as-
intended and the as-implemented architecture is called architecture degradation. The consequence is that the architecture
description partially loses its benefits and reuse among different programs in the product line can be also compro-
mised.

The work in [68] analyses the problem of assuring the conformance between multiple architecture descriptions and
between architecture descriptions and code. This paper reports two surveys with 93 and 72 participants to examine ar-
chitectural inconsistencies. The work suggests guidelines to limit the upfront architecture to stable decisions while paying
attention to concerns that matter across team borders. The work in [69] focuses on understanding what parts of the ar-
chitecture can be managed in an agile and flexible way and for which parts more controlled mechanisms are beneficial.
In particular, the paper focuses on architectural interfaces in the automotive domain, since interfaces are key entities in
determining and regulating the exchange of information between components, subsystems, and systems; in some sense
they contribute in establishing boundaries (i.e. interfaces can be considered boundary objects [70,71]) between parts of
the software system thus enabling agile teams to develop software or systems while maintaining a sufficient degree of
autonomy.

The paper in [4] presents a functional reference architecture for autonomous driving, i.e. the architecture focuses exclu-
sively on autonomous driving and specifically on the functional architecture, without considering the logical and technical
architecture [12]. When there is the need for representing multiple aspects, then there is the need for a more structured
approach. An architecture framework and its multiple viewpoints [28,45,12], is the right instrument to manage the increas-
ing complexity of modern vehicles. An architecture framework is the instrument for (i) establishing a common practice for
creating, analyzing, interpreting, and using architecture descriptions within the automotive domain and community of stake-
holders, (ii) facilitating communication, commitments, and interoperation across multiple organizations, and (iii) enabling
the development of architecture modeling tools and architecting methods.

According to the ISO/IEC/IEEE 42010:2011 standard [28] and as shown in Fig. 1, an architecture framework is com-
posed of architecture viewpoints, which are used to organize an architecture description into architecture views. An
architecture viewpoint is used to establish notations, conventions, techniques, and methods, which frame particular con-
cerns and are conceived for specific system stakeholders. An architecture viewpoint is used according to specific model
kinds.

The work in [45] describes an effort to establish an architecture framework for Volvo Cars to cope with the com-
plexity and needs of present and future vehicles. The framework is based on the conceptual foundations provided by
the ISO/IEC/IEEE 42010:2011 standard [28] and focuses on three new viewpoints that need to be taken into account
for future architectural decisions: Continuous Integration and Deployment, Ecosystem and Transparency, and the car as
a constituent of a System of Systems. Based on this experience, nowadays, Volvo cars is developing its own architecture
framework.

In the context of the architecture framework, in this paper, we focus on the viewpoint that provides the description of
cars as a constituent of a System of Systems.
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Fig. 1. ISO/IEC/IEEE 42010: contents of an architecture framework (figure taken from [28]).

5. System of Systems viewpoint

The structure of this section is based on the template called Architecture Viewpoint Template for specifying architecture
viewpoints in accordance with ISO/IEC/IEEE 42010:2011, Systems and software engineering - Architecture description.'?

5.1. Scenarios

In this section, we describe some motivating scenarios that have been used to identify the concerns. Additional SoS
scenarios that we will probably see in the near future include, e.g., (i) improving traffic flow management by optimizing
traffic lights and speed limits and by offering rerouting suggestions based on real-time traffic jam alerts, (ii) changing
the color of street-lights to signal slippery road-sections or dangerous road conditions, when this is detected, e.g., by a
connected car. In addition to that we mention a scenario foreseen by Klas Bendrik, Vice President and Group CIO at Volvo
Cars Group (http://goo.gl/LuOHkz.): “Imagine a world where road status data collected by cars is shared with other road users and
with local authorities through a connected car cloud such as the Volvo Cloud: A world where the benefits of anonymized data-sharing
support convenience and life-saving services while helping to contribute to a better society. Volvo Cars is working on realizing such a
future scenario”.

5.1.1. Parking place search

There are several quite simple SoS services that can benefit from being implemented and coordinated by a central server
in the cloud. The following parking place finder and reservation service is an example of such a service. A car that can
assist to find free parking spaces, using equipped camera or radar, for example, can provide extra benefits to the service.
Alternatively, most can be done just via smart-phone app integration.

A car driver wants to find a free parking space in the current location area. To do this the driver enables the service
and information about the car’s location is then sent to and used by a server to find free parking slots in the closest
surroundings of a given location. When the driver has chosen a proposed parking space, it is reserved for a short time such
that the driver can go there and register to use the parking slot (or else decide to let it free and continue searching). The
server can then automatically charge the users according to the time for which the parking slots were used.

From the individual car as a constituent of an SoS viewpoint, the above example contains two to three main systems or
stakeholders. These are: (i) the car-driver, (ii) the parking space resource manager and (iii) potentially a separate charging
server. Besides these main systems, there is an obvious relation and dependency on other cars in the location area. In some
sense, they are part of the same SoS but they can also be seen as being constituent systems in other SoS of the same type.
In either of these cases there is a dependency among the cars that the coordinating parking slot resource allocator must be
able to handle. Thus, it seems to be natural to view the SoS as a system that resolves parking problems in a location area
for all the cars in the area that have the service enabled at a given moment in time.

10 The template is called Architecture Viewpoint Template, which is released under copyright © 2012-2014 by Rich Hilliard. The template is licensed
under a Creative Commons Attribution 3.0 Unported License. The terms of use are here: http://creativecommons.org/licenses/by/3.0/.


http://goo.gl/LuOHkz
http://creativecommons.org/licenses/by/3.0/

8 P. Pelliccione et al. / Science of Computer Programming 191 (2020) 102414

5.1.2. Ice on the road

On icy roads, vehicles are exposed to dynamic forces, which can lead to loss of road grip control and incidents. Report
from Norwegian Center for Transport Research (T@I) [33] states that skidding or rollover by heavy goods vehicles in twisty
road stretches often is the trigger of head-on collisions. Many single accidents with trucks also have the same trigger
mechanisms.

Newer vehicles, both light and heavy ones, have electronic stability systems installed to avoid skidding or rollover sit-
uations. Anti-skid and anti-rollover-systems (ESC and RSS, respectively) are the main contributors to the positive trend in
decreasing numbers of accidents. However, those systems can currently not prevent vehicles to enter curves in speeds ex-
ceeding what is physically possible for vehicles to manage. Since road conditions vary over time, critical speed also varies
over time. Furthermore, every vehicle has its own constraints and does not correspond to fixed speed limits. The solutions
to that problem from the SoS perspective are still under development, and one solution is proposed in [33]. Below we
sketch one possible approach.

Vehicles, if equipped with sufficiently reliable slippery road analysis systems, can be used to detect and report to a
central server about icy and other slippery road conditions along a road segment of a measured length. The server collates
the incoming reports from more than one car. Then, when sufficient information has been gathered, the server can warn
cars in the area about those road segments. How to handle the potentially varying degrees of confidence of the incoming
reports, and when to remove or reduce severity levels of warnings, are open questions in need of further study. The server
may also evaluate the confidence and trust of the individual reporting cars. Cars that contribute are supposed to get some
benefits from the service provider, for example, get the service for free.

5.1.3. Vehicle platooning

A scenario of system of systems in cooperative future transportation systems is vehicle platooning (or road trains). Pla-
tooning can be seen as a collection of vehicles that cooperate with each other to reach some common goal, such as traveling
to a certain common destination. The platoon is led and coordinated by a leading vehicle, manually or automatically driven.
The following vehicles in the platoon follow the leading vehicle. Longitudinal and lateral control can be automated in the
following vehicles. Some maneuvers, such as driving with short inter-vehicle gaps and joining the platoon from the side,
may imply that a human driver is not capable enough and, therefore, control and coordination must hence be automated
by the platoon. Cooperative Adaptive Cruise Control (CACC) is similar to platooning, but may have less coordination be-
tween vehicles and also less degree of automation, e.g. it may lack lateral automation. A brief overview of vehicle CACC and
platooning systems is given in [8,62].

Key enabling technology for platooning is inter-vehicular communications. This type of communication is included in the
concept of V2X-communication, i.e. (Vehicle to vehicle, infrastructure etc.). Platooning relies on cooperation among several
vehicles and cannot be implemented with the use of local vehicular sensors only - its performance is only achievable
through V2X communications. Platooning addresses the following societal needs:

e Cleaner transport. Truck platooning lowers fuel consumption and CO, emissions. When trucks can drive close together,
the air-drag friction is reduced significantly. According to a recent study by ERTICO,'! platooning can reduce CO, emis-
sions by up to 16% from the trailing vehicles and by up to 8% from the lead vehicle. Scania reports an averaged figure
of 12% [36].

e Safer transport. Truck platooning helps to improve safety since braking by the trucks following the lead one is automatic
and V2X communications delays are shorter than human reaction times. Moreover, wireless communications allow
enabling braking of all the platoon vehicles almost instantly instead of reacting one by one what prevents rear-end
collisions.

e Efficient transport. Platooning optimizes transportation by using roads more effectively, delivering goods faster and
reducing traffic jams. In certain situations, the driving range of trucks can also be extended.

Best current practice is that all platooning trucks are from the same brand. Platooning using European ITS-G5 standards
to be able to platoon trucks of different brands is under development by ongoing VINNOVA!? project Sweden4Platooning
[3]. Further improvements are possible with the focus on the use of future 5G cellular infrastructure instead. Stockholm will
be one of the first cities to have 5G technology rolled out already in 2018 by TeliaSonera and Ericsson.!> The adoption of
vehicle platooning contributes to the long-term competitiveness of Sweden, not only by supporting strategically important
autonomous driving application, but also by developing forefront use-case to utilize this new 5G infrastructure.

According to the EU Roadmap for truck platooning technology by the European Automobile Manufacturers Association,
standardization of communication protocols for platooning should be finished in 2021.'4 Regulatory changes and enabling
policy measures required for platooning should be ready by 2023; which opens the possibility for market introduction. The

11 http://erticonetwork.com/wp- content/uploads/2016/09/ITS4CV-Report-final-2016-09-09.pdf.

2 https://www.vinnova.se/.

13 https://www.ericsson.com/en/press-releases/2018/12/swedens- first-5g-network-is- live-at-kth-royal-institute- of-technology.
14 https://www.acea.be/publications/article/infographic-eu-roadmap-for-truck- platooning.
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state-of-the-art platooning technology belongs to Society of Automotive Engineers (SAE) automation level 2: the driving
automation system performs both longitudinal and lateral vehicle motion control simultaneously, but all the drivers must
monitor the driving environment, see [50]. Further evolution of platooning by 2030 will be to introduce SAE automation
levels up to 4; allowing the driver of a trailing truck e.g. to rest. Also, platoons will operate in more complex environments
such as sub-urban roads and smart cities, i.e. expanding the operational design domain (ODD). This will require further
evolution of V2X communication protocols and is a subject matter of ongoing research in this direction.

Platooning stakeholders in Sweden include truck manufacturers (Volvo Trucks and Scania), telecommunications manu-
facturer (Ericsson), European Telecommunications Standards Institute (ETSI), 5G Automotive Association (5GAA), road traffic
authorities, road operators, ITS Sweden, etc.

There is tight coupling between the performance of V2X communications and resulting safety of platooning. Especially
challenging situation is an emergency braking, where the coordination is of utmost importance. The overall motivation is to
avoid collisions within the platoon while still performing needed speed changes (acceleration and braking) as efficiently as
possible. More research work is needed to characterize platooning as the SoS and to understand how V2X communication
packet losses and communication delays impact safe headway times.

A dedicated emergency braking protocol aims to improve the outcome in an emergency brake scenario and safely enable
smaller inter-vehicle gaps. Using only local sensors with no inter-vehicular communication to detect/signal e-brake leads
to lower brake capability. A platoon braking scenario is described in [7]. Here two options are tested: braking based on
standard V2X messages (CAM/DENM) [21,20], and braking based on an improved protocol. It is shown that legacy approach
offers lower performance since it lacks coordination among vehicles and lacks data that are important for braking.

5.1.4. Cooperative collision avoidance

Cooperation and sharing of information in traffic can help to avoid accidents by supporting driver with information,
warnings and even intervention when necessary. Preferred use-cases are to avoid getting in critical situations by adapt-
ing speeds, safety distances, or route selection strategies. Causes for many critical situations are described by the ITS-G5
standard from ETSI [20]: for example, slow vehicles, upcoming traffic jams, road repair works, hefty rain, slippery road
conditions, or accidents. Other use-cases in critical situations, which require low latency, are described by the IEEE WAVE
standard [60] such as Intersection Movement Assist, Left Turn Assist, Forward Collision Warning, Electronic Emergency Brake
Lights [63], Lane Change Warning, and Control Loss warning.

There could be also new use-cases developed and used for further reducing collision risks; this can be achieved through
new communication messages and protocols. Potential solutions to limit or avoid a potential upcoming collision from behind
might lead to increase, rather than decrease, the vehicle speed.

Protocols that support coordinated lane change maneuvers are also foreseeable. It can also be imagined that sensors from
vehicles could communicate trajectories of vulnerable road users to other vehicles that can cause collisions. This is called
collaborative safety. More cooperative actions require standardization and market penetration; this implies that it will take
time to concretely see the benefits of these innovative functionalities.

5.2. Concerns and stakeholders

In [45] we identified, through dedicated meetings with software architects of Volvo Cars, the main stakeholders of the
architecture framework. They fall into the following main groups of stakeholders, namely End-user (e.g. used of the car),
Customer (Purchaser of a car or related service), Management (responsible for scheduling, long term quality, groups, depart-
ments, and budget), Developer (responsible for creating the electrical system, its architecture, and the necessary tools that
test and integrate the various components), Maintainer (responsible for interacting with the electrical system throughout its
lifetime) of the electrical system, and Specialist (support for developers and maintainers on specific topics). Table 1 describes
the various stakeholders and maps them to the group of stakeholders.

A further analysis is made together with architects working at Volvo cars, but also with architects and engineers working
at suppliers to Volvo cars. Here we enriched the set of stakeholders by including (i) standard authorities for what concerns
both safety and communication means, (ii) road authorities, (iii) Vulnerable Road Users (VRU), e.g. pedestrians, cyclists, and
powered two-wheelers, (iv) IoT!° devices (Internet of Things), which include devices to connect cars to smart buildings,
smart lampposts, smart parking slots, etc. and (v) other OEMs, with the aim of engineering SoS in collaboration.

When engineering cars as constituents of an SoS, and then when a vehicle is connected and is part of an SoS, we can
identify the following concerns'®:

e How to guarantee functional safety requirements when the car is part of an SoS, and;

e Once the car is part of an SoS, what are the implication on system design and functional distribution for functional safety?
Since the vehicle is connected and it is part of the SoS, it can use devices and information coming from different vehicles
and/or other constituent systems. This will make more difficult to guarantee that safety requirements are satisfied.

15 https://en.wikipedia.org/wiki/Internet_of_things.
16 |t can be noted that many or even all of these concerns are cross-cutting issues, i.e. have implications in more than one dimension. An example is the
trade-of between identifyability of data and privacy, or safety vs. security.
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Table 1
Overview of stakeholders.
Stakeholder Group Comment
Passengers End-user Passengers of the car
Drivers End-user Drivers of the car
Customers Customer Purchaser of a car or related service
Product planner Customer Acquirer of electrical system
Purchaser Customer Purchasers of electrical system
Line managers Management Responsible for scheduling, long term quality responsibility
Project managers Management Owns budget for development
System architects Developer Architects of the car
Functional developers Developer Owns functional and non-functional aspects (Synonyms: function owner; function
realizer; function developer, function realizer, system developer)
Component developers Developer Developers of the components
SW supplier (internal/external) Developer Can be internal or external from the perspective of the OEM.
HW supplier (internal/external) Developer Can be internal or external from the perspective of the OEM.
Testers Developer Testers of the car
Attribute owners Developer Owns non-functional attributes such as performance
Tool engineers Developer Specifically testing tools, including design tools (e.g. for requirements)
Calibrators Developer Calibrators of the car
Diagnostic method engineers Maintainer Engineers of the diagnostic method
Workshop personnel Maintainer Personnel working in the workshop
Fault tracing specialists Maintainer Specialists of the fault tracing
Technical specialist Specialist Support developers and maintainers on specific topics
Safety authorities Standard To guarantee compliance to safety regulations
Communication authorities Standard To guarantee compliance to communication regulations
Road authorities Road Connection with the road infrastructure
Pedestrians, cyclists, powered two wheelers VRU Connection with pedestrians, cyclists, and powered two wheelers, and safety
guarantees
IoT specialists IoT devices Connection with smart buildings, smart lampposts, smart parking slots, etc.
Other OEM representatives Other OEMs Definition and engineering of SoSs and agreement on ownership, management,

evolution, etc.

e Once functional safety requirements involve devices that are outside of the vehicle (other constituent systems of the SoS), how to
ensure that these requirements will be guaranteed?

e How the methods and processes for end-to-end function development and continuous delivery of software need to evolve?
Once the vehicle is part of an SoS, methods and processes for both end-to-end function development and continuous
delivery of software need to be evolved.

e How to establish and guarantee a reliable and efficient communication between the vehicle and heterogeneous entities, such as
other vehicles, road signals, pedestrians, etc.?
One of the enablers for having a vehicle as part of an SoS is to have the technology to establish and guarantee a reliable
and efficient communication between the vehicle and all the other devices and constituent systems, e.g. other vehicles,
road signals, lampposts, pedestrians, cyclists, etc.

e How to ensure that the vehicle and other constituent systems of the SoS will be able to exchange information and to correctly
interpret and use the exchanged information?
Besides of guaranteeing an exchange of information from and to the vehicle, there is the need to ensure sufficient
interoperability [55], i.e. that the constituent systems will be able to correctly interpret and make use of the data that
have been exchanged.

e Once the vehicle is connected, how to guarantee that the security of the vehicle is preserved?
In order to be part of an SoS, the vehicle needs to be connected and therefore, it is exposed to attacks that can
compromise the expected behavior of the vehicle.

e How to identify a balanced tradeoff between shared data and users’ privacy?
The exchange of data is necessary in order to enable the definition of useful SoSs. However, collecting and sharing data
can violate the privacy of users.

e How to keep the data shared within the SoS - and potentially their replication - sufficiently updated or synchronized?
Data that is exchanged within the SoS need to be updated and reliable. Potential replicas of data need to be synchro-
nized and in general data need to be consistent.

e How to manage the age of available information?
Data shared within the SoS need to be fresh and the age of data need to be properly managed in order to guarantee
that the available data will be always reliable and functional for the envisioned scenarios.

e Which functions in the car are allowed to make use of data coming from other constituents?
Most probably only a specific subset of all the components and functionalities of the vehicle will be allowed to make
use of data coming from other constituents. In fact, the challenge here is related to the quality and security of the data;
The devices that are used to collect the data are outside of the vehicle and potentially unknown and uncontrollable.
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The integrity of data needs to be specified for it to be of use in a safety-related function, the data trustworthiness,
authorship and non repudiation of the data must be established, etc.

5.3. Definition of the model kinds

ISO/IEC/IEEE 42010:2011 [28] defines requirements on the description of system, software and enterprise architectures.
It aims to standardize the practice of architecture description by defining standard terms, presenting a conceptual foun-
dation for expressing, communicating and reviewing architectures and specifying requirements that apply to architecture
descriptions, architecture frameworks and architecture description languages. According to the ISO/IEC/IEEE 42010 standard,
in this subsection we identify the model kinds, i.e. conventions including languages, notations, modeling techniques, ana-
lytical methods and other operations. First, in Section 5.3.1, we identify the main concepts that should be considered when
architecting cars as constituents of a future transportation system. Second, in Section 5.3.2, we describe the notations and
tools that can be used to define one or more architecture models composing a specific architecture view. Section 7 will then
show an architecture model, representing in particular the functional reference architecture for a car that would be part of
an SoS.

5.3.1. Concepts that need to be covered

Distributed end-to-end functionality In the SoS scenarios described above, functionalities are not only referring to nodes that
are within the car but also outside the car, such as cloud services, other vehicles, infrastructures, pedestrians, etc. A car in a
System-of-Systems may receive information from sources outside the car itself, e.g., from other vehicles and road signals and
road side based sensors. Sensor data may be used even though the cars are not operating cooperatively, i.e., the information
are provided by remote sensors. Therefore, distributed end-to-end functionalities involve uncontrollable and unforeseeable
actors, such as pedestrians, road signals, etc. Functionalities cannot be completely planned at design time since we do not
know which nodes and actors will take part of the functionality. In SoS scenarios, more often than not, part of functionalities
can only be realized at runtime, since they emerge from the collaboration of the constituent system and are observed at
the boundaries of the SoS. It is then important for each single car to have enough information to validate the received
data and be able to perform as good sensor fusion as possible as a base for tactical decisions. To this end, sensor data
should be accompanied with meta data with information such as confidence levels. While collective perception described
above enhances perception capabilities of vehicles, it also increases the load on the wireless channels. It is an open research
problem to resolve a trade-off between the number of perceived objects which a vehicle communicates to others and
the generation frequency of collective perception messages. Indeed, more objects are exchanged better the environmental
awareness is, while latency between two consecutive messages impacts the object age and information accuracy [23]. In
vehicular networks with a large number of nodes, the communications about all perceived objects with a high message
generation frequency would result in channel congestion, packet losses, and increased latency.

Functional safety Connecting vehicles into SoS has far-reaching consequences on how to perform risk and safety analysis. In
fact, every characteristic that distinguishes an SoS [38] has its implications on safety, as will be discussed in the following.

The managerial and operational independence of the constituent systems (CS) means that SoS-level safety requirements
need to be analyzed in cooperation, and then agreed upon, by the different stakeholders that will be involved in an SoS.
Also, the overall safety requirements need to be balanced with respect to the individual safety of the CSs.

Evolutionary development of the CSs, and as a consequence, of the SoS, means that both the safety analysis and the
resulting agreements need to be constantly supervised and updated. How such supervision should be done is far from
evident and will probably differ among SoS. It could for example be done by a dedicated high-level agent, it could be
mediated by a third-party, or it could be done cooperatively by the CSs. The composition of SoS may also evolve over time,
further complicating safety analysis.

Emergent behavior, is the main reason for constructing an SoS, but also becomes one of the main challenges when
it comes to analyzing safety. Analyzing safety in scenarios in which there are interactions with external and independent
systems is challenging. It can be argued that this is not sufficiently addressed by the ISO 26262 standard [26]. An obstacle
is the definition of item of being a function at vehicle level; which can be interpreted to not be capable of spanning SoS.
Previous work has investigated this e.g. [42]. Careful definition of the SoS-function may overcome this obstacle without
the need for redefining the standard. Due to emergent behavior, a large portion of potential hazards can be attributed
to incorrect or unforeseen interactions between systems or system components [47,35], and also there can be limited
knowledge and control of external systems.

Geographical distribution means that CSs need to rely on communication links for the correct operation of an SoS.
While the correctness of data from the other SoS participants is crucial, CSs should have defense mechanisms for the cases
when data is incorrect. Thus, on the vehicle level it is important to handle that data may be e.g.: (i) unreliable - CSs can
appear and disappear; (ii) untrustable - data may be corrupted or even subject to a malicious attack; (iii) ineffective -
guarantees about performance, reliability, etc., may be missing.

In addition, due to the evolving nature of SoSs, together with a potential lack of transparency between OEMs, the SoS
design can be only partially known at the time of safety analysis. Also, SoSs are typically socio-technical systems with
machines and humans interacting in complex ways. Thus, it is important to take human factors into consideration, not
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least including the human perception and expectation of how the SoS should operate, and also possibly unsafe human
reactions to environmental events. Another trade-off that is important to consider is the balance between increased risk
and functional requirements. For example, should a vehicle reduce its speed and lead to an inconvenience for its occupants,
only to reduce the risk to other road users?

There is a need for runtime strategies for handling safety levels of services, and the difference between design time
assessments and run time assessments. For example, how is conflicting data handled; that is usually, at least partly, re-
dundant? An important aspect for the SoS is that sensor data transferred between different nodes in the SoS need to be
accompanied with meta data that describe the quality of the data. For example, what is the confidence that there is no
other car at a certain distance in front of the car with the sensor? Evolutionary machine learning may play a part as a
robust method for the “sensor fusion” needed to find patterns emerging from a group of connected cars.

Connectivity and interoperability Sufficiently dependable connectivity is essential to enable the expected service level in
different places in a future transportation system. Making connectivity sufficiently dependable may be possible through the
use of several different channels such as through vehicular and cellular networks.

Currently, there are two complementary V2X communication technologies being developed: “ad hoc” ITS-G5/802.11 (no
central coordination of communication) and “cellular” LTE/5G (infrastructure based coordination of communication). Cur-
rently, there is no dominant solution [59]. For the ad hoc case, ETSI has delivered the first ITS-G5 release of a set of
vehicular communication standards in 5.9 GHz band under European Commission Mandate M/453. ITS-G5 specifies the
overall communication stack including the IEEE 802.11p standard at the two lowest layers. The corresponding protocol stack
in North America is specified by IEEE 1609.x WAVE. For the cellular case, LTE release 12 (2015) specifies device-to-device
communications among users within the cellular network by introducing sidelink communications. LTE release 14 (2017)
incorporates specific vehicular aspects (Cellular-V2X); specifically two modes that allow users to operate in coverage as well
as out of coverage of the base station.

Moreover, there still has to be on-board functions that handle graceful degradation of services when connectivity is
limited, delayed, or not available at all. Thus, regardless of the availability of the connectivity, the user shall experience a
robust behavior of the functions; this is especially important for safety-related functions.

Interoperability is the “ability of two or more (software) systems or components to (i) exchange information and (ii) use the infor-
mation that has been exchanged”, according to the definition provided by the ISO/IEC/IEEE 24765:2010 standard on Systems
and software engineering - Vocabulary [27]. This general definition has been conjugated in many different ways based on
the reference application area and on the many different factors and aspects characterizing them. Interoperability involves
standards, protocols, and integration and adaptation of interfaces to enable the effective and efficient communication be-
tween CS. Interoperability is multifaceted, as clearly emerge from the INTERO interoperability evaluation framework, which
enables the evaluation of products/systems/product lines from the point of view of interoperability and enables the identifi-
cation of the specific interoperability dimensions on which organizations should act in order to improve interoperability [55].

When focusing on future transportation systems, interoperability can be defined as the ability of two or more CS that
are part of the SoS to exchange information and to use the information that has been exchanged according to the goal of
the SoS. The Levels of Conceptual Interoperability Model (LCIM) interoperability standard [66,58] proposes 7 interoperability
levels. More details can be found in [55].

In the context of future transportation systems, unambiguous interpretation of shared data between systems is necessary
for interoperation, but it is not sufficient. Despite standards for shared data that provide specification with the objective to
enhance the functionality and interoperability, the data encoded using these standards are not necessarily interoperable. For
instance, concepts that have the same labels, and somehow even the same meaning, can be used completely differently in
different applications. This is for instance the case of the label “speed” within a car that can have different meanings in
different applications or contexts unless the semantics is very clearly defined and acted on.

Security and privacy Connectivity of cars poses new challenges both on security and privacy since cars become exposed, as
any other device that is connected to the Internet. Malicious software can potentially take complete control of the car and
this opens to many problematic scenarios with potentially dramatic effects. Aspects that should be considered span from
attacks to take the control of the car to attacks for spying and extracting information, trying to use the car for doing another
attack, spoofing attacks, etc. Firewalls and DMZs are possible solutions, but there can also be some intrusion detection
systems and more advanced solutions that can be distributed in the SoS and exploit the knowledge and expectations of
constituent systems to identify and isolate constituent systems that are under attack.

There is an interesting trade-off between safety and security that should be considered. Sometimes these issues can
correlate and require the same solution, e.g. fallback mechanisms in case of incorrect data, while in other cases they can be
contradictory, e.g. when balancing communication latency and message encryption. Thus, it is important to consider safety
and security in the same analysis, and also to do so early in the SoS development.

Especially critical safety problems pop up in cases when the vehicles use connectivity as a part of their control loops,
e.g. in platooning scenario described in Section 5.1. Examples of security attacks that can compromise safety can be caused
through:



P. Pelliccione et al. / Science of Computer Programming 191 (2020) 102414 13

e Falsifying multiple vehicle identities so that events can be generated by these false nodes to interfere with legitimate
vehicles. Multiple identities may be used by an attacker to join a platoon, overloading the leader, which has to manage
falsified members. Another scenario is the use of falsified members at strategic platoon locations, which collude to send
erroneous beacons, potentially causing a road accident [11].

e Malicious jamming originating from a radio transmitter located in the vicinity of communicating vehicles. When located
along the road, a reactive jammer can substantially increase the packet losses at inter-vehicular communications links
of platooning vehicles, including complete blackouts for a couple of seconds. Since vehicles in platoons are moving
with a few meters inter-vehicle gap, the detection of this situation should happen in real-time within a fraction of a
second [37].

For what concerns privacy, cars will need to share information to enable the scenarios of SoS described in Section 5.1,
however, sensitive information should be properly protected. The point is to find the right trade-off between data that is
shared since it enables many interesting functionalities and data that should be kept private.

An important perspective is also understanding how to establish the chain of trust in a future transport system. How to
authenticate that the received data has not been changed? An assumption is to use some type of third party certificates.

An example is information based on remote sensor data. How to ensure that the received data can be trusted, validate
the received data, make sensor fusion with other external and internal sensor sources and base tactical decision on available
data?

5.3.2. Tools and notations

This section described the tools and notations that can be profitably used to define architecture models for this view-
point.

When focusing on safety and security, an interesting tool and notation can be identified in the SAFE metamodel pro-
duced in the ITEA EU project.'” The metamodel is essentially an extension of EAST-ADL and AUTOSAR to enable integrated
safety modeling and safety analysis. The metamodel integrates the artifacts associated with the application of the ISO 26262
standard and, thus, it covers the safety related elements and relationships necessary to ensure the safety requirements.
More specifically, the metamodel integrates EAST-ADL (Electronics Architecture and Software Technology - Architecture
Description Language),'® Autosar, and RegIF'® (Requirements Interchange Format) used for the specification of the require-
ments. SAFE RTP is a reference technology platform for the SAFE project and it is an EMF-based Java implementation of the
SAFE meta-model. SAFE RTP [65] integrates the AUTOSAR meta-model from ARTOP?® and the EAST-ADL meta-model from
EATOP.?!

Safety and security on the architectural perspective, has been also investigated in the H2020 EU project SAFURE -
Safety And Security By Design For Interconnected Mixed-Critical Cyber-Physical Systems.?> The project aimed at providing
a holistic approach to safety and security by construction. The SAFURE metamodel®> contains modeling concepts for the
representation of safety, security and time attributes and constraints in mixed-critical systems. These modeling concepts
have been proposed in an abstract way so to enable a possible concrete implementation according to UML/SysML and
AUTOSAR.

While SAFURE focuses on the security of in-vehicle communication and its relationship with performance and safety, the
EVITA project> has been essentially focused on intra-platform security issues and privacy. EVITA proposes a metamodel to
security and trust. Trust can have various levels and there are two main actors (e.g. a person, group, organization, or system
who affects or can be affected by some actions): a trustor and a trustee. A trustee is an entity that provides trust for the
use of a function or service whereas trustor is an entity that uses a function and has a justifiable belief that the trustee will
provide the expected function or service.

For what concerns interoperability, we refer to the European Interoperability Reference Architecture (EIRA),%> which has
been defined to guide public administrations in their work to provide interoperable European public services to other public
administrations, businesses and citizens. The suggested architectural style is the service-oriented architecture (SOA).26

However, it is important to highlight that the notations and tools to be used to produce an architecture description
should be properly selected according to the purpose and the intended audience of a particular architectural model [24]. In
some cases, an informal box and line notation would perfectly satisfy the goal of the architecture models, as also testified

https://itea3.org/project/safe.html.

http://www.maenad.eu/public/conceptpresentations/EAST-ADL_WhitePaper_M2.1.12.pdf.

https://www.omg.org/spec/ReqlF/1.2/.

Eclipse-based implementation of the AUTOSAR meta-model: www.artop.org.

Eclipse platform implementation of EAST-ADL: www.eclipse.org/proposals/modeling.eatop.

https://safure.eu.

23 https://safure.eu/downloads/SAFURE-D2.1-PU-M12.pdf.

FP7 EU project EVITA: https://www.evita-project.org/.

25 https://joinup.ec.europa.eu/sites/default/files/distribution/access_url/2018-02/b1859b84-3e86-4e00-a5c4-d87913cdcc6f/EIRA_v2_1_0_Overview.pdf.
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=soa-rm.


https://itea3.org/project/safe.html
http://www.maenad.eu/public/conceptpresentations/EAST-ADL_WhitePaper_M2.1.12.pdf
https://www.omg.org/spec/ReqIF/1.2/
http://www.artop.org
http://www.eclipse.org/proposals/modeling.eatop
https://safure.eu
https://safure.eu/downloads/SAFURE-D2.1-PU-M12.pdf
https://www.evita-project.org/
https://joinup.ec.europa.eu/sites/default/files/distribution/access_url/2018-02/b1859b84-3e86-4e00-a5c4-d87913cdcc6f/EIRA_v2_1_0_Overview.pdf
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=soa-rm

14 P. Pelliccione et al. / Science of Computer Programming 191 (2020) 102414

CarC

Fig. 2. Demonstrator overview.

in the study reported in [39]. This is actually the case of the reference architecture described in Section 7, where we show
it by making use of a box and line notation.

5.4. Correspondence rules

This viewpoint has correspondences with various other viewpoints. First of all, this viewpoint has correspondence rules
with the other SoS viewpoint that focuses on the overall SoS. As anticipated above, the other SoS viewpoint aims at giving
an answer to the following question: “How to engineer the SoS so that the collaboration among various constituent systems will
achieve the SoS goals?”.

Then, this viewpoint has correspondences with the functional safety viewpoint since, on one side, having a vehicle
connected might pose new challenges to functional safety. On the other side, it opens new opportunities related to safety
that open new promising scenarios that are unthinkable for a disconnected vehicle, such as, the ice on the road, the vehicles
platooning, and the cooperative collision avoidance scenarios; described in Section 5.1.

Moreover, having the vehicle connected opens new challenges in terms of privacy and security, as described above. This
triggers correspondences with the security and privacy viewpoint.

Finally, this viewpoint has also correspondences with the topology, cost, variability, continuous integration and deploy-
ment and ecosystem and transparency.

6. Demonstrator

In this section we demonstrate the value of the SoS viewpoint described in this paper and consequently also of the
architecture framework that has been proposed in [45]. Specifically, we base the validation on our experience of applying
the SoS viewpoint to an overtake scenario. This is an additional scenario with respect to those described in Section 5.1 and
it is described here in the following. In this scenario, three cars participate. As shown in Fig. 2, Car A is the overtaking
car, Car B is the car that is overtaken, and Car C is an oncoming car that makes the overtaking maneuver risky. Car A and
Car B engage in car-to-car communication, whilst Car C is not equipped with such equipment leaving Car C silent. As soon
as the driver of Car A indicates her goal to overtake, Car B will share information of its sensors. This will help to issue a
do-not-pass-warning, even though the sensors of Car A have no way of seeing the oncoming Car C. In this way, Car B is
extending the sensor range of Car A.

This scenario has been demonstrated as part of the NGEA project, showing different triggers for indicating an imminent
overtaking action. The demonstrator was based on a single Tier-1 supplier’s technology stack integrated into three cars of
the same brand. While this demonstrator is a milestone towards making such technology available, it is only a first step
towards engineering a system-of-systems that can effectively make overtaking safer.

During a workshop with representatives of several participating companies, we applied the stakeholder concerns from
our SoS viewpoint (see Table 2). We cannot share technical details regarding the answer to the questions, since such details
relate to current product development of partner companies. It is also out of scope, since we aim to validate the SoS
architectural viewpoint, not the take-over scenario. Still, the workshop allows us to present an argument for each to show
its relevance and usefulness in Table 2).

7. Functional reference architecture for a car as a constituent of an SoS
This section describes a reference architecture for the vehicles that are constituent systems of an SoS. This reference

architecture is a generalized architecture of a solution, which based on best-practices, experience, and knowledge acquired
in our consolidated collaboration with various companies, as well as study of relevant literature.
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Table 2
Validation of concerns from SoS viewpoint.

Concern

Validation argument

How to guarantee functional safety
requirements when the car is part of an SoS?

Once the car is part of an SoS, what are the
implication on system design and functional
distribution for functional safety?

Once functional safety requirements involve
devices that are outside of the vehicle (other
constituent systems of the SoS), how to ensure
that these requirements will be guaranteed?

How the methods and processes for
end-to-end function development and
continuous delivery of software need to evolve
to be suitable in a System of Systems setting?

How to enable a reliable and efficient
communication between the vehicle and
heterogeneous entities, such as other vehicles,
road signals, pedestrians, etc.?

How to ensure that the vehicle and other
constituent systems of the SoS will be able to
exchange information, correctly interpret and
to use the information that has been
exchanged?

How to guarantee that the security of the
vehicle is preserved once the vehicle becomes
connected?

How to identify a balanced tradeoff between
shared data and users’ privacy?

How to keep the data shared within the SoS
(and possible replication of data) sufficiently
updated or synchronized?

How to manage the age of available
information?

Which functions in the car are allowed to
make use of data coming from other
constituents?

The overtake scenario clearly refers to safety-critical functions. Issuing a false warning, or not
issuing a warning when over-taking is dangerous, could endanger the vehicles and their
occupants. Functional safety depends on the interplay of Car A and Car B.

It is clear that it is the responsibility of Car A to determine whether over-taking is safe. For
that, there should be proper interoperability between Car A and Car B, and Car A must
establish that the data received from Car B is sufficiently accurate and timely.

This question points towards the need to enable reasoning about safety and data quality at
runtime. Protocols and interfaces as well as reasoning about trust will become important
areas. It is in fact impossible to assess safety concerns once and for all and to relate them to
the sensors and devices of a car, in this case Car A. As we said before, Car A is extended by
the devices in Car B. In other similar scenarios Car A could be extended with devices of other
cars, depending on when another instance of the overtake scenario would happen. This
implies also that the evaluation of “trustable” vehicle should be done by the car that want to
overtake, in this case Car A, when another vehicle that is functional to the realization of the
scenario is met.

Pushing an update or a new feature to one of the vehicles might compromise the
interoperability of the vehicles. In this sense, the delivery of new software to the car should
seriously take into account not only the functionalities of the isolated vehicle but also the SoS
scenarios that a vehicle is engineered for serving as a constituent of an SoS.

While technical feasibility has been shown in the demonstrator, it remains unclear to what
extend this can be achieved with various technology stacks by different vendors. Aspect of
disturbances, adverse weather conditions, etc., should be also taken into account.

While the technical feasibility of the exchange has been shown, the usage depends on
advanced standards and protocols that allow for runtime reasoning. Also, this is a good
example to show that exchanging data is not enough; there is need for proper
interoperability. Referring to Section 5.3.1, we need a communication protocol, and the
connected vehicles need to be able to communicate. However, they should be also able to
properly understand and interpret the exchanged messages (semantic interoperability).
Moreover, the vehicles will behave assuming that the exchanged data will have the effects
they expect on the other vehicle (pragmatic interoperability). Time is also an important
aspect since Car A would need timely data from Car B and data soon become obsolete
(dynamic interoperability). This scenario is not so complex from the point of view of
interoperability, since it basically only requires some data sent from Car B to Car A when Car
A asks for that. In this sense, a level of conceptual interoperability is probably not necessary.

This question was deemed relevant during the workshop, requiring advanced protocols that
allow to verify and compute trust in data.

This question points towards constraints for the solution space of the questions above, since it
makes solutions favorable that do not store the id of the individual cars.

This concern was considered relevant, since it requires the consideration of recording critical
information.

The take-over scenario requires current information. As discussed above this is important for
having a proper interoperability among the vehicles, specifically for having dynamic
interoperability.

This concern was regarded crucial for designing the SoS. Clearly, a specialized component will
be required to collect external data and to judge whether it is trustworthy and has sufficient
quality for different usage within the car.

The goal of this reference architecture is to assist architects of connected vehicles by raising various considerations and
solution possibilities that influence the architecture of a vehicle that is connected and aims at being a constituent system of
an SoS. This reference architecture can be considered a common ancestor for a range of various implementations [4], where
each particular solution would be identified by particular decisions that will be made in the context of specific projects
and by properly considering pros and cons, and tradeoff. This reference architecture is based on the architecture viewpoint

proposed in Section 5.

Fig. 3 shows the functional reference architecture. According to [4], we use the term functional architecture to refer to
the logical decomposition of the system into components and sub-components, and the data-flows between them. This ref-
erence architecture does not describe the dependencies on specific implementation technologies. The reference architecture
is inspired by the reference functional architecture for autonomous driving, which is proposed in [4].
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Fig. 3. Functional reference architecture for vehicles that are constituent systems of an SoS.

As shown in the figure, we identified three different levels that are the three different “perception” capabilities of a
vehicle. Internal refers to the sensing capabilities within the vehicle. External (vehicle surrounding) refers to the capability of
the vehicle to sense the surrounding with, e.g., instance camera, radars, and lidar. The third level refers to the external (SoS)
that enables the vehicle to receive information beyond the limits of its sensors and devices, since it refers to information
received from other vehicles, street signs, parking, pedestrians, etc., via various communication means.

Focusing on the internal level, through a sensor abstraction, data received from multiple sensors are taken as input from
the sensor fusion component, which will make sense of them and produce the needed knowledge. Diagnostic and the data
cleaning and analysis components will clean the data and forward them to the world model, which holds the state of the
external environment and of the vehicle itself within this environment, and to the semantic understanding component,
which will be explained later.

Sensor abstraction and sensor fusion work in similar way for sensors and devices that are sensing outside the vehicle.
This information is used by the localization component, which is able to determine, with the needed accuracy, the position
of the vehicle with respect to a global map. Indeed, the data produced at this level are also used to inform and update the
world model.

The external (SoS) level is taking information via the connectivity component, which includes various communication
means, such as 5G, Wifi connection, V2X (This collective term includes V2V - Vehicle to Vehicle, V2I - Vehicle to Infrastruc-
ture etc., and can potentially be the same technology) communication, Gateway (GW) of both the owner and the OEM, etc.
As described in Section 5 this information is coming from devices belonging to third party, out of the control of the vehicle,
potentially unreliable and untrustable. This is why these data require special attention. First of all these data are managed
and filtered by a secure vehicle gateway component, which might act as a firewall, but that can also provide intrusion
detection functionalities. Moreover, this component would also include advanced techniques to evaluate the trustability of
the source of information. Data that are considered secured and trusted enough are further cleaned and analyzed. Then
these data are “fused” with data coming from the external sensors and devices of the vehicle. The semantic understanding
component has the difficult role of finding the “right” understanding of information coming from various sources of infor-
mation both internal and external of the vehicle. The component needs to solve also conflicting information and send to the
decision and control component the required information in order to take a decision. The decision and control component
is the component that will instruct the vehicle control component to take all the actions needed, for instance, to play the
expected role of the vehicle in the SoS. This component might decide that the vehicle should temporarily give priority to the
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actions that are needed by the SoS. As discussed in Section 3.2, this component highlights that in order to have a vehicle
as part of an SoS there is the need of autonomy. Therefore, this component will need to coordinate with the components
managing the behavior of the vehicle when acting as an independent entity. This highlights also the strong connection that
should be established between this reference architecture and the reference architecture for autonomous vehicles, such as
the one proposed in [4].

We defined and evaluated the reference architecture internally to the project. We also contacted a safety engineer ex-
ternal to the paper to further evaluate the reference architecture. The safety engineer has 25 years of experience in system
safety in the aerospace and automotive domain, and is currently working as system and system safety architect for an OEM.
The assignment is to design an electrical platform and architecture for ADS that actually works - instead of evolving the
current deficient vehicle platforms and failing, i.e. not achieving safety. We presented the reference architecture as shown
in Fig. 3 and provided some explanation. The following comments were given:

e This logical view is a “first* attempt that does not take any impression of the effects of allocation, such as the identification of
required safety-mechanisms as found in safety analysis. An effect could be the realization that additional redundancy is needed.
Also a required level of integrity may not be reachable without redundancy even at this logical level. Currently there is no redun-
dancy in Fig. 3. This, and other factors such as not knowing the function that will use the platform, implies that we
cannot really make any judgment on safety given the current information. This comment highlights that this particular
architecture model needs to be complemented with other architecture models in this viewpoint as well as in other
viewpoints. However, for separation of concerns we believe that it is better to do not include these aspects in the refer-
ence architecture and, instead, to exploit mechanisms, like the correspondence rules in Section 5.4 to create the needed
connections among the various architecture models and views.

e Generally there is much external information from other systems (map-data, objects that have been identified in other systems
etc.) that could be of use in a local system. However, how can it be established that this information is trustworthy and is available
at all? We completely agree with this comment and this aspect is crucial. This is exactly the role of the Secure Vehicle
Gateway and Data Cleaning & analysis components, as described above in this section. We provided a proper discussion
of these aspects to avoid misunderstanding in the readers as it happened with our safety expert.

e In the ITS-G5 standard (and most probably the other connectivity services) there is support for security, authenticity, encryption,
privacy, etc. However, how can it be ensured that the original source of information, e.g. a sensor, is correct? As we discussed
above, proper techniques should be used to guarantee that evaluate the trustability of the source information. These
techniques will be deployed into the Secure Vehicle Gateway component. We can imagine and recommend to use
techniques like blockchains [76] or Information-Flow Control [49]. Blockchains can be employed to secure personal data
against tempering and revision [76]. A blockchain consists of data-structure blocks stored in a decentralized architecture
consisting of potentially infinite number of nodes. Each node has a copy of the blockchain. Whenever new transactions
occur, the consensus of all the nodes is needed in order to add the new block into the blockchain. Thus, each transaction
is held by the entire network and if someone attempts to cheat the system, she can be easily identified. Information-
Flow Control (IFC) [49] is a promising technology for the active data management. IFC permits to obtain guarantees of
many of the GDPR requirements related to how private information gets handled and disseminated within systems. IFC
was originally conceived to confine sensitive information in operating systems [5,74,32] but it has also been used to
secure web browsers [1,56] and many programming languages [40,48].

e In ISO 26262 there [is] a possibility to perform decomposition of a high integrity/ASIL function to multiple components with lower
ASIL. E.g. ASIL D is decomposed to a small part with ASIL D (D) and another part with QM(D). Observe the parenthesis notations
which indicates the original (highest) ASIL. Note also that integration of these two decomposed parts is still done at the higher ASIL,
i.e. ASIL D. Decomposition can be done several times and at different architectural views. QM implies that the function is not safety
critical and does not need to be developed with ISO 26262; and development according to a “normal” quality management system
(e.g. IATF 16949:2016) suffices. However, it must be stressed that we cannot compose multiple external QM-sources (by combining
e.g. through data fusion) to reach any notion of integrity, i.e. ASIL. The conclusion is therefore that a function can definitely be made
to “work better” in terms of performance, but in terms of safety, the information cannot be used unless it is qualified with some
level of integrity. This includes the entire chain from e.g. source, transmission of the data (i.e. network), destination etc. Today,
it is still a challenge to show that the source is “correct”. This comment highlights what we discuss largely in this paper,
especially in Section 5.3.1. This comment requires no change to the architecture but we report this comment since it is
important to highlight this important aspect from the safety point of view.

8. Engineering an SoS: challenges and opportunities

Connected vehicles will combine data from inside vehicle with external data coming from the environment (other ve-
hicles, the road, signs, and the cloud). Future transportation systems will be a heterogeneous mix of items with varying
connectivity and interoperability. A mix of new technologies and legacy systems will co-exist to realize a variety of sce-
narios involving not only connected vehicles but also smart roads, pedestrians, cyclists, and so on. In other words, future
transportation systems are expected to be system of systems, where each constituent system can act as a standalone system,
but where the cooperation among the constituent systems will enable new emerging and promising scenarios. In today’s
vehicles, the driver plays a fundamental role. Besides controlling the vehicle, she/he is also expected to recover the vehicle



18 P. Pelliccione et al. / Science of Computer Programming 191 (2020) 102414

from failures. With fully autonomy (SAE level 5), the driver is no longer in the loop. The vehicle, besides controlling the
basic driving maneuvers, should handle all possible situations during driving. As the driver is not monitoring the vehicle and
is not a fallback option anymore as in the lower levels of automation, it is expected that nothing goes wrong. For the higher
levels of automation (i.e., levels 3-5), additional players enter the ecosystem: companies that focus on communication as-
pects will play a big role in this ecosystem, as communication will be an important basis for highly automated driving [31].
Communication allows the vehicles to ensure that they have redundant information sources (i.e., several sources of infor-
mation) to ensure safety, reliability, and quality of autonomous vehicles. In other words, autonomous cars are becoming
part of an autonomous system of systems. An autonomous car needs to constantly communicate with other cars and the
infrastructure, via sensors and the cloud. As foreseen by IBM, unprecedented complexity will lead to unprecedented co-
operation.?’ This is also confirmed by some discussions we had with several Swedish companies (between others Volvo
Car Group, Volvo Trucks, Ericsson, Axis communications, Jeppesen - Boing); all of them claimed that one of the business
challenge for industry in the near future is to build and provide new functionalities and/or services in a short time scale by
easily integrating the system with other systems and to continuously maintain and evolve the system under guarantees of
quality of service.

As anticipated in Section 3, SoSE is an emerging discipline of the last years that addresses the development, operation
and maintenance of SoSs. Even though the community around SoSE is active, SoSE is a young discipline, and general prin-
ciples and theoretical foundations remain to be discovered. Engineering SoSs requires cooperation among companies, and
there is the need of standards. This is testified by the investigation of Toyota about intelligent transport systems® and
by the pn-European project SOCRATES2.0 (System of Coordinated Roadside and Automotive Services for Traffic Efficiency
and Safety),”® which aims at setting new standards to share and integrate traffic information to enable effective traffic
management and navigation services.

Once defined a collaboration among the players of the system of systems, many questions need to be answered, e.g.:

e Should the SoS be Virtual, Collaborative, Acknowledged, or Directed, or a mix of them?

e What is the extent of “controllability” of the constituent systems?

e Should the collaboration be established for a limited time in response to or to solve specific situations, such as hazards
in connected safety scenarios?

Should the collaboration be extemporary and spontaneous?

Who is engineering the SoS, one specific OEM, a group of OEMs, road authorities, etc.?

Who is the owner of the SoS?

Who is the manager of the SoS?

Moreover, some of the scenarios that are supported by the SoS can be safety-critical. Consequently, SoS engineering
needs to be grounded on a rigorous conceptual framework, so to enable: (i) precise and unambiguous definition of SoS
properties; (ii) runtime verification so to control, avoid, or block negative/harmful unanticipated emergent behaviors (emer-
gent behaviors will be explained later in this section), and (iii) the development of tools for managing the SoS. In order to
understand the complexity of the problem, we mention two challenging characteristics of SoSs:

e Uncertainty about constituents - SoSs need to manage unavoidable imprecise and uncertain information about con-
stituent systems;

o Independence of constituents - constituent systems are independent entities for what concern operation, management,
and evolution.

Each constituent has its own objectives, possibly conflicting with objectives of the other constituents or of the SoS. An
SoS has a potentially limited authority that it exercises on the constituent systems to drive them towards its objectives.

An open problem of SoSs is how to provide justification of the reliance on emergent properties [22]. Emergent properties
are the result of synergistic collaboration between constituent systems, and are those properties that cannot be expressed
at the level of a single constituent system, but require observations of phenomena at the SoS boundary [22]. There are two
different types of emergence: weak emergence [41], when an emergent property can be reduced to its constituents, and
strong emergence, when an emergent property cannot be traced to any direct cause (a classic example is the consciousness
emerging as a property of the brain [22]). Similarly to the approach in [53,22], we confine our attention to weak emergence,
and hereafter, we use the term emergence to refer to weak emergence. Emergence can be either anticipated, meaning that it
is defined at design-time, or unanticipated, meaning that it is not purposely or consciously designed-in or surprising to the
developers and users of the SoS. Consequences of the unanticipated emergent behavior may be viewed as negative/harmful,
positive/beneficial, or neutral/unimportant by stakeholders of the SoS [41]. Existing approaches to design and verify depend-

27 https://www.ibm.com/blogs/internet-of-things/iot-design-for- system-of-systems.
28 www.toyota-global.com/innovation/smart_mobility_society/intelligent_transport_systems.
29 https://socrates2.org].
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able systems>® work pretty well with closed and unchanging systems. These techniques become inadequate for assessing
and justifying SoS reliance on emergent properties since SoSs are composed of autonomous constituents whose behavior
can neither be predicted nor controlled [57]. Investigation is needed to provide ways for characterizing, quantifying and
measuring a system behavior in the presence of perturbations [57].

One of the most frequently used techniques to explore emergence is simulation [17]. The work in [73] advocates that
different engineering techniques are required at different scales, including software engineering and formal methods. Self-
adaptive systems [16,14,51] are systems that autonomously decide how to adapt at runtime to meet environment (context)
and user changes and threats. Uncertainty about constituents and independence of constituents make inapplicable for SoSs
most of the techniques that have been proposed for self-adaptive system. Providing guarantees that an SoS will achieve
a global goal in predictable and dependable ways, through the collaboration of autonomous and independent constituent
systems with different (and potentially conflicting) local goals remains an open problem [18,34,75]. There is the need of
evidence on which to base reliance on emergent properties and on SoS-level behaviors.

9. Conclusions and future work

In this paper we described our ongoing work in conceiving the next generation of electrical and software architecture of
vehicles of the near future. The work is performed in the context of two Swedish projects led by Volvo Cars. In particular,
in this work we focus on how to architect a car as a constituent system of a future transportation system. The outcome
of this research is a viewpoint for vehicles that are constituents of SoSs, to be integrated into the Volvo Cars architecture
framework proposed in [45]. For the new SoS viewpoint, we give the concerns that are framed based on our identified
stockholders. The concerns are motivated by several scenarios that we have included in the paper. Also, we have included
model kinds to be applied for the SoS viewpoint. We have demonstrated the value of the SoS viewpoint by applying it to a
scenario where a car overtakes another car using information from different systems.

In the paper we also describe a functional reference architecture for vehicles that aim at being part of an SoS. As future
work we plan to further validate the reference architecture and to provide an instantiation of it in the context of an OEM.

Moreover, as discussed in the paper, engineering efforts are needed also at the level of the system of systems as a
whole. When constituent systems are developed by different organizations, which might have different owners, managers,
and goals, other aspects need to be investigated. In general, there should be an engineering effort at the level of the whole
SoS from the definition of the goals of the SoS, to the development, management, and maintenance of the constituent
systems. Constituent systems should be able to join the SoS, to properly interact and interoperate with the other constituent
systems, and to perform all the actions that are required to guarantee the achievement of the SoS goals, even at the cost
of temporarily sacrificing the constituents’ goals. Finally, the collaboration and interoperability of constituent systems in an
SoS can potentially generate dangerous emergent behaviors that should be properly controlled and avoided.
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