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ABSTRACT

With the introduction of Virtual Network Functions (VNF), network
processing is no longer done solely on special purpose hardware.
Instead, deploying network functions on commodity servers in-
creases flexibility and has been proven effective for many network
applications. However, new industrial applications and the Internet
of Things (IoT) call for event-based systems and midleware that can
deliver ultra-low and predictable latency, which present a challenge
for the packet processing infrastructure they are deployed on.

In this industry experience paper, we take a hands-on look on
the performance of network functions on commodity servers to de-
termine the feasibility of using them in existing and future latency-
critical event-based applications. We identify sources of significant
latency (delays in packet processing and forwarding) and jitter
(variation in latency) and we propose application- and system-
level improvements for removing or keeping them within required
limits. Our results show that network functions that are highly
optimized for throughput perform sub-optimally under the very
different requirements set by latency-critical applications, com-
pared to latency-optimized versions that have up to 9.8X lower
latency. We also show that hardware-aware, system-level configu-
rations, such as disabling frequency scaling technologies, greatly
reduce jitter by up 2.4X and lead to more predictable latency.
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1 INTRODUCTION

High-speed networks are a key part of today’s connected world.
As the number of connected devices increases [7] and new event-
based applications with strict performance requirements (e.g., those
related to Industry 4.0 [10] that combines factory automation with
communication technologies) become common, next-generation
networks face new challenges with respect to scaling and meeting
those requirements. In particular, in network architectures, the user-
plane! [13] i.e. the component that is responsible for carrying and
processing network traffic, needs to support reliable connectivity
with minimum added delays (latency).

Over the last years, network technologies have shifted from
specialized hardware platforms to a user-plane that can be deployed
on commodity, off-the-shelf hardware, either natively or using
virtualization and container technologies [19]. This shift allows
flexibility in the design and deployment of network functions to
support a variety of event-driven applications, reduces deployment
cost and enables horizontal scaling. It also allows the deployment of
Virtual Network Functions (VNF) where packet processing such as
switching, firewalls and intrusion detection systems, is decoupled
from the hardware that it is deployed on.

While the aforementioned shift to commodity hardware and VNF
has been proven successful, e.g., for mobile broadband applications,
such network technologies have not yet been put to use in more
demanding applications such as Industry 4.0. In particular, one of
the requirements of such applications is low latency. In upcoming
event-based industrial applications, such as factory automation,
machine-to-machine communication and autonomous driving, the
network infrastructure is required to deliver low end-to-end la-
tency (less than 10ms in some cases). Another, often overlooked
requirement is that variation in latency (jitter) must be kept to a
minimum. High jitter might lead to interruptions in service, e.g.,
in an automated production line where co-operating machinery
might experience differences in latency and desynchronize.

The challenge to meet these requirements is particularly press-
ing for mobile networks that will play a central role in future In-
dustry 4.0 deployments. In particular, the evolution of the core
packet processing network, i.e. Evolved Packet Core (EPC) [17],

! The term data-plane is also used in the literature, we use the term user-plane through-
out the paper.
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needs to enable future mobile networks to meet the required per-
formance.The packet processing involved in the user-plane of EPC
involves many event-based network functions such as Deep Packet
Inspection [22] and firewalls, but the bare minimum functionality
is packet switching, which we focus on in this paper.

When considering software-based packet processing in general
purpose servers, there are several factors that can contribute to high
latency. They range from operating system interrupts or scheduling
and timesharing with other tasks. Moreover, the packet processing
application itself needs to be optimized to make best use of the un-
derlying hardware [23] and focus on delivering low latency. Hence,
the performance and feasibility of using commodity hardware for
latency-critical event-based applications is still an open issue.

In this industrial experience report, we establish a baseline for the
latency and jitter performance of software-based packet processing
on commodity hardware. Our goal is to determine the feasibility
of using software-based packet processing on commodity hard-
ware for challenging and latency-critical event-based applications
in Industry 4.0. As a starting point, we focus on the bare mini-
mum functionality that the user-plane performs, namely packet
forwarding. We design and perform experiments to identify sources
of unnecessary latency and jitter and we propose ways to remove
them, through optimizations in the application itself and at system
level. Specifically, our evaluation shows that:

e In order to come close to the reliable and low latency network
requirements of event-based applications, packet processing must
be optimized to avoid buffering packets as much as possible, even
if that comes at the cost of a reduced sustained throughput.

o System-level, hardware-aware configurations, such as disabling
frequency scaling, can have a noticeable effect on latency and
jitter.

The rest of the paper is organized as follows. Section 2 gives the
required background on low-latency packet processing. In Section 3
we identify sources of latency and jitter and show how to mitigate
them. We present our experimental methodology in Section 4 and
the results from the experiments in Section 5. We discuss those
results in connection with application requirements in Section 6.
We present related work in Section 7 and conclude in Section 8.

2 PRELIMINARIES

In this section, we summarize relevant information on the require-
ments of Industry 4.0 applications, the packet processing involved
in the packet core, as well as a brief background on user-space
networking.

2.1 Ultra Reliable Low Latency
Communication Requirements

Ultra Reliable Low Latency Communication (URLLC) is a collec-
tion of services supported by the upcoming fifth generation net-
works (5G), designed to address the needs of latency-critical event-
based applications, mainly related to machine-to-machine commu-
nication and industrial applications [20].

The basic requirements and characteristics of URLLC services
that relate to the network infrastructure they are deployed on are
the following: (a) Low latency. While there is a plethora of studies
mentioning different latency requirements for the same application,
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typical latency requirements range from 1 msec to 50 msec end-
to-end latency. Note that this requirement is about the maximum
guaranteed latency and not the average. (b) High reliability. Most
use cases require a highly reliable network infrastructure that must
deliver packets with 99.99% to 99.999% reliability. (c) Low jitter. On
many industrial applications, jitter (variations in latency) can cause
disruptions in service, even if the latency itself remains within the
acceptable bounds. (d) Low traffic rates. Fortunately, in most cases,
the traffic generated by industrial event-based applications is not
both latency- and throughput-critical. Typical use cases generate
roughly 50 Mbps or less, which is a very low traffic rate for modern
networks.

2.2 The Evolved Packet Core

The Evolved Packet Core (EPC) is the core network of Long Term
Evolution (LTE) that supports mobile broadband in current mo-
bile telecommunication standards (4G) [17]. It consists of different
network functions, such as mobility management, quality of ser-
vice and lookup of subscription information [4]. The user-plane of
EPC is responsible for processing packets between the nodes of the
EPC and for connecting them with external networks. The user-
plane includes many functions such as firewalls and deep packet
inspection, but it is primarily responsible for packet forwarding
(switching) [13]. That is the network function that we focus on in
this paper.

2.3 User-space packet processing

Traditionally, software-based packet processing uses the kernel’s
network stack to send and receive packets. However, relying on
the kernel for packet I/O involves issuing an interrupt every time
there is a new packet to be received from the network card, which
introduces overheads. Even though newer kernel versions reduce
the number of interrupts generated [21], kernel-based networking
cannot match the processing speed needed by high performance
networks.

In the last few years, user-space solutions for packet processing
have become popular, with the Data Plane Development Kit (DPDK)
being the most common packet I/O framework [2]. In DPDK, pack-
ets that are received from the network card are sent directly to
memory that is mapped to user-space. DPDK’s driver keeps polling
the memory for new packets, instead of waiting for an interrupt to
be issued. Additionally, DPDK’s library includes support for fast
packet processing across many cores and heavily relies on batch-
ing multiple packets to amortize the per-packet processing cost,
making it the de-facto choice for high speed networks.

3 LATENCY AND JITTER

In this section, we identify sources of latency and jitter in the
context of packet processing on commodity hardware and propose
methods to mitigate their effects.

Commodity hardware platforms are generally not designed for
low latency and real-time processing. As a result, there are many
sources of latency, stemming from, e.g., the scheduler, the oper-
ating system or packet processing application itself. While there
are many suggestions on how to improve the real-time character-
istics of commodity systems [16], we focus on specific parts and
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measure their effects. Specifically, we target latency and jitter due
to: (a) the packet I/O framework and forwarding application and
(b) the operating system and the hardware platform itself.

3.1 Packet I/O and forwarding application

Choice of Packet I/0: As previously mentioned in Section 2,
kernel-based packet processing introduces overheads. For this rea-
son we use a user-space packet I/O framework (DPDK) and its
own simple packet switching application (Layer 2 packet forward-
ing). We compare its performance with the traditional kernel-based
packet I/O (NAPI [21]) using Linux bridge [24] for packet switching.

Note that DPDK is designed with high throughput as the primary
goal. While the vast majority of that increased throughput comes
from reducing the per-packet processing latency, DPDK’s design
is not necessarily oriented towards maintaining a low per-packet
maximum latency. In fact, as we discuss next and experimentally
show in Section 5, the per-packet latency can be high under low
load, due to buffering.

Low Traffic Rate + Buffering = High Latency: For the DPDK
version, as a staring point, we use the Layer 2 forwarding example
application provided by DPDK’s library, that simply forwards pack-
ets from one port to another. By default, the Layer 2 forwarding
application will receive and buffer up to 32 packets before send-
ing them to the outgoing port as a single batch. This reduces the
number of times the application communicates with the network
card and helps sustain a high processing rate when the incoming
packet rate is high. However, buffering can severely impact latency
at low traffic rates. Recall from Section 2 that URLLC applications
usually have low traffic rates, so maintaining low latency under
such conditions is critical. When the input rate is low, there is a
significant delay until the buffer is full of packets and can be sent to
the network card which causes: (a) high latency on the first packet
that is buffered, since it has to wait for 31 more packets to arrive and
be processed and (b) high variation in latency, due to the difference
in waiting time between the first packet that gets buffered and the
last one before the buffer is flushed. This effect on DPDK’s Layer 2
forwarding application has been reported by Kawashima et al. [11].

Since our target applications require very low latency at low
traffic rates, we mitigate the effects of buffering and sacrifice the
performance at high traffic rates for low and consistent latency
at low rates (in Section 6 we quantify experimentally how much
throughput gets sacrificed). We set the size of the buffer to one
packet to send every received packet to the outgoing port as soon
asitisreceived. An alternative approach would be to set a timer that
will flush the packet buffer at fixed intervals. We choose to disable
buffering in order to come as close as possible to the lowest possible
latency that we can achieve. We study the effect that disabling buffer
has in latency and jitter in Section 5.

3.2 Operating System and Hardware Platform

We next identify and tackle sources of latency and jitter that come
from the operating system and its interaction with the hardware
platform. The goal is to ensure (to the extent that it is possible) that
the user-space application handling the packet processing does not
get any interruptions in its service.
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Figure 1: The experimental setup.

Nadathur et al. [16] suggest multiple kernel options that can
contribute to lower and more stable latency, including real-time
kernel patches specifically for this purpose. We follow several of
these considerations and introduce additional ones. Specifically:

o Thread isolation: We isolate the cores that are used by DPDK
from the kernel scheduler, to ensure that no other task will time-
share or use resources from those cores.

e Disable interrupt balancing: We disable the daemon that dy-
namically distributes interrupts to cores, to avoid handling unre-
lated interrupts by the cores running DPDK.

e Disable turbo-boost: Turbo-boost is a technology used in Intel
CPUs that allows scaling the frequency of a core dynamically
during peak loads, even beyond the nominal values, if the power
and temperature budget allows [9]. We find (and experimentally
show in Section 5) that on some platforms, enabling turbo boost
causes high variation in packet processing latency, possibly due
to interruptions in processing involved when the CPU frequency
changes.

4 EXPERIMENTAL METHODOLOGY

In this section, we present our experimental methodology. We de-
scribe the hardware platform used in our experiments, the network
topology and the way test traffic is generated. We also present the
metrics that are relevant in our evaluation.

Hardware Platform: We use servers and network infrastruc-
ture from CloudLab [3], a platform that allows bare metal access to
a wide range of hardware devices. A summary of our experimental
setup is shown in Figure 1. Each of the two servers is a 20-core
NUMA platform with Xeon E5 at 2.26 Ghz that supports 2-way
hyperthreading. Each server has two Intel 82599ES 10 Gb Ether-
net network cards, connected to each other as shown in Figure 1,
through an internal network of hardware switches. Each server
also has 1Gb Ethernet card connected to the external network for
control over the servers (not shown in Figure 1).

While it is currently not possible to connect the servers directly,
we performed a loop-back test to establish a baseline on the latency
introduced by the hardware switches. Our measurements showed
an average latency of 1.1 psec and 0.1 psec difference between
maximum and minimum latency per switch (these measurements
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Figure 2: Histogram and latency statistics for packet processing of different versions. Different versions have significant dif-
ferences in both the average and the general distribution of latency.

include any overhead added from the packet generation software,
which we describe next).

Traffic Characteristics and Generation: We use the Moon-
Gen packet generator [5] to send traffic and measure latency and
jitter. MoonGen uses DPDK to send and receive traffic and supports
measurements with 100 nsec precision. Unless otherwise noted, we
generate a low, constant load of 64 byte UDP packets at 100 Kpack-
ets/sec and we measure latency every 1ms. We generate traffic
in platform A, send it to platform B where the software switch
application forwards it to a different port that is connected back
to platform A. Latency is measured using hardware timestamps
generated at the network cards.

Metrics: We use latency, reported as the round-trip-time of
packets from the moment they leave the network card at server
A until they return. We report jitter as the absolute difference in
latency between two successive measurement samples [18]. Finally,
we also report throughput as the rate at which we send traffic to
the network at server A.

5 EMPIRICAL STUDY

In this section, we present the results from our experiments and
show the effect of our mitigation techniques on latency and jitter.

5.1 Packet I/O framework

We start by studying the effect that the choice of the packet I/O
framework has on latency. In Figure 2a we show the latency when
using kernel-based packet processing (linux-bridge) versus user-
space packet processing (DPDK). We include the latency statistics
in the table of Figure 2 for completeness. The latency samples for
the linux bridge are spread around an average of 16.8 usec, with
a minimum and maximum latency of 7.8 and 45 psec respectively.
On the other hand, the latency measurements of DPDK’s original
layer 2 forwarding application are evenly spread between 6.2 and
117 usec, with an average of 65 usec. This even spread is clearly an
effect of buffering, where the latency of a packet depends greatly on
how early or late it was placed on the buffer. As a result, we see that

the original DPDK version of packet forwarding is not designed to
perform well with respect to latency at low traffic rates.

In summary: Using a high-performance, user-space I/O frame-
work does not, on its own, guarantee low latency at low traffic rates.
Next, we show the effect of buffer-removal on latency.

5.2 Application Layer Optimizations

We now present the latency measurements of a modified version of
DPDK’s L2 forwarding application where packets are sent directly
to the outgoing interface after they are received. We include those
results in Figure 2a to compare against the other versions, espe-
cially against the version that uses buffering. By disabling packet
buffering, the latency of most packets is concentrated at around
5.7 psec, which is 9.8X lower than than the original version that
buffers packets. However, the maximum reported latency was 17.8
pusec, which means that there are still sources of spurious latency
spikes, that originate from the underlying hardware and operating
system. We discuss their effect and mitigation next.

In summary: Disabling packet buffering in packet forwarding
applications is necessary to achieve low latency when the traffic
rate is low.

5.3 System Layer Configurations

After optimizing the application for low latency, we now focus on
the system level configurations and their effect on latency. Figure 3a
shows a different representation of the latency of DPDK’s L2 for-
warding version that does not use any buffering, where we plot all
the latency samples gathered during our experiments. We see that
the vast majority of samples have latency around the average of 5.7
pusec, but there are spurious increases in latency that range up to
18 psec, indicating that latency increases unpredictably during the
execution of our experiments. We also report jitter in the table of
Figure 3. The average jitter is 0.17 psec with a maximum reported
jitter of 12.52 psec.

In Figure 3b, we show the net effect of applying the system con-
figurations presented in Section 3. The effect of those configurations
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Figure 3: The effects of system level optimizations on latency. The system level configurations lead to more predictable latency
that is concentrated around the average values and has less deviation than before applying the changes.

is immediately noticeable in this representation, where the vast
majority of spurious increases in latency have been mitigated. The
average reported jitter is 0.07 usec, which is 2.4X lower than before
applying the system level configurations. Performing longer runs,
we find that the maximum latency is not affected (our maximum
reported latency was 20 psec), but latency is much more predictable
and concentrated around the average.

In summary: System layer configurations such as thread isolation
and disabling turbo boost significantly reduce jitter.

5.4 Latency vs Throughput

The mitigation techniques we introduced in Section 3 and evaluated
so far focus on minimizing latency at low traffic rates. However,
they come at a cost: the maximum sustained packet processing rate
is reduced.

In Figure 4 we report the average and maximum latency of
both the original (throughput-optimized) and the latency-optimized
packet forwarding DPDK application as we increase the rate at
which we generate traffic. When the traffic rate is low, the original
version that focuses on throughput has high average and maximum
latency, since it takes long for the packet buffer to fill. As the traffic
rate increases, the effect of buffering on latency decreases and this
version maintains a low latency at high rates. In fact, the original
DPDK L2 forwarding application can easily support the maximum
available bandwidth at the link (10 Gbps). The version that does
not do any buffering has low latency at low traffic rates, which
gradually increases with the traffic rates, until roughly 4.3 Gbps.
After that point, this version cannot process packets at the same
rate as they arrive. As a result the packet queues start to fill, latency
increases and we start to see packets being dropped. However, as
we discuss in Section 2.1, it is the low-throughput end (often less
than 50Mbps) that is relevant for URLLC applications. At those low
rates, our latency mitigation techniques manage to keep the latency
an order of magnitude lower than what it originally was.

6 DISCUSSION

The requirements of the URLLC on latency and jitter presented
in Section 2, relate to the end-to-end application requirements
and include the overhead of many components of the network,
including wireless communication with the base station. As such,

120 ) , —T
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Figure 4: Average and maximum latency at different packet
transmission rates. The latency-optimized version cannot
sustain the incoming packets rates after roughly 4.3 Gbps.

for an application with e.g. a 10ms latency requirement budget, only
a small part of that budget can be allocated to the user-plane of the
packet core and specifically to packet switching. However, it is hard
to judge exactly how much the target latency for packet switching
alone would be. In our experiments, the maximum reported latency
was 20 usec, which is likely to be sufficiently low for most industrial
applications. However, since we examine only a small part of the
network stack involved, it is hard to form a clear picture of the
feasibility of deploying a network stack on commodity hardware
for latency critical applications. Moreover, as we demonstrated in
Section 5.4, our latency reduction techniques come at the cost of
lower sustainable throughput at high rates, but are a good fit for
URLLC applications that have low traffic rates.

7 RELATED WORK

In this section, we present related work on the topic of evaluating

the packet processing performance of commodity hardware.
Emmerich et al. [6] perform extensive benchmarks using differ-

ent packet I/O frameworks and identify performance bottlenecks
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in hardware and software. Gallenmiiller et al. [8] focus on the per-
formance of I/O frameworks and present an analytical model to
predict their performance. They also experiment with packet buffer-
ing and show its effect on latency, but only at high traffic rates.
Kawashima et al. [11] evaluate the performance of packet forward-
ing applications across many packet I/O frameworks and execution
environments, focusing on both throughput and latency. They also
identify that the original DPDK L2 forwarding application uses
buffering which negatively affects latency at low traffic rates.

A large body of research evaluates commodity hardware in the
context of NFV. Anderson et al. [1] evaluate packet I/O frameworks
in different environments, including virtual machines and contain-
ers. They provide results on latency and jitter, but do not use fast,
user-space I/O frameworks such as DPDK. Kourtis et al. [12] evalu-
ate the processing throughput of deep packet inspection applica-
tions with DPDK on both bare-metal and virtualized environments.

Focusing on mobile broadband networks, Lange et al. [14] eval-
uate the performance a Serving Gateway that involves both the
user-plane and control plane events, and show that user-space
networking based on DPDK can greatly improve the per-packet
processing time. Mao et al. [15] study the performance of a software-
based Radio Access Network under strict latency requirements and
show that light-weight virtualization with containers, together with
frameworks like DPDK can lead to worst-case latency that is within
the required bounds of latency-critical applications. Contrary to
those approaches, in this paper we show the trade-off between
latency and throughput, study the sources of latency and jitter and
show system and applications configurations that can reduce them.

8 CONCLUSIONS

In this paper, we consider the performance of packet processing
deployed on commodity hardware with respect to latency and jitter
and propose a baseline on the feasibility of such platforms for the
packet processing needs of Industry 4.0 applications. We identify
sources of latency and jitter in the packet processing application
as well as the underlying system and show ways to mitigate them.
Specifically, we show that optimizing applications for latency rather
than throughput (e.g. by disabling buffering of packets), greatly
reduces average latency by up to 9.8X, at low traffic rates, which is
important for event-based URLLC that usually have low volumes of
traffic but are sensitive to latency. Moreover, we show that system
level configurations, such as disabling dynamic frequency scaling
makes latency more predictable and reduces jitter.
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