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Abstract

Security Assurance Cases (SAC) are a form of structured argumentation used to reason
about the security properties of a system. After the successful adoption of assurance cases
for safety, SAC are getting significant traction in recent years, especially in safety-critical
industries (e.g., automotive), where there is an increasing pressure to be compliant with
several security standards and regulations. Accordingly, research in the field of SAC has
flourished in the past decade, with different approaches being investigated. In an effort
to systematize this active field of research, we conducted a systematic literature review
(SLR) of the existing academic studies on SAC. Our review resulted in an in-depth analysis
and comparison of 51 papers. Our results indicate that, while there are numerous papers
discussing the importance of SAC and their usage scenarios, the literature is still immature
with respect to concrete support for practitioners on how to build and maintain a SAC.
More importantly, even though some methodologies are available, their validation and tool
support is still lacking.

Keywords Security - Assurance cases - Systematic literature review

1 Introduction

A security assurance case (a.k.a. security case, or SAC) is a structured set of arguments that
are supported by material evidence and can be used to reason about the security posture of
a software system. SACs represent an emerging trend in the secure development of critical
systems, especially in domains like automotive and healthcare. The adoption of security
cases in these industries is compelled by the recent introduction of standards and legislation.
For instance, the upcoming standard ISO/SAE 21434 on “Road Vehicles—Cybersecurity
Engineering” includes the explicit requirement to create ‘cybersecurity cases’ to show that
a vehicle’s computing infrastructure is secure.
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The creation of a security case, however, is far from trivial, especially for large organi-
zations with complex product development structures. For instance, some technical choices
about the security case might require a change of the development process. The security
case shown in Fig. 1 (and discussed in Section 2), e.g., requires that a thorough threat analy-
sis is conducted throughout the product structure and at different stages of the development.
If this analysis is not yet created during development, either a thorough re-organization of
the way of working is necessary or the security case should have been structured in a differ-
ent way. Also, the construction of a security case often requires the collaboration of several
stakeholders in the organization, e.g., to ensure that all the necessary evidence is collected
from the software and process artifacts.

Companies are thus facing the conundrum of making both urgent and challenging deci-
sions concerning the adoption of SACs. In order to facilitate such an endeavor, this paper
presents a systematic literature review (SLR) of research papers on security cases. It sum-
marises academic research which has published a relatively large number of papers on the
topic in recent years and therefore provides practitioners an overview of the state of the
art. To the best of our knowledge, this is the first study of this kind in this field. This SLR
collects most relevant resources (51 papers) and presents their analysis according to a rich
set of attributes like, the types of argumentation structures that are proposed in the litera-
ture (threat identification—used in Fig. 1—being one option), the maturity of the existing
approaches, the ease of adoption, the availability of tool support, and so on.

Ultimately, this paper presents a reading guide geared towards practitioners. To this aim,
we have created a workflow describing the suggested activities that are involved in the
adoption of security cases. Each stage of the workflow is annotated with a suggested reading
list, which refers to the papers included in this SLR. We remark that the SLR also represents
a useful tool for academics to identify research gaps and opportunities, which are discussed
in this paper as well.
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The rest of the paper is structured as follows. In Section 2 we provide some background
on assurance cases and discuss the related work. In Section 3 we describe the research
questions and the methodology of this study. In Section 4 we list the papers included in
this study and present the results of the analysis. In Section 5 we present a workflow for
SAC creation and a reading guide for practitioners who want to adopt them. In Section 6
we further discuss the results and the lessons learnt from them. In Section 7 we discuss the
threats to validity of this study. Finally, Section 8 presents the concluding remarks.

2 Background and Related Work

In this section, we first present background information about SACs, their main elements
and their application areas as well as a simple example of a SAC. Afterwards, we discuss
the related work.

2.1 Assurance Cases

Assurance cases are defined by the GSN standard (Group 2011) as “A reasoned and com-
pelling argument, supported by a body of evidence, that a system, service or organisation
will operate as intended for a defined application in a defined environment.” Assurance
cases can be documented in either textual or graphical forms. Figure 1 depicts a very
simple example of an assurance case and its two main parts, i.e., the argument and the evi-
dence. The case in the figure follows the GSN notation (Spriggs 2012), and consists of the
following nodes: claim (also called goal), context, strategy, assumption (also called justifica-
tion), and evidence (also called solution). At the top of the case, there is usually a high-level
claim, which is broken down to sub-claims based on certain strategies. The claims specify
the goals we want to assure in the case, e.g., that a certain system is secure. An example
of a strategy is to break down a claim based on different security attributes. Claims are
broken down iteratively until we reach a point where evidence can be assigned to justify
the claims/sub-claims. Examples of evidence are test results, monitoring reports, and code
review reports. The assumptions made while applying the strategies, e.g., that all relevant
threats have been identified, are made explicit using the assumption nodes. Finally, the con-
text of the claims is also explicitly defined in the context nodes. An example of a context is
the definition of an acceptably secure system.

Assurance cases have been widely used for safety-critical systems in multiple domains
(Bloomfield and Bishop 2010). An example is the automotive industry, where safety cases
have been used for demonstrating compliance with the functional safety standard ISO
26262 (Palin et al. 2011; Birch et al. 2013; International Organization for Standardization
2011). However, there is an increasing interest in using these cases for security as well.
For instance, the upcoming automotive standard ISO 21434 (International Organization for
Standardization and Society of Automotive Engineers 2018) explicitly requires the creation
of cyber-security arguments. SACs are a special type of assurance cases where the claims are
about the security of the system in question, and the body of evidence justifies the security
claims.

2.2 Related Work

To the best of our knowledge this study is the first systematic literature review on SACs.
However, there have been studies covering the literature on safety assurance cases.
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Nair et al. (2013) conducted a systematic literature review to classify artefacts which
can be considered as safety evidence. The researchers contributed with a taxonomy of the
evidence, and listed the most frequent evidence types referred to in literature. The results of
the study show that the structure of safety evidence is mostly induced by the argumentation
and that the assessment of the evidence is done in a qualitative manner in the majority of
cases in contrast to quantitative assessment. Finally, the researchers list eight challenges
related to safety evidence. The creation of safety cases was the second most mentioned one
in literature according to the study. In our study, we focus on security rather than safety
cases. We also review approaches for creating complete assurance cases, meaning that we
look into both the argumentation and the evidence parts, in contrast to the study of Nair
et al. (2013) which focuses on the evidence part only.

Maksimov et al. (2018) contributed with a systematic literature review of assurance case
tools, and an extended study which focuses on assurance case assessment techniques (Mak-
simov et al. 2019). The researchers list 37 tools that have been developed in the past two
decades and an analysis of their functionalities. The study also includes an evaluation of the
reported tools on multiple aspects, such as creation support, maintenance, assessment, and
reporting. In our study, we also review supporting tools for the creation of assurance cases,
but we focus on the reported tools specifically for SAC.

Gade and Deshpande (2015) conducted a literature review of assurance-driven software
design. The researchers provide a review of 15 research papers with an explanation of the
techniques and methodologies each of these papers provide with regards to assurance-driven
software design. This work intersects with our work in that assurance-driven software design
can be used as a methodology or approach for creating assurance cases. However, unlike
Gade et al. our study focuses on SAC, and is done in a systematic way.

Ankrum and Kromholz (2005) created a non-deterministic workflow for developing a
structured assurance case. However, the proposed flow does not include anything related
to tools or patterns usage. It does not consider the preliminary stage of considering a SAC
either. Cyra and Gorski (2007) present the life-cycle, derivation procedure, and application
process for a trust case template. All these artifacts, however, build on the argumentation
strategy being derived from a standard, which is not always the case.

3 Research Method

We conducted a systematic literature review following the guidelines introduced by
Kitchenham et al. (2007).

3.1 Research Questions and Assessment Criteria
This study aims at answering the following four research questions.

[RQ1] RATIONALE—In the literature, what rationale is provided to support the
adoption of SAC?

In particular, we are interested in whether there are statements that go beyond the intuitive
rationale of using SAC “for security assurance”. For instance, our initial research (Mohamad
et al. 2020) indicated that compliance with security standards and regulations is also an
important driver. As shown in Table 1, to answer this research question we analyze the
surveyed papers and extract two characteristics:
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Table 1 Assessment criteria for
RQ1 (rationale) RQI criteria Value

Motivation E.g., compliance to standards,
ensuring the fulfillment of security requirements,
documenting security claims, ...

Usage scenario E.g., support for court case,
assess security level of product or service,

obtain certification, ...

— Motivation, i.e., the reason for using SACs as stated by the researchers. We used two cri-
teria for determining whether a certain study provides a motivation for using SAC. That
is, the wording has to be explicit (i.e., there must be a reference to usage or advantage)
and specific (i.e., providing some details).

—  Usage scenario, i.e., scenarios in which SAC could be used to achieve additional goals,
next to security assurance. We used the same criteria (explicit and specific mention)
used for the motivation.

[RQ2] CONSTRUCTION—In the literature, which approaches are reported for the
construction of SACs and which aspects do the approaches cover?

This question aims at inventorying the existing approaches for creating SAC, which is
a challenging task for adopters. As shown in Table 2, we also assess the coverage of the
approach, i.e., whether it can be used for creating the argumentation, for collecting the
evidence, or both. Finally, for each covered part of the SAC, we summarise the approach
with respect to the suggested argumentation strategy and the types of evidence to be used
in creating SACs.

[RQ3] SUPPORT—In the literature, what practical support is offered to facilitate
the adoption of SAC?

The purpose of this question is to understand the practicalities of creating and working
with SAC. With reference to Table 3, first we study the approaches and identify the con-
ditions (i.e., prerequisites) that have to be met in order for the outcome of the paper to be
applicable. Second, we check whether the papers propose libraries of patterns or templa-
tized SAC, as these are extremely useful for non-expert adopters. Third, we analyze the tool
support. We check whether the paper suggests the usage of a tool for any of the activities
related to SAC. In case it does, we extract the description of that tool, and whether it was
created by the researchers or if it is a third party tool used in the paper. The last character-
istic in this research question is the notation used to represent the SAC. The most common

Table 2 Assessment criteria for

RQ2 (construction) RQ2 criteria Values
Coverage Argumentation, Evidence, Generic (i.e., both)
Argumentation E.g., based on threat avoidance, . ..
(if covered)
Evidence E.g., collect test results, ...
(if covered)
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Table 3 Assessment criteria for RQ3 (support)

RQ3 criteria Values
Prerequisites E.g., threat modeling is performed, ...
Patterns E.g., a catalog or argumentation patterns
Tool support Tool mentioned Yes / No

Type of tool Created / Used
Notation Graphical (GSN, CAE), Textual, ...

ones are GSN (Spriggs 2012), and CAE (Adelard 1998), but there are other notations such
as plain text.

[RQ4] VALIDATION—In the literature, what evidence is provided concerning the
validity of the reported approaches?

Our interest is to understand how the approaches and usage scenarios of SAC are
validated (or supported by evidence). With reference to Table 4, we aim at identifying:

— The type of validation conducted in the study, e.g., case study, or experiment. Note
that ‘case study’ is a widely used term to refer to worked examples (Easterbrook et al.
2008; Runeson and Host 2009). In this work, we consider a validation conducted in
an industrial context to be a case study (Yin and et al 2003), and those done within
a research context to be illustrations. Experiments are studies in which independent
variables are manipulated to test their effect on dependent variables (Easterbrook et al.
2008).

—  The domain (i.e., application area) in which the validation is conducted.

—  The source of the data used for the validation, e.g., a research project or a commercial
product.

—  Whether or not a SAC is created as part of the validation process.

— Incase a SAC is created, we look for its creators. This characteristic has three possible
values: academic authors, authors with industrial background, or third-party experts.

—  The validators, i.e., the parties that conducted the validation with values the same as
for creators.

Table 4 Assessment criteria for

RQ4 (validation) RQ4 criteria Values
Type Ilustration, Case study, Experiment, Other
Domain Medical, Automotive, Software engineering, ...
Data source Research project, Commercial product, . ..
SAC created Yes /No
Creators Academic authors, Industrial authors,

third-party experts
Validators Academic authors, Industrial authors,

third-party experts

@ Springer
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3.2 Performing the Systematic Review

We performed a search for papers related to SAC by means of 3 scientific search engines:
IEEE Xplore, ACM Digital Library, and Elsevier Scopus. We selected these libraries, and
did not include Google Scholar as, in our own prior experience which was confirmed by a
preliminary search, the results from this search engine overlap with the results of the engines
we mentioned.

3.2.1 Constructing the Search String

To maximize the chance of obtaining all relevant papers in the field, the search string used
in the search engines must contain keywords that are commonly used in said papers. There-
fore, prior to constructing the search string, we familiarized ourselves with the specific
terminology used by researchers in the field of SAC. To do so, we conducted a manual
search for papers related to SAC that were published in the past five years in the fol-
lowing venues: SAFECOMP, CCS, SecDev, ESSOS, ISSRE, ARES, S&P, Asia CCS, and
ESORICS. The selection of the venues was based on their high visibility in the security
domain.

Next, we created the search string for the selected libraries to identify papers that are
potentially relevant for this study. In particular, we used two groups of keywords. The first
group (line 1 below) is meant to scope the area of the study, while the second group (lines
2-4) included the terms referring to the parts of an assurance case. As a result, we formed
the search string as follows:

1 (security OR privacy OR trust) AND
2 (claim OR argument OR evidence

3 OR justification OR’ assurance case’
4 OR assurance)

As a quality check for our search string, we ensured that we would find three relevant,
known studies (Finnegan and McCaffery 2014a; Ben Othmane et al. 2014; Xu et al. 2017)
with the search string. This was to make sure that our search string would return all three rel-
evant studies, hence confirming its validity. We ran the query in IEEE Xplore and confirmed
that the papers were returned.

3.2.2 Inclusion and Exclusion Criteria

The inclusion and exclusion criteria are shown in Table 5. This list has been created and fine-
tuned by means of a calibration exercise involving two authors. We have invested significant
time in performing an initial search of papers (prior to the systematic search) and discussing
what papers should be included / excluded and why. This calibration made the application
of this criteria straightforward later on, when filtering the results of the systematic search (as
discussed below). The inclusion criteria are rather straightforward, considering the nature
of this SLR. Concerning the exclusion criteria, we have decided to only consider studies
written in English language, as this is the common language among the authors of this SLR.
Further, SAC have been the focus of research only in recent times (although assurance cases,
in general, have been around for much longer) and the field is rapidly evolving. Hence, we
restricted our SLR to the past 15 years to avoid outdated results. We also excluded short
papers, as answering our research questions requires studies with results rather than only

@ Springer



70 Page8o0f43 Empir Software Eng (2021) 26: 70

Table 5 Inclusion and exclusion
criteria Inclusion criteria

1. Studies addressing the creation, management, or application of SAC.
2. Studies related to security/privacy/trust assurance.

3. Studies related to security/privacy/trust argumentation.

Exclusion criteria
1. Studies written in any language other than English.
. Studies published before 2004.
. Short papers (less than 3 pages).
. Studies focusing on risk/threat/hazard detection.
. Studies addressing risk/threat/hazard analysis.
. Studies addressing cryptography.
. Studies focusing on security assessment/evaluation.

0 N N W kW

. Studies about (only) safety assurance.

ideas. Finally, exclusion criteria 4-8 exclude studies that focus on topics that are marginally
related to SAC but would not help us answer our research questions.

3.2.3 Searching and Filtering the Results

We executed the query on three libraries (IEEE Xplore, ACM Digital Library, and Scopus)
in January 2019, and got the results shown in Table 6. In the case of Scopus, we limited
the search to the domains of computer science and engineering. Also, because of the high
number of returned results from Scopus, we decided to limit the included studies to the first
2000 after ordering the results based on relevance. We believe that the considered studies
were sufficient, as the last 200 papers of the retained set from Scopus (i.e., papers 1801—
2000) were all excluded when we applied the first filtering round (see below).

Afterthe systematic search had been applied, one author, who has been working in
industrial projects about SAC with multiple partners in multiple domains (automotive and
medical), performed an initial filtering (based on the inclusion and exclusion criteria) and
tracked their confidence (high, medium and low) with each included / excluded paper. For
the cases of medium to low confidence we held a series of meetings after each filtration
round, where the three authors jointly discussed whether such papers should be included /
excluded.

In the first filtering round, we applied the inclusion and exclusion criteria to the titles and
keywords of all results (8440 papers). As shown in Table 6 this round reduced the number of

Table 6 Number of included

studies after each round of Library Papers After filtering round
filtration
Ist 2nd 3rd
IEEE Xplore 4513 118 23 22
ACM DL 1927 35 3 3
Scopus 2000 68 23 19

+7 (snowballing)

Total 8440 51

@ Springer
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Fig.2 Publication year of the included studies

studies to 211 papers. In the second filtering round, we applied the inclusion and exclusion
criteria! to the abstracts and conclusions of the 211 remaining studies. After this step, the
number of studies was reduced to 49. In the last filtering round, we fully read the remaining
49 papers, applied the inclusion and exclusion criteria on the whole text, and ended up with
43 included studies.

We also looked at the references mentioned by the included papers and performed
backward snowballing (Wohlin 2014). In this step, we did not restrict the search to only
peer-reviewed studies in order to allow for potential gray literature to be included. This
resulted in additional 7 papers (including 2 technical reports) being included in our review.
We looked into the references of these 7 papers, but this did not result in the inclusion of
additional papers and we terminated the snowballing.

Finally, the authors kept monitoring the literature on the topic of SAC after the search
was performed. This led to the inclusion of one additional paper, which is accessible through
Scopus. In total, we thus included 51 studies.

3.3 Analysis of the Included Papers

Once the final list of included studies was ready, we started the analysis phase. This was
done in an iterative manner, where one author would use the infrastructure provided in
Tables 1, 2, and 4 to prepare the analysis of a batch of papers (approximately 10 at a time).
The outcome is then discussed in a group of the three authors as a means of quality control
and calibration for the next batch.

4 Results

In this section, we provide a descriptive analysis of the included papers in this SLR, and
then present the results and answers to our four research questions.

4.1 Descriptive Statistics
Figure 2 shows the years when our 51 included studies were published. The graph shows a

peak of 10 publications in 2015, which indicates an increase in interest in the research field
compared to previous years, especially the time between 2005 and 2012 where the number

Except for exclusion criteria 1,2, and 8, which only needed to be applied once.

@ Springer



70 Page 10 0f43 Empir Software Eng (2021) 26: 70

0

=

L

B

<

= 15

3

2

' 10

o

o)

'_D 5

e [
Z Conference Workshop Journal Other

Type of publication

Fig.3 Types of publication of the included studies

of publications was three or less each year. We decided to exclude the studies from 2019 in
Fig. 2, as our search was conducted in that year and thus, results would necessarily be only
partial. Including the results from that year would thys give a false indication of the trend
compared to previous years.

Figure 3 shows the venues where the included studies were published. The graph shows
that most of the publications were in conferences and workshops (18 and 17 respectively).
13 of the papers were published in journals, and three were technical reports.

We also looked into the authors of the selected papers to find the portion of the papers
with at least one author from industry. We found that less than 25% (12 papers) (Cockram
and Lautieri 2007; Goodger et al. 2012; Netkachova et al. 2015; Netkachova and Bloomfield
2016; Xu et al. 2017; Gacek et al. 2014; Rodes et al. 2014; Bloomfield et al. 2017; Netka-
chova et al. 2014; Gallo and Dahab 2015; Cheah et al. 2018; Ionita et al. 2017) included at
least one author from industry.

To get an overview of the quality of the papers, we looked at the ranking of the venues for
both conference and journal publications. We used CORE (2018), which has search portals
for conferences and journals. The site gives the following ranking categories: A*—flagship
venue in the discipline, A—Excellent venue, B—Good venue, and C— Other ranked venue.
The ranking is based on the ERA ranking process (Australian Research Council 2018).
For journals that were not ranked in Core (8 studies), we compared their impact factors to
similar journals listed in CORE and assigned a ranking accordingly. Figure 4 shows the
rankings of the venues that could be found in the portal’s database. The column NA refers
to conferences that were not found in the database.

o

Number of publications
@

*DDD i . |

Ranking of conferences Ranking of journals

Fig.4 Ranking of the venues of included journal papers according to the Core ranking portal
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4.2 RQ1: Motivation

In order to find the rational reported in literature for the adoption of SAC, we looked into
motivations and usage scenarios, as explained in Section 3.1. Some of the identified motiva-
tions in RQ1 could also be seen as usage scenarios. For example, compliance with standards
and regulation could be seen as a motivation for using SAC, but also as a purpose for which
SAC could be used.

4.2.1 Motivation

In the literature, papers often refer to the use of SAC as a means to build security assurance,
which is a generic (and rather obvious) motivation. Instead, we looked for more specific
motivations. In some of the papers, the motivation was made explicit in a separate section, or
as the focus of the whole study (e.g. Knight 2015; Alexander et al. 2011). However, in most
papers, this was briefly discussed either in the introduction and background sections, or as
a part of motivating the used or suggested approach for creating SAC. If a study discusses
only the generic SAC benefits, or is not being specific about the motivation (e.g., states that
SAC provide security assurance in general), then we have categorised this paper as one that
does not discuss any motivations for using SAC.

Table 7 shows all motivations found in our 51 sources. The results show that about 73%
of the studies included at least one motivation for using SAC.

Categorizing the motivations resulted in the following categories:

—  External forces: Compliance with standards and regulation (9 mentions), and compli-
ance with requirements in case of suppliers (4 mentions).

—  Process improvement: SAC helps in integrating security assurance with the develop-
ment process (6 mentions). Moreover, they help factoring work per work items, and
analyzing complex systems (2 mentions).

— Structure and documentation: The structure of SAC implies a way of work that
reduces technical risks, and enhances security communication among stakeholders (7
mentions).

—  Security assessment: SAC help in assessing security and spotting weaknesses in secu-
rity for the systems in question (6 mentions). Hence, they help building confidence in
the those systems (3 mentions).

— Knowledge transfer: It is a proven approach in safety which has been used effectively
for a long time, and could be similarly in security (5 mentions).

4.2.2 Usage Scenarios

While SACs are usually used to establish evidence-based security assurance for a given
system, researchers have reported cases where SAC could be used to achieve different goals.
We looked into studies that focus on using SAC for a purpose other than security assurance,
or for a purpose that is specific to a certain domain (e.g., security assurance for medical
devices) or context (e.g., security assurance within the agile framework).

Table 8 shows the usage scenarios of SAC found in literature. We were able to extract
usage scenarios from 14 different papers (28% of the total number of papers). The usage
scenarios we found show a wide range of applications of SAC. Seven of the papers suggest
using SAC for evaluating different parts of the system or its surroundings. For five papers,
the use of SAC can be categorised as providing process and life-cycle support. One paper
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Table 7 RQI1—Papers stating the motivations for using SAC

Study

Motivation

External forces
Ankrum and Kromholz (2005)
Calinescu et al. (2017)

Cyra and Gorski (2007)

Finnegan and McCaffery (2014a)

Finnegan and McCaffery (2014b) (2)

He and Johnson (2012)

Mohammadi et al. (2018)

Ray and Cleaveland (2015)

Sklyar et al. (2017a, b, 2019) (2)

Sljivo and Gallina (2016)
Strielkina et al. (2018)

Knowledge transfer
Goodger et al. (2012)

Tonita et al. (2017)

Netkachova et al. (2014) (2)

Poreddy and Corns (2011)

Sklyar and Kharchenko (2016)

Process improvement
Ben Othmane and Ali (2016)

Ben Othmane et al. (2014)
Cheabh et al. (2018)
Cockram and Lautieri (2007)

Gallo and Dahab (2015)

Lipson and Weinstock (2008)

Netkachova and Bloomfield (2016)

Weinstock et al. (2007)
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Comply with security requirements of
safety-critical systems
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Comply with regulation and maintain confidence
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Reason about cybersecurity policies
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Learn from the safety domain where it is a proven
approach

Comply with regulation and internal needs from
cyber-physical systems’ manufacturers

Comply with standards

Comply with standards and regulation

Comply with security regulation

Learn from the safety domain to integrate
oversight for safety and security

Learn from the safety domain where it is a proven
approach

Learn from the safety domain where it is a proven
approach

Learn from the safety domain, where it is a proven
approach

Learn from the safety domain, where it is a proven

in-use approach

Trace security requirements and assure security
during iterative development.

Assure security during iterative development

Cope with the increasing connectivity of systems

Reduces both technical and program risks through
process improvement

Factor analytical and implementation work per
component, requisite, technology, or life-cycle

Help analyzing complex systems

Tackle security issues which have intensified
challenges of engineering safety-critical systems

Include people and processes in security assurance

in addition to technology
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Table7 (continued)

Study

Motivation

Security assessment
Alexander et al. (2011)

Bloomfield et al. (2017)
Finnegan and McCaffery (2014b)

Hawkins et al. (2015)
Knight (2015)
Poreddy and Corns (2011)

Rodes et al. (2014)
Strielkina et al. (2018)

Vivas et al. (2011)

Structure and documentation
Agudo et al. (2009)

Alexander et al. (2011)
Finnegan et al. (2013)
Knight (2015)
Netkachova et al. (2015)

Patu and Yamamoto (2013b)

Ray and Cleaveland (2015)

Help security evaluators to focus their attention
on critical parts of the system

Ensure the fulfillment of security requirements

Improve overall security practices and
demonstrate confidence in security

Justify and assess confidence in critical properties

Spot security related weaknesses in the system

Assist in identifying security loopholes while
changing the system

Measure software security

Acquire an input for decision making of
requirement conformity

Acquire confidence that the security of the system

meets the requirements

Incorporate certifications and evaluation methods
in an evidence-based structure

Summarize security thinking when vendors are
involved

Communicate and report achieved security level

Document rational for security claims

Aid in communication as it provides a summary of
issues and their interrelationship

Aid in the survival of modern system, with respect
to security challenges

Comply with internal needs from cyber-physical

systems’ manufacturers

suggests to use SAC to communicate between organisations involved in developing and
using medical devices and one paper uses SAC to teach students about information security.

4.3 RQ2: Approaches

We were able to find 26 different approaches in the literature. These studies focus on creat-
ing either one part of SACs (argumentation or evidence) or both parts. Table 9 shows these
approaches, which part/s of SAC they cover, which argumentation strategies they use to
divide the claims and create the arguments, and the evidence used to justify the claims in
the approaches. We categorize the approaches as follows:

— Integrating SAC in the development life-cycle: These approaches suggest mapping the
SAC creation activities to the development activities to integrate SACs in the develop-
ment and security processes (Agudo et al. 2009; Ben Othmane et al. 2014; Ray and
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Table 8 RQI1—Papers relevant to understanding the usage scenarios

Study Usage scenario

Evaluating different parts of the system or its surroundings

Graydon and Kelly (2013) Evaluation of security standards, i.e., to make sure that
conformance with a security standard is sufficient to
achieve an acceptable and adequate level of security.

Haley et al. (2005) Proving the achievement of security requirements
satisfaction. The SAC arguments are constructed as
formal claims about the system behaviour called outer
arguments, and informal inner arguments, which include
but are not limited to: sub-claims, supporting facts,
reliability, and trustworthiness claims.

Masumoto et al. (2013) Validation of service service grade achievement. The grade
index value is used to quantify security operation claims,
e.g., availability level, and the SAC is used to assure that
the service meets that value.

Mohammadi et al. (2018) Ensuring trustworthiness in cyber-physical systems using
trustworthiness cases. These cases are incorporated with
trustworthiness the development process to actively
evaluate while developing the system

Netkachova et al. (2014) (2) Evaluation of security of critical infrastructures. The
scenario suggests using an inter-dependency analysis
method to assign a quantitative evaluation of the
reliability of the evidence of the SAC. This would be
used to support decisions related to the CI system’s
security

Rodes et al. (2014) Measuring software security based on confidence in security
argument. The claims are annotated with a confidence level,
and the SAC is supplemented with confidence arguments
providing an assurance of the quality of the SAC’s evidence
and context items to make sure that these items properly
support their associated claims

Yamamoto (2015) Evaluation of system architecture based on security claims.
It suggest assigning values to evidence ranging from —2

to 2 based on how satisfied the evidence is.

Providing process and life-cycle support
Agudo et al. (2009) Integrating security engineering and assurance based
development using SAC to help addressing security in a
systematic and comprehensive way throughout the life-cycle.
Ben Othmane and Ali (2016), Controlling the impact of incremental development on security
Ben Othmane et al. (2014) assurance using SAC. The SACs are developed along-side the
security features and are used to actively ensure the

completeness of security tests of these features.
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Table8 (continued)

Study Usage scenario

Bloomfield et al. (2017) Using SAC in the development of security strategies and policies.
This is done by using the arguments of the SAC as a structuring
mechanisms for the objectives of the intended policy/strategy.

Goodger et al. (2012) Supporting the protection of critical information infrastructure
assets by providing a method to manage the life-cycles of the
assets using SAC. Each asset is represented by one SAC, and
a larger SAC is used to group multiple individual ones. The
suggested SACs are living documents which take a defined

evidence body as as input, and have defined monitoring points.

Other uses
Finnegan et al. (2013) Reporting the achieved security level. The proposed SACs help to
show the achievement of security capability and communicating
them between Health Delivery Organizations (HDO) and Medical
Device Manufacturers (MDM)
Gallo and Dahab (2015) Using SAC to teach information security. The students are provided

with a SAC and asked to learn from it and extract security

requirements and goals in order to use them in their own projects.

Cleaveland 2015; Vivas et al. 2011), as well as assurance case driven design (Sklyar
and Kharchenko 2016, 2017a, b, 2019). In general, these approaches suggest that the
different stages of software development (requirements, design, implementation, and
deployment) correspond to different abstraction levels of the security claims that can be
made on the system. The hierarchical structure of SAC makes it possible to document
these claims at every development stage as well as the dependencies to claims in the
later or earlier stages (Vivas et al. 2011). This also applies to incremental development,
e.g., using the SCRUM method (Ben Othmane et al. 2014). Updating SACs during
the development life-cycle is, however, essential for these approaches to work. Hence,
conducting these updates has to be included as a mandatory activity in the security
life-cycle of the system under development (Sklyar and Kharchenko 2016).

—  Using different types of AC for security: These approaches suggest using different
types of assurance cases other than SAC for security assurance. These types are: (i)
trust cases, which are based on assurance cases templates derived from the require-
ments of security standards (Cyra and Gorski 2007); (ii) trustworthiness cases, which
focus mainly on addressing users’ trust requirements (Gorski et al. 2012; Mohammadi
et al. 2018); and (iii) combined safety and security cases (Cockram and Lautieri 2007).
This approach combines safety and security principles to create assurance cases with
the main goal of achieving acceptable safety. The resulting cases have separate top
claims for safety and security followed by separate argumentation; (iv) dynamic assur-
ance cases (Calinescu et al. 2017), an approach for generating arguments and evidence
based on run-time patterns for the assurance cases of self-adaptive systems; (v) multiple
viewpoint assurance cases where security is treated as an assurance viewpoint (Sljivo
and Gallina 2016). The approach suggests to reuse AC artefacts by building multiple-
viewpoint AC using contracts, and introduces an algorithm for a model transformation
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from a contract meta model into an argumentation meta model; and (vi) dependability
cases with focus on security (Patu and Yamamoto 2013a).

—  Documenting and visualizing SAC: These studies give guidelines of how to document
a SAC, and visualize it (Poreddy and Corns 2011; Coffey et al. 2014; Weinstock et al.
2007). In this category there are papers that focus on a specific part of SAC. These are:

Argumentation-centric: These approaches focus on the argumentation part of the
SACs. Different strategies are suggested in literature: security standards-based
argument (Finnegan and McCaffery 2014a, b; Ankrum and Kromholz 2005), and
satisfaction argument (Haley et al. 2005). Structures of argumentation found in lit-
erature are: model-based (Hawkins et al. 2015), and layered structure (Netkachova
et al. 2015; Xu et al. 2017). Moreover, we have one study which suggests an auto-
matic creation of argument graphs (Tippenhauer et al. 2014). As we can see, there
is a variety of argumentation strategies used in these approaches, which shows that
SAC arguments can be flexible and fit for most security artefacts present at orga-
nizations. However, this is not necessarily a positive characteristic when applied in
industry, as it might result in heterogeneous SACs created in different parts of an
organization. In consequence, it would be hard to apply quality metrics to the SACs
and to combine SACs created for sub-systems. Hence, companies need to find a way
to choose a suitable approach, but there is a lack of comparison of SAC creation
approaches in literature, especially for different industries and in different contexts.
This is further discussed in Section 6.2.

Evidence-centric: These approaches focus mainly on different aspects of SACs’
evidence. These aspects are: searching for evidence (Chindamaikul et al. 2014), col-
lecting and generating evidence (Shortt and Weber 2015; Lipson and Weinstock
2008), and rating of potential artifacts to be used as evidence (Cheah et al. 2018).
We conclude that even though the approaches cover main evidence-related activi-
ties, i.e., searching, locating, and rating, there are still essential parts missing, which
are for example: assigning the evidence to claims, storing the evidence, and updat-
ing it over time. Similar to the argumentation-centric studies, the evidence-centric
ones need to be more focused on the contexts in which they are applicable. Apart
from the work of Cheah et al. (2018) which is done in the automotive domain, there
is no focus towards domain specific SAC evidence work. We discuss this further in
Section 6.5

4.3.1 Coverage

As shown in Table 9, 16 of the found approaches cover the creation of SACs including both
argument and evidence, six focus on argument, and the remaining four on evidence.

Five out of the 16 studies to create argument and evidence of security cases did not
include any examples of evidence to justify the claims.

In general, the level of detail in the studies varies significantly. For example in the stud-
ies which cover the creation of argument and evidence of SAC, we found papers providing
a very high-level description of both how to create them and what to use them for (Ray and
Cleaveland 2015; Poreddy and Corns 2011), while other papers had very detailed descrip-
tions of how to extract the claims and divide them to create the arguments. However, the
latter is often related to a specific context, e.g., self-adaptive systems (Calinescu et al. 2017).
We also observed that these studies focus significantly more on the argument part than the
evidence part. This is further discussed in Section 6.5.
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Table9 RQ2—Papers presenting approaches to construct SAC (A: Argument, E: Evidence, TR: Test Results,
TVA: Threat and Vulnerability Analysis, CA: Code Analysis, BA: Bug Analysis, PA: Security Standards
and Policies, RA: Risk Analysis, LA: Log Analysis, PD: Process Document, SA: Security Awareness and

Training)
Approach Coverage Argumentation Evidence
Integrating SAC in the development life-cycle
Assurance-based AE Requirements, system goals, PA
development system views and models
(Agudo et al. 2009)
Security assurance for AE Security goals TR, CA
incremental SD
(Ben Othmane et al. 2014)
Integrating security AE Development life-cycle -
engineering and AC phases
development
(Ray and Cleaveland 2015)
Assurance Case AE Quality requirements, CA, TR
Driven Design security properties,
Sklyar and Kharchenko features, components,
(2016, 2017a, b, 2019) software layers,
green IT principles
Security assurance AE Threats, vulnerabilities -
driven SD (Vivas et al. 2011)
Using different types of AC for security
Dynamic assurance AE Requirements TR
cases (Calinescu et al. 2017)
TRUST-IT - AE Toulmin’s argument -
trustworthiness (Toulmin 2003)
arguments (Gorski et al. 2012)
Trustworthiness AE Availability, threat analysis, RA, LA,
cases (Mohammadi et al. 2018) goals satisfaction DT, TVA
Evidence-based AE Vulnerabilities TVA, SA,
dependability case LA
(Patu and Yamamoto 2013a)
Multiple-viewpoint AE Contracts (pair of TR
AC (Sljivo and Gallina 2016) assumptions and
guarantees)
Trust-cases for A Risks -
security standards
compliance (Cyra and Gorski 2007)
Dependability by A Vulnerabilities, threats, and TVA
contract (Cockram and Lautieri 2007) mitigation
Documenting and Visualizing SAC
Mapping SAC to AE Security standard -

standards (Ankrum and Kromholz 2005)

description
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Table9 (continued)

Approach

Coverage

Argumentation

Evidence

Concept map-based
(Coffey et al. 2014)
Risk based approach

Finnegan and McCaffery

(2014a, b)
Layered Approach

(Netkachova et al. 2015)

Documenting AC for

Security (Poreddy and Corns

2011)
Arguing security

(Weinstock et al. 2007)
Satisfaction

arguments

(Haley et al. 2005)
Model-based

assurance

(Hawkins et al. 2015)
Automatic generation

of argument graphs

(Tippenhauer et al. 2014)

Layered Argument
strategy (Xu et al. 2017)

Systematic Security

Evaluation (Cheah et al. 2018)

Document retrieval

and concept analysis

(Chindamaikul et al. 2014)

Evidence-based
security properties’

assurance

(Lipson and Weinstock 2008)

Hermes Targeted fuzz

testing (Shortt and Weber 2015)

AE

AE

AE

AE

AE

Vulnerabilities

Security capabilities,

mitigation controls

Source of security
requirements, changes
during life-cycle

Security properties

Prevention and detection

Security requirements

Software components

Security goals

Assets, threats

Security properties

TVA,LA

TVA, PA

TR

TR, TVA,
SA

TR

TR, BA

PD, TR, SA

TR

4.3.2 Argumentation

Argumentation is a very important part of SAC. The argumentation starts with a security
claim, and continues as the claim is being broken down into sub-claims. The strategy is used
to provide a means by which claims are broken down. Each level of the argumentation could
be done with a specific strategy. Hence, one SAC might have one or more argumentation
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strategies as is the case in some of the included studies in this SLR, e.g., Agudo et al. (2009)
and Mohammadi et al. (2018).

We looked for an explicit mention of the used strategy. If none was provided, we analysed
the example cases to find the used argumentation strategy. Table 9 shows the approaches we
found in literature with the respective argumentation strategies used in each of them.

When regarding argumentation strategies in the context of the different approaches, we
could not find any correlation between the two. For instance, different approaches which
integrate SAC within the development life-cycle use different argumentation strategies (e.g.,
requirements Agudo et al. 2009 and development phases Ray and Cleaveland 2015). The
most common strategy depends on the output of a threat, vulnerability, asset or risk anal-
ysis (8 papers) (Cockram and Lautieri 2007; Coffey et al. 2014; Cyra and Gorski 2007,
Mohammadi et al. 2018; Patu and Yamamoto 2013a; Vivas et al. 2011; Xu et al. 2017;
Weinstock et al. 2007). Other popular strategies are breaking down the claims based on the
requirements or more specifically quality requirements and even more specifically secu-
rity requirements (5 papers) (Agudo et al. 2009; Calinescu et al. 2017; Haley et al. 2005;
Netkachova et al. 2015; Sklyar and Kharchenko 2017b), and arguing based on security
properties, e.g., confidentiality, integrity and availability (5 papers) (Chindamaikul et al.
2014; Finnegan and McCaffery 2014a; Mohammadi et al. 2018; Poreddy and Corns 2011;
Sklyar and Kharchenko 2017b). Additionally, researchers also used system and security
goals (4 papers) (Agudo et al. 2009; Ben Othmane et al. 2014; Mohammadi et al. 2018;
Tippenhauer et al. 2014), software components or features (3 papers) (Agudo et al. 2009;
Hawkins et al. 2015; Sklyar and Kharchenko 2017b), security standards and principles (2
papers) (Ankrum and Kromholz 2005; Sljivo and Gallina 2016), pre-defined argumentation
model (1 paper) (Gérski et al. 2012), and development life-cycle phases (1 paper) (Ray and
Cleaveland 2015).

4.3.3 Evidence

Even though evidence is a very important and complex part of SAC, only four of 26 included
approaches focused on it. Even in the approaches which cover argument and evidence
of SACs, there was a much deeper focus on the argumentation than the evidence, which
explains why five out of these did not even include an example of what evidence would look
like. We found evidence either by looking for explicit mentions in the articles or by extract-
ing the evidence part from the reported SACs. Table 9 shows the approaches we found in
literature with the respective evidence types used in each of them.

The most common types of evidence reported in literature are fest results (TR) (12
papers) (Ben Othmane and Ali 2016; Calinescu et al. 2017; Cheah et al. 2018; Chindamaikul
et al. 2014; Lipson and Weinstock 2008; Poreddy and Corns 2011; Shortt and Weber 2015;
Sklyar and Kharchenko 2016, 2017a, b, 2019; Sljivo and Gallina 2016) and different types
of analysis. These analysis include threat and vulnerability (TVA) (Cockram and Lautieri
2007; Finnegan and McCaffery 2014a, b, Patu and Yamamoto 2013a), code (CA) and bug
(BA) (Chindamaikul et al. 2014; Ben Othmane and Ali 2016; Sklyar and Kharchenko 2016,
2017a, b, 2019), security standards and policies (PA) (Agudo et al. 2009; Netkachova et al.
2015), risk (RA) (Mohammadi et al. 2018), and log analysis (LA) (Mohammadi et al. 2018;
Patu and Yamamoto 2013a). Cheah et al. (2018) present a classification of security test
results using security severity ratings. This classification can be included in the security
evaluation, which may be used to improve the selection of evidence when creating SACs.
Chindamaikul et al. (2014) investigate how information retrieval techniques, and formal
concept analysis can be used to find security evidence in a document corpus. Shortt and
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Weber (2015) present a method to apply fuzz testing to support the creation of evidence for
SACs.

Other types of evidence reported in literature include process documents (PD) (Lip-
son and Weinstock 2008), design techniques (DT) (Mohammadi et al. 2018), and security
awareness and training (SA) (Patu and Yamamoto 2013a; Lipson and Weinstock 2008;
Weinstock et al. 2007). Lipson and Weinstock (2008) describe how to understand, gather,
and generate multiple kinds of evidence that can contribute to building SAC.

4.4 RQ3: Support

In this section, we list our results from reviewing the practical support to facilitate the adop-
tion of SAC reported in literature. Specifically, we report on the tools used to assist in any
of the SAC activities, e.g., creation and maintenance, the prerequisites of the approaches,
and patterns for creating SAC.

4.4.1 Tools

We found 16 software tools which have been used one way or another in the creation of
SAC in literature. Seven of the found tools were created by researchers. Four of these seven
target assurance cases in general (Fung et al. 2018; Gacek et al. 2014; Hawkins et al. 2015;
Tippenhauer et al. 2014), while the remaining three are created to be used in the creation
of SAC specifically (Ben Othmane and Ali 2016; Cheah et al. 2018; Shortt and Weber
2015). Table 10 shows the tools and the respective studies in which they are used. A brief
description of the main functionalities of the tools, as well as whether the tools are created
or used by the authors are also presented. There are four main types of reported tools. In the
following, we list the tools of each type, and we discuss the main features of each tool as
reported in the studies:

—  Creation tools: used to create and document assurance cases in general.

— Argumentation tools: focus mainly on the creation of the argumentation part of SAC.

—  Evidence tools: focus on the creation of SAC evidence.

—  Support tools: several studies reported supporting tools to assist the creators of SAC in
the analysis needed for creating them, e.g., by helping users determine the relevance of
a given document to be used as evidence (Chindamaikul et al. 2014).

4.4.2 Prerequisites

Prerequisites are the conditions that need to be met before an approach presented in a study
can be applied. We found prerequisites in the included studies by checking the inputs of the
proposed outcomes (approaches, usage scenarios, tools, and patterns). If an input is not a
part of the outcome itself, we considered it to be a prerequisite to that outcome. Table 11
shows the prerequisites we found along with the respective type of study for each. There
are 17 reported prerequisites. The majority belong to approaches (11) (Chindamaikul et al.
2014; Cockram and Lautieri 2007; Cyra and Gorski 2007; Hawkins et al. 2015; Patu and
Yamamoto 2013a; Ankrum and Kromholz 2005; Cheah et al. 2018; Sljivo and Gallina 2016;
Tippenhauer et al. 2014; Vivas et al. 2011; Xu et al. 2017) while the remaining ones belong
to usage scenarios (2) (Bloomfield et al. 2017; Goodger et al. 2012), patterns (2) (Patu and
Yamamoto 2013b; He and Johnson 2012), and tools (1) (Gacek et al. 2014). We categorize
prerequisites as follows:
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Table 10 RQ3—Tools supporting the creation, documentation, and visualization of SAC (U: Used, C:
Created)

Study Tool support Description

Creation tools

Poreddy and Corns Adelard Safety Supports the creation and U
(2011) Case Editor visualisation of AC. It supports
(ASCE) multiple notations, and enables
(Adelard 2003) assigning multiple formats of data in

the bodies of AC nodes, e.g., text,
tables, and images. Additionally,
allows validation of the AC structure
based on the rules of a notation or

based on user-defined rules.

Ankrum and Adelard Safety U
Krombholz (2005) Case Editor
(ASCE)
(Adelard 2003)
Finnegan et al. TurboAC Enables converting artefacts of U
(2013) (GessNet 2011) different formats used to create

assurance cases, e.g., tabular or XML
into HTML files which can be viewed
and navigated with web browsers.

Also allows electronically submitting

assurance cases to external

authorities.
Gacek et al. Resolute An open source software which C
(2014) enables to automatically construct

assurance cases based on models
which use the Architecture Analysis
and Design Language (AADL).

Patu and Yamamoto D-Case Used to document and visualize U
(2013a) Editor assurance cases. Includes a library of
(Matsuno et al. 2010) patterns which can assist the users in

creating the cases.

Argumentation tools

Hawkins et al. Instantiation A model-based tool which takes GSN C
(2015) program (no argument patterns and different
specific name) information models as input. The

information models hold relevant
information for AC arguments, such
as design models. The tool identifies
the elements required to instantiate
the GSN model, and outputs an
instantiated model.
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Table 10  (continued)
Study Tool support Description
Ionita et al. OpenArgue (Yu et al. 2011) Provides editors and the ability to U
(2017) derive graphical arguments from
textual requirements specifications.
Users can specify inter-argument
relationships, e.g., where one
argument can mitigate another.
ArgueSecure (Ionita et al. Allows users to collaboratively work 8]
2016) on argumentation spreadsheets,
designed to decompose the arguments
into claims, assumptions and facts.
Tippenhauer et al. CyberSAGE Allows users to integrate information C
(2014) (Singapore 2015) from different sources, e.g., network
topology and attacker models, to
automatically generate security
arguments.
Calinescu et al. UPPAAL A verification tool suite used to 8]
(2017) (Behrmann et al. 2006) generate evidence to show the
achievement of a claimed goal. Also
verifies that a model satisfies
pre-defined correctness properties.
Shortt and Weber Hermes Provides dynamic code coverage C
(2015) analysis which can be used as SAC
evidence.
Cheah et al. Software tool Semi-automated tool for penetration C
(2018) (no specific testing with features such as:
name) identifying open ports, spoofing a
device and scanning of log files. The
output of the tool is used to create
the body of evidence to be used in a
SAC.
Support tools
Ben Othmane and Ali Meld (Willadsen 2011) Visualizes differences between U
(2016) different files and helps merging these
files.
SECUREAGILE Traces the impact of code changes on C
security to support the iterative
development of security features with
help of SAC.
Chindamaikul et al. Concept lattice Helps users to determine 8]
(2014) the relevance of a given document.
Fung et al. MMINT-A Automated change impact assessment C
(2018) for SAC.
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Table 10  (continued)

Study Tool support Description
Gorski et al. NOR-STA (G.U. of Technology 2010) A set of services used for editing and U
(2012) assessing argumentation of assurance

cases. Also acsts as a repository to

store evidence used in SAC.

— Usage of specific format (Gacek et al. 2014; Hawkins et al. 2015; Sljivo and Gallina
2016): In this category, studies require the use of artefacts which have specific formats
to achieve the purpose of the study.

— Usage of specific documents and repositories (Chindamaikul et al. 2014; Cockram and
Lautieri 2007; He and Johnson 2012; Patu and Yamamoto 2013a; Tippenhauer et al.
2014; Vivas et al. 2011): The studies in this category use specific repositories and
documents for retrieving required data for building or using SAC.

— Usage of security standards (Ankrum and Kromholz 2005; Cyra and Gorski 2007): The
studies in this category require the use of security standards to create SAC or make use
of them.

— Existence of analysis and modelling (Cheah et al. 2018; Goodger et al. 2012; Patu and
Yamamoto 2013b; Xu et al. 2017): The studies in this category require the existence or
performing certain analysis and models to achieve their purpose.

—  Existence of special expertise (Bloomfield et al. 2017): The one study in this category
relies on expertise provided by an external safety regulator.

4.4.3 Patterns

Reoccurring claims and arguments in SAC can be subsumed in patters. They can save the
creators of SACs a lot of time and effort. We found ten studies which deal with patterns. Six
of these create their own argumentation patterns (Finnegan and McCaffery 2014a, b; He and
Johnson 2012; Patu and Yamamoto 2013b; Poreddy and Corns 2011; Xu et al. 2017). The
remaining four include usage of patterns (Hawkins et al. 2015; Tippenhauer et al. 2014), a
guideline for creating and documenting security case patterns (Weinstock et al. 2007), and
a catalogue of security and safety case patterns (Taguchi et al. 2014). Since we we only
considered patterns created and used for SAC, we excluded those studies in which patterns
are borrowed from the safety domain, e.g., Calinescu et al. (2017).

Table 12 shows the studies that deal with SAC patterns. While the created patterns cover
an important aspect, namely abstraction, it is not clear how re-usable or generalize-able
they are. Some patterns are derived from various security standards, e.g., Finnegan and
McCaffery (2014a) and Taguchi et al. (2014) (these are usually from the medical domain
where security standardization is more mature compared to other security-critical domains),
and one from lessons learned from security incidents (He and Johnson 2012), but none is
derived from previous applications of SAC in industry. Another observation we made is
that the patterns focus heavily on the argumentation part of SAC in contrast to the evidence
part. Only few studies provided examples of evidence that can be used in a given pattern
(Poreddy and Corns 2011; Taguchi et al. 2014; Weinstock et al. 2007). However, these
examples are specific to the context of the studies, and leaves the abstraction to the reader,
with the notable exception of the examples provided by Weinstock et al. (2007).
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Table 11 RQ3—Papers discussing the prerequisites of SAC approaches, usage scenarios, and tools

Study Type

Prerequisites

Usage of specific format

Sljivo and Gallina (2016) Approach
Hawkins et al. (2015) Approach
Gacek et al. (2014) Tool

Usage of specific documents and repositories

Chindamaikul et al. (2014) Approach
Patu and Yamamoto (2013a) Approach
Cockram and Lautieri (2007) Approach
Tippenhauer et al. (2014) Approach
Vivas et al. (2011) Approach
He and Johnson (2012) Pattern
Usage of security standards
Cyra and Gorski (2007) Approach

@ Springer

Re-usability of assurance cases by using safety
contracts created using the Safety Element
out-of-context Meta-model (SEooCMM).

Model-based approach for creating assurance
cases based on GSN and an extended model of
the structured assurance case meta-model by
the OMG (2020). Requires reference information
models (e.g., design and analysis models) and
a weaving model (which connects the reference
models to the GSN pattern) as inputs.

Proposes a tool for automatic generation of
SAC which requires a system model specified
in the Architecture Analysis and Design
Language (AADL) (Feiler and Gluch 2012).

Creation of SAC using information retrieval
techniques based on an existing repository
of evidence.

Creation of SAC based on a pre-defined list of .
common risks, vulnerabilities and solutions in
the domain

Creation of SAC argument uses Module
boundary contracts identified from the
specification of the system in question.

Automatic SAC argument generation requires
the use of extension templates. These templates
are formalization of sub-argument patterns.

The approach suggests integrating SAC within
SDLC ((Software Development Life-Cycle)),
which requires the existence of a Well defined
SDLC process.

Patterns are created based on a repository of
lessons learned and recommendations from

previous security incidents.

Cyra et al. Trust case templates are based on
security standards and restructure the
standards’ information, e.g., their

requirements.
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Table 11 (continued)

Study Type Prerequisites

Ankrum and Krombholz (2005) Approach Applied assurance cases to the requirements of .
three standards in order to study the
applicability and problems of that approach.
The authors used the learning outcome to
create a practical SAC, but also used artefacts
from one of the standards

Existence of analysis and modelling

Cheah et al. (2018) Approach Construction and severity classification of SAC
evidence based on a scripted attack tree and
manual threat modelling. Asset analysis and
models are required.

Existence of special expertise

Xu et al. (2017) Approach Requires an asset analysis and model as a basis
for a layered approach for creating SAC.

Bloomfield et al. (2017) Usage Suggests using SAC for developing security

scenario strategy and policies. Most of the arguments
and evidence are derived from the expertise of
a safety regulator.
Goodger et al. (2012) Usage Requires an asset analysis to identify the
Scenario assets for which the SAC will be created in
order to protect critical infrastructure.

Patu and Yamamoto (2013b) (2) Pattern Describe an asset analysis as the basis for
identifying security patterns at the
requirements phase of the development

life-cycle.

4.4.4 Notations

Out of 51 studies, 41 specify at least one notation to be used for expressing and docu-
menting a SAC. Table 13 shows the number of studies that use each notation, and lists
them. The most common notation is the Goal Structure Notation (GSN) (Spriggs 2012)
which is suggested by 27 studies. Another popular notation is the Claim Argument Evi-
dence (CAE) (Adelard 1998) notation which is suggested by nine studies. Other notations
are: text (6 studies), concept maps (Coffey et al. 2014) (1), and Claim-Argument-Evidence
Criteria (CAEC) (Netkachova and Bloomfield 2016; Netkachova et al. 2014, 2015) notation
which is extension of the CAE notation (3 studies of the same authors).

4.5 RQ4:Validation
We consider validation to be the process to show that an approach or tool for creating SAC

works in practice or that an SAC can actually be used for a suggested usage scenario. In
case validation is performed in a selected study, we looked for the type of validation, the
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Table 12 RQ3—Papers presenting patterns

Study

Description of the pattern-based approach

Creation of patterns
Finnegan and McCaffery (2014a, b)

He and Johnson (2012)

Patu and Yamamoto (2013b)

Poreddy and Corns (2011)

Xu et al. (2017)

Usage of patterns
Hawkins et al. (2015)

Tippenhauer et al. (2014)

Other

Taguchi et al. (2014)

Weinstock et al. (2007)

Creation of security capability argument pattern
using a risk-based approach. Argues for each
security capability defined in a technical report for
risk management in medical devices.

Creation of generic cases which use security
arguments that are informed by security incidents
in healthcare organizations.

Creation of security patterns during the
requirement phase of system development. One
suggested pattern argues over security attributes.

Creation of assurance case patterns. Suggested
argumentation strategies are: integrity, availability,
reliability, confidentiality and maintainability.

Creation of different argument patterns to be used
in different layers to form a layered argument
structure.

Usage of argument patterns as input to the
model-based approach for building assurance case
arguments. A suggested pattern argues over
individual software components.

Usage of argument patterns to automatically
generate argument graphs. The paper includes five
different patterns categorized into the categories
inter-type and intra-type.

A catalogue of safety and security case patterns.
The patterns are derived from process patterns
through a literature survey.

A guideline of how to create and use SAC patterns.

An example pattern is also presented.

domain of application, the source of data, whether a SAC is created during the validation,
the creators of the SACs, and who performed the validation.

Table 14 shows these different aspects for the 36 studies which include a validation of the
outcome. The majority of the outcomes were validated using illustrative cases (21), 11 were
validated using case studies, and the remaining four used experiments (3) and observation
as a part of an Action Design Research (ADR) (Sein et al. 2011) study.

The data sources vary among the validations, as can be seen in Table 14. We categorize

these sources into three main categories:
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Table 13 Studies which use each notation

Notation Number Study

GSN 27 Alexander et al. (2011), Ankrum and Krombholz (2005),
Ben Othmane and Ali (2016), Ben Othmane et al. (2014),
Calinescu et al. (2017), Chindamaikul et al. (2014),
Cockram and Lautieri (2007), Finnegan and McCaffery (2014a, b)
Fung et al. (2018), Goodger et al. (2012),
Graydon and Kelly (2013), Hawkins et al. (2015),
He and Johnson (2012), Ionita et al. (2017),
Masumoto et al. (2013), Mohammadi et al. (2018),
Patu and Yamamoto (2013a, b) Poreddy and Corns (2011),
Ray and Cleaveland (2015), Rodes et al. (2014),
Sljivo and Gallina (2016), Taguchi et al. (2014),
Weinstock et al. (2007), Xu et al. (2017),

CAE 9 Yamamoto (2015) Alexander et al. (2011),
Ankrum and Kromholz (2005), Bloomfield et al. (2017),
Finnegan et al. (2013), Goodger et al. (2012),
Tonita et al. (2017), Netkachova et al. (2014, 2015),
Netkachova and Bloomfield (2016)

Text 6 Cheah et al. (2018), Cyra and Gorski (2007),
Gacek et al. (2014), Gallo and Dahab (2015),
Gorski et al. (2012), Tonita et al. (2017)

CAEC 3 Sklyar and Kharchenko (2016, 2017b, 2019)

Concept maps 1 Coffey et al. (2014)

— Research, open source, and in-house projects (20) (Ankrum and Kromholz 2005; Chin-
damaikul et al. 2014; Cockram and Lautieri 2007; Coffey et al. 2014; Gacek et al. 2014;
Haley et al. 2005; Hawkins et al. 2015; Mohammadi et al. 2018; Netkachova et al.
2015; Patu and Yamamoto 2013a; Poreddy and Corns 2011; Ray and Cleaveland 2015;
Rodes et al. 2014; Shortt and Weber 2015; Sklyar and Kharchenko 2019; Sljivo and
Gallina 2016; Strielkina et al. 2018; Tippenhauer et al. 2014; Vivas et al. 2011; Gallo
and Dahab 2015)

—  Commercial products / systems (9) (Ben Othmane and Ali 2016; Ben Othmane et al.
2014; Calinescu et al. 2017; Cheah et al. 2018; Goodger et al. 2012; Gérski et al. 2012;
Masumoto et al. 2013; Xu et al. 2017; Netkachova et al. 2014)

— Standards, regulation, and technical reports (7) (Bloomfield et al. 2017; Cyra and
Gorski 2007; Finnegan and McCaffery 2014b; Fung et al. 2018; Graydon and Kelly
2013; He and Johnson 2012; Sklyar and Kharchenko 2017b)

SACs were presented in 31 out of the 36 validations. Representing a complete SAC
is mostly not possible even in small illustrative cases due to the amount of information
required to build one. However, how much of an SAC is represented in the included valida-
tions varies to a large extent. Some validations present an example of a full branch of SAC,
i.e., a claim all the way from top to evidence (e.g., He and Johnson 2012), while others
present very brief examples of SACs (e.g., Gallo and Dahab 2015).
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Table 14 also shows who created the SACs in each study. In only two cases, experts were
used to create the SACs. In the majority of the studies (28), the authors created the SACs.
However, eight of the studies included authors from industry. These are shown in Table 14
as “Authors*” in the Creators column.

Table 14 also shows the domains in which the validation was conducted. The most
common domains are Software Engineering (7) and Medical (7).

The last column in Table 14 shows the persons which performed the validation in each
study. Out of the 36 included validations, only five used third parties to validate the out-
comes. These were industrial partners in two cases (Ben Othmane and Ali 2016; Cheah
et al. 2018), an external regulator (Bloomfield et al. 2017), one security expert (Coffey et al.
2014), and a group of security experts (Finnegan and McCaffery 2014b). In the remaining
31 validations, the authors performed the validation. However, eight of the studies included
authors from industry. These are shown in Table 14 as “Authors*” in the Validator column.

5 SAC Creation Workflow

Based on the results of this systematic literature review, we have found that the outcomes
described in the literature fall into one or more parts of the workflow depicted in Fig. 5.

We also realised that there is agreement in the literature that SAC are to be created in
a top-down manner. This means that one starts from a top-claim which represents a high-
level security goal and work their way through strategies and sub-claims all the way to the
evidence. We have not seen approaches that, e.g., start from the existing evidence of a certain
system and constructs claims out of them in a bottom-up fashion. However, this agreement
is not expressed in sufficient level of detail in any one paper yet.

Hence, we have synthesised the existing knowledge into a generic workflow for the
construction of SAC. Even though the literature might have some gaps and fallacies, this
workflow is useful as a contextual learning guide for the readers to familiarize themselves
with the different aspects of SAC creation.

There are five main blocks in the workflow. We will list and describe them in the remain-
der of this subsection. Additionally, Table 15 lists recommended papers from our systematic
literature review for practitioner wanting to adopt SAC as well as researchers wanting to
conduct studies in a specific area of SAC. The recommended papers focus on aspects related
to the individual blocks and together provide a thorough investigation of each.

Study and Understand SAC Building SACs is not trivial and requires significant effort.
Hence, before going ahead and creating them, it is important to understand what they are and
what they can be used for. This step includes studying the structure of SACs, their benefits,
what needs to be in place to create them, and their potential usage scenarios, e.g., standards
and regulation compliance. Block number 1 in Fig. 5 shows the corresponding entity in the
workflow.

Argumentation This block includes selecting the top claim to achieve, and the strategy
to decompose this claim into sub-claims. This is a very important step, as selecting an
argumentation strategy decides to a big extent which activities are needed to complete the
SAC. For example, if a strategy using decomposition based on vulnerabilities is adopted,
a vulnerability analysis of the system in question has to be conducted. A sub-block of the
argumentation is the usage of patterns. Patterns help the creators of SACs to save time and
effort by using pre-defined and proven structures. The creators could, however, decide not
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Fig.5 Flowchart of SAC creation

to use a pattern, and create their own unique structure if the situation requires that. A pattern
is created based on the knowledge gathered while creating SACs. It is outside the scope of
this workflow. However, this is discussed in the recommended papers in Table 15.

Evidence This block includes locating, collecting, and assigning evidence to the claims of
the SAC. In some cases, the evidence is not present when the SAC is being built; hence,
they need to be created. In our workflow, this would be a part of the collect evidence
activity. Moreover, these activities might be done in an iterative manner, including the
assessment.

Assessment This block focuses on assessing SACs. This is done to check the quality of the
created SAC, and, e.g., to determine whether a claim needs extra evidence to reach a certain
confidence level. Assessment starts after the claims have been identified and the evidence
is assigned to the corresponding claims. The result of this step might require the creators of
the SAC to go back to the point where they assess a claim and make a decision whether or
not to further decompose it or assign evidence to it. Since there is a lack of studies that focus
on quality assurance of SAC, we have recommended studies which include some metrics to
help assessing SACs in Table 15.
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Table 15 Recommended reading material for each block of the SAC creation workflow

Block Recommended reading

Study and understand SAC Agudo et al. (2009), Alexander et al. (2011),
Ben Othmane et al. (2014), Gallo and Dahab (2015),
Knight (2015), Netkachova and Bloomfield (2016),
Weinstock et al. (2007)

Argumentation Agudo et al. (2009), Ben Othmane and Ali (2016),
Coffey et al. (2014), Hawkins et al. (2015),
Mohammadi et al. (2018), Tippenhauer et al. (2014),
Vivas et al. (2011), Xu et al. (2017)

Evidence Cheah et al. (2018), Chindamaikul et al. (2014),

Lipson and Weinstock (2008), Shortt and Weber (2015)
Assessment Chindamaikul et al. (2014), Rodes et al. (2014)
Documentation Ben Othmane and Ali (2016), Ionita et al. (2017),

Poreddy and Corns (2011), Tippenhauer et al. (2014)

Documentation This block includes making a decision of whether or not to use a tool for
modelling the argument and documenting the SAC. If a tool is used, then the notation to
be used is limited to the one/s supported by the tool. If the documentation will be created
manually, the creators will have the freedom to use an existing notation, extend one, or even
create their own.

6 Discussion

In this section we discuss the main findings and insights we gathered while reading the
papers included in this study. In summary the main observations are the following:

—  There are potential benefits of SAC adoption, but further investigation is need.

—  There is arich variety of approaches, with room for improvement.

— Knowledge transfer from the safety domain should take into consideration differences
between safety and security.

— There is a lack of quality assurance of the outcomes, which should be avoided in future
studies.

—  There is imbalanced coverage in literature, which requires more academic research.

—  There is room for improvement when it comes to support, which requires companies or
the open-source community to step up.

— There is a lack of a mature guidelines for SAC adoption, which might require a
standardization activity.

6.1 Potential for a Wide Range of Benefits
The literature is full of motivations for using SAC, as well as suggestions for where to use
them, as our results of RQ1 show in Sections 4.2.1 and 4.2.2. We consider this to be a

positive factor. However, our impression is that these motivations are on a high level and
lack detailed studies to show how realistic and applicable they are. For example, many
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papers motivate the adoption of SAC as a way to establish compliance with regulation and
standards without pinpointing the regulations’ and standards’ specific constraints for using
SAC. Without having an in-depth knowledge of the specific regulation or standard, it is hard
to determine whether SACs are explicitly required, or rather just recommended as a way to
create a structured argument for security. Incidentally, in our own previous work we have
tried to demystify this issue in the context of automotive systems (Mohamad et al. 2020).

Furthermore, some studies suggest that SACs can be used for evaluating the level of
security of a system by assigning measurements to the elements of the cases, e.g., the evi-
dence. However, these studies lack detailed guidelines of how to create these quantitative
attributes. An example is the usage scenario that suggests to use attribute values for evaluat-
ing an architecture (Yamamoto 2015). The approach suggests to assign values to evidence,
ranging from —2 to 2, based on how satisfying the evidence are to the claims, i.e., to what
degree the provided evidence justify the claims. However, there is no specific criteria for
determining the attribute value, making the exercise subjective and nontransparent.

Another example is when SACs are suggested as tools to aid in information security
education (Gallo and Dahab 2015). This very interesting concept is not supported by a
discussion on the required level of detail in the SACs presented to students.

We believe that there is a substantial gap between the potential of SAC reported in lit-
erature and their application in industry. An obvious question to ask is: why are SACs not
more widely adopted in industry even though there are so many motivations and usage
scenarios for them in literature? It has already been shown that adopting SACs is non-
trivial (Mohamad et al. 2020). It requires a substantial amount of effort and time, which
grows as the systems become more complex. It also comes with many challenges, such as
finding the right expertise to create them. Furthermore, the challenges do not stop at the
creation of SACs, but are extended to updating, maintaining, and making them accessible
at the right level of abstraction to the right users. We believe that these matters need to be
addressed in studies that suggest the usage of SACs in different domains.

6.2 Wide Variety of Approaches

The literature includes a rich variety of studies which explore approaches for creating SACs,
especially when it comes to the argumentation part, as shown in the results of RQ2 in
Section 4.3. This gives organizations the possibility to choose those approaches that fit their
way of working and the security artefacts they produce. For example, a company that works
according to an agile methodology could choose to adopt an SAC approach for iterative
development (Ben Othmane and Ali 2016). However, this choice has to consider constraints
of the applicability of the approach, including benefits and challenges of its adoption. These
aspects are not discussed in the literature and the burden is left to the adopter.

Another example is the question of conformance with different standards. While this
has been discussed in literature, there is a lack of studies which systematically assess
different approaches based on their ability to help achieving conformance with a certain
standard. To generalize this, we observed that there is a lack of studies which compare
different approaches in different contexts. In consequence, from an industrial perspec-
tive, organizations need to select suitable approaches in an exploratory way, which can be
confusing.

The studies presenting new approaches also lack the discussion of the granularity level
that is possible, or required to achieve using each approach. We believe that future stud-
ies should take into consideration the possible usages for SACs created using different
approaches, and discuss the required granularity level based on that. For example, would a
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SAC created through the security assurance-driven software development approach (Vivas
et al. 2011) be useful to companies which outsource parts of their development work to
providers? In that case, on which level should these cases be created, e.g., on the feature
level or on the level of the complete product?

Lastly, we believe that there is room for exploration of hybrid approaches which combine
two or more of the approaches reported in literature. This becomes especially important
when different approaches target individual parts of SAC, e.g., argumentation and evidence.

6.3 Security Might Differ from Safety

We have seen in many cases that the approaches presented in literature treat security and
safety cases as the same, e.g., Chindamaikul et al. (2014), Graydon and Kelly (2013),
Hawkins et al. (2015), Sljivo and Gallina (2016), Goodger et al. (2012), Fung et al. (2018),
Ankrum and Kromholz (2005), Gacek et al. (2014) and Sklyar and Kharchenko (2017b,
2019). We believe that since assurance cases in general are mature in the safety domain
and have been used for a long time, it is natural to consider the gained knowledge and
transfer it into other domains, such as security. However, this knowledge transfer has to
take into consideration the differences between safety and security, e.g., in terms of field
maturity and nature. For example in safety, there is usually a wide access to information
in contrast to security, where threat and risk analysis are considered sensitive information
(Pietre-Cambacédes and Bouissou 2013).

Alexander et al. (2011) provide a discussion on the differences between safety and secu-
rity both from theoretical, and practical aspects. Other studies combine security and safety
assurance by creating combined arguments or security-informed safety arguments (Taguchi
et al. 2014; Netkachova and Bloomfield 2016; Cockram and Lautieri 2007; Netkachova
et al. 2015). We have also seen that some studies use different types of assurance cases
to argue for security in Section 4.3. The results do not show any noticeable differences to
SAC. This means that we were not able to find any special characteristics in the different
types of ACs that distinguish them from SAC, when they are applied on security. However,
the approaches for creating the argumentation part differ among the types according to their
focus, e.g., trustworthiness and depend-ability.

6.4 Lack of Quality Assurance

Quality assurance is the weaker part of the literature reviewed in this study. We talk here
about three main things. First is the quality of the outcomes when it comes to their applica-
bility in practice. We have seen in the results of RQ4 in Section 4.5 that illustrative cases are
often preferred over types of more empirically grounded validation. This indicates scarcity
of industrial involvement. The reason might be a lack of interest, which contradicts with the
reported motivations and usage scenarios, or simply because it is hard to get relevant data
from industrial companies to validate the outcomes, as security-related data is considered to
be sensitive (as we mentioned earlier). Furthermore, with the exception of a few cases, the
creation and validation of SAC in literature is done by the authors of the studies. We believe
that this contributes heavily to the lack of information addressing challenges and drawbacks
of applying SACs in a practical context.

The second issue is the generalize-ability of the approaches with regards to their used
argumentation strategies. The approaches we reviewed use a wide variety of argumentation
strategies, e.g., based on threat analysis, requirements, or risk analysis. However, they lack
validations and critical discussions as to whether the approaches work only with the used
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strategies or can use other strategies as well. We suggest to validate these approaches based
on different types of strategies in future research.

The last point is the lack of mechanisms for building-in quality assurance within the
SACs. We believe that it is essential for the argumentation provided in SACs to be complete
in order for them to be useful. For that there needs to be a mechanism to actively assess the
quality of the arguments to gain confidence in them. This is not addressed in literature apart
from a few studies, e.g., Chindamaikul et al. (2014) and Rodes et al. (2014). Similarly, the
evidence part also needs to be assessed. e.g., by introducing metrics to assess the extension
to which a certain evidence justifies the claim it is assigned to. The inter-relation between
claims and evidence need to be addressed. For example each claim can have a certain sat-
uration level to be achieved, and each evidence provides a degree of saturation. Hence,
it would be possible to assess whether the claim is fully satisfied or not by the assigned
evidence.

6.5 Imbalance in Coverage

The coverage of matters related to SAC in literature is imbalanced to a large extent. When
it comes to the approaches, our results in Section 4.3.1 indicate a tendency towards cover-
ing the argumentation part more than the evidence part. This indicates a weakness in the
approaches, as elements of SAC cannot be evaluated in silos. For example, if we take an
approach to create security arguments, how would we know which evidence to associate
with these. Moreover, we will not be able to assess whether we actually reach an acceptable
level of granularity for the claims to be justified by evidence. Same thing applies for the
evidence part. If we only look at the evidence we will not be able to know which claims the
suggested evidence can help justify. To be able to evaluate the evidence, they have to be put
in context with the rest of the SAC. When reviewing the studies that focus on one element
of SAC, we were not able to find any links to related studies focusing on the remaining ele-
ments, which indicates incompleteness of the approaches especially for putting them into
practice.

When it comes to other areas, the assessment and quality assurance of SAC is rarely
covered, as we discussed in the previous sub-section. Furthermore, there is a lack of studies
covering what comes after the creation of SAC. In particular, for SAC to be useful, they have
to be updated and maintained throughout the life-cycles of the products and systems they
target, otherwise, they become obsolete (Mohamad et al. 2020). Particularly, there need to
be traceable links between the created SACs and the artefacts of these products and systems.
Many SAC approaches use GSN, which allows to reference external artefacts using the
context and assumption nodes. However, these nodes are rarely exploited in the examples
provided in the studies we reviewed.

6.6 Room for Support Improvement

The tools reported in literature cover activities related to AC, such as creation, documenta-
tion and visualization, as shown in the results of RQ3 in Section 4.4. Some of these tools
have features such as the validation of AC based on consistency rules related to the used
notation, or even user-specified rules (Adelard 2003). Other tools assist in the maintenance
of AC through change impact analysis (Fung et al. 2018), and assessment of AC (G.U. of
Technology 2010). When it comes to automatic creation of SAC, there were only coverage
for the argumentation part (Tippenhauer et al. 2014; Hawkins et al. 2015), which reflects
the imbalance in coverage we discussed earlier.
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What we observed is that most of the tools are originally created for supporting safety
cases, and not in particular SAC. As a consequence, they lack specific features which can
be very helpful while building SAC. In particular, we note the fact that security assurance
cases need to be treated as living documents (more so than their safety counterparts) due to a
continually shifting threat landscape. For example, there is no tool that integrates with other
security tools, e.g., an intrusion detection system, to actively update evidence. In general, we
note that the tools lack integration with other systems, which agrees with what Maksimov
et. al. reported in their study (Maksimov et al. 2018).

Moreover, even though some studies have reported the demonstration of created tools
using a case study, e.g., Tippenhauer et al. (2014), it is not clear how flexible they are
to be tailored for specific needs of a certain organization, and to be integrated with their
tool-chain. We believe that in order for practitioners to use these tools, there needs to be
a certain amount of confidence, which is absent due to little reported usage or replications
in industry. The same thing applies for the reported patterns. For a specific artefact to be
qualified as a pattern, it needs to be used in several studies and in several contexts, which is
not the case. Additionally, as we discussed earlier, some important aspects, e.g., traceability
is not covered in literature, and this is also the case when it comes to the reported supporting
tools.

We also believe that there is room for creativity in the development of the tools. For
instance, there are no supporting tools which use machine learning techniques to predict
whether a requirement or test case qualifies to be a part of a SAC. This opens up opportu-
nities for companies and the open-source community to step up and close the gap between
the potential and the current support.

6.7 Need for a Guideline

Finally, we believe that there is a need for an explicit guideline for on-boarding a SAC-
based approach in an industrial context. We believe that with the current level of maturity
in related literature, companies which want to adopt SAC approaches have to account for a
high cost, as they have to learn, experiment and develop a lot internally. This is due to the
lack of reported validation and lessons learned from industry, but another sign is the lack of
tool support specific for SAC (as mentioned above).

Standardization bodies are aware of the importance of SAC, as they are being mentioned
as requirements in some security standards and best practice documents, e.g., the upcoming
standard for cyber-security in automotive 1SO21434 (International Organization for Stan-
dardization and Society of Automotive Engineers 2018). However, these standards do not
provide any specific guideline or constraints for how SAC should be created and used. It is
important that key players in selected domains (e.g., automotive and healthcare) put together
efforts to standardize the scope and requirements related to SAC. We believe that this would
elevate the maturity in the field.

7 Validity Threats

In this study, we consider the internal and external categories of validity threats as defined in
Campbell and Stanley (2015), and described in Wohlin et al. (2012) and Kitchenham et al.
(2007). The work of conducting the review was done by one researcher. This means that
applying the inclusion / exclusion criteria in each of the four filtering rounds was done by
one person. This imposes a risk of subjectivity, as well as a risk of missing results, which
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might have affected the internal validity of this study. To mitigate this, a preliminary list of
known good papers was manually created and used for a sanity check of the selected and
included papers. Additionally, a quality control was performed periodically by the other
authors to check the included and excluded studies.

Restricting our search to three digital libraries could have increased the probability of the
risk of missing relevant studies. This was mitigated by performing the snowballing search
to search for papers that are not necessarily included in the databases of the three considered
libraries.

Another threat to validity is publication bias (Kitchenham et al. 2007). This is due to the
fact that studies with positive results are more likely to get published than those with neg-
ative results. This could compromise the conclusion validity of this SLR, as in our case we
did not find any study that is, e.g., against using SAC, or which reported a failed validation
of its outcome. In our study, we have partially mitigated this threat by also including a few
technical reports (i.e., non peer-reviewed material). These papers have been identified as
part of the snowballing, as we did not restrict to peer-reviewed papers.

External validity depends on the internal validity of the SLR (Kitchenham et al. 2007),
as well as the external validity of the selected studies. We did scan gray literature to mit-
igate publication bias, but we excluded studies that are under 3 pages, and old studies
as exclusion criteria to mitigate the risk of including studies with high external validity
threats.

When it comes to the reliability of the study, we believe that any researcher with access to
the used libraries will be able to reproduce the study, and get similar results plus additional
results for the studies which get published after the work of this SLR is done.

8 Conclusion and Future Work

In this study, we conducted a systematic review of the literature on security assurance cases.
We used three digital libraries as well as snowballing to find relevant studies. We included
51 studies as primary data points, and extracted the necessary data for the analysis.

The main findings of our study show that many usage scenarios for SAC are mentioned,
and that several approaches for creating them are discussed. However, there is a clear gap
between the usage scenarios and approaches, on one side, and their applicability in real
world, on the other side, as the provided validations and tool support are far from being
sufficient to match the level of ambition. Based on the results of this systematic literature
review, we created a workflow for working with SAC, which is a useful tool for practitioners
and also provides a guideline on how to approach the study of the literature, i.e., which
paper is relevant in each stage of the workflow.

Based on our results and findings, in the future we will be working to close the gap
between research and industry when it comes to applying security assurance cases. We will
be looking into exact needs and challenges for these cases in specific domains, e.g., auto-
motive. We believe that introducing SAC in large organizations needs appropriate planning
to, e.g., find suitable roles for different tasks related to SAC, and integrating with current
activities and way of working. Hence, we see a potential direction of future work in that
area.

When it comes to the technical work, we believe that there is room for improvement in the
approaches for SAC creation, especially when it comes to the evidence part. For instance,
a possible future work direction is to look into ways to automatically locate, collect, and
assign evidence to different claims.
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Finally, we believe that quality assurance of SAC has not been addressed sufficiently in
literature. As a future work, we will look into ways to ensure the completeness of a security
case when it comes to the argumentation, as well as the confidence in how well the provided
evidence justify these claims.
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