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Abstract—Protection of microgrid has become challenging due
to the hosting of various actors such as distributed generation,
energy storage systems, information and communication tech-
nologies, etc. The main protection challenges in the microgrid are
the bi-directional power flow, protection blinding, sympathetic
tripping, change in short-circuit level due to different modes of
operation, and limited fault current contribution by converter-
interfaced sources. This paper presents a comprehensive review
of the available microgrid protection schemes which are based
on traditional protection principles and emerging techniques
such as machine learning, data-mining, wavelet transform, etc. A
categorical assessment of the reviewed protection schemes is also
presented. The key findings of the paper suggest that the time-
domain and communication-assisted protection schemes could be
suitable solutions to address the identified protection challenges
in the microgrid.

Index Terms—Distributed generation, distribution systems pro-
tection, microgrid, microgrid protection.

I. INTRODUCTION

Climate change concerns are leading the transition in power
generation from conventional fossil fuels to renewable energy
sources (RES). This transition has brought a change in the
protection methods for the distribution system operators. The
concept of microgrids (MGs) has added further complexity
to the protection schemes. The condition with excessive RES
generation and light or no-load conditions could force the
system operators to shut down the power generation due to
voltage variation issues and network congestion problems; a
few of such incidents are reported in [1], [2].

MG may have bidirectional power flow, wide operational
range, etc. and can operate as a controlled entity both in
grid-connected and islanded modes. MG can be classified into
radial and ring type networks. From protection point of view,
the power flow in radial network is unidirectional while in case
of ring network it could be bidirectional. In case of radial
systems with distributed generation (DG) interconnection in
downstream, the power flow could also be bidirectional. Thus,
the MG protection schemes developed for ring networks are
also suitable for radial networks. The main challenges which
drive the need to revisit the conventional protection schemes
include the following:
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1) High penetration of RES may lead to reverse power
flow or bi-directional power flow, which causes relay
coordination problems and failures in the conventional
protection schemes with no directional element [3]–[5].

2) Changes in the mode of operation of MGs from grid-
connected to islanded mode and vice-versa could have a
substantial impact on the short-circuit level due to change
in equivalent impedance [6], [7].

3) Fault current limitations by the converter-based DGs
could lead to undetected fault. voltage and frequency
problems during islanding, etc. [8], [9].

There is ongoing research to address these protection chal-
lenges in MG. Some researchers have proposed new methods
that are based on traditional protection principles such as adap-
tive overcurrent, directional overcurrent, undervoltage, fault
loop impedance, and sequence component. Simultaneously, in
the era of the evolution of new techniques such as machine
learning (ML), data-mining, Internet of things, synchropha-
sors, multi-agents, etc., researchers are also utilizing these
promising techniques in addressing the protection challenges
in MG. Some research works in [8]–[11] have presented
a review of the protection schemes in MG. However, still,
a categorical review of MG protection schemes based on
traditional protection principles and the special techniques is
missing.

To address the aforementioned gap, this paper presents a
categorical review of various traditional protection principles
based schemes proposed for MG. Also, a comprehensive
review of protection schemes that applies special techniques
in addressing the challenges, is presented in the paper. A com-
parative assessment with general advantages, area of improve-
ments and potential applications for the different protection
categories is also presented to summarize the review work.

The rest of the paper is organised as follows. Section II
discusses the MG protection schemes based on traditional
protection principles. The special techniques based protection
schemes are reviewed in Section III. The discussions and
concluding remarks are presented in Section IV.

II. MG PROTECTION SCHEMES BASED ON TRADITIONAL
PROTECTION PRINCIPLES

This section reviews the MG protection schemes for both
grid-connected and islanded modes of operation, which are
developed based on the traditional protection principles. Due



to the protection challenges as discussed in Section I, the
conventional protection schemes are required to be re-designed
for MG. The relay protection settings would be different
and depends on the operating mode of MG. There are also
adaptive protection schemes which are suitable for both grid-
connected and islanded operating modes. These protection
challenges in a MG are addressed through the following
protection schemes. The schematics of a grid-connected MG
with different components is presented in Fig. 1.

Fig. 1. Schematics of intelligent microgrid with different components.

A. Protection Schemes for Grid-connected Microgrid

1) Current-based Protection Schemes: Current-based pro-
tection schemes includes overcurrent, differential, current-only
directional principles. An adaptive phase current-based protec-
tion method is proposed in [3]. The effect of high penetration
of DGs on relay coordination is explored first. Subsequently,
fault detection is performed using the current contribution
information from all the sources, including the main grid. The
faulted section is identified by the pre-calculation of Thevenin
equivalent impedance of each source for different fault types.

A protection strategy is presented in [12] where the MG is
not disconnected from the main grid in case of a MG fault.
The overcurrent relay performs correctly and selectively clears
the fault due to the large fault current supplied by the grid.
For a fault on the grid side, the MG gets disconnected and
operates in an islanded mode. In case, if a fault occurs within
the MG in islanded mode, it is considered as a second fault,
resulting in the disconnection of the MG DGs (after a certain
time delay) to avoid any undesirable situation.

In grid-connected mode, directional overcurrent relay distin-
guishes the forward and reverse direction faults. For proper co-
ordination, a definite time delay is added in the reverse mode.
The negative sequence component of current is incorporated
in the directional unit to detect unbalanced faults in MG [13].

2) Voltage-based Protection Schemes: The three-phase bal-
anced faults do not contain negative and zero-sequence com-
ponents and thus an undervoltage relay accompanied with a
directional element can be used for the protection during the
balanced fault [6]. Also, a definite time delay is utilized for
coordinated operation in forward and reverse direction of fault
[13].

3) Both Voltage and Current based Protection Schemes:
Protection principles based on impedance, reactance, and the
directional unit use both voltage and current for the protection
decision. Usually, impedance based protection schemes are

deployed for transmission level, but being free from fault
calculations, they also find applications in MG protection.
An impedance-based protection scheme for MG is discussed
in [7]. However, it’s performance in a system with multiple
tapped feeders is not reliable due to current in-feed.

B. Protection Schemes for Grid-disconnected (Islanded) Mi-
crogrid

The subsection discusses the protection schemes where the
MG is islanded from the main grid due to any reason.

A comprehensive digital protection scheme is proposed in
[14] for MGs operating in both grid-connected and islanded
modes. The current differential technique is used for line pro-
tection. While, overcurrent, undervoltage, negative sequence-
based protection functions are used for DG and point of
common coupling (PCC) protection.

A dynamic adaptive overcurrent relay is presented in [15]
for the protection of MG in islanded mode. The relay changes
the pickup current settings by using the DG status.

A symmetrical component-based protection scheme is pro-
posed in [16], where the fault is detected by obtaining the
positive-sequence impedance of the line. Thereafter, the cor-
rect faulted section is identified by comparing the upstream
and downstream positive sequence impedance during fault and
pre-fault conditions.

An integrated impedance angle (computed from positive
sequence voltage and current phasors) based protection scheme
is presented in [17] for MGs in islanded operation. An internal
fault is confirmed when the angle is in the range of −5◦ to
−90◦; otherwise, it is treated as an external fault.

The rate of change of voltage phase angle of a bus with
respect to PCC is used for fault detection in [18]. The method
uses a phasor measurement unit (PMU) with IEEE C37.118.1
standard for angle estimation and the rate of angle difference
between two buses is an indicator of fault identification.

The sum of the phase and neutral currents are used in [19]
to detect the fault in MG, where the entire MG is divided into
several protection zones, and a circuit breaker is connected
between the zones to isolate the minimum part during a fault.

C. Islanded (Stand-alone) Microgrid Protection Schemes

This subsection discusses the protection schemes when the
MG operates in islanded mode only.

A protection scheme based on inverter-control and
microprocessor-relay (MR) settings is proposed in [20]. The
scheme injects a percentage of the fifth harmonic into the
fault current using software current control to support MR in
accurately identifying the fault. The inverter is also protected
against short-circuit faults by limiting currents using hardware
hysteresis and software current control.

An adaptive overcurrent protection scheme is proposed in
[21] utilizing programmable microprocessor-based intelligent
electronic devices. These devices communicate among them-
selves and with a central controller to make a decision.

An active protection method based on differential protection
and injection of off-nominal frequency during fault conditions
through the inverter-based DG control is proposed in [22] for
islanded MG.



A new time-domain model for inverter-interfaced DG is
proposed to investigate the protection issues in islanded MG
[23]. The protection issues in islanded MG completely fed by
DG or have very high DG penetration are addressed in [24].

D. Anti-Islanding Protection Schemes

Unintentional islanding of a MG is a concern as it causes
safety hazards for personnel and damaging of equipment due
to out-of-phase tripping [25]. The anti-islanding requirement
in DG is adopted to avoid such severe issues and hence the DG
must be disconnected from the network followed by islanding.

The anti-islanding protection is broadly classified into three
categories as active, passive, and hybrid detection strategies
[26]. Active strategies amplify the small perturbation generated
in frequency, phase angle, and harmonics during the distur-
bance. Passive strategies are based on under/overvoltage and
under/over frequency at the PCC. Hybrid strategies are based
on the exploitation of the strength of both passive and active
strategies where passive detection is used first. Thereafter,
perturbations are injected for enabling the active methods.

III. SPECIAL TECHNIQUES BASED PROTECTION SCHEMES

This section reviews the protection schemes which employs
special techniques in protection design for MG operating in
both grid-connected and islanded modes.

A. Setting-less Protection Schemes

Setting-less protection is a novel approach based on dy-
namic state estimation. The proposed method has the potential
to address the existing protection gaps and also improving zone
protection [27].

The concept of setting-less protection also referred to as
dynamic state estimation based protection (DSEBP), is derived
from the differential protection and can be regarded as it’s
generalization. DSEBP utilizes the voltage and current mea-
surements from inside and the terminals of the protection zone,
speed and torque measurements in case of rotating devices, or
other internal measurements (such as thermal measurements).

DSEBP does the dynamic modelling of physical laws for
protection zone such as Kirchhoff’s current and voltage, ther-
modynamics, and motion law’s which should be obeyed by all
the measurements. Thus, in the absence of any internal fault
in the protection zone, all the physical laws should be satisfied
by the measurements while vice-versa in case of any internal
fault, leading to a clear, secure, and reliable identification of
the internal faults [27].

DSEBP can also be applied for MG protection to address
the various challenges. A DSEBP scheme is proposed in
[28] for all the MG components. The work demonstrates the
application and advantages of this scheme for MG circuits
by comparing the performance with the traditional protection
techniques. A distributed dynamic state estimation is used to
achieve adaptive grid protection in [29]. Further, DSEBP is
used to design a centralized protection scheme for MG in [4].

B. Synchrophasor Assisted Protection Schemes

The integrated impedance angle based protection scheme is
proposed in [17] which uses PMU retrieved positive sequence

voltage and currents from both ends of the lines to detect
the fault type, location, and resistance. The scheme is robust
in distinguishing the critical issues from the faults, and thus
it could be a potential candidate for developing centralized
protection schemes for MG.

An effective, fast, and reliable fault detection scheme is
proposed in [18] for different operating conditions of MG. The
method detects the faults by monitoring the absolute value of
the rate of angle difference of the phase voltage between the
PCC and the bus closest to the faulted line by using PMUs.

A MG protection scheme based on the positive-sequence
component with the capability of single-phase tripping is
developed in [16]. It employs PMUs and microprocessor-
relay based on a digital communication platform to enable the
protection of MGs in looped and radial configurations under
both operating modes.

C. Travelling Wave based Protection Schemes

The single-phase-to-ground fault is detected by a novel
travelling wave-based protection scheme proposed in [30].
The method determines the fault direction by comparing the
polarities of current and voltage travelling waves, which are
measured immediately when the fault occurs.

The initial current travelling wave-based protection scheme
is introduced in [31] with specific logic for meshed net-
works and feeders with single-end measurement. The proposed
scheme is based on the mathematical morphology technology
and a simplified polarity detection method.

A travelling wave theory-based protection algorithm for
medium voltage lines is presented in [32]. The algorithm
determines the fault direction by analyzing the differential
equations, which describes the behavior of fault-induced cur-
rent waves. The neural network-based classifiers are used
to distinguish between the internal and external faults. This
approach only requires local measurements of current. Infor-
mation exchange is not required as frequently as compared to
other protection schemes, and thus it could be implemented
using less communication links. These characteristics make it
a reliable and low-cost solution for the protection of the MGs.
The shortcomings of [32] are resolved in [33] by using both
voltage and current measurements. The main advantage is the
use of physical considerations compared to the data-driven ML
algorithm previously used.

D. Machine Learning based Protection Schemes

A reliable adaptive protection scheme based on ML tech-
niques is presented in [34]. The scheme first uses Pearson cor-
relation coefficients from data-mining to analyze uncertain el-
ements and then a hybrid artificial neural network and support
vector machine (SVM) model for MG state recognition based
on big data streams. Finally, the proposed scheme determines
the adaptive protection settings and network reconfigurations.

A new method based on a semi-supervised ML technique
with the co-training of decision tree and k-nearest neighbour is
proposed in [35] for the fault classification in MG. It provides
better performance as compared to previous supervised ML
techniques due to the use of both labeled and unlabeled data
for building and training of the classifier model.



A MG protection scheme proposed in [36] is based on
the Hilbert–Huang transform (HHT) and ML techniques. The
scheme initially extracts the differential features from specific
current signals using HHT, which are then fed as input to
the three different ML models, i.e., Naive Bayes classifier,
SVM, and extreme learning machine, for the detection and
classification of MG faults.

A protection scheme based on a sparse auto encoder and
deep neural network is proposed in [37] to clearly distinguish
array and symmetrical line faults for PV-integrated MG. The
proposed scheme has added features like fault detection and
classification, section identification, and mode detection.

ML algorithms based adaptive protection scheme for MG in
both grid-connected and islanded modes is proposed in [38].
The work shows that relay measurements could be used to
obtain detection features for ML-based prediction models to
detect the faults accurately.

A supervised ML method using principal component anal-
ysis to extract features is proposed in [39] for fault detection.

A MG protection scheme based on wavelet transform (WT)
and deep neural networks is proposed in [40]. The scheme
samples and prepossesses the current signals using discrete
WT for the extraction of statistical features. The fault detection
is done by giving these features as inputs to deep neural
networks for training and testing.

E. Wavelet Transform based Protection Schemes

A combined WT and decision tree-based MG protection
scheme is proposed in [41]. The effective features such as de-
viation in energy and entropy, etc., are calculated by obtaining
and prepossessing the current signals through WT. After the
feature extraction, training and validation of the decision tree
is performed. Finally, the fault classification is done by the
inclusion of both wavelet-based and current signals features.

A protection scheme based on WT and ensemble of the
SVM classifier is proposed in [42]. It provides the standard
deviation of coefficients obtained by the feature extraction
process of WT as inputs ensemble of SVM for training.

An adaptive distance protection scheme is proposed in [43]
for inverter-based DG composed MG based on complex WT.
The scheme generates the relay command and setting by co-
ordination optimization model using an ant colony algorithm.

F. Multi-agents based Protection Schemes

A multi-agents based differential protection scheme with
variable tripping time is proposed in [44]. The agents have
their primary, backup, and bus protection layers, which are
used for primary and backup protection.

A protection scheme based on Q-learning algorithm and
multi-agent systems is proposed in [45]. The agents are trained
using the Q-learning algorithm for fault identification and
clearance. Further, the agents communicate with each other
using the decentralized blockchain-based connections.

A protection scheme is proposed in [46] using resilient
intelligent agents. The voltage and current measurements are
used for fault detection. The components act as agents and
communicate the decision to upper control levels and neigh-
bouring components for performance enhancement.

A multi-agents based MG protection scheme is proposed in
[47] where the MG components like DGs, relays, PCC, con-
trollers act as agents. The scheme uses the adaptive protection
where the pre-contingency decentralized adaptive protection
interacts with the MG central controller to adapt the new
protection settings in post-contingency conditions.

A MG protection scheme for fault detection, clearing, and
localization, along with the restoration method based on a
communication-assisted multi-agents system, is proposed in
[48]. The agents are present at the end and middle of each
section and compare the phase angles of current signals from
both sides to produce the relay decision.

A scheme using a co-simulation platform based on a multi-
agent system is proposed in [49]. It utilizes a supercapacitor
bank for the resiliency enhancement and does not require
different settings with the change in MG configuration.

G. Data-Mining based Protection Schemes

A data-mining patterns and classification algorithms based
fault detection method in MG is proposed in [50]. Two differ-
ent classifiers, i.e., random forest and K-nearest neighbors, are
used to distinguish the fault features with no-fault conditions
which are obtained by wavelet packet transform.

A comprehensive data-mining based differential protection
scheme is proposed in [51]. The voltage and current signals
during the fault are prepossessed to estimate the sensitive
features. After that, the differential features are computed from
these features which are further used to build a decision tree-
based data-mining model to obtain the final relay output.

IV. DISCUSSIONS AND CONCLUDING REMARKS

From the protection challenges as discussed in Section I and
review of protection schemes for MGs, the following can be
summarized.

• The challenge associated with the bi-directional power
flow including the sympathetic tripping and protection
blinding is addressed in [4], [5], [7], [10]–[14], [17]–[19],
[24], [25], [28], [33], [37].

• The challenge associated with the change in the mode of
operation is addressed in [4], [7], [10], [11], [13]–[21],
[23], [25], [26], [28], [31], [33]–[38], [40], [41], [44],
[49]–[51].

• The challenge associated with the fault current limitation
is addressed in [4], [7], [13], [14], [16], [19]–[26], [43].

A summary along with the comparative assessment in-
cluding the general advantages, area of improvements, and
potential applications associated with different categories of
the protection schemes, is presented in Table I. The following
inference could be made from the comparative assessment
that the time-domain and communication-assisted protection
schemes could be the feasible solutions for achieving fast relay
operation in future low-inertia MGs. However, in the case
of time-domain schemes, issues such as low signal strength
of travelling wave for a certain fault inception instant and
switch-on-to-fault (unavailability of pre-fault data) in super-
imposed component, while, communication failure and cyber-
attack in case of communication-assisted schemes, could be
possible areas of developments.



TABLE I
A SUMMARY OF MICROGRID PROTECTION SCHEMES

Category Advantages Area of Improvements Applications

Grid-
connected
MG [3],
[7], [12]

- Adaptive to temporary and permanent
changes in MG
- Coordinated protection and improved
selectivity

- Requires advanced communication
infrastructure
- Tapped feeder limits its application due to
in-feed and under-reach problems

- Overcurrent relay coordination
- Both balanced and unbalanced faults
- Realization with IEC 61850
communication protocol

Grid-
disconnected

MG
[14]–[19]

- High reliability

- Independent of fault conditions and
correctly identifies no-fault critical events

- Methods based on negative and zero
sequence components could perform
incorrectly with only positive sequence
control

- A delayed operation for the fault in the
primary zone

- Systems with different short-circuit level
and converter control strategy

Islanded
MG

[20]–[23]

- Accurate fault detection even with fault
current same as normal operating current
- Works properly with fully fed
inverter-interfaced RES

- More field tests are required
- Could be challenging with large
unbalanced systems

- Systems with small variation in
short-circuit level
- Systems with 100% power electronics
converter-interfaced

Anti-
Islanding
[25], [26]

- Adaptive to different load models
- RES with ancillary services reduce
non-detection zone

- Low voltage ride through (LVRT) is
compromised during anti-islanding
protection

- Distribution systems with high safety
margins

Setting-
less [4],

[27]–[29]

- Can address protection gaps such as
hidden faults, etc.
- Huge scope in the future due to more
measurements

- Need to perform more practical
validations to make it fully reliable and
deployable

- Downed conductors
- Faults occurring close to the neutral of
solidly grounding systems
- High impedance fault

Syn-
chrophasor

Assisted
[16]–[18]

- Could be used as a centralized protection

- Higher Selectivity

- A communication failure may affect the
reliability

- Synchronization and latency issues

- Suitable for system with good
communication infrastructure
- For distinction among critical issues (i.e.,
section cutoff, power swings, etc.)

Travelling
Wave

[30]–[33]

- Fast decision and accurate fault location

- The inherent directional property provides
the protection selectivity

- Used for earth fault localization and
detection
- Relies on local current and voltage
measurements

- Inverter-dominated MG

- Distribution systems with high penetration
of DG

Machine
Learning
[34]–[40]

- Enhanced decision-making capability

- Improved reliability

- Issues with limited data-streams

- Proper training and validation
- Symmetrical and asymmetrical faults

Wavelet
Transform
[41]–[43]

- Fast response time due to wavelet
transform

- Improved performance

- Features extraction could be challenging
in a few cases

- For systems with distinct DERs operating
characteristics and different operational
dynamics associated loads

Multi-
agents

[44]–[49]

- Can work in both grid-connected and
islanded modes

- Higher reliability and fast operation
- Proper selection of relevant features - Systems with high penetration of DG

Data-
Mining

[50], [51]

- Higher reliability

- Can work in both grid-connected and
islanded modes

- Simulating several cases to study
data-mining patterns

- Proper selection of relevant features

- Can be applied to MG operating in
different modes with different topologies

Recently, the protection of MG has become a challenge
due to the changing power generation scenario from fossil-
based to RES. This review paper identifies the main challenges
in the MG protection as bi-directional power flow causing
coordination problems, impact on short-circuit level due to
change in the mode of operation, and fault current limitations
by converter-interfaced DGs. Thereafter, the paper classifies
the presently available protection schemes into two different
categories. The research gaps identified from the review can be
summarized. i) how can cost-efficient communication-assisted
protection be designed which is robust to communication delay
and link failures, ii) how can the field and practical validations
be enhanced for special techniques based protection schemes,

and iii) how can the data and latency issues be handled
for synchrophasor based protection schemes. The parameters
such as speed, sensitivity, and reliability are important to be
considered in designing a protection scheme for future low-
inertia MGs. This review paper will support the researchers
working in the field of MG protection, to get an overview of
ongoing research and current state-of-the-art.
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