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Abstract—We investigate the coexistence of critical and massive
Internet of Things (IoT) services in the context of the unsourced
multiple access (UMA) framework, introduced by Polyanskiy
(2017). We consider the standard UMA setup in which all
users employ a common codebook and the receiver returns an
unordered list of codewords. To model the critical IoT service,
we assume that the users can also communicate a common alarm
message. We further assume that the number of active users in
each transmission attempt is random and unknown. We derive a
random-coding bound for the Gaussian multiple access channel
and demonstrate that orthogonal network slicing enables the two
traffic types to coexist with high energy efficiency.

I. INTRODUCTION

Massive Internet of Things (IoT) is a communication
paradigm that targets a large number of low-cost, battery-
limited, uncoordinated devices that intermittently transmit
small data volumes [1]. Such use case is referred to as massive
machine-type communications (mMTC) in the fifth-generation
(5G) wireless cellular standard. The characteristics of massive
IoT are captured by the unsourced multiple access (UMA)
model [2], where all users transmit their messages using
the same codebook, the decoder returns an unordered list
of messages, the error event is defined on a per-user basis,
and the error probability is averaged over all users. In [2],
a random-coding bound on the energy efficiency achievable
on the Gaussian multiple access channel (MAC) was derived.
Modern random access schemes [3] exhibit a large gap to this
bound. This gap has been later reduced in, e.g., [4]-[7]. An
extension to the case of random and unknown number of active
users was reported in [8], where both misdetections (MDs),i.e.,
transmitted messages that are not included in the decoded list,
and false positives (FPs), i.e., decoded messages that were not
transmitted, were considered.

Another segment of the IoT traffic covers critical IoT
services, which aim to deliver data with strict latency and
reliability guarantees [1]. Critical IoT services are mapped
to the ultra-reliable and low-latency communication (URLLC)
use case in 5G. Such use case can be analyzed using tools
from finite-blocklength information theory [9], [10].
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This paper aims to investigate the coexistence of massive
and critical [oT. In [11], the authors proposed to leverage reli-
ability diversity to perform simultaneous transmission of dif-
ferent traffic types (also referred to as nonorthogonal network
slicing) followed by successive interference cancellation (SIC).
They showed that this approach leads to significant gains over
orthogonal slicing when mMTC and enhanced mobile broad-
band (eMBB) traffic are present, or when URLLC and eMBB
traffic are present. However, they noted that nonorthogonal
slicing between URLLC and mMTC may be problematic due
to the need to ensure reliability for URLLC devices in the
presence of random interference patterns caused by mMTC
transmissions. A first attempt to incorporate critical IoT traffic
into the UMA model was reported in [12]. There, on top of
standard messages, the users communicate a common alarm
message that needs to be decoded with higher reliability than
the standard messages. The authors assumed that a user drops
the standard message in favor of the alarm message when both
messages are available, and that the total number of active
users transmitting either messages is known. They showed
that, in nonorthogonal network slicing, the FP probability of
alarm messages dominates and significantly reduces the energy
efficiency when the total number of users is large.

In this paper, we study an orthogonal network slicing
scheme where orthogonal resources are allocated to standard
alarm messages. Differently from [12], we consider a random
and unknown number of active users for both traffic types.
Furthermore, both messages are transmitted if they are avail-
able. We provide a random-coding achievability bound for
orthogonal network slicing on the Gaussian MAC. We assume
that the standard traffic operates with a given additional energy
per bit, which we call a backoff, on top of the minimum
energy per bit required when the alarm traffic is not present.
We then use our bound to analyze the energy efficiency of
the alarm traffic. Through numerical results, we show that a
limited backoff is sufficient to transmit the alarm traffic with
high energy efficiency, provided that i) a large number of users
transmit the alarm message and ii) the power at which the
alarm message is transmitted is much smaller than that of
the standard message. We also show that the bottleneck of
nonorthogonal network slicing is the residual interference from
the alarm signal when decoding the standard messages.



Notation: We denote system parameters by sans-serif let-
ters, e.g., K, scalar random variables by upper case letters,
e.g., X, and their realizations by lower case letters, e.g., x.
Vectors are denoted likewise with boldface letters, e.g., a
random vector X and its realization . We denote the n X n
identity matrix by I,, and the all-zero vector by 0. The
Euclidean norm is denoted by ||-||. We use (A) to denote
the set of all subsets of A; [m : n] £ {m,m + 1,...,n};
[n] £ [1:n]; 1{-} is the indicator function. We denote the
Gamma function by I'(z) £ [ 2""le *dz, and the upper
incomplete Gamma functlons by D(z,y) £ [ 2" e "dz.
The complement of an event A is denoted by A. We denote the
Binomial distribution with parameters (n,p) by Bino(n, p).

II. SYSTEM MODEL

We consider a MAC in which K users are given access
opportunity over a frame of n uses of a stationary memoryless
additive white Gaussian noise (AWGN) channel. Let S, € R"
be the signal transmitted by user k, which may be O if the
user is inactive. This signal is subject to the power constraint
ISklI?/n < P, Vk € [K]. The corresponding received signal
is given by Y = Zzzl Si + Z, where Z ~ N(0,1,) is the
AWGN, which is independent of {Sj}X_;.

1) Message Generation: We let M, denote the set of alarm
messages and M the set of standard messages; both sets are
common to all users. Let M, £ s = | M. We
assume that Mg is much larger than M,. In a frame, if an
alarm event has occurred, let W be the corresponding alarm
message, drawn uniformly from M,. Each user transmits this
message with probability pgq. On top of that, with probability
ps, user k, k € [K], generates a standard message Wj
uniformly over Mj and independently of the other users. To
summarize, each user either transmits an alarm message, a
standard message, or both messages, or is inactive. Fig. 1
illustrates the message generation rule. For convenience, we
denote by w, the “null message”, mapped to the all-zero
codeword (no transmission).

Remark 1: pq is the product of the probability that a user
detects the alarm event and the probability that, upon detect-
ing the alarm event, the user decides to transmit the alarm
message. The former probability represents the sensitivity of
the devices, while the latter probability is a design choice.

Remark 2: The alarm message needs to be decoded with
much higher reliability than the standard messages since
reporting the alarm event is crucial for the system operation.

We assume that the number of users transmitting an alarm
message and/or a standard message is unknown to the receiver.

2) Random-Access Code: Similar to [2], for the standard
traffic, all users employ the same codebook and the receiver
decodes up to a permutation of messages. Furthermore, as
in [8], to address a random and unknown number of active
users, we need to account for both MD and FP of the standard
messages, referred to as SMD and SFP, respectively. We also
need to consider MD and FP of the alarm message, referred
to as AMD and AFP, respectively. We define the probabilities
of these events and the random-access code in the following.

Alarm event (W)

occurred?
Standard message \} - Ps
selected? No
Alarm Sl=pa Wor=we Wor=w
message  Yes, S Yo WipeMs Wip=uw.
selected? yy,, =Wy, Wop=we Wor=Wo Wo=1we

WieeMs WipeMyg Wip=we Wi = we

Fig. 1. A tree representation of the message generation of user k. The user
generates an alarm message Wy and a standard message Wy indicated by
the leaves.

Definition 1 (Random-access code): Consider the Gaussian
MAC with both standard and alarm traffic described above.
An (My, Mg, n, €amd; €afp, €smd; Esfp) random-access code for
this channel, where M, and Mg are respectively the sizes of
the alarm and standard message sets, n is the framelength, and
€amd; €afp; €smd, €stp € (0, 1), consists of:

o A random variable U defined on a set I/ that is revealed to
both the users and the receiver before the transmission.
This random variable acts as common randomness and
allows for the use of randomized coding strategies.

o An encoding function f: U X (M, U {we}) x (Mg U
{we}) — R™ that produces the transmitted codeword
Sy = f(U Wy, Wy) for user k, for a given alarm
message Wy and standard message Wi.

o A decoding function g: U x R™ — (Ma U {we}) x
(P(Ms) U {we}) that provides an estimate Wy of the
common alarm message W, and an estimate W =
{Wl, e IWI} of the list of transmitted standard mes-

sages. That is, (WO, W) =g(U,Y).
Let W = {W1, ... W‘} be the set of distinct elements of
W= {Wg: Wy 75 we, k € [K]}. We assume that the decoding
function satisfies the following constraints on the AMD, AFP,
SMD, and SFP probabilities, respectively:

Pamd = |:W0 7é WO‘Ai| < €amd, (1)
Pafp = P[WO 7é we‘A_ < €afp, (2)
W
Psmd|B é ‘W| |W ZP[W ¢ W|B:| < €smd (3)
P 2 E g ZIP’[W ¢W]B} e @

Here, we used the convention that 0/0 = 0 to circumvent
the cases W] = 0 or |W| = 0. Furthermore, A denotes the
event that an alarm has occurred, and (3) and (4) hold for both
B=Aand B=A.

III. HETEROGENEOUS ORTHOGONAL MULTIPLE ACCESS

We propose an orthogonal slicing strategy referred to as het-
erogeneous orthogonal multiple access (H-OMA). Each frame
is split into two blocks containing respectively n, channel uses
dedicated to the alarm traffic, and ng = n — n, channel uses
dedicated to the standard traffic. We next describe the signal
model in each block.



A. Signal Model

1) Alarm Block: If an alarm event has occurred, the com-
mon alarm message W, is sent in the alarm block by every
user that detects the alarm and decides to transmit. The
received signal is Y, = K,Xo + Z,, where K, > 0 is
the number of users transmitting the common alarm codeword
Xo € R"™, and Z, ~ N(0,1,,) is the AWGN. If no alarm
event occurs, K, = 0; otherwise, K, ~ Bino(K, pq). We
impose the power constraint || Xg||> /n, < P,. This model
is equivalent to a single-user AWGN channel with random
signal-to-noise ratio (SNR) K 2P,. The average energy per bit
of alarm traffic is upper-bounded by (E},/Ng)a = ;ig’;’lfﬂf

2) Standard Block: The standard block resembles the UMA
channel with random and unknown number of active users
considered in [8]. The number of active users in this block is
K ~ Bino(K, ps). We assume without loss of generality that
the first K users transmit. The received signal is then given
by Y; = ZkKil X + Z,, where X, € R™ is the standard
codeword transmitted by user k, and Zs ~ N(0, I, ) is the
AWGN. We impose a power constraint || X|> /ns < Ps, k €
[K]. The average energy per bit of standard traffic is upper-
bounded by (Ei/No)s = 52"

In accordance with Deﬁn1t10n 1, the output of the overall
encoding function is the concatenation of an alarm codeword
and a standard codeword. To satisfy the overall power con-
straint, we set (P,, Ps) such that n,P, + nsPs < nP. We note
that, for fixed P, and Py, orthogonality implies that the MD
and FP in the standard traffic are independent of the alarm
event, i.e., Pyq 4 = Psmaja and Py 5 = Pigp|a-

B. Random-Coding Bound

In the following, for a given frame split (n,, ns) and power
allocation (P,,Ps), we derive a random-coding bound on the
AMD, AFP, SMD, and SFP probabilities in (1)—(4).

1) Alarm Block: For the encoder, we fix P, < P,
and draw M, alarm codewords cj,...,cym, independently
from N(0,P.I, ). To convey an alarm message Wy, the
active users transmit cypy, provided that [lcw,[|? < naP..
Otherwise, they transmit the all-zero codeword, i.e., Xy =
ew, 1{[lew, |* < nuP.}. Given a realization y, of the re-
ceived signal, the decoder proceeds in two steps. First, it
estimates the number of active users K, as

Kl = argmax ma(ya, k) 5)

ke{0}U[ka ¢:ka,u]
where m,(ya, k) is a suitably chosen metric, and k,, > 1
and k,, < K are lower and upper estimation limits chosen
based on the distribution of K, i.e., based on pq. If K. =0,
the decoder returns the null message we. Otherwise, given
K| = k] > 0, the decoder uses k to establish an interval for
minimum-distance decoding of the alarm message as

(/Wo, IA{a) = arg min lya — kcw||2 (6)

wEMa, ke{0}U[k, k]

where k) £ max{kae, b}, — ra}, ki = min{kau, k) + ra}.
Here, r, is a chosen nonnegative integer, which we call the

alarm-message decoding radius. Finally, the decoder returns
Wy if K, > 0, or returns w, if K, = 0.

Remark 3: The first step (5) results in an AFP if K, = 0 but
K! > 0. To avoid this AFP, we include k& = 0 in the refined
estimation of K, in the second step (6).

An error analysis of this random-coding scheme leads to
the following bounds on the AMD and AFP probabilities.

Theorem 1 (Random-coding bound for the alarm block): Fix
Ma, 7a, Na € [n], kae € [0 : K], kau € [k‘a’g +1: K], Pa,
and P, < P,. The AMD and AFP probabilities achieved by
the random-coding scheme just described are upper-bounded
by €amd and ey, respectively, where

ka,u ka
€amd = Z PK Z kayka ’Yamd(ka; k;) D,
ka=ka. ¢
(7
ka,u min{ka,u,ka+ra}
€atp = > min {1, > ¢(0, k;)}
I%azmax{ka,g,l} k;:rnax{k:ayz,fca—ra,l}

aip(Ka), (8)

with PKa(ka) = (]:)pld"a(l _ pd)K—ka and
r(e. ) |
A A 27 2P
- P, )
p ( 2/2) kz;;z K,

1, if &, € {[0: max{ka—7a, ka,¢}]

Yamd (Ka, k3, £ U [ka+7a: kam]}, (10)
Zkae{O}u[ﬁ;@ q(ka), otherwise,
~ i Na R M 71
i & e | S i) <L,
- (11)
(ko) 2 minE _;
T T T 2)

F<na "2f‘1n(1+21%§P%s)—ln'\‘"/a> 12
27 25(1 — (14 2k2PLs)~1) /|
L : o 1
C(ka7 ka) - ke{n}ér[}cl{g:ka#] ]P)[ (Y;wka)>ma(1faa k)]’
k#k]

(13)

In (11) and (12), V' is uniformly distributed over [0, 1]. In (11),
(X7 X[ T~ N(O P.I, ). Given X] = z, we have
that Y/ ~ N (k,x},1), and zs(ka,X{,Y;’) is the generalized
information density given by 15 (ka, z:y) 2 —s(y — kax)?
m—i— In (1+23k2P’) Finally, in (13), Y,/ ~ N(0, (1+
k2P, ).

Proof 1: The proof relies on the random-coding union bound
with parameter s [13]. It is omitted due to the space limit and
will be provided in an extended version of this paper.

Remark 4: The quantity ((k,,k,) is an upper bound on
the probability that given K, = k,, the estimation step (5)



returns k7. Closed-form expressions of {(k,, k) for the max-
imum likelihood estimation and energy-based estimation of
K, can be deduced from [8, Th. 2].

2) Standard Block: We consider the random-coding scheme
proposed in [8, Sec. III-A]. Specifically, for the encoder, we fix
P/ < Py and generate the M standard codewords cy, .. ., eu,
independently from the distribution N(0, PLI,,_). To convey a
standard message Wy, the corresponding active user transmits
X = cew, 1{|lew, > < nsPs}. Given the channel output ys,
the decoder first estimates the number of active users as

K, =

. argmax mg(ys, k), (14)

k€ [ke,e1ks ]
where mg(ys, k) is a suitably chosen metric, and ks ¢ and ks ,,
are limits on K, chosen based on the distribution of Kj, i.e.,
based on ps. Then, given K. = k., the decoder chooses the
best list size within an interval around k. as

—

W = (15)

arg min ||ys = Diew Ci||2’

W/ CIM]: |WY|€[kL:E]]

where k! £ max{kss, ki — 75}, kK, & min{ks., ks + 75},
and 7, is a chosen nonnegative integer, which we call the
standard-message decoding radius. Bounds on the SMD and
SFP probabilities achieved by this random-coding scheme
follow from [8, Th. 1].

Theorem 2 (Random-coding bound for the standard block):
Fix Mg, 75, ng € [n], ks € [0: K], ks € [ks e+ 1: K], Py,
and P, < Ps. The SMD and SFP probabilities achieved by
the random-coding scheme just described are upper-bounded
by €sma and e, obtained by adapting eyp and epa given
in [8, Th. 1] to the real-valued case.

3) Overall Random-Coding Bound: By combining Theo-
rem 1 and Theorem 2, we obtain the following random-coding
bound for H-OMA.

Theorem 3 (Random-coding bound for H-OMA): Fix r,, s,
Na €10:n], kar€[0:K], kay € [kae+1:K], ke €[0:K],
ksu € [kse + 1 : K], (Pa,Ps) such that n,P, + nsPs < nP,
P, < P, and P, < P, For the considered Gaussian
MAC with both standard and alarm traffic, there exists an
(Ma, Mg, N, €amd; €afp, €smd; €sfp) random-access code where
€amd and e, are given in Theorem 1, and €4,q and e, are
given in Theorem 2.

Remark 5: Our bounding techniques can be used to gen-
eralize the analysis of the performance of the heterogeneous
nonorthogonal multiple access (H-NOMA) scheme proposed
in [12] to the case of unknown number of active users. In H-
NOMA, both standard and alarm codewords are transmitted in
the whole frame. They are generated as in H-OMA, but with
n, = ng = n. The receiver first decodes the alarm message
and estimates the number of alarm users similarly to the alarm
block in H-OMA by treating the standard codewords as noise.
Thus, bounds on P,,q and Py, for H-NOMA can be obtained
by adapting the bounds in (7) and (8) to the effective noise
variance 1 + K P, and by averaging over the distribution of
K. Next, exploiting reliability diversity, the receiver removes
the decoded alarm codeword from the received signal and

proceeds to decode the standard messages. If there is no alarm,
the received signal is similar to that in the standard block in H-
OMA. By assuming that the standard messages can be decoded
only if an AFP has not occurred, one can bound P 5 and
Py 4 in a similar manner as for H-OMA, upon accounting
for the AFP probability. If there is an alarm, the residual
interference plus noise after SIC is Z + K,cw, — KaCWO'
Thus, Pipnqa and Py a4 can be bounded by adapting the
bounds f0£ H-OMA to the /gffective noise Vgiance, which is
1+(Ka—K,)?PL if Wy = Wy and 1+ (K 2+ K?2)P/, otherwise.

IV. NUMERICAL EXPERIMENTS

We consider n = 30000 and (Mg, M,) = (2109, 23). We set
K € [1000 : 30000] and ps = 0.01, so that E[K;] € [10 : 300],
similar to the setting in [2], [8]. We consider the mild target
reliability max{Psmd, Psgp} < 107! for the standard traffic,
and the stringent target reliability max{Pama, Parp} < 107°
for the alarm traffic. Let (Ey/Ny)¥ be the minimum required
energy per bit for the standard traffic if the alarm traffic is not
present, i.e., if ng = n. We address the following question: Let
the standard traffic operate at (Ey/Ny)X + 6 (dB) for a fixed
backoff 6 > 0. What is the minimum required (Ey/Ngy).? To
this end, we first find (E},/Ny)¥ in a similar manner as in [8].
We then find the minimum blocklength ng in required to sat-
isfy max{esmd, €stp } < 1071 at (E,/Np):+6 dB. The number
of available channel uses for the alarm traffic is thus n, max =
N — Ng min. Finally, we minimize the required (E},/Ny), using
a golden-section search over n, € [N, max|, Where for each
value of n,, the required (Ey/Ny). is minimized over pq
and P,. In the following, we set 6 = 0.1 dB, for which
Namax € {7584,964,526} for K € {10000, 20000, 30000},
respectively, and report the minimum (Ey/Np)a.

1) Impact of Device Sensitivity: As noted in Remark 1, pq
is upper-bounded by the probability that a user detects the
alarm event, denoted by p4 max, Which indicates the device
sensitivity. To study the impact of pg max On the alarm-traffic
energy efficiency, we vary its value and show in Fig. 2 the
corresponding minimum (E},/Np), as a function of K. We
observe that a low (Ey,/Np), can be achieved, especially for
high p4 max. This indicates that in H-OMA, the alarm message
can be transmitted at a high energy efficiency, at a cost of only
a marginal backoff in the standard-traffic energy efficiency. A
higher (E},/Np)a is required as pgq max decreases, i.e., when
the devices become less sensitive. Furthermore, we found that
it is optimal to set pq to its maximum value pg max and then
minimize P, and n,. That is, one should let every user that
detects the alarm event transmit at a low power using only few
channel uses. The reason is that, to increase the effective SNR
K2P, while keeping a low total energy K,P.n,, one should
increase K, (via increasing pq) and reduce P, and n,.

2) Impact of Dynamic Range: Keeping P, as low as
possible leads to a large difference in the transmitted power
between the two blocks. For example, for the parameters used
in Fig. 2, the ratio Py/P, is between 30 dB and 70 dB.
This power imbalance may not be compatible with the limited
dynamic range of IoT devices. To account for this, we impose
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the additional constraint Ps/P, < v in the minimization of
(Ew/Np)a-. In Fig. 3, we plot the minimum required (E}, /Np)a
for pamax = 0.5 and ¢ € {0,10,20,30,00} dB. The case
1) = oo corresponds to the setting in Fig. 2. We see that a
narrower dynamic range leads to a higher required (Ey/No)a.
If the users transmit at equal power over the two blocks, i.e.,
1 = 0 dB, the alarm traffic requires a higher energy per bit
than the standard traffic. Furthermore, for a finite dynamic
range, the required (Ey,/Np), increases with K, which is in
contrast with the case of infinite dynamic range. For each
N, the required (Ey,/Np), is minimized by setting P, to its
minimum value Pg/v¢ and then minimizing pq.

3) Comparison with H-NOMA: As mentioned in Remark 5,
our bounding techniques can be used to extend the random-
coding bound for H-NOMA reported in [12] to the case of
unknown number of active users. We found that the bottle-
neck for H-NOMA is to satisfy the target SMD and SFP
probabilities when there is an alarm. Specifically, although
the alarm message Wy, can be reliably decoded, the number
of alarm users K, can be estimated incorrectly with significant
probability. For example, with Ky = 100, the probability of
wrongly estimating the number of alarm users given no AMD,

computed as Plargmin,, [|[Y — kew, ||? # Ka, is 0.276 for
¢ = 20 dB and 0.426 for ¢ = 30 dB. This leads to a high

residual interference K,cyy, — K. aCyy, when decoding the stan-

dard messages even if WO = W)y. Because of this bottleneck,
H-NOMA cannot satisfy the reliability requirements for both
traffic types with the same (E}/Np)s backoff 6 = 0.1 dB
unless pq = 1, in which case K, = K, or P, is high, i.e.,
comparable to Py, so that the estimation of K, is reliable. In
both cases, however, the required (Ey/Ny), is high. For the
setting in Fig. 3, if one sets P, = P, the required (Ey,/Np)a
is around 28-30 dB. This shows that reliability diversity [11]
is hard to exploit in nonorthogonal network slicing between
massive and critical IoT.

V. CONCLUSIONS

We investigated massive and critical IoT in a setting with
both a standard UMA traffic and an alarm traffic. Considering
a random and unknown number of active users, we accounted
for both misdetections and false positives. For the Gaussian
MAC, our results show that the both traffic types can coexist
with high energy efficiency by means of orthogonal network
slicing, while nonorthogonal network slicing is inefficient.
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