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Figure 6: Probability values (Pgjy) for buoyancy kill
manoeuvre kill, communication kill and weapon system
kill for the four ship configurations as a result of a 12.7
mm machine gun salvo. No measurable effect means that
all probabilities are below 0.01.
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Figure 7: Probability kill values (Pgjy) for survivability
level 2 and 3 a result of a 12.7mm machinegun salvo.

4.1(c) RPG

The kill probability for ship functions and survivability
levels given a RPG hit are shown in Figure 8 and 9
respectively. The RPG hit results in the lowest level of
kill probability of the investigated weapons.
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Figure 8: Probability values (PK|H) for buoyancy kill
manoeuvre kill, communication kill and weapon system
kill for the four ship configurations as a result of a RPG
hit. No measurable effect means that all probabilities are
below 0.01.
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Figure 9: Probability kill values (Pgu) for survivability
level 2 and 3 a result of a RPG hit.

4.1 (d) The effect of length-wise hit distribution

In order to examine the sensitivity of the calculated
probabilities to changes in the threat description in terms
of input hit distribution the kill probability is
recalculated. Recalculations are performed for ship
configuration 4 and an ASM hit and for ship
configuration 1 and a RPG hit.

Here the change in kill probabilities is examined between
three different hit distribution assumptions: (i) the normal
hit distribution according to Figure 2.a and 2.c; (ii) an
even hit distribution along the ship; and (iii) a triangular
hit distribution according to Boulougouris and
Papanikolaou [12].

The kill probabilities for the two new hit distributions (ii
and iii) are calculated by adjusting the relative weight
w(x) of each Monte Carlo-cycle result according to

W(X) = faew(X) frorm(X), 3)

where x is the hit position; f,.,,(x) is the frequency at x for
the new distribution (ii or iii); and f,.,(x) is the
simulated ASM distribution according to Figure 2.a or
RPG distribution according to Figure 2.c.

The resulting kill probabilities for the three hit
distributions are for the ASM shown in Figures 10 and
11 and for the RPG in Figures 12 and 13.

As can be seen in Figure 10 given the same threat and
ship configuration the buoyancy kill probability increase
as much as nine times when the distribution is changed
from normal distribution (assumption i) to the even
distribution (assumption ii).

The effect of different distribution assumptions is,
however, not as big for the survivability levels shown in
Figure 11. This because the survivability levels are
governed by changes in the manoeuvre survivability as
discussed in Sections 4.1 (a) — (¢).

©2015: The Royal Institution of Naval Architects
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Figure 10: Probability values (Pxjy) for navigation kill,
propulsion kill, weapon systems kill and buoyancy kill
for the ship configuration 4 as a result of an ASM hit.
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Figure 11: Probability kill values (Px) for survivability
level 2 and 3 for the ship configuration 4 as a result of an
ASM hit.
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Figure 12: Probability values (Pxjy) for navigation kill,
propulsion kill, weapon systems kill and buoyancy kill
for the ship configuration 1 as a result of an RPG hit. No
measurable effect means that all probabilities are below
0.01.

When Figures 11 and 13 are compared it can be seen that
the highest survivability for an ASM hit is achieved for
the normal hit distribution (assumption i) and for RPG
hits for an even hit distribution (assumption ii).

©2015: The Royal Institution of Naval Architects
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Figure 13: Probability kill values (Pxy) for survivability
level 2 and 3 for the ship configuration 1 as a result of an
RPG hit.

4.2 RESULTS

The three different survivability concepts (change of
system installation position in ship, configuration 2;
redundancy and separation, configuration 3; and physical
protection of vital ship systems, configuration 4) affect
the ship design in different ways. In general the results
show that physical protection of vital ship systems lead
to the lowest killability. This as a result of the protection
provided to the vital systems, but also to other systems as
the physical protection introduced stops shrapnel from
spreading in the ship. However, in a ship design situation
it is not obvious that the extra survivability achieved by
the physical protection outweighs drawbacks, such as
extra weight. Therefore, in a real ship project there is a
need to combine different survivability measures in a
balanced manner appropriate to the ship at hand.

For the ship and weapons analysed the probability of
buoyancy kill is low. This as a result of relatively local
effects of the weapons and that only above waterline hits
are considered. As seen in Figure 4 Configuration 1 is the
configuration with highest buoyancy kill probability.
This as a result of the differences in propulsion design.
The differences results in higher probability for shrapnel
damaging the lower compartments.

If only the survivability of the basic ship functions is
examined then the simulations show that the survivability
for the four ship configurations differ between the
different weapons. However, when instead the ship
survivability levels are examined, the trend is clearer and
shows an increasing survivability from ship
configuration 1 to 4, especially for the ASM attack.

It is also clear from the results that manoeuvre is the
dominating effect on both the studied survivability levels.
The only exception is for the probabilities as a result of a
machine gun salvo. The kill probability for survivability
level 3 is more than twice as high as the manoeuvre kill
probability. This means that particularly the self defence
system is sensitive to the machine gun salvo.

From the results the effect of the redundancy in
communication capability for Configuration 1 is clear.
The implemented redundancy reduces the kill probability
by at least 40 percent.
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Therefore, the results shows that it is important to
investigate the total effect of a hit over a set of relevant ship
functions defined by, for say survivability levels. Central
ship functions also have to be examined to find functions
with low survivability. For example, from the analysis it is
clear that focus must be put on increasing the survivability
of the systems creating manoeuvrability, such as propulsion
and steering if the probability for survivability level 2 and 3
are to be increased. This shows the utility of this type of
analysis since it is not possible to protect all functions and
components on a ship, so it is necessary to prioritize the
most fundamental components.

A valid understanding of the ship’s survivability can only be
formulated if there is an understanding as to how the
survivability levels are affected by design choices for
specific systems. Without such an understanding
survivability measures may be ineffective. However, it is
also important that central functions have to be examined to
find functions with low survivability, to prevent important
functions from being eliminated with a single hit.

The calculations for different threat definitions show that
the changes in survivability are substantial when the
threat definition is changed. Moreover, the effects of
different hit assumptions differ between weapon types
which means that no general conclusions can be made
regarding which hit distribution is the most dangerous; it
depends on both weapon type and the particular ship
functions examined. This fact puts extra demands on the
analyst and the technical intelligence input to the
simulations. It is not likely that the hit position
probability can be exactly defined, especially for
weapons where the shooters perceptions have a
substantial impact, such as for the RPG. This must be
treated as an uncertainty which also should be
represented in the output and weighted into the decisions
made, based on the survivability analysis.

One reason for the differences in kill probabilities
between the three hit distributions could be the fact that
the effect of the two weapons investigated are relatively
local, i.e. the effect of the hit is to a large extent decided
by the hit location.

As a result of the, for some cases, relatively high effect
of threat definition uncertainty, single quantitative results
should not be given too much focus. It is more valid to
use the results for explaining strengths and weaknesses
with different design alternatives or for identifying the
solution which is the least sensitive to changes in the
threat, i.e. the robust solution [23].

5. DISCUSSION
For naval ships survivability is crucial to maintain the
ability to fight in a hostile environment. It is therefore

important early in the design process to determine what
survivability level it is possible to achieve for the

*=/Q4k & & & & & &

intended operations. In order to do this there must be a
systematic analysis of the ship.

The simulations in this study were performed on a
generic ship design with a simplified tool. Values for a
specific ship could both be higher and lower dependent
on the design choices made. As a result of the simplified
tool the calculated probabilities should only be used for
comparing solutions and ship concepts based on the same
simplifications, they should not be seen as absolute
values. In a specific ship design it is also important that
the redundancy in the ship functions also is represented
in the wiring and piping.

Survivability is only one of many aspects that have to
be covered and analysed in a ship design [2, 7]. Other
important aspects include areas such as combat
effectiveness and cost. There is a need for a validated
knowledge model for each of these areas [2]. In such a
knowledge model for operational risk, a vulnerability
analysis as performed here plays an important role.
Since there are a numerous types of threats that can
affect a naval vessel, it is important to analyse the
threats appropriate to the specific ship. However, the
analysis of survivability must also include a
susceptibility analysis and a recoverability analysis. In
sum it is obvious that the key term here is knowledge,
the aim of the different analyses must always be to
provide the decision process with knowledge on how
different designs contribute to solving the tasks.

Invalidated input can lead to selecting a ship
configuration that is unsuitable, especially if the
survivability of ship functions is investigated instead
of ship survivability levels. Defining a relevant threat
is as important as it is a challenge, see Law [24] for a
similar  discussion in respect to helicopter
survivability. There is limited open knowledge on
which of the three hit distributions (i to iii) is the most
correct one. It is reasonable to assume that the actual
hit distribution is affected by the tactical situation, the
weapon type and the susceptibility of the ship. If that
assumption is correct the hit distribution will wary
between cases and between ships.

The importance of investigating the kill probability of
ship survivability levels underlines the importance of
examining the interdependencies of ship functions as
well as identifying critical ship functions from
operational scenarios. Without correct interdependencies
and critical functions the probabilities for different ship
survivability levels will be misleading.

As mentioned above, an alternative way of using the
result is to analyse the robustness of different solutions to
changes in threat and scenario. This would then meet the
demands of a resilient solution where surprises in the
future are assumed and also recognise the substantial
uncertainties in security analysis [25, 26].
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A goal based approach permits in theory alternative
arrangements, but the available and validated choices of
verification methods often reduces that freedom [7].
Subsequently, even if a goal based code or guideline
promotes survivability it may be a challenge to find a
suitable analysis approach that can support decisions
where compromises has to be done between, for
example, maritime safety and survivability. Therefore,
there is an important difference between goal based
approaches and the risk-based approaches promoted by
the International Maritime Organization [27-29] where
risk-based approaches stipulates that risk should govern
decisions on safety and security.
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The calculations show that the survivability of a naval
ship depends on a high number of parameters and are
therefore often surrounded by uncertainties. Therefore it
is important to evaluate and determine what kind of
components and systems, that should be prioritized in
order to enhance the ship’s survivability.

The result shows that it is important to investigate the
total effect of a hit over a set of relevant ship functions
defined by, for example, survivability levels.
Survivability levels can be wused to analyse the
survivability measures that have to be implemented when
designing a ship. But it is also important that central
functions have to be examined specifically to find
functions with low survivability, to prevent important
functions from being sensitive to a single hit.

The calculations for different threat definitions show that
the changes in survivability are substantial when the
threat definition is changed. This fact put extra demands
on the analyst and the technical intelligence input to the
simulations. It is not likely that the hit position
probability can be exactly defined, especially not for
weapons where the shooter’s perceptions have a big
impact, such as for RPG’s. This must be treated as an
uncertainty which also should be represented in the
output and weighted into the decisions made, based on
the survivability analysis.

+ »$-&% - "/01/2/&3)t

This work was funded by the Swedish Defence
University (www.ths.se) and the Royal Swedish Navy
(www.mil.se). The work would not have been possible
without the support from the Swedish Defence Research
Agency (www.foi.se) and the Swedish Defence Materiel
Administration (www.fmv.se).

4% 5/6/5/8&%/)¢
1. HUGHES, W.P., Six cornerstones, in Fleet

tactics and coastal combat. 2000, Naval
Institute Press: Annapolis. p. 17-44.

©2015: The Royal Institution of Naval Architects

10.

11.

12.

13.

14.

15.

16.

17.

LIWANG, H., JW. RINGSBERG, and M.
NORSELL, Probabilistic risk assessment for
integrating survivability and safety measures on
naval ships. International Journal of Maritime
Engineering, 2012. 154: p. A21-A30.

NATO, Naval ship code, ANEP 77, 2010,
NATO Standardization Agency: Brussels.
MANLEY, D, Cost effective survivability
requirements for small warships. in Warship
2013 - Minor Warships. 2013. Bath: The Royal
Institution of Naval Architects.

LLOYD’'S REGISTER, Rules and regulations
for the classification of naval ships, 2014,
Lloyd’s Register: London.

DET NORSKE VERITAS, Rules for
classification, high speed, light craft and naval
surface craft, 2013, Det Norske Veritas: Hovik.
LIWANG, H., et al., Minimising risk from
armed attacks : The effects of the Nato Naval
Ship Code, in Stockholm Contributions in
Military-Technology  2010. 2011, Swedish
National Defence College: Stockholm. p. 65-81.
SCHOFIELD, J., SURVIVE and SURVIVE Lite
- survivability assessment from concept to
operational support, 2009, QinetiQ Ltd: Fife.
BMT GROUP, PREliminary Vulnerability
Evaluation of eNemy Threats, 2007, BMT
Group: Bath.

FOL. AVAL - The product. 2014 [cited 2014
June 26]; Available from:
http://www.foi.se/en/Customer--
Partners/Projects/AVAL/AVAL/The-product/.
BALL, R.E. and C.N. CALVANO, Establishing
the fundamentals of a surface ship survivability
design discipline. Naval Engineers Journal,
1994. 106(1): p. 71-74.

BOULOUGOURIS, E. and A.
PAPANIKOLAOU, Risk-based design of naval
combatants. Ocean Engineering, 2013. 65: p.
49-61.

HARNEY, R.C., Broadening the Trade Space in
Designing for Warship Survivability. Naval
Engineers Journal, 2010. 122(1): p. 49-63.
HUGHES, W.P., 4 Salvo Model of Warships in
Missile Combat used to Evaluate their Staying
Power. Naval Research Logistics, 1995. 42(2):
p. 267-289.

KIM, K.S. and JH. LEE, Simplified
vulnerability assessment procedure for a
warship based on the vulnerable area approach.
Journal of Mechanical Science and Technology,
2012.26(7): p. 2171-2181.

SAID, M.O., Theory and practice of total ship
survivability for ship design. Naval Engineers
Journal, 1995. 107(4): p. 191-203.

REESE, R.M., C.N. CALVANO, and T.M.
HOPKINS, Operationally oriented vulnerability
requirements in the ship design process. Naval
Engineers Journal, 1998. 1: p. 19-34.

A-133



18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

A-134

Trans RINA, Vol 157, Part A2, Intl J Maritime Eng, Apr-Jun 2015

JAMES, P, Use of Class and Standards for
Assurance. in  Warship 2010: Advanced
Technologies  in  Naval  Design  and
Construction.  2010. London: The Royal
Institution of Naval Architect

SIMPSON, B, Implications of the NATO Naval
Ship Code. in Warship 2010: Advanced
Technologies  in  Naval  Design  and
Construction. 2010. London: The Royal
Institution of Naval Architect

LILLIS, J., Analysis of the applicability of
aircraft vulnerability assessment and reduction
techniques to small surface craft, 2002, Naval
Post Graduate School: Monterey.

IMB, Yearly reports, Piracy and armed robbery
against ships for the years 1992-2013, 1993-
2014, ICC International Maritime Bureau:
London.

HARTMANN, M., Semiautomatiskt
fartygsverktyg for AVAL, FOI-R-3738-SE [in
Swedish], 2013, Swedish Defence Research
Agency: Stockholm.

LIWANG, H., JW. RINGSBERG, and M.
NORSELL, Quantitative risk analysis — Ship
security analysis for effective risk control
options. Safety Science, 2013. 58(0): p. 98-112.
LAW, N.G., Integrated helicopter survivability,
in Aeromechanical System Group, Cranfield
Defence and  Security 2011, Cranfield
University: Cranfield.

AVEN, T. and B.S. KROHN, 4 new perspective
on how to understand, assess and manage risk
and the unforeseen. Reliability Engineering &
System Safety, 2014. 121(0): p. 1-10.
LIWANG, H., M. ERICSON, and M. BANG,
An examination of the implementation of risk
based approaches in military operations.
Journal of Military Studies, 2014. 5(2).

IMO, Revised guidelines for formal safety
assessment (FSA) for use in the IMO rule-
making process (MSC-MEPC.2/Circ.12), 2013,
International Maritime Organization: London.
VASSALOS, D., Risk-based ship design, in
Risk-based ship design, A.D. Papanikolaou,
Editor. 2009, Springer-Verlag: Berlin. p. 17-96.
IMO, The International Ship and Port Facilities
Security (ISPS) code (Safety of Life at Sea,
Chapter XI-2), 2002, International Maritime
Organization: London.

©2015: The Royal Institution of Naval Architects



