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Abstract

With their inherent convenience factor, Internet of Things
(IoT) devices have exploded in numbers during the last decade,
but at the cost of security. Machine learning (ML) based in-
trusion detection systems (IDS) are increasingly proving nec-
essary tools for attack detection, but requirements such as
extensive data collection and model training make these sys-
tems computationally heavy for resource-limited IoT hard-
ware. This paper’s main contribution to the cyber security
research field is a demonstration of how a dynamic user-level
scheduler can improve the performance of IDS suited for
lightweight and data-driven ML algorithms towards IoT. The
dynamic user-level scheduler allows for more advanced com-
putations, not intended to be executed on resource-limited
I0T units, by enabling parallel model retraining locally on the
IoT device without halting the IDS. It eliminates the need for
any cloud resources as computations are kept locally at the
edge. The experiments showed that the dynamic user-level
scheduler provides several advantages compared to a pre-
viously developed baseline system. Mainly by substantially
increasing the system’s throughput, which reduces the time
until attacks are detected, as well as dynamically allocating
resources based on attack suspicion.

CCS Concepts: « Security and privacy — Intrusion de-
tection systems; « Computer systems organization —
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1 INTRODUCTION

The Internet of Things signifies a major paradigm shift, that
allows for the collection of information through connected
devices but also poses security concerns [9] [15]. Such was
the case with the Mirai Botnet [5], where a network of re-
motely controlled bots was used to launch Distributed Denial
of Service (DDoS) attacks against the Domain Name System
provider Dyn [2].

Therefore, early identification and reaction is crucial to
stop an adversary from compromising devices and cause
severe damage [4]. To accomplish this, IDS that monitor
and analyse event streams have become invaluable tools.
Anomaly-based IDS specifically have been increasingly used
since it allows for monitoring event streams by deploying
machine learning [8], [6].

However, ML models require extensive data collection as
well as needing to be trained. Both of these are computa-
tionally heavy processes and require simultaneous handling,
posing a great challenge for resource-limited IoT hardware.
Remote offloading is not always a viable option either, due
to restrictions on transferring sensitive data or simply a lack
of network access. Additionally, monitoring multiple nodes
(dealing with different event streams) requires an identical
number of detection (or ML) algorithm instances to be exe-
cuted in parallel.
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The main contribution of this paper is investigating how
a dynamic user-level scheduler can satisfy the following
exigencies:

e Scalable performance improvement in accordance with
the available CPU and memory resources.

o Enabling on-device retraining of an ML model without
compromising other ongoing IDS tasks.

e Agnostic towards a class of ML algorithms, specifi-
cally data-driven and lightweight ones that work for
machine-to-machine communication and monitor sen-
sor data.

e Dynamic resource allocation based on attack suspi-
cion.

Motivating examples for our work can be found in [8] and
[17]. Both [8] and [17] state that the major bottleneck for ML-
based IDS is the hardware limitations of IoT devices, such
as computational power and limited memory. These restric-
tions result in lightweight IDS with only minimal security
measures. Thus, a better support system capable of utilising
the IoT hardware will allow for more advanced IDS and will
be essential for the cybersecurity research field in IoT secu-
rity. This is the main purpose of this work which explores
performance improvements through a dynamic user-level
scheduler.

Architecture designing for ML-based systems has become
abroad research area [10], it is therefore important to empha-
sise that we are only investigating a minor problem within
this domain. Note that we treat the detection algorithm as
a black box, where our only concern is the amount of re-
sources required for execution, resulting in a more algorithm-
agnostic solution with broader support.

2 BACKGROUND
2.1 Parallelising Sequential Programs

Parallelisation of computer programs deals with utilising the
hardware architecture to its maximum capacity. Simply put
it is the concept of making sure processor cores can compute
independent tasks in parallel, minimising both idleness and
communication among cores [14].

To determine the independent tasks, the program is parti-
tioned through a process of decomposing computations into
smaller ones while data dependencies are identified. Data
parallelism may be applied on an operation executed multi-
ple times on data-structure elements (e.g., array elements),
where each element is independent. This holds relevancy as
we assume zero data dependencies between each instance of
the detection algorithm [14].

2.2 Task Scheduling

Scheduling [14] is the assignment of tasks to processes or
threads. A scheduling algorithm can either be static or dy-
namic. Static scheduling maps the order of task execution be-
fore program execution, whereas dynamic scheduling maps
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during run-time. Operating systems arrive with a generally
purposed scheduler, but constructing one optimally tailored
for intrusion detection tasks is a powerful approach for this
work. There are three critical factors to consider when sched-
uling tasks; load balancing, information/data exchange be-
tween cores, and memory accesses.

The workload is evenly split between CPU cores in an ef-
fectively parallelised program. The tasks assigned to a CPU
core should involve minimal communication between other
cores since information exchange results in increased execu-
tion time.

Additionally, optimising the tasks for cache locality means
that needed data is located close to the CPU cache, resulting
in less memory access overhead and reduced execution time.

3 RELATED WORK

Offloading computation to the cloud has become an attrac-
tive solution to improve IoT performance. Several proposals
by researchers which focus heavily on efficient resource man-
agement through task scheduling have been made for cloud
computing. In [12], user requests (from the edge layer) are
handled by a “broker” at the fog layer. The broker performs
task scheduling by managing the computational resources
of cloud servers and nodes at the fog level (here, each node
is connected to devices at the edge layer). It calculates a
task graph, a processor graph and a priority for each task
before determining which cloud resource should execute the
request.

HUNTER [16], and its improved version HunterPlus [7],
focus on performing task scheduling by making use of Al
at the fog layer as well, for efficient utilisation of cloud re-
sources. They aim to handle user requests from the edge
layer using Al-based task scheduling to effectively manage
the energy usage of cloud computing and reduce operating
costs for cloud providers.

The main limitation with these proposals, from a security
perspective, is that remotely offloading tasks to the cloud
may not be a viable option due to restrictions on transferring
sensitive data or simply a lack of network access. Moreover,
keeping the computation locally greatly increases security
as this would decrease the communication and data transfer
across layers for analysis. Consequently, the attack options
for adversaries would be reduced.

PASAD [3] is a lightweight data-driven and anomaly-
based IDS based on ML that monitors time series of sensor
measurements in real-time. It is capable of executing reason-
ably fast since anomaly detection is made through a single
matrix multiplication. Midbro [1] deploys PASAD in a real-
world environment at an operational paper factory for 75
days to secure industrial control systems. In this work, we
use PASAD as the detection algorithm while viewing it as a
black box to demonstrate the capabilities of our scheduling
solution with a ML algorithm on IoT hardware.
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Figure 1. Overview of the baseline architecture where
M, .., My, is the detection models and Q,, are the numbers of
buffers. Note that each instance of the detection algorithm
has its own unique buffer.

4 ARCHITECTURE DESIGN
4.1 The Baseline system

Existing IDS contain numerous extra features that are not rel-
evant to this work. Therefore, constructing our own baseline
architecture, only containing the essential features, allows
for a better focus on the promised contributions. The base-
line system partly acts as an experiment platform intended
for analysing the impact of later changes comparatively. An
overview of the system is provided in Figure 1.

4.1.1 The Producer. The producer thread is responsible
for opening a socket to capture communication traffic, ex-
tracting particular data points from packet headers (payload
is discarded), and then inserting these into one of the buffers.
In case a buffer gets full, the oldest packets are overwritten,
following the Midbro component [1] approach.

4.1.2 The Consumer. Parallel to the producer thread, the
consumer thread pops elements from the buffers and feeds
them to their respective model to execute anomaly detection.
This occurs in an iterative manner where only a single data
point is “consumed” each time.
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Figure 2. A high-level overview of the scheduler’s archi-
tecture. The number of consumer threads should be less or
equal to the number of detection models.

4.2 Developing a Dynamic User-level Scheduler

The dynamic user-level scheduler is built as an evolution
from the baseline system, adding features to increase perfor-
mance from a security perspective without compromising
on it being agnostic to the hardware and (to some extent)
the utilised detection algorithm.

Figure 2 displays an overview of the scheduler. The pro-
ducer thread, represented by Thread 0 in the figure, has iden-
tical responsibilities here as it did in the baseline. Parallel
anomaly detection is achieved by multi-threading the con-
sumer side and placing the detection models in a task pool.
A detection model can only be accessed by one consumer
thread at a time to prevent race conditions.

Notably, the scheduler is designed to be adaptive against
the available hardware resources (such as CPU cores and
memory) by striving to equally distribute the workload among
all consumer threads, ensuring scalability.

4.2.1 Dynamic Resource Prioritisation. Prioritising cer-
tain detection models over others increases the overall effec-
tiveness of our IDS architecture from a security perspective.
This results in consumer threads executing models of higher
priority more frequently than others.

Prioritisation is based on three conditions: (1) Buffer size
exceeds 80% of its maximum capacity, hence approaching
an overflow situation, (2) Anomaly scores from a detection
model surpass a predetermined “soft” threshold value, in-
dicating that an attack might occur, (3) A model’s anomaly
scores surpass a ‘hard” threshold value, alarming that the
node is under attack.

4.2.2 Minimising Starvation and Overhead. When a
consumer thread is ready to perform anomaly detection, it
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first calls on the “Weighted Model Prioritisation Algorithm”
(WMPA) (see Figure 2), which returns the index for which
detection model to be executed next.

An “availability”-flag has been implemented for each de-
tection model indicating the models available for execution.
The models’ priority level and their index, from Figure 2, are
stored as pairs in a separate array. This array is fed to the
WMPA, which calculates the cumulative sum of the detection
models’ priorities and stores them in another array named
“sum”. WMPA then calls for a random number r, between
zero and the sum of all priorities. Lastly, it returns the model
at index r from sum for execution.

WMPA'’s most significant trait is that it favours higher-
priority models. This may cause low-priority models to be
neglected, however, we stand by this decision since it indi-
cates that the model neither produces suspicious anomaly
scores nor receives much data.

4.2.3 Model Retraining. Data-driven ML models must be
retrained once the initial training set is no longer up-to-date
with the incoming data. Otherwise, normal behaviour may be
classified as malicious or the opposite. However, retraining
is computationally intensive, even when using a lightweight
algorithm. Additionally, the solution may not obstruct the
IDS from performing intrusion detection.

The retraining phase begins with collecting up-to-date
data. Whenever a consumer thread fetches data from the
buffer belonging to the model to be retrained, it will also
insert a copy of that data into a separate buffer belonging to
what is denoted as the Training Model in Figure 2.

The training model is stored in a separate data structure
to minimise interference between training and other IDS
responsibilities. Once enough data has been collected, a new
thread spawns to perform the actual training tasks (“Thread
T” in Figure 2). Once training is concluded, the outdated
detection model may finally be replaced.

5 EXPERIMENTAL METHODOLOGY
5.1 Architectural adaptations

To avoid network inconsistencies becoming a source of error,
the producer thread will read incoming communication traf-
fic directly from an IP-traffic file during performance tests.
The IP file consists of roughly 190,000 Ethernet packets. As
was described in Section 1, our system is agnostic to the type
of sensor data, and its specific content is not of particular
interest to this work.

Additionally, when retraining is enabled, the retraining
task will run continuously in parallel with anomaly detection
during the whole test run. One of the four available CPU
cores will be dedicated to performing retraining.

The following architectural adaptations were made for
the tests: (1) the producer thread dispatches a burst of data
points each second uniformly to all buffers, (2) the buffer
sizes are fixed at 10,000 elements since our only concern is
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that the size is not increasing indefinitely, (3) to avoid time
slicing, the scheduler will be run using four threads, equal
to the number of cores.

5.2 Chosen Detection Algorithm

Our scheduler is designed for compatibility with the class
of ML algorithms specified in Section 1. For this work, we
have chosen to utilise “PASAD” [3] during testing but any
other lightweight data-driven anomaly detection algorithm
based on ML could also have been used. As mentioned in
Section 1 and 3 we intend to view the detection algorithm
as a black box. We wish to emphasise again that analysing
the detection capabilities of the ML algorithm (e.g. precision,
recall etc.) is not this work’s aim, but rather to observe the
performance impact of the dynamic user-level scheduler on
the IDS and if it can enable the IoT unit to execute ML-based
tasks (inference and model retraining).

5.3 Hardware Devices

We tested our solutions on two separate hardware devices,
the “Raspberry Pi 4 Model B” and the “NVIDIA Jetson Nano”.
Both are equipped with a quad-core CPU and 4GB of LPDDR4
RAM while still possessing exciting differences. The Rasp-
berry is equipped with single-channel RAM with a band-
width of approximately 4.4 GB/s, while the NVIDIA unit
has dual-channel RAM with a bandwidth of 25.6 GB/s. For a
more extensive specification description, see [13], [11].

We decided to work with high-end IoT devices equipped
with a proper operating system and kernel. In other words,
our IoT units are more similar to a network router than to,
e.g., a temperature sensor. It is more likely that the router
manages the IDS since it has access to the network traffic.

6 EXPERIMENTAL EVALUATION

Below, we will go over the results of three experiments;
“Maximum throughput measurement”, “Evaluation of model

prioritization” and “Scale-up”.

6.1 Maximum Throughput Measurements

This measurement refers to the maximum number of anom-
aly scores calculated per second for a specific number of
PASAD instances. More precisely, we increase the rate of
incoming communication traffic until the consumer(s) starts
to miss data points intended for anomaly detection.
Simultaneously for each test run, we increase the number
of PASAD instances until the memory is filled. Observe that
in the graphs, "anomaly scores“ have been denoted as the
more general term “departure scores®. Furthermore, the pro-
ducer will loop through the IP traffic file 50 times during each
test. To eliminate errors caused by background processes,
we repeat the test several times while slowly iterating the
input rate until we find the system’s maximum throughput.
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Figure 3. Comparison between the baseline system and
scheduler on the Raspberry Pi 4. As this unit proved unable
to perform retraining, that line remains at zero for all cases.
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Figure 4. Comparison between the baseline system and
scheduler, running on the NVIDIA Jetson Nano.

6.1.1 Raspberry Pi4. Figure 3 shows the maximum through
put for a set of PASAD instances on the scheduler and base-
line system before the consumer(s) start to miss data.

As observed, when going beyond nine PASAD models, the
scheduler hits what appears to be a "performance wall", and
eventually behaves identically as the baseline. Also, note that
performing retraining in parallel with anomaly detection
failed on the Raspberry, as indicated by the green line in
Figure 3.

6.1.2 NVIDIA Jetson Nano. Contrary to the Raspberry,
the NVIDIA unit was capable of executing model retraining
in parallel with anomaly detection (see Figure 4). Here, the
scheduler outperforms the baseline in almost all instances,
even with retraining enabled.

6.2 Evaluation of Model Prioritisation

As explained in Section 4.2.1, the scheduler can dynamically
allocate resources to nodes needing them. We devised an
experiment to quantify this feature’s effect.

The conducted methodology is to intentionally cause just
one detection model to breach both the soft and hard thresh-
olds by setting these limits to be larger than the scores pro-
duced from a model fed with data from our IP-traffic file. A
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Table 1. Time measurements averaged over three runs.

’ System type \ Time until alarm \ Delay ‘
Scheduler 98.167 s -
Scheduler (w/o prioritisation) | 104.963 s ~ 6.8 s
Baseline (w/o prioritisation) | 187.252 s ~ 89.1s

Table 2. Time measurements averaged over three runs.

’ System type \ Time until alarm \ Delay ‘
Scheduler 180.643 s -
Scheduler (w/o prioritisation) | 180.742 s ~0.99s
Baseline (w/o prioritisation) | 187.252's X 6.61s

Maximum Queue Sizes
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Figure 5. The columns display the largest buffer size for
each detection model throughout the complete run-time.

different data stream causing prioritisation is then dispatched
to one unique model.

This model immediately breaches the soft threshold upon
run-time initialisation and later the hard threshold after loop-
ing the traffic file 30 times. The time until alarm detection is
measured.

In Table 1, the alarm detection time is listed for each sys-
tem. Each processed data at its maximum capacity for 75
models, which for both versions of the scheduler is around
84,000 anomaly scores per second. However, the baseline
system only manages 39,000 scores per second, affecting the
detection speed significantly.

In Table 2, all systems equally produced 39,000 anomaly
scores per second instead to eliminate throughput as an error
source for the baseline. We see that running the scheduler at
a much lower throughput than what it can handle causes the
benefits from model prioritisation to almost be eliminated.

Figure 5 displays the maximum buffer sizes during run-
time for each model after having conducted the experiment
from Table 1 on the scheduler with active prioritisation. The
metric for the unique model which intentionally breached
both the soft and hard thresholds has been highlighted using
a red circle.

The higher prioritisation significantly affected the buffer
sizes since consumer threads execute the highly prioritised
model more frequently than the others.
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6.3 Scale-up Measurements

Scale-up observes the difference in problem size while exe-
cution time remains identical. In our case, scale-up indicates
how many more data points the scheduler can perform anom-
aly detection on compared to the baseline during the same
time. Here, 75 PASAD models were declared, and the systems
performed anomaly detection by iterating through the IP
traffic file for 290 seconds. The test was only performed on
NVIDIA Jetson Nano, as the scheduler behaved identically
to the baseline on the Raspberry Pi 4.

Results showed that the baseline could analyse ~10,000,000
data points while the scheduler analysed ~16,400,000 and
~12,400,000 with retraining disabled and enabled, respec-
tively. Meaning a scale-up factor of ~1.64 and ~1.24 was
achieved.

7 DISCUSSION
7.1 Raspberry Pi’s Performance Issues

In Figure 3 we see that when going beyond a certain amount
of detection models, the scheduler displays zero performance
improvement over the baseline. This “performance wall” is
most likely a memory-bound issue between the CPU and
Random Access Memory (RAM). The graph’s behaviour sug-
gests that from ten models onward, we exceed what fits
inside the L2 cache and begin accessing the RAM. After
roughly 20 models, the RAM is accessed constantly, making
memory bandwidth the limiting factor. Additionally, the sin-
gle memory channel between the L2 cache and RAM causes
significant idleness since only one consumer thread may use
it at the time.

These issues are not caused by the scheduler itself but
rather by the increasing amount of data our detection algo-
rithm (PASAD) instances require. We also believe that the
single memory channel is why the Raspberry Pi could not
simultaneously perform model retraining and inference. The
training phase requires a lot of data, rendering the mem-
ory channel fully occupied while buffers are overfilled from
continuing insertions by the producer thread.

7.2 The Dynamic User-level Scheduler

The Jetson Nano proved superior to the Raspberry Pi in
running the dynamic user-level scheduler despite having
slightly less capable CPU cores, a feat most likely due to
their differing memory structures.

Firstly, since the Jetson Nano has an L2 cache size of 2MB
(double the Raspberry Pi’s capacity), it can fit a higher num-
ber of PASAD instances inside its cache memory. This is why
its throughput decline takes place later, and the higher mem-
ory bandwidth also aids performance since the constantly
required data can be accessed faster.

Most importantly, however, the Jetson Nano is equipped
with dual-channel memory that can provide RAM access for
two threads. As Figure 4 shows, this leads to performance
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never dropping to the same throughput as the baseline sys-
tem, contrary to the Raspberry Pi. It also enables simultane-
ous retraining and inference, as one memory channel may
be occupied for each of these data-heavy tasks.

Regarding scale-up from Section 6.3, both scheduler ver-
sions could process 64% and 24% more anomaly detection,
respectively, during the same execution time compared to
the baseline. Some of the error sources causing our imperfect
results are:

e Overhead from added features, primarily the WMPA,
which accounts for all models’ availability and priority
before each inference calculation.

e Actual implementation of PASAD, which we have no
insight into due to efforts of keeping the solution as
algorithm agnostic as possible.

7.3 Attack Detection

In Table 1, model prioritisation enabled the alarm to be de-
tected almost seven seconds faster, even though all other
parameters remained identical. Figure 5 visualises the rea-
son: the consumer threads have performed more work on
the single model set to breach our thresholds.

Table 2 shows that the scheduler can detect the alarm over
six seconds faster than the baseline, but interestingly the
benefit of model prioritisation disappeared. This is because
the scheduler ran at a much lower input rate than it can
handle, so the data got processed immediately anyway.

8 CONCLUSION

We have developed our own dynamic user-level scheduler
to improve ML-based IDS for IoT which uses PASAD as its
detection algorithm. The developed scheduler is agnostic to
the hardware and to data-driven and lightweight ML models.
The scheduler improves IDS for IoT by enabling on-device
retraining parallel to intrusion detection. Our scheduler run-
ning on an NVIDIA Jetson Nano achieves an ~1.24 times
performance increase compared to a baseline system while
simultaneously retraining ML models and ~1.64 times perfor-
mance without retraining. As such, we show that schedulers
accounting for the needs of IDS on IoT can speed up the anal-
ysis and keep all computations locally, thereby eliminating
the need of cloud offloading.
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