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“The only truly secure system is one that is powered off, cast in a
block of concrete, and sealed in a lead-lined room with armed

guards.”
- Gene Spafford
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Abstract

The increasing demand for connectivity in safety-critical domains has made
security assurance a crucial consideration. In safety-critical industry, software,
and connectivity have become integral to meeting market expectations. Regula-
tory bodies now require security assurance cases (SAC) to verify compliance, as
demonstrated in ISO/SAE-21434 for automotive. However, existing approaches
for creating SACs do not adequately address industry-specific constraints and
requirements. In this thesis, we present CASCADE, an approach for creating
SACs that aligns with ISO/SAE-21434 and integrates quality assurance mea-
sures. CASCADE is developed based on insights from industry needs and a
systematic literature review. We explore various factors driving SAC adoption,
both internal and external to companies in safety-critical domains, and identify
gaps in the existing literature. Our approach addresses these gaps and focuses
on asset-driven methodology and quality assurance. We provide an illustrative
example and evaluate CASCADE’s suitability and scalability in an automotive
OEM. We evaluate the generalizability of CASCADE in the medical domain,
highlighting its benefits and necessary adaptations. Furthermore, we support
the creation and management of SACs by developing a machine-learning model
to classify security-related requirements and investigating the management of
security evidence. We identify deficiencies in evidence management practices
and propose potential areas for automation. Finally, our work contributes to
the advancement of security assurance practices and provides practical support
for practitioners in creating and managing SACs.

Keywords:

Security, Assurance case, Safety-critical, Automotive systems, Arguments,
Evidence, Security claims
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Chapter 1

Introduction

With the growing demand for connectivity in the products and services provided
by companies in safety-critical domains, security has become an increasingly
important consideration. In the automotive industry, for example, software
now plays a major role in vehicles, and connectivity is vital to satisfy market
expectations for features and services such as mobile phone integration and
navigation systems.

This brings the matter of security assurance to the forefront, prompting
the question of how to ensure and demonstrate the security of a product. This
concern is particularly significant in complex systems, comprising multiple sub-
systems and dependencies among them and involving numerous stakeholders,
such as various suppliers for different components.

Regulatory and standardization bodies started demanding a systematic
approach to ensure the security of products and processes in safety-critical
domains. Therefore, Security Assurance Cases (SAC) have been mandated
in various documents as a means of verifying security compliance, such as
ISO/SAE-21434 [1] for the automotive domain. Consequently, companies
in safety-critical domains have begun exploring methods for creating and
sustaining these cases, as well as integrating them into their existing operational
practices.

SACs are designed to argue and prove that a certain artifact, e.g., product,
user functionality, or component, is acceptably secure. The term acceptably
secure can be interpreted in different ways. Hence, a SAC needs to be comple-
mented with contextual information for defining what level of security shall be
achieved in order to determine if the artifact in question is acceptably secure.
In safety-critical domains, the market demand for the level of security is usually
driven by regulatory requirements and best practice reports. However, different
companies might have their own internal definition of acceptably secure based
on their security policies and would then incorporate that in their SACs.

Assurance cases have been applied for many years in safety-critical domains,
such as avionics and automotive. Many companies have dealt with cases
designed for safety, known as safety cases, which are mandatory for ensuring
functional safety in road vehicles according to ISO-26262 [2]. This presents
an opportunity for knowledge transfer from the safety domain to the security
domain. Nevertheless, this transfer of knowledge must be approached with
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care, taking into account the distinctions between the two domains.

In this work, we provide support for practitioners to create SAC. We provide
CASCADE, an approach for creating SAC which takes into consideration the
gaps between the state-of-the-art and the industrial needs and is compliant
with the requirements of ISO/SAE-21434. We also provide support for the
creation and management of the main components of a SAC, which are the
arguments and evidence.

CASCADE is based on insights from two studies: one done in collaboration
with two large Original Equipment Manufacturers (OEM) about the needs
and drivers of work in SAC in the automotive industry and one systematic
literature review in which we identified gaps between the industrial needs and
the state of the art.

As an initial step, we conducted an exploration of various factors that
drive the adoption of security cases in the automotive domain. We classify the
drivers into two main categories. Internal drivers that focus on understanding
the requirements and needs originating from automotive companies. Thirteen
different usage scenarios were identified where SAC can be applied. These
scenarios spanned the entire lifecycle of automotive products and involved
diverse roles within automotive companies. Furthermore, these scenarios
imposed specific requirements for SAC, e.g., quality assurance, in order to
make them useful for industrial applications. Ezternal drivers, which focus on
the requirements from external entities, e.g., regulators and standardization
bodies. These play a crucial role in identifying the constraints of how SACs
should look like. These drivers were identified by analyzing how SACs were
referenced in various documents, including regulations, standards, and best
practices, within the major automotive markets such as the EU, US, and China.
We identified thirteen documents that explicitly or implicitly required SAC or
suggested their usage to fulfill specific document requirements. Moreover, we
conducted a systematic literature review to understand if these needs are covered
in the literature and identify potential gaps. We systematically examined
different characteristics such as usage scenarios, approaches for creating SAC,
and available tool support. Upon analyzing our findings, several noteworthy
observations emerged. Firstly, we identified a wide range of approaches for
creating SAC in the literature, but none of them adequately addressed the
specific constraints and requirements of the industry. Additionally, there was
a notable absence of quality assurance measures for SAC in the reviewed
literature. Although the literature provides multiple potential usages of SACs,
we observed that they do not consider all the internal needs and suggested
applications identified within automotive companies.

Considering these factors, we developed our own approach to creating SACs,
drawing insights from both the industry needs and the existing literature. The
approach focused on two key aspects:

e Alignment with ISO/SAE-21434: We ensured that our approach aligned
with the requirements and work products outlined in the ISO/SAE-21434
standard. This alignment aimed to establish a coherent relationship
between the standard and the resulting SAC.

e Integration of Quality Assurance: An important aspect of our approach



was the integration of quality assurance within the SAC themselves. We
recognized the significance of ensuring the quality and reliability of the
cases as an intrinsic part of the creation process.

Our developed approach, called CASCADE, follows an asset-driven method-
ology for creating security assurance cases, while also incorporating built-in
quality assurance measures. To demonstrate the application of CASCADE
we provided an illustrative example use case derived from ISO/SAE-21434.
Furthermore, we conducted an evaluation of CASCADE in collaboration with
security experts from a prominent automotive OEM. The evaluation results
demonstrated the suitability of CASCADE for integration into industrial prod-
uct development processes. The elements and principles of CASCADE aligned
effectively with the working methodologies and practices within the company.
Moreover, CASCADE exhibited the potential to scale and cater to the diverse
requirements and needs of the organization, given its large-scale operations
and the complexity of its products.

To assess the generalizability of CASCADE beyond the original domain in
which it was created, i.e., automotive, we conducted an evaluation of CASCADE
in the context of a large medical device manufacturer with an established agile
development workflow. We investigated the regulatory context as well as the
adaptations needed in the development process. Through this evaluation,
we identified areas where adopting CASCADE could bring benefits to the
medical domain and also areas that may require modifications for effective
implementation. Throughout our investigation, we identified a total of 17
use cases in which a SAC serves to address both internal and external needs.
We established a connection to safety assurance by incorporating relevant
information from the risk assessment matrix into the SAC. To facilitate the
integration into the development process, we proposed the introduction of a new
role and guidelines for design reviews and production releases. Additionally, we
recommended the inclusion of supplementary criteria for the definition of done.

Moreover. we investigated ways to support the creation and management
of SACs. We supported the creation of the argumentation part of the SAC (in
which claims about the security of the system are made) by creating a machine-
learning model to classify security-related requirements. This would enable
practitioners to quickly identify requirements in deployed systems that would be
the base of the argumentation. For new projects, the model assists in identifying
those requirements that need to be considered for a SAC. Additionally, it
helps the practitioners to identify security-related requirements in regulatory
documents for compliance reasons. The evaluation of the model indicates the
feasibility of identifying security requirements when trained on heterogeneous
data sets including specifications from multiple domains and in different styles.
It also shows the ability of such a classifier to identify security requirements in
real-life regulations.

To address the management of the evidence, which is the other main part
of a SAC, we conducted an investigation into how safety-critical organizations
handle security evidence. Our study examined the current practices of security
evidence management, the integration of security evidence into an organiza-
tion’s development process, existing procedures for managing security evidence,
challenges in this context, and the potential application of automation to
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support practitioners in evidence management.

Based on our findings, it is evident that there is a deficiency in the maturity
level of managing the increasing demands associated with security evidence
management. Our research revealed that companies primarily tackle the
development of security evidence at the team level, lacking an overarching
organizational framework. Interestingly, we discovered that the challenges
related to security evidence management are primarily organizational in nature
rather than technical. Additionally, we identified specific areas where the imple-
mentation of automation could enhance the efficiency of evidence management
processes.

1.1 Research Focus

This research is motivated by the growing recognition of the importance of
SAC in various safety-critical domains, e.g., automotive. The primary goal
of this research is “to support practitioners in safety-critical domains to prove
that their systems and products are acceptably secure with the help of security
assurance cases’.

To achieve this overall goal, we addressed the following goals in this licentiate
thesis:

e Goal 1: Identify the gaps between the current state of the art of SAC
as presented in the literature and the specific needs of safety-critical
domains.

e Goal 2: Develop and assess an approach for creating SAC that considers
the identified gaps.

e Goal 3: Assist practitioners in implementing SACs by supporting the
generation and management of its main components.

By addressing the first goal, we gain an understanding of the market demand
of the safety-critical sector for security assurance and whether the literature
offers sufficient solutions to meet these demands. The second goal helps address
the potential gaps between the literature and the industrial needs and provides
an approach for practitioners to reason about and increase confidence in the
security of their systems. Hence, it would help them prove that their systems
and products are secure enough to meet the market demand. The third
goal addresses supporting the practitioners in creating these cases and also
managing the different artifacts that emerge from the assurance process. This
helps maintain the assurance cases and sustain the security confidence they
provide.

To reach the goals of this thesis, we formulate the following research ques-
tions:

RQ1: What are the drivers for working with security assurance cases in safety-
critical domains?

This question addresses the emergence of several standards and regulations
that are forcing industries to develop a methodology for SAC in order
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to stay compliant and avoid litigation risks. We call these the external
drivers that will impose constraints on what SAC should look like. The
need to develop a strategy for SAC is also perceived by the automotive
companies as an opportunity to improve their cybersecurity development
process. As such, the question also takes up the internal drivers related
to this aspect.

RQ2: What are the gaps in the state of the art when it comes to the industrial

applicability of SAC?

This question aims at identifying gaps in the state of the art with respect to
the needs of companies in the automotive domain from two perspectives:

e Approaches for the creation of SAC

e Support to assist the practitioners in creating SAC

RQ3: How can an approach for the construction of security assurance cases

fulfill the needs of the automotive domain?

The purpose of this question is to investigate how an approach for SAC
creation can be built in order to fulfill both the external and internal
needs of automotive companies, as well as close the gaps between research
and the industrial needs for SAC adoption.

RQ4: To what extent can an approach for creating SAC in automotive be

applied in other safety-critical domains?

This question aims at studying the generalizability of a SAC creation
approach built for a specific safety-critical domain into other similar
domains. In particular, this studies the potential of using SAC in the
medical domain and we study how CASCADE, which is an approach
for creating SAC built in the automotive domain, can be applied in the
medical domain.

RQ5: To what extent can the creation of security arguments be supported by

a machine learning model for predicting security requirements?

In this question, the possibility of using a machine learning classifier
that classifies whether a certain requirement is security related or not to
support the creation of security arguments is studied. We also study the
possibility of using the classifier for real-life regulatory documents.

RQ6: How can security evidence be managed to support the creation of SACs?

As security evidence is a crucial part of an assurance case, this question
aims at studying how security artifacts should be managed in safety-

critical organizations in order for them to be used as security evidence in
SAC.

By answering RQ1 and RQ2 we address Goal 1, while answering RQ3, RQ4

addresses Goal 2, and Goal 3 is addressed by answering RQ5 and RQG6.
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1.2 Background

In this section, we provide background about security assurance cases and
approaches to create them. We also discuss some related work.

1.2.1 Security Assurance Cases
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Figure 1.1: An example of a security assurance case

According to the GSN standard [3|, an assurance case is: “A reasoned and
compelling argument, supported by a body of evidence, that a system, service
or organization will operate as intended for a defined application in a defined
environment.”

Assurance cases can be represented visually or textually. Security assurance
cases consist of two main components. These are the argumentation and the
evidence.

Argumentation is a process used to reason about things in a systematic way
to support a certain case. There are different types and models of arguments,
e.g., the Toulmin theory [4], which has a structure that is similar to SACs but
has limitations when it comes to complex cases [5]. Each claim in an assurance
case needs to be verified and supported by evidence, which distinguishes it
from the argumentation types proposed in the literature [6].

The evidence part of an assurance case includes artifacts that support the
claims made in the argumentation.

Figure 1.1 displays an illustration of an assurance case documented with the
GSN notation. This particular example is a section of a broader case developed
for a supermarket management system. The SAC in Figure 1.1 consists of
several nodes: claim (also called goal), context, strategy, assumption (also
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called justification), and evidence (also called solution). The high-level claim is
usually located at the top of the case and is called the top claim. It is broken
down into sub-claims based on specific strategies. The claims describe the
objectives that need to be ensured in the case, such as the preservation of a
particular property. An example of a strategy is breaking a claim down based
on the information assets of the system in question as shown in Strategy 1 in
Figure 1.1. Claims are broken down iteratively until they reach a point where
evidence can be assigned to justify them. Examples of evidence include test
results, monitoring reports, and code review reports. The assumptions made
while applying the strategies are explicitly stated using the assumption nodes.
For instance, this may involve assuming that the system in question is not
physically accessible to threat agents. Finally, the scope of a claim is set using
the context nodes. An example of a context is the definition of an acceptably
secure system.

Assurance cases have a well-established usage in various domains for safety-
critical systems [7]. Examples of these domains include the automotive industry,
where safety cases have been utilized to demonstrate compliance with the
functional safety standard ISO 26262 [2, 8, 9], and the medical field, where
safety cases have been employed to ensure the safety of medical devices [10].
However, there is a growing interest in utilizing these cases for security purposes
as well. The automotive industry, for instance, has a new requirement in the
standard for road vehicles ISO 21434 [1], which necessitates the establishment
of cyber-security arguments.

1.2.2 Approaches for SAC creation

This section provides an overview of various approaches for creating SAC that
are relevant to this thesis work. In particular, we review these approaches in
relevance to our approach CASCADE which is the main contribution of this
thesis. CASCADE is an asset-driven approach that facilitates the creation
of SAC while incorporating quality assurance measures. The approach is in-
fluenced by the ISO/SAE-21434 cybersecurity standard for the automotive
industry. Consequently, we review papers that employ asset-based argumenta-
tion strategies, leverage security standards, or are conducted in the automotive
domain.

1.2.2.1 Asset-based approaches

There has been interest in asset-based approaches to develop the argument
part of SAC in research. Assets are defined as valuable artifacts for a specific
organization, project, or system. Several studies have explored the use of asset
decomposition as a strategy to break down claims in SAC.

For instance, Biao et al. [11] propose dividing the argument into multiple
layers, each with a different pattern. Assets are treated as one of these layers,
and the pattern used to create it includes claims that the assets are "under
protection" and strategies to break down critical assets. However, Biao et al.’s
approach only focuses on creating arguments and does not address the evidence
part or the quality of the cases, unlike our work with CASCADE.
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Luburic et al. [12] have proposed an asset-based approach for security
assurance that utilizes three types of information: (i) asset inventories; (i)
Data Flow Diagrams (DFD) for assets and the components handling them;
and (%ii) the security policy governing the components. Their approach centers
around assets, which are linked to security goals, and the argument focuses on
protecting the assets throughout their life-cycle by securing the components
that store, process, and transmit them. The provided SAC is of a high-level
and features two strategies: "reasonable protection for all sensitive assets"
and an argument for the data-flow of each relevant component. The authors
demonstrate their approach using an example conference management system,
noting that their limitations include asset and data flow granularity. In contrast,
our work also utilizes assets as a basis for the approach, but we extend the
argument to concrete security requirements. We draw our strategies from an
industrial standard and validate our approach in collaboration with an OEM.
Additionally, we expand our approach to include quality aspects of the case.

1.2.2.2 Standard-based approaches

Several studies have used standards as a basis for creating SAC arguments.
However, no previous work has specifically addressed the upcoming ISO/SAE-
21434 standard for cybersecurity in the automotive industry. For instance,
Finnegan et al. [13, 14] proposed a security case framework for medical device
security assurance that integrates various standards and best practices to
develop a comprehensive security argument pattern.

Ankrum et al. [15] investigated how requirements from safety-critical
domain standards can be mapped to assurance cases using GSN and ASCAD
notations, including the Common Criteria for Information Technology Security
Evaluation, ISO/IEC 15408:1999 [16]. However, they faced challenges and drew
lessons learned from the mapping process.

In contrast, our work focuses on using the ISO/SAE-21434 standard to
structure our approach for creating SAC, while also addressing the specific needs
of the automotive industry. We aim to provide concrete security requirements
and strategies based on the standard, and consider the quality of the cases as
well.

1.2.2.3 SAC in safety-critical industries

TThere have been few studies evaluating the use of SAC in safety-critical
domains.

In automotive in a study by Cheah et al. [17], the authors discuss the
challenges of introducing a security engineering process in the automotive
domain and propose a classification approach to security test results using
severity ratings. The study includes two case studies, one involving a Bluetooth
connection to the infotainment system of a vehicle and the other involving an
aftermarket diagnostics tool. The results of both studies provide severity-rated
evidence that could be used to prioritize countermeasure development and add
evidence to security assurance cases. Although no security assurance case is
created in this study, the authors suggest that the severity-rated evidence could
be used as evidence in a security assurance case.
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Table 1.1: The research methodologies used to answer the research questions
of this thesis

Research question Methodology Paper
RQ1: What are the drivers for working with Case Study ADJF
security assurance cases in safety-critical domains?

RQ2: What are the gaps in the state of the art SLR AB
when it comes to the industrial applicability of

SAC?

RQ3: How can an approach for the construction DSR AB,C

of security assurance cases fulfill the needs of the
automotive domain?

RQ4: To what extent can an approach for Case Study C,D
creating SAC in automotive be applied in other
safety-critical domains?

RQ5: To what extent can the creation of security Experiment E
arguments be supported by a machine learning
model for predicting security requirements?

RQG6: How can security evidence be managed to  Case Study F
support the creation of SACs?

In the medical domain Arnab Ray and Rance [18] suggest using security
assurance cases (SACs) to enhance the security and safety of medical devices.
They propose integrating SACs into the design, implementation, verification,
and documentation of medical devices to promote desirable security practices.
This approach contrasts with the current trend of creating assurance cases after
development to meet regulatory requirements.

1.3 Methodology

This section summarizes the research methodologies applied to answer the
research questions of this thesis.

Table 1.1 shows the research methodologies used to answer each of the
research questions along with the relevant appended papers. RQ 1, RQ 4, and
RQ 6 were answered through case studies with various qualitative research
methods. RQ 3 was addressed using the design science research method, RQ 2
through a systematic literature review, and RQ 5 through experimentation.

1.3.1 Case studies with qualitative research methods

We used various qualitative research methods in Paper A and Paper D to answer
RQ 1 and RQ 4, as shown in Figures 1.2 and 1.3 respectively. These include
a workshop, a survey, focus groups, and one-to-one interviews. Additionally,
Focus groups were used in Paper F to collect data from six different case
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Figure 1.3: The methods used for the case study in chronological order — Paper
D

companies. The reason we chose these methods is that we wanted to get
an in-depth analysis of SAC usage and evidence management in a real-world
context. Additionally, we wanted to make use of the flexibility that qualitative
research methods provide in terms of exploration and data collection, as the
topic we are studying is complex and relatively new to the targeted subjects.

1.3.1.1 Workshop

In paper A, at a workshop with a large automotive OEM, we invited stakeholders
from various backgrounds and divided them into three groups to brainstorm
real-life usage scenarios for security assurance cases. Fach group consisted
of 4 participants with diverse roles and competencies, and we asked them to
describe their ideas as user stories, such as “As a «role» I would use security
assurance cases for «usage»” [19]. From the participants’ input, we compiled a
set of distinct scenarios for the next step. To analyze the results, we sent it out
to 10 security experts from an automotive OEM, and asked them to select the
top five scenarios by assigning a rank from 1 to 5 to them, where 5 is assigned
to the most valuable scenario for the company.
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1.3.1.2 Interviews

Interviews were used in Papers A to gain a better understanding of the most
important scenarios and acquire diverse stakeholder perspectives, we prioritized
and identified the top five scenarios from a security perspective. The prioriti-
zation was done by sending the scenarios collected from the workshop to 10
security experts from an automotive OEM and asking them to identify the top
5 scenarios with respect to the value they would provide for the company. We
then selected key stakeholders for each scenario to interview in person based on
the relevance of their roles to the actors of the user stories. For instance, the
actor of one usage scenario is a legal Tisk owner. Hence, the selected interviewee
had the role senior legal counsel in the company. Each interview was organized
into four parts:

e The value that SAC might bring to the stakeholder in terms of, e.g.,
efficiency, and quality management

e The interviewees’ technical opinions on how the Content and structure
of SAC should be, e.g., in terms of the level of detail and types of claims.

e The integration of SACs with the current way of working, and whether
it could fit in the current activities, or would require modifications to the
process.

e The challenges and opportunities that the stakeholders foresee in
implementing and using SACs in their contexts.

We recorded and analyzed the interviews using deductive coding, and
validated the results with the interviewees.

We also used interviews in Paper D, where we conducted two rounds of
semi-structured interviews. In the first round, we interviewed key stakeholders
to gather insights about regulations, requirements, and security demands in the
context of the medical domain. Regulations from the medical domain require
compliance with certain requirements for product marketing approval. We
assessed if SAC created with CASCADE fulfills the requirements of regulation
in the medical domain for product marketing approval. In our analysis, we
investigated which parts of the documentation map to the building blocks of
CASCADE and which requirements in the regulations they fulfill. In the second
round, we conducted interviews to collect qualitative information, assessing the
compliance of CASCADE-created SACs with medical domain regulations.

1.3.1.3 Focus groups

Focus groups were used in Papers D and F. In paper D, two focus groups
were conducted. The first focused on discussing the maintainability process
for CASCADE SACs in the medical domain, involving experts with different
roles and responsibilities. The participants filled in a questionnaire, brain-
stormed workflows, and discussed their fits for key processes. The second focus
group validated the results and discussed the applicability of CASCADE, with
participants familiar with the system of interest. The researchers presented
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preliminary results, engaged in discussions, and created use cases of SAC at
the case company.

In paper F, a total of seven focus group sessions were conducted, with
varying numbers of practitioners involved. The focus group sessions aimed
to understand the state of security-related work, security assurance practices,
types and management of security evidence, logistics of evidence storage and
access, usage of evidence, and automation of evidence management. Thematic
coding was used to analyze and organize the data in Paper F. The process in-
volved familiarizing with the data, creating a preliminary codebook, conducting
coding based on pre-defined codes, refining the codebook, identifying emerging
codes, and searching for patterns. Two workshops were held to analyze coded
statements and cluster them into themes. A total of 56 clusters were identified,
which were then used to draw insights and conclusions from the data.

1.3.2 Systematic Literature Review (SLR)

NN N N N

ERCNSRiE ACk

Assessment + Search string  Three repositories  Three filtration rounds Snowballing Analysis
inclusion/exclusion IEEE, SCOPUS
Criteria And ACM

Figure 1.4: Systematic Literature Review steps — Paper B

In Paper B, we conducted a Systematic Literature Review (SLR) to summa-
rize and synthesize existing research on SACs. SLR was chosen as a research
method because it helps to identify knowledge gaps, which is one of the main
goals of this thesis work. We focused on approaches for creating security assur-
ance cases, evidence of their validity, support for their adoption, and rationale
for their adoption.

Following the guidelines by Kitchenham et al. [20], we performed the SLR
in six steps, as shown in Figure 1.4.

We developed assessment and inclusion/exclusion criteria through collabo-
rative brainstorming sessions involving the three authors.

To familiarize ourselves with the terminology used in security assurance, we
did a manual search of relevant papers published in reputable venues within the
last five years. Based on that, we created the search string which we executed
on three libraries (IEEE Xplore, ACM Digital Library, and Scopus) and got a
total of 8440 results.

Next, we applied inclusion/exclusion criteria in three filtration rounds. The
first round filtered based on title and keywords, resulting in 211 included studies.
In the second round, we applied criteria to abstracts and conclusions, reducing
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the number to 49. Finally, we thoroughly reviewed these 49 papers, applying
the criteria to the entire text, resulting in 44 included studies.

We conducted backward snowballing [21] by examining the references in the
included papers and incorporating potential gray literature as well. This step
added 7 papers (including 2 technical reports) to our review.

Finally, the included 51 included studies were analyzed based on the pre-
defined assessment criteria to answer our research questions.

1.3.3 Design Science Research (DSR)

D
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C

Figure 1.5: Three-iteration Design Science Research — Paper C

In Paper C, we used Design science research, which is a problem-solving
methodology, aiming at developing artifacts to extend existing boundaries in a
given context [22].

We conducted three research iterations following the design science guide-
lines proposed by Hevner et al. [22] and the five-step process proposed by
Vaishnavi and Kuechler [23], consisting of the awareness of the problem, sug-
gestion, development, evaluation and conclusion steps, as shown in Figure
1.5.

The Inception iteration aimed to address the needs for security assurance
cases previously identified in Paper A. As a result of the iteration, we proposed
an initial asset-based approach, and an online case for a supermarket system
[24] was used to illustrate it. Feedback from security experts at automotive
OEMs led to the identification of the need to align the approach with internal
company processes and ensure quality assurance.

In the Improvement iteration, CASCADE, an asset-based approach for
security assurance case creation with built-in quality assurance, was developed
based on the initial approach and feedback received. CASCADE was evaluated
using the example case of a headlamp item from ISO/SAE-21434 [1] and
presenting the outcome to security experts at an OEM. In conclusion, we
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identified areas for future enhancement of CASCADE to fulfill a wider range
of the internal needs of the company.

In the Mapping iteration, the requirements and work products of the
ISO/SAE 21434 standard were mapped to CASCADE elements to evaluate its
coverage and identify potential improvements. Two researchers independently
conducted the mapping, reaching a 71% agreement, and resolved disagreements
through calibration exercises. The mapping results and lessons learned were
analyzed to propose potential enhancements for CASCADE. The study also
provides a guideline for replicating the mapping activity and identifies areas for
future work to improve CASCADE'’s applicability in the automotive domain.

1.3.4 Experimentation

An experimental setup was used in Paper E to create and test a classifier of
security-related requirements. This methodology helps to test our hypothesis
that machine learning can effectively classify these requirements in requirements
specifications and real-life regulatory documents. The study collected fifteen
different requirement specifications from various sources, including commercial
projects, student projects, domain-specific guidelines, industrial projects, and
research projects, resulting in a total of 3,880 requirements. The included
documents were selected based on accessibility and heterogeneity. The re-
quirements were categorized into security and non-security classes based on
predefined criteria. The labeling process involved manual labeling, revision of
pre-labeled data, and identification of security requirements in partially labeled
documents. Inter-rater agreement was calculated to ensure labeling consis-
tency. For the analysis, a cross-project prediction experiment was conducted
using a Random Forest classifier. Feature extraction was performed using the
Bag of Words representation with TF-IDF weighting. To address the class
imbalance, the Synthetic Minority Oversampling Technique (SMOTE) was
applied. Additionally, the classifier was tested on three regulatory documents
from the automotive domain to evaluate its performance in predicting security
requirements in regulations. The labeling of the regulatory documents was
done by a different person to mitigate bias. The same pre-processed dataset
and algorithm used in the previous experiment were employed for this analysis.

1.4 Contributions

In this section, we provide a summary of the main contributions of each paper
toward answering our research questions.

1.4.1 RQ1: What are the drivers for working with security
assurance cases in safety-critical domains?

To answer this research question we conducted the studies presented in Papers
A, D, and F. In Paper A, we focus on the automotive domain, while Paper D is
conducted on the medical domain, and Paper F in multiple domains including
automotive and medical. We explored the external drivers of working with
SAC by analyzing the different regulations and standards where SAC are either
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Table 1.2: Top 5 usage scenarios identified at an automotive company

US 2 As a member of the compliance team, I would use detailed SAC
to prove to authorities that the company has complied to a
certain standard, legislation, etc., and show them evidence of my
claim of compliance.

US 6 As a product owner, I would use SAC to make an assessment of
the quality of my product from a security perspective and make a
road-map for future security development.

US 12 As a legal risk owner, I would use SAC in court if a legal case is
raised against the company for security related issues. I would use
the SAC to prove that sufficient preventive actions were taken.

US 8 As a member of the purchase team, I would include SAC as a part
of the contracts made with suppliers, in order to have evidence of
the fulfillment of security requirements at delivery time, and to
track progress during development time.

US 3 As a project manager, I would use SAC to make sure that a
project is ready from a security point of view to be closed and
shipped to production.

explicitly required or where applying them would be beneficial to cover the
requirements of the regulations and standards.

We also explored the internal drivers of security assurance case (SAC) adop-
tion. Our results clearly demonstrate the potential value of implementing SAC
within safety-critical companies. They highlight the wide range of stakeholders,
such as product owners and compliance team members, who can utilize SAC
for various purposes, including quality assessment and communication with
suppliers, throughout all stages of a product’s life cycle, such as design and
development.

1.4.1.1 Drivers of working with SAC

The driving force behind security assurance case (SAC) implementation in a
safety-critical company lies in the value it can provide to individuals in various
roles within the organization. Consequently, we have identified and prioritized
13 different usage scenarios for SAC in the automotive context. By assessing
their potential added value, we have determined the top 5 scenarios, which are
detailed in Table 1.2. Similar scenarios were identified in the medical domain,
however, with different roles.

Through interviews conducted in multiple companies in safety-critical do-
mains, we extracted a set of drivers for companies wanting to adopt SAC in
their work, as shown in Table 1.3.
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Table 1.3: Drivers of SAC work in safety-critical companies

Driver

Description

The importance to cover
both product and process to
comply with regulations and
standards

Security-related standards and regulations
encompass both process requirements for secure
product development and post-release security
measures.

The need for SAC on whole
products over sub-projects

In industries with complex product development,
such as automotive, products are typically
organized into multiple projects, including delta
projects for making changes. In such cases, it is
recommended to create SAC at the product level
rather than the project level.

Customer demands and
requirements

Failing to meet customers’ security requirements
and demands could result in a loss of customers
and economic damage to companies

Mitigating the threat of
litigation

If a security flaw is found in the products
provided by the companies, then security
assurance and evidence in particular can be
employed to show what has been done and
mitigate the risk of litigation.

Essential that SAC work
follows the development
process

SAC can be constructed for existing products, but
it is crucial to integrate SAC work into the
organization’s development process moving
forward.

The need to actively assess
the quality of SAC

SACs have various purposes and criticality levels
within the organization. To ensure appropriate
usage, it is important to establish clear quality
levels for each SAC.

A common language is key
to smooth collaboration
with suppliers

When collaborating with suppliers, SACs should
be constructed in a format that allows for
interchangeability. This facilitates the integration
of suppliers’ SACs with the corresponding
product’s SAC.

The importance to plan for
shared ownership with
suppliers

When suppliers need to keep certain parts of the
SAC confidential, mechanisms should be in place
to maintain overall SAC quality. This can be
achieved through the use of a black box with
meta information. Furthermore, the ownership of
the entire case must be addressed, as a single
stakeholder may not possess the complete SAC.

INTRODUCTION
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1.4.2 RQ2: What are the gaps in the state of the art when
it comes to the industrial applicability of SAC?

In order to address this question, we must consider the industrial needs, as
discussed in Paper A. Additionally, we need to examine the existing literature to
identify any gaps. Paper B contributes by conducting a Systematic Literature
Review that investigates various research questions related to the applicability
of SAC in industry. This includes studying the motivations, approaches,
validations, and support reported in the literature for SAC creation.

1.4.2.1 Wide variety of approaches, but lacking sufficient coverage
of industrial needs

Existing literature offers a diverse range of studies that examine various ap-
proaches to SAC creation, with a particular emphasis on the argumentation
aspect. However, these approaches do not take into account the industry-specific
requirements of companies, such as those in the automotive sector.

The range of approaches available allows organizations to select those
that align with their work processes and security artifacts. For instance,
an agile-oriented company may opt for a SAC approach suited for iterative
development [25]. However, the decision should consider constraints, benefits,
and challenges associated with its adoption, such as the impact on the work
process. Unfortunately, these aspects are not addressed in the literature, leaving
the burden on the adopter.

The literature also lacks systematic assessments of approaches’ effectiveness
in achieving conformance with specific standards. Similarly, there is a scarcity of
studies comparing approaches in different contexts. Consequently, organizations
face the challenge of exploratory selection, which consumes significant time
and resources.

Future studies should address the granularity level achievable or necessary
with different approaches for creating SAC. It is crucial to consider the potential
use cases for SAC and determine the appropriate level of granularity based on
those. For instance, for companies outsourcing development work, would SAC
created through the security assurance-driven software development approach
[26] be applicable? If so, at what level should these cases be created, such as
the feature level or the complete product level?

1.4.2.2 Lack of quality assurance

The quality assurance aspect is limited in the literature reviewed in Paper B.
Three main concerns arise. Firstly, there is a scarcity of industrial involvement,
possibly due to a lack of interest or challenges in obtaining relevant and sensitive
security-related data for validation. Secondly, the creation and validation of
SAC presented in the literature is predominantly conducted by the authors
of the studies, which hinders the exploration of challenges and drawbacks in
real-world applications. Addressing these limitations is essential to enhance
the practical applicability of SAC.

The generalizability of approaches regarding argumentation strategies is
another concern. The reviewed approaches employ diverse argumentation
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strategies, such as threat analysis, requirements, or risk analysis. However,
they lack validation and critical examination of whether these approaches
are limited to the employed strategies or if they can accommodate other
strategies. Future research should validate these approaches using various types
of strategies.

The absence of quality assurance mechanisms in SAC is another issue. It is
crucial for the argumentation in SAC to be comprehensive and reliable for their
usefulness. However, the literature lacks substantial coverage of this aspect,
except for a few studies that have partially addressed it (e.g., [27, 28, 29]). The
assessment of the evidence in SAC is equally important. This can be done by
introducing metrics to evaluate the degree to which evidence supports a specific
claim. The interrelationship between claims and evidence should be examined
to determine if a claim is adequately supported by the assigned evidence.

1.4.2.3 Imbalance in coverage

The literature lacks coverage of various matters related to SAC. For instance,
needs and drivers such as supplier management, SAC quality assurance, and
organizational aspects are not sufficiently covered. This highlights a weakness
in the proposed approaches, as SAC elements cannot be evaluated in isolation.
For instance, when creating security arguments, it becomes challenging to
determine the appropriate evidence to associate with them. Similarly, assessing
the adequacy of claim justification based on evidence granularity is difficult.
The same applies to the evidence aspect, as identifying the claims that the
suggested evidence can support becomes problematic without considering the
overall context of the SAC. The incompleteness of the approaches is evident as
there are no links between studies focusing on different elements of SAC.

Insufficient attention is given to the assessment and quality assurance of
SAC in other areas, as discussed previously. Moreover, there is a lack of
studies addressing the post-creation phase of SAC. To remain useful, SAC
must be regularly updated and maintained throughout the life cycles of the
targeted products and systems. This was emphasized in Paper A. Establishing
traceability links between the created SAC and the associated artifacts is crucial.
Although many SAC approaches employ Goal Structuring Notation (GSN),
which allows referencing external artifacts through context and assumption
nodes, these nodes are seldom utilized in the reviewed studies’ examples.

Additionally, there is a scarcity of studies focusing on the organizational
aspects of SAC implementation, such as the ownership of SAC and the man-
agement of sub-cases when collaborating with suppliers.

1.4.3 RQ3: How can an approach for the construction
of security assurance cases fulfill the needs of the
automotive domain?

Papers A,B, and C contribute to addressing RQ3. Building on the insights
from RQ1 and RQ2, we developed the CASCADE approach for SAC creation,
which is the primary contribution of Paper C. CASCADE is an asset-driven
approach with integrated quality assurance.
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1.4.3.1 Design goals of CASCADE

CASCADE draws inspiration from the automotive cybersecurity standard
SAE/ISO-21434 [1]. This standard’s conformance is recognized as a key driver
for SAC work in Paper A, but none of the papers included in the SLR of Paper

B addressed it. CASCADE was designed to achieve the following goals:

e Make assets the driving force of the SAC to allow creating security

assurance based on what is valuable in the system.

e Embed quality assurance in the approach to make sure the outcome

satisfies the desired quality by the adopting entity.

e Divide the approach into different layers and blocks, so that different
people can work on them in different development phases.

e Enable re-usability and scalability to prevent overhead and work repetition

while creating SAC on lower-level items.

1.4.3.2 Structure of the approach

CASCADE consists of blocks as shown in Figure 1.6. These blocks correspond
to the requirements and work products of SAE/ISO-21434.

Top Claim

White-hat Block

Level 1: Asset identification and decomposition

Level 2: Security goals

Figure 1.6: The CASCADE approach for creating security assurance cases
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Resolver Block
Level 1: Risk assessment
Level 2: Security requirements
Evidence QA
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The Top Claim within CASCADE represents the primary security claim
associated with the specific artifact. It encompasses the claim itself, along with
its contextual information and any assumptions made to define the claim’s
scope. The Generic sub-case in CASCADE facilitates reusability and scal-
ability by incorporating a sub-case that extends beyond the specific artifact
being addressed. This sub-case applies to a broader context, allowing for the
utilization of common elements across multiple artifacts. For instance, if a
company establishes a cybersecurity policy enforced by rules and processes, this
policy can be employed in security claims for all its products. The White-hat
block initiates with the identification of assets, aligning with our approach’s
design goals and priorities. Asset identification involves analyzing the system to
identify potential targets of attacks. We establish connections between assets
and the main claim by identifying the existing assets and the components
that utilize or have access to them. Decomposing assets involves examining
their types to determine if they impact a specific component or a larger span
of the artifact in question. We also analyze the relationships between assets,
such as the dependencies among them. To connect assets with the lower level
of the approach, which is the security goals, we identify the corresponding
security properties for each asset. We focus on the Confidentiality, Integrity,
and Availability (CIA) triad. Once we have determined the relevant security
properties for each asset, we formulate claims that represent the security goals
which is defined as preserving a security concern (CIA) for an asset [30].

In the Black-hat block, our focus is on identifying scenarios that could
compromise the fulfillment of the security goals and pose a risk to our assets.
Once we have formulated claims related to achieving the security goals, we
proceed by identifying threat scenarios and creating claims to counteract these
scenarios. We establish connections between these claims and the corresponding
claims for achieving the security goals. Additionally, we identify potential attack
paths that could lead to the realization of a threat scenario. For each threat
scenario, there may be multiple associated attack paths. We then formulate
claims that negate the possibility of these attack paths being realized.

In the Resolver block of the CASCADE approach, we establish the con-
nection between the claims derived from the attack paths and the corresponding
evidence. At this stage, we assess the risk associated with the identified attack
paths. Depending on the level of risk, the creators of the SAC formulate
claims to address the risk by accepting, mitigating, or transferring it. Then the
requirements of risk treatments identified in the previous level are expressed as
claims. The level of detail in this block can vary based on the desired usage
of the SAC. For example, if the SAC is intended for internal development
team assessment, a fine-grained requirement decomposition may be needed,
potentially down to the code level. On the other hand, if the SAC is meant
for communication with external parties, a higher level of granularity may
be chosen. The goal is to achieve an actionable level where claims can be
justified with assigned evidence. In the Evidence block of the CASCADE
approach, security artifacts are provided to justify the arguments. Evidence
can be provided at any stage of the argumentation process. For instance, in
the black-hat block, if it can be proven that an asset is not susceptible to any
threat scenario, evidence can be provided to justify the corresponding claims.
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Security activities Security Testing and
at OEM Requirements verification
Item definition Security goals Attack paths A N
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CASCADE blocks Top Claim White-hat Black-hat Resolver Evidence

Figure 1.7: Mapping of the company’s security activities to CASCADE blocks

The inability to assign evidence to claims indicates either that the argument
has not reached an actionable point or that development changes are required
to meet the claims. For example, if a claim lacks coverage in test reports,
additional test cases may need to be created to address that claim.

Case Quality Assurance in CASCADE incorporates quality assurance as
per our design goal. It focuses on two key aspects. Firstly, completeness ensures
the coverage of claims in each argumentation level of the SAC. We introduce
completeness claims for each strategy to refine and validate its coverage. These
claims verify that the strategy includes all relevant claims on the argumentation
level, considering the context provided.

The second aspect, confidence, measures the certainty of claim fulfillment
based on the evidence provided. It is incorporated at each level of the security
assurance case where at least one claim is justified by evidence. A confidence
claim is formulated as follows: “The evidence provided for claim X achieves
an acceptable level of confidence.” The definition of an acceptable level of
confidence is context-dependent and is established within the strategy. The
confidence claim, like other claims, must be supported by evidence.

To evaluate CASCADE, we collaborated with a cybersecurity expert from
Volvo Trucks, a leading truck manufacturer in Sweden. Throughout the
development process, we held multiple sessions with the expert to discuss the
approach, its limitations, and potential improvements. In the next evaluation
session, we presented CASCADE and a specific case related to headlamp items
in accordance with ISO/SAE-21434. The expert assessed the approach by
considering the overall structure of a SAC that would meet the security case
requirements of ISO/SAE-21434 and aligned the elements of the example case
with the company’s internal practices. Valuable insights and suggestions for
further enhancements were provided by the expert. As an additional validation
step, we systematically created a mapping between the requirements and
work products of ISO/SAE-21434 to elements of SAC and determined the
corresponding blocks and levels of CASCADE. Requirements were mapped
to elements such as assumptions, claims, case quality-claims, or case quality-
evidence. Work products were classified as either context or evidence based
on their scope and content. This helped us validate that SACs created with
CASCADE have the capacity to include claims and evidence that cover all the
requirements and work products of the standard.

Figure 1.7 depicts the mapping between various security activities at the
company and the corresponding CASCADE blocks. The linkage signifies that
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the outputs of each activity are utilized to construct the SAC components
in the related block. It can be observed from the figure that CASCADE is
well-aligned with the company’s operational approach.

1.4.4 RQ4: To what extent can an approach for creat-
ing SAC in automotive be applied in other safety-
critical domains?

To answer this question, we conducted Paper D which is a case study at a large
company in the medical domain. In the study, we identified several use cases for
CASCADE in the medical domain. In terms of compliance, roles such as Device
Regulator Lead, QA Owner, and Risk and Cybersecurity teams can use SAC
created with CASCADE to demonstrate compliance with standards like FDA
guidance and ISO 14971. Assessment-related use cases include determining
the readiness for product release and assessing the quality of the product. The
SACs were found to be useful for project planning and monitoring, including
resource planning, identifying next steps, tracking the progress of suppliers,
and ensuring full coverage of security requirements.

The study also found significant overlaps between CASCADE and regulatory
standards in the medical domain. The investigation covered various regulatory
standards and guidance documents such as FDA, MDCG, EMA, ISO, and
NIST. For example, ISO 14971, which focuses on risk management, aligns with
CASCADE in terms of documentation, risk control, traceability, completeness
of risk management, and personnel competence requirements. The study
emphasized the importance of considering the relationship between safety and
security, as security issues can have safety impacts.

In summary, the study demonstrated the usefulness of CASCADE in the
medical domain through identified use cases related to compliance, assessment,
and project planning/monitoring. The study also highlighted the substantial
overlap between CASCADE and regulatory standards, particularly in the
context of risk management and safety considerations.

1.4.5 RQ5: To what extent can the creation of security ar-
guments be supported by a machine learning model
for predicting security requirements?

Creating a SAC is not a trivial task and requires going through lots of documents,
e.g., requirements specifications, to create the arguments. It is common that
security-related requirements are not explicitly labeled in these documents.
Hence, the creators of the cases would have to examine all requirements to
determine the ones that need to be considered in the creation of the arguments.
In Paper E, we created a machine-learning model to support the creation of
security arguments by predicting if a requirement is security-related or not.
We used data collected from 15 heterogeneous projects available online and
tested it in a cross-project manner by training it on 14 documents and testing
on the remaining one.

The results of cross-project prediction indicate that training a classifier on
other projects can be beneficial for the initial classification of a large set of
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Table 1.4: Classification of individual security-related requirements in regulatory
documents

f-measures

Regulation Accuracy Precision Recall f; fi £
UN-R155 83.5 74.2 77 75.4 74,7 76,4
UN-R156 99 100 98 94 99,6 98,4
UN-R157 97.1 80 50 61.5 71,4 54
Avg. 93.2 84.7 72 77 76,6 76,3

requirements. The classifier achieved an average precision above 84% and an
average recall of 77%. The precision, recall, and f-measures achieved in this
study are significantly better than those reported in previous research. To
improve the classifier’s performance, it is recommended to use training data that
is heterogeneous in terms of phrasing, including specifications from different
parts of the organization and written by various analysts and practitioners.

Furthermore, we tested the model on real-life regulatory documents taken
from the automotive domain. We performed two sets of tests. The first was to
predict if individual requirements are security related, while the second tests
whether an entire section in the regulation includes at least one security-related
requirement.

The results for the performance of the classifier for individual security-
related requirements in regulatory documents are shown in Table 1.4. The
results indicate that a classifier trained on different requirements documents
can effectively predict security requirements. The aggregated section-based
performance results demonstrate higher precision in identifying relevant sections
in the regulations as shown in Table 1.5. However, there were instances of false
positive predictions and missed security-related requirements, indicating areas
for improvement in the classifier’s performance. Overall, the classifier proves
useful in predicting security requirements in regulatory documents, with the
potential for further refinement.

By analyzing the results we conclude that heterogeneity and the number
of requirements in the training data were found to be significant factors for
classification performance. High-quality labeling of training data and suitable
training data with relevant security mechanisms and standards improved clas-
sification quality. The classifier can help prioritize documents and sections
that require attention, aiding in the efficient processing of large amounts of
information. However, misclassifications can occur due to specific terminology,
the use of security standards without descriptions, and implicit references to
security. False negatives were observed in certain instances, primarily due to
differences in terminology and implicit references in the regulatory documents.

To conclude, we believe that a machine-learning model can be beneficial in
predicting security-related requirements and supports the creators of SAC in
the creation of security arguments.
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Table 1.5: Classification of security-related sections in standards UN-R155,
UN-R156, and UN-R157.

Standard Precision Recall f; f1/2 fo

UN-R155 100 71.4 83.3 92.6 75.7
UN-R156 100 100 100 100 100
UN-R157 66.7 66.7 66.7 66.7 66.7

Table 1.6: Roles and responsibilities of managing security evidence

Role Creation Ownership Collection Maintenance Governance

Developer / DevOps v v
Product owner v

Risk owner v

Auditor

Management

Security officer v v v
Legal team v

NN

1.4.6 RQ6: How can security evidence be managed to
support the creation of SACs?

To study the management of security evidence in safety-critical organizations,
Paper F was conducted. In the study, six cases were included from three
different domains. We found that organizations have immature practices in
managing security evidence. The case companies are in the early stages of
implementation and documentation of security evidence, with varying levels of
maturity across different teams in their organizations. Drivers for working with
security evidence include compliance, customer demands, market opportunities,
and mitigating litigation risks. The study emphasizes the need for prioritizing
security to protect organizations and customers, comply with regulations, and
utilize evidence effectively.

Regarding how the management of security evidence is integrated into
the development process of organizations, various activities throughout the
development lifecycle generate different types of evidence. Examples of these
activities are risk analysis, gap analysis, verification activities, security training,
awareness programs, and incident logs.

Regarding the responsibility of evidence management, we identified five
main activities and the roles responsible for carrying them out. These are
shown in Table 1.6

Storing the evidence can be done centrally with controlled access or in
decentralized project/team repositories. It is structured based on features or
architecture, and its quality is ensured through guidelines, audits, risk analysis,
and metrics.

Managing security evidence presents significant challenges for organizations.
These include establishing the scope amidst evolving threats, sharing sensitive
data, addressing security throughout the product lifecycle, estimating cost
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and effort, overcoming competency gaps, and navigating vague guidelines in
standards and regulations.

Finally, the study discusses the significant benefits of automating tasks
related to security evidence. Areas, where automation can be applied, include
report generation, anomaly detection, testing and verification, and threat
modeling. The industry’s needs for automation involve security relevance
prediction, test case generation and selection, traceability, change impact
analysis, and threat modeling. Automation improves risk handling, evidence
creation, and overall security practices, saving time and reducing errors.

Based on the results of the study, we draw the following key insights:

e There is awareness of the importance of managing security evidence.
However, there is a big gap between the current maturity levels and those
needed to cope with the growing requirements.

e Many security artifacts are created throughout the development process.
However, they are currently not considered evidence and are thus not
covered by specific processes to manage them. Rather, they are managed
as any other development artifact.

e Companies carry out many activities to manage development security
evidence on a team level, but there is a lack of an organizational-level
framework to manage evidence.

e The main challenges are organizational and related to structuring the
work with security evidence and establishing the skill set rather than
technical.

e There are interesting ideas for automation, but practitioners do not yet
understand the capabilities of AI and how it can help.

e Effective management of security evidence requires considering the human
aspect, including stakeholders’ needs and the human role in evidence
quality assessment. Establishing a security culture is crucial, but there
are challenges such as finding employees with security competencies and
addressing the perception that work with evidence is overhead.

e The supplier-customer relationship in the context of evidence management
is increasingly complex. A common language for security assurance is
key to coping with that, and automation can pave the way towards that

To summarize, we illustrate the contributions of this thesis in Figure 1.8.
As shown in the figure, we used a systematic literature review and a study of
the industrial needs of SAC as inputs to create CASCADE, an approach for
creating SAC. We validate the generalizability of CASCADE in another study
and we support the output of CASCADE with a study for SAC argument
creation and another for managing SAC evidence.
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Figure 1.8: A summary of the contributions of this thesis

1.5 Threats to validity

In this thesis, we consider the internal and external categories of validity threats
as defined in [31], and described in [20, 32].

In any case, the results presented in this paper are an important first
important step towards a larger survey study involving more companies and
professionals, internationally. With respect to external validity, we acknowledge
that the generalizability of our findings in Paper A and Paper C may be limited
to the participating companies, which are from the same country. Therefore,
our results may not be directly applicable to companies with different cultural
backgrounds. Similarly, the findings in Paper F may not be applicable to
all companies in safety-critical domains and markets due to variations in
regulations, standards, and best practices across different domains. However,
the involved companies in the three studies are large and have high profiles.
They are able to provide a quite broad perspective on the safety-critical
domain as they also compete at the international level. When it comes to
the generalizability of our approach CASCADE, we dedicated a significant
part of Paper D to study if it is applicable in the medical domain as it is for
automotive.

Regarding Paper E, we address external validity concerns related to machine
learning models, i.e., overfitting and imbalanced data sets. We carefully split
the data based on different projects from diverse sources to mitigate overfitting
risks. Additionally, we used the synthetic minority oversampling technique
to handle imbalanced data sets and ensure more reliable results beyond the
specific data used in our study.

Regarding internal validity, we have identified several factors that require
consideration. One potential limitation pertains to the prioritization of usage
scenarios in Paper A, which may have been influenced by market pressures to



1.5. THREATS TO VALIDITY 27

comply with upcoming standards, potentially introducing bias in the selection
of the top scenarios. Additionally, the selection of participants for the workshop
and interviews in Paper A, as well as the evaluation in Paper C, was based
on convenience sampling and expertise availability, which may also introduce
limitations. However, we believe that the balance of participants in Paper
A, representing diverse expertise in security, product development, business,
and legal domains, as well as the experienced security expert involved in
Paper C, provides us with confidence that the results are representative of the
expectations and needs across the studied companies. Although the business
knowledge around scenarios was prioritized, we acknowledge the potential
limitations of these factors and aim to address them in future studies.

The internal validity of the SLR conducted in Paper B could have been
affected by subjectivity and the risk of missing relevant results since it was
performed by only one researcher. To address this, a preliminary list of known
good papers was manually created and other authors periodically performed
quality checks. Additionally, publication bias could compromise the conclusion
validity of the SLR, as studies with positive results are more likely to get
published. To mitigate this, technical reports were also included in the review.
The SLR is considered reliable, as any researcher with access to the used libraries
can reproduce the study and obtain similar results. Furthermore, additional
results may be obtained for studies published after the SLR’s completion.

Paper C utilized an example from ISO/SAE-21434 to demonstrate the use
of CASCADE. Nevertheless, there is a potential that the example used may
not accurately reflect real-world cases from the industry. Our assessment is
that the structure of the example case is more significant for the evaluation
than the specific content, which has been verified by the security expert who
conducted the evaluation at the OEM.

In Paper E, the internal validity threats revolve around data labelling
and algorithm selection. While the data was labelled by two individuals
with relevant experience, there is a possibility of subjective judgement. To
address this, a quality assurance step was performed. The selection of the
Random Forest (RF) algorithm was based on a preliminary run, which may not
necessarily be the optimal choice. Additionally, the study tested two feature
extraction models, excluding recent innovations like BERT, with the goal of
investigating cross-project prediction feasibility rather than finding the best
approach.

In Paper F, the internal validity concerns are related to the thematic analysis
process. To mitigate the risk of descriptive validity threat, the entire focus
group sessions were recorded to ensure accurate documentation. Reactivity was
minimized by promoting discussions among participants during the interviews.
The transcribed sessions were sent back to participants for clarification, further
reducing misunderstandings. For thematic coding, two researchers coded parts
of the transcripts independently and discussed any discrepancies to establish a
coding baseline. To analyze the codes and identify patterns, all four researchers
collaborated in workshops, aiming to avoid subjectivity and researcher bias.
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1.6 Conclusion

To conclude, the growing demand for connectivity in safety-critical domains
has made security an increasingly important matter. As a result, regulatory
and standardization bodies have mandated the use of Security Assurance Cases
(SAC) to ensure the security of products and processes. In this context, CAS-
CADE, an approach for creating SAC that aligns with ISO/SAE-21434 and
incorporates quality assurance measures, has been developed. CASCADE
addresses the gaps between the state-of-the-art in the literature and indus-
trial needs for SAC of organizations in the safety-critical domain. We have
demonstrated through an evaluation of CASCADE its suitability for integration
into industrial product development processes both in the automotive and the
medical domains. Furthermore, we have supported the creation and manage-
ment of SACs by creating a machine-learning model to classify security-related
requirements for use in the argumentation part of the SAC.

1.7 Future work

SAC is a crucial area of research that has many interesting facets to explore.
One of these areas involves examining how to maintain cases after their creation.
For example, how to make them living documents that can be incorporated
into a product’s life-cycle.

Another aspect involves studying how cases can change based on decisions
made at run time. While cases are typically created during design time,
many assumptions may not hold at run time. As a result, decisions made
during that stage can impact the measures taken and potentially harm the
security assurance case’s integrity. One research topic that could be explored is
incorporating the decision-making process into the arguments of an assurance
case.

Currently, much of the work on SAC is driven by external factors, such
as regulatory demands for proof of security. However, as the world becomes
increasingly connected and the media frequently reports on various attacks,
security will become a concern for everyone. Consequently, customers will
likely start demanding proof of security for the products they purchase, such as
various IoT devices. This creates a need for companies to find ways to provide
security assurance to their customers. While SACs are simple structures, they
can become very complicated when dealing with complex products. As a result,
there is a possibility to use SAC toward end users, but also a need for research
into how to abstract security arguments to a level that is easily understandable
and communicable to customers, while also addressing the sensitivity of data.





