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Generalization Bounds via Information Density and
Conditional Information Density

Fredrik Hellstrém, Student Member, IEEE, Giuseppe Durisi, Senior Member, IEEE .

Abstract—We present a general approach, based on an expo-
nential inequality, to derive bounds on the generalization error of
randomized learning algorithms. Using this approach, we provide
bounds on the average generalization error as well as bounds on
its tail probability, for both the PAC-Bayesian and single-draw sce-
narios. Specifically, for the case of sub-Gaussian loss functions, we
obtain novel bounds that depend on the information density be-
tween the training data and the output hypothesis. When suitably
weakened, these bounds recover many of the information-theoretic
bounds available in the literature. We also extend the proposed
exponential-inequality approach to the setting recently introduced
by Steinke and Zakynthinou (2020), where the learning algorithm
depends on a randomly selected subset of the available training
data. For this setup, we present bounds for bounded loss functions
in terms of the conditional information density between the out-
put hypothesis and the random variable determining the subset
choice, given all training data. Through our approach, we recover
the average generalization bound presented by Steinke and Za-
kynthinou (2020) and extend it to the PAC-Bayesian and single-
draw scenarios. For the single-draw scenario, we also obtain novel
bounds in terms of the conditional a-mutual information and the
conditional maximal leakage.

I. INTRODUCTION

A randomized learning algorithm Py z consists of a proba-
bilistic mapping from a set of training data Z = (Z,...,Z,) €
Z™, which we assume to have been generated independently
from an unknown distribution Pz on the instance space Z, to
an output hypothesis W € W, where W is the hypothesis space.
The goal is to find a hypothesis W that results in a small expected
loss Lp, (W) = Ep, [£(W, Z)], where £(-,-) is some suitably
chosen loss function. A typical strategy to achieve this goal is
empirical risk minimization, according to which W is selected so
as to minimize the empirical loss Lz (W) = 1 3" ¢(W, Z;).
A central objective in statistical learning theory is to determine
when this choice results in a small population loss Lp, (W).
To this end, one seeks to bound the generalization error, de-
fined as gen(W, Z) = Lp, (W) — Lz(W). Since the learning
algorithm is randomized, bounds on gen(W, Z) can come in
several flavors. One possibility is to bound the average gen-
eralization error |Ep,,,[gen(W, Z)]|. In practice, one might
be more interested in an upper bound on |Ep,, , [gen(W, Z)]|
that holds with probability at least 1 — § under the product
distribution Pz. Here, 6 € (0,1) is the so-called confidence
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parameter. Bounds of this type, which are typically referred to
as probably approximately correct (PAC)-Bayesian bounds [2],
[3], are relevant for the scenario in which a new hypothesis W
is drawn from Py z every time the algorithm is used. For
the scenario in which W' is drawn from Py z only once—a
setup that, following the terminology in [4], we shall refer to
as single-draw—one may instead be interested in obtaining
an upper bound on |gen(W, Z)| that holds with probability at
least 1 — § under the joint distribution Py z. If the dependence
of a probabilistic bound (PAC-Bayesian or single-draw) on ¢ *
is at most logarithmic, the bound is usually referred to as a high-
probability bound. Furthermore, a probabilistic bound is termed
data-independent if it does not depend on the specific instance
of Z, and data-dependent if it does. Data-independent bounds
allow one to characterize the sample complexity [5, p. 44],
defined as the minimum number of training samples needed to
guarantee that the generalization error is within a desired range,
with a desired confidence level. However, data-dependent results
are often tighter. Indeed, many of the available data-independent
bounds can be recovered as relaxed versions of data-dependent
bounds.

Classical PAC bounds on the generalization error, such as
those based on the Vapnik-Chervonenkis (VC) dimension [5,
p. 67], are probabilistic bounds of a stronger variety than the
PAC-Bayesian and single-draw bounds just introduced. Indeed,
they hold uniformly for all w € YV under Pz. As a consequence,
these bounds depend on structural properties of the hypothesis
class W rather than on properties of the algorithm, and tend to be
crude when applied to modern machine learning algorithms [6].

Prior Work: By generalizing a result obtained in [7] in the
context of adaptive data analysis, Xu and Raginsky [8] obtained a
bound on the average generalization error in terms of the mutual
information I(W; Z) between the output hypothesis W and the
training data Z. A drawback of the bound in [8] is that it is
vacuous whenever the joint distribution Py is not absolutely
continuous with respect to Py Pz, the product of the marginal
distributions of W and Z. This occurs, for example, when W
is given by a deterministic function of Z, and W and Z are
separately continuous random variables. In [9], Bu et al. rectified
this by obtaining a tighter bound in terms of the individual-
sample mutual information I(W; Z;), which can be bounded
even when I(W; Z) = oco. In [10], Asadi ef al. combined the
mutual information bound with the chaining technique [11],
which exploits structure in the hypothesis class to tighten bounds.
In some cases, this is shown to give stronger bounds than either
the mutual information bound or the chaining bound individually.

To be evaluated, all of the aforementioned bounds require
knowledge of the marginal distribution Py, which depends



on the data distribution Py. In practice, this data distribution
is unknown, making the marginal Py intractable. In light of
this, Achille and Soatto [12] provided an upper bound on the
mutual information between the training data and the output
hypothesis in terms of the relative entropy between Py z and
a fixed, auxiliary distribution on the hypothesis space W, and
showed that this results in a computable upper bound on the
average generalization error. Similarly, Negrea et al. [13] pro-
vided generalization bounds in terms of an auxiliary, possibly
data-dependent distribution on WW. This weakens the bound, but
makes it computable. Their use of the expected square root of the
relative entropy D(Pyy |z || Pw ), which they call disintegrated
mutual information, in place of the mutual information leads to
further improvements on the basic bound.

Recent studies, starting with the work of Steinke and Zakyn-
thinou [14], have considNered a setting with more structure, where
it is assumed that a set Z consisting of 2n independent and iden-
tically distributed (i.i.d.) training samples from P is available,
and that Z is formed by selecting n entries of Z at random. We
will refer to this setup as the random-subset setting, and call the
setting without this additional structure the standard setting. In
the random-subset setting, the average generalization error can
be bounded by a quantity that depends on the conditional mutual
information between the output hypothesis and the random
variable that determines the selected training data Z, given Z [14,
Thm. 5.1]. One advantage of this bound over the standard mutual
information bound is that the conditional mutual information is
always bounded. This broadens the applicability of the bound
and results in tighter estimates. Also, as discussed in [14, Sec. 4],
the conditional mutual information that appears in the bound has
strong connections to classical generalization measures, such as
VC dimension, compressibility, and stability. In [15], Haghifam
et al. provided an individual-sample strengthening of this result,
as well as improvements through their use of disintegration.
In all of these derivations, the loss function is required to be
bounded, which is a stronger requirement than what is needed
in the standard setting.

All of the information-theoretic results discussed so far pertain
to bounds on the average generalization error. In [16, App. A.3],
Bassily et al. provided a PAC-Bayesian bound in terms of
mutual information. This bound is essentially a data-independent
relaxation of a well-known data-dependent bound from the PAC-
Bayesian literature [17]. The dependence of the original data-
dependent PAC-Bayesian bound on the confidence parameter 6 is
of order log(1/4), making it a high-probability bound. However,
its mutual information relaxation in [16] has a less benign 1/4§-
dependence. PAC-Bayesian techniques have recently found some
success in producing non-vacuous generalization bounds for
(randomized) deep neural networks. In [18], Dziugaite and Roy
optimized a PAC-Bayesian bound to get non-vacuous gener-
alization estimates for a simple neural network setup. These
estimates were recently further improved in [19]. In [20], Zhou
et al. derived a bound for compressed networks, i.e., small neural
networks that are formed by pruning larger ones, and illustrated
numerically that the bound is non-trivial for realistic settings.
An extensive survey of the vast PAC-Bayesian literature, which
is beyond the scope of this paper, can be found in, e.g., [3].

Finally, we survey the single-draw bounds that are relevant

for our discussion. In addition to the aforementioned average
and PAC-Bayesian bounds, both Xu and Raginsky [8, Thm. 3]
and Bassily et al. [16] also provided single-draw generalization
bounds in terms of mutual information. For both of them, the
dependence on ¢ is of order 1 /4. In [21], Esposito et al. provided
bounds in terms of a whole host of information-theoretic quan-
tities, such as the Rényi divergence, the a-mutual information,
and the maximal leakage. An interesting aspect of their a-mutual
information bound is that, unlike the mutual information bounds
in [8, Thm. 3] and [16], it is a high-probability bound. However,
this bound does not imply a stronger mutual information bound.
Indeed, if one lets o« — 1, for which the -mutual information
reduces to the ordinary mutual information, the bound becomes
vacuous. Bounds on the average generalization error are also
provided [21, Sec. III.D], but these are generally weaker than the
mutual information bounds in [8]. In the same vein, Dwork et
al. derived single-draw generalization bounds in terms of other
algorithmic stability measures, such as differential privacy [22]
and (approximate) max-information [23]. These bounds are of
the high-probability variety, but are typically weaker than the
aforementioned maximal leakage bound [21, Sec. V]. All of the
single-draw bounds mentioned here are data-independent.

Contributions: In this paper, we derive bounds of all three
flavors—average, PAC-Bayesian, and single-draw—for both the
standard setting and the random-subset setting. In the standard
setting, we use the sub-Gaussianity of the loss function, together
with a change of measure argument, to obtain an exponential
inequality in terms of the information density between the hy-
pothesis W and the training data Z. This exponential inequality
provides a framework that can be used not only to derive novel
bounds, but also to recover several known results, which were
originally derived using a host of different tools. In this sense, it
provides a unifying approach for deriving information-theoretic
generalization bounds. Through simple manipulations of the
exponential inequality, we recover the average generalization
bound in [8, Thm. 1] and the data-dependent PAC-Bayesian
bound in [17, Prop. 3]. We also derive a novel data-dependent
single-draw bound. Moreover, by further relaxing the PAC-
Bayesian bound and the single-draw bound, we obtain two novel
data-independent bounds that are explicit in the {th moments
of the relative entropy D(Pyy |z || Pw ) and of the information
density, respectively. The dependence of these bounds on the
confidence parameter ¢ is of order 1/§t. This is more favorable
than that of similar bounds reported in [8] and [16], which have
a dependence of order 1/§. The moment bounds that we obtain
illustrate that tighter estimates of the generalization error are
available with higher confidence if the higher moments of the
information measures that the bounds depend on are sufficiently
small. Through a more refined analysis, we also obtain a high-
probability data-independent single-draw bound in terms of
maximal leakage. This result coincides with [21, Cor. 10], up
to a logarithmic term. Finally, by using a different approach
that relies on tools from binary hypothesis testing, we obtain a
data-independent single-draw bound in terms of the tail of the
information density. Similarly to the moment bounds, this bound
illustrates that the faster the decay of the tail of the information
density random variable, the more benign the dependence of the
bound on 4.



Moving to the random-subset setting, we establish an ex-
ponential inequality, similar to that for the standard setting,
in terms of the conditional information density between the
hypothesis and a random variable that selects the data to be used
for training, given all data samples. This exponential inequality
is derived under the more stringent assumption of a bounded loss
function. Then, we use this inequality to reobtain the average
generalization bound in [14, Cor. 5.2], and to derive novel PAC-
Bayesian and single-draw bounds, both of data-dependent and
of data-independent flavor. Similarly to the standard setting, we
also obtain a bound that is explicit in the tail of the conditional
information density by using tools from binary hypothesis testing.
Finally, inspired by [21], we derive a parametric inequality that
can be used to obtain data-independent single-draw bounds.
Using this inequality, we extend the results in [21] for bounded
loss functions to the random-subset setting, and obtain bounds
in terms of the conditional versions of the a-mutual information,
the Rényi divergence, and the maximal leakage. Under some
conditions, the conditional maximal leakage bound turns out to
be stronger than its maximal leakage counterpart.

II. PRELIMINARIES

In this section, we introduce some notation, define relevant
information-theoretic quantities, and present some general re-
sults that will be used repeatedly in the remainder of this paper.

Standard and Random-Subset Settings: Let Z be the in-
stance space, WV be the hypothesis space, and £ : W x Z — RT
be the loss function. In the standard setting, n training sam-
ples Z = (Z, ..., Z,) are available. These n samples constitute
the training data. We assume that all entries of Z are drawn
independently from some unknown distribution Pz on Z. In the
random-subset setting, 2n training samples Z = (Z1,...,Zan)
are available, with all entries of Z being drawn independently
from Pz. However, only a randomly selected subset of cardi-
nality n is actually used as the training data. Following [14],
we assume that the training data Z(.S) is selected as follows.
Let S = (51, ...,5,) be an n-dimensional random vector, the
elements of which are drawn independently from a Bern(1/2)
distribution and are independent of Z. Then, for: =1,...,n,
the ith training sample in Z(S) is Z;(S;) = Zi;s,n. A ran-
domized learning algorithm is a conditional distribution Pyy|z.
We let Lz(W) = L 3" | ¢(W, Z;) denote the empirical loss
and Lp, (W) = Ep, [¢{(W, Z)] the population loss. The gener-
alization error is defined as gen(W, Z) = Lp, (W) — Lz(W).

Information Measures: A quantity that will appear in many
of our bounds is the information density, defined as

dPyz
dPwPz

(W, Z) =log (D
where dPyz/dPwPz is the Radon-Nikodym derivative of
Pz withrespectto Py Pz. Here, Py is the distribution induced
on the hypothesis space W by Pz through Py z. The informa-
tion density is well defined whenever Pyyz is absolutely continu-
ous with respect to PyPz, which we denote by Pz < PywPz.
The name information density is motivated by the fact that its
expectation under Pyyz is the mutual information I(W; Z). In

the random-subset setting, several of our bounds will be in terms
of the conditional information density

dP, WZ:

W, S|Z) = log dP. P
w|z" Zs

2

where PW‘ 7 is a conditional distribution on W given Z, ob-
tained by marginalizing out S. Here, the absolute continuity
requirement is that P,z < PW| 5 Pzg. In the random-subset
setting, this is satisfied since Py, 5 is obtained by marginalizing
out the discrete random variable S from PW‘ 7g- If we take the
expectation of :(W, S| Z) under the joint distribution Py 5g, We
obtain the conditional mutual information I(W; S|Z), a key
quantity in the bounds developed in [14].

Let o € (0,1) U (1, 00). The Rényi divergence of order « is
defined as [24]

(a — 1)DQ(PWZ H Psz) = 10g EPWPZ [GQZ(W’Z)} . (3)

In the limit « — 1, it reduces to the relative entropy
D(Pwz || PwPz). The conditional Rényi divergence of order o
is given by [25]

(a - 1)Da(PW\ZsPS\Z I Py zPs1z | Pz)

= 108Ep, 1, 7y, [exp (V. S12))|. &)

The a-mutual information, which is studied in depth in [25], is
defined as

(= 1)1 (Z;W) = logE%,, []E}D/Za [exp(aa(W, Z))]] . (%)

In the limit « — 1, itreduces to the mutual information I (W; Z),
whereas for & — o0, it becomes the maximal leakage [26]:

L(Z — W) =1ogEp,, {ess sup exp(2(W, Z))} . (6)
Pz
Here, the essential supremum of a measurable function f(-) of
a random variable Z distributed as Pz is defined as

esssup f(Z) = inf {PZ({Z :f(Z) > a}) = 0} (7
Pz a€R

The conditional a-mutual information does not have a com-
monly accepted definition. In [27], three definitions are pro-
vided and given operational interpretations, two of which have
known closed-form expressions. The first coincides with the
conditional Rényi divergence, while the second, which we will
term I, (W; S|Z), is defined as

(a =11 (W;S|2)
=logEp, [E%W‘Z {]E

In the limit o« — oo, this reduces to the conditional maximal
leakage [26, Thm. 6]

ga_ [exp(az(VV, S|Z))]” . (®

S|z

L(S — W|Z) =logesssupEp [ess sup el(W’Slz)] . (9

Z PS\Z

Note that S and Z are independent in the random-subset setting.
Hence, Ps| 7 can be replaced by Ps in (4), (8), and (9).



Useful Results: Many previous studies have used the
data-processing inequality as a tool for deriving generalization
bounds [16], [21]. In binary hypothesis testing, it is known
that the data-processing inequality only provides weak converse
bounds on the region of achievable error rates. To get strong
converse bounds, one relies on the following lemma instead [28,
Lem. 12.2].

Lemma 1 (Strong Converse Lemma): Let P and () be prob-
ability distributions on some common space X’ such that P is
absolutely continuous with respect to (), and let £ € X be a
measurable set. Then, for all v € R,

dpP
P& < P{log 10 > 'y] +e7Q[E]. (10)
In Section III-C2 and Section IV-C2, we will show how to use
this result to derive generalization bounds.

We will also make repeated use of the following result, due
to Hoeffding [29, Prop. 2.5].

Lemma 2 (Hoeffding’s Inequality): Let X ~ Px be a g-sub-
Gaussian random variable, i.e., a random variable satisfying the
following inequality for all A € R:

A2g2
E[exp(A(XE[X]))]Sexp< . ) (an
Then, for all ¢ > 0,
2
Px(IX ~E[X]| 2 ) < 2exp(—2;) W

Note that a random variable bounded on [a, b] is o-sub-Gaussian
with ¢ = (b — a)/2. Also, if X, for ¢ = 1,...,n,
are independent o-sub-Gaussian random variables, the aver-
age (1/n) Y., X, is 0 /y/n-sub-Gaussian.

III. GENERALIZATION BOUNDS FOR THE STANDARD
SETTING

In this section, we study the standard setting described in
Section II. We will assume that the loss function ¢(w, Z) is o-
sub-Gaussian under Py for all w € W. This means that, for
all A\ € Rand forallw € W,

Ep, [exp(MEp, [((w, Z)] — L(w, Z))] < 7772 (13)

We will derive bounds on the generalization error of a proba-
bilistic learning algorithm Pz in terms of some function of
the information density (1). As previously mentioned, several
different notions of generalization error bounds have been in-
vestigated in the literature. One such notion is that of average
generalization bounds, where we want to find an e such that

|EPWZ [gen(W, Z)” <e (14)

This e will in general depend on the joint distribution Pz, on
properties of the loss function, and on the cardinality n of the
training data. We will study this type of bounds in Section III-A.

Another approach, typically studied in the PAC-Bayesian
literature, is to find probabilistic bounds of the following form:
with probability at least 1 — § under Pz,

|Ep,,,lgen(W, Z)]| <. (15)

This bound is interesting when we have a fixed data set Z,
but draw a new hypothesis according to Py |z each time we
want to use our algorithm. The main advantage of this PAC-
Bayesian approach is that, by considering a distribution over the
hypothesis class rather than just a single hypothesis, one can
capture uncertainty about the hypotheses and exploit possible
correlations between them [17]. We derive bounds of this type
in Section ITI-B.

Finally, we also consider the single-draw scenario. In this
setting, we are interested in bounds of the following flavor: with
probability at least 1 — ¢ under Pyyz,

gen(W, Z)| < e. (16)

This type of result is relevant when we draw a single hypoth-
esis W based on our training data, and want to bound the
generalization error of this particular W with high probability.
The probabilistic bounds in (15) and (16) are said to be high-
probability bounds if the dependence of € on the confidence
parameter § is at most of order log(1/4).

In Theorem 1 below, we present an exponential inequality that
will be used in Section III-A, Section III-B, and Section III-C to
derive generalization bounds of all three flavors. The derivation
of this exponential inequality and its use to obtain generalization
bounds draw inspiration from [4, Sec. 1.2.4], where a similar ap-
proach is used to obtain PAC-Bayesian and single-draw bounds
for the special case in which the loss function has range restricted
to {0, 1}.

Theorem 1: Let Z = (Zy,...,Zy,) € Z™ consist of n i.i.d.
training samples generated from Pz, and let Py |z be a proba-
bilistic learning algorithm. Assume that {(w, Z) : W X Z — R
is o-sub-Gaussian under Pz for all w € W. Also, assume
that Pyyz is absolutely continuous with respect to Py Pz. Then,
for all A € R,

A2o2

n

Erus [oxp (Aeen(7.2) - 57— 7. 2)) | < 1. a9

Proof: Since ¢(w, Z) is o-sub-Gaussian for all w € W and
the Z; arei.id., (1/n) Y., {(w, Z;) is o /r/n-sub-Gaussian for
all w € W, as remarked after Lemma 2. Thus, for all w € W,

S R )|

i=1
)\2 2
gexp< 7 > (18)
2n
Reorganizing terms and taking the expectation with respect
to Py, we get

\2o?
Ep,p, [exp()\gen(W, Z) — o™ ﬂ <1 (19)

Now, let £ = supp(Pwz) be the support of Pyyz. From (19), it
follows that

A2o2
Epy, Py, {15 - exp (/\gen(VV, Z) — o )} <1 (20)

where 1¢ is the indicator function of the set £. To obtain (17),
we perform a change of measure from Py Pz to Pyz [28,
Prop. 17.1]. [ ]



Note that Theorem 1 holds verbatim if Py, is replaced with an
auxiliary distribution @y, under a suitable absolute continuity
assumption. This is detailed in the next remark.

Remark 1: Consider the setting of Theorem 1, but with the
altered absolute continuity assumption that Pz < QwPz for
some distribution @y on W. Then,

A2 dPwz
W — — <1
Ep,,, {exp <)\gen( . Z) o log )] 1. (21)

For the bounds that we will later derive, the choice Qw = Pw
is optimal. Unfortunately, since the data distribution Pz is con-
sidered to be unknown in the statistical learning framework, the
marginal distribution Pyy is also unavailable. Hence, Py needs
to be replaced by some suitably chosen auxiliary distribution Qv
whenever one wants to numerically evaluate the generalization
bounds that we derive later in this section.! In the remainder of
this paper, all bounds will be given in terms of Py, . Thanks to
this choice, many of the terms that appear in our results will be
expressible in terms of familiar information-theoretic quantities.
However, through repeated references to Remark 1, we will
emphasize that the bounds can easily be generalized to the case
in which Py is replaced by an auxiliary distribution Qyy .

A. Average Generalization Error Bounds

We now use Theorem 1 to obtain an average generalization
error bound of the form given in (14).
Corollary 1: Under the setting of Theorem 1,

202

Erslen(W, 2)]| < \|-10V:2). @)

Proof: We apply Jensen’s inequality to (17), resulting in

/\20.2
2n

€xXp (/\ IEPWZ [gen(VV, Z)] -
~Enl(V.2)] ) <1 @)

Note that EPWZ [’L(VV, Z)} = D(PWZ || Psz) =
By reorganizing terms, we get
Ao
2n

Since (24) gives a nonnegative parabola in ), its discriminant
must be nonpositive. We thereby obtain

I(W; Z).

— AEpy,, [gen(W, Z)] + D(Pwz || PwPz) > 0. (24)

202
E%,,, lgen(W, Z)] — TD(PWZ || PwPz) <0 (25)

from which (22) directly follows. [ |
The bound in (22) coincides with the result reported in [8,
Thm. 1]. As noted in Remark 1, we can substitute an arbi-
trary Qw for Py in (25), provided that the necessary absolute
continuity criterion is fulfilled. This leads to a more general
bound involving the relative entropy D(Pwz || QwPz).

IThis issue is well understood in the PAC-Bayesian literature, where the
available bounds are given in terms of an auxiliary (prior) distribution Qy that
does not depend on the unknown data distribution Pz .

B. PAC-Bayesian Generalization Error Bounds

We now turn to PAC-Bayesian bounds of the form given
in (15). In the following corollary, we reobtain a known
data-dependent bound [17, Prop. 3] and present a novel data-
independent relaxation.

Corollary 2: Under the setting of Theorem 1, the following
holds with probability at least 1 — § under Pz for all ¢t > 0:

[E Py 2 lgen(W, 2)]]
s\/z’f (PPwiz 7w +1055)

202 (EY [D(Pw)z || Pw)!]
n (6/2)1/¢

(26)

+ log ?) . @27

Here, the first inequality yields a data-dependent bound, while

the second inequality provides a data-independent relaxation.
Proof: Asin Corollary 1, we start from (17) and use Jensen’s

inequality, but now only with respect to Py z. This leads to

Ao?
2n

Er, [exp (A Ep, ,lgen(W, )] -

- DiPwall ) )] <1 )
where we used that, for a fixed Z,
Epy (W, Z)] = D(Pwz || Pw). (29)

Next, we use the following result. Let U ~ Py be a nonnegative
random variable satisfying [£ [U ] < 1. Then, Markov’s inequality
implies that

PylU<1/0]>1-E[U]6>1-6. (30)
By applying (30) to the random variable in (28), we obtain
A2g2

2n

Py {exp <)\ Epy, ,lgen(W, Z)] -

1
- D(Bwizl| ) ) < 3] 215 6D
Reorganizing terms, we conclude that

A2g2
2n

Pz[  AEpy,,[een(W, 2)]

1
+D(P|z || Pw) +log 5 zo] >1-4. (32)

By rearranging the inequality inside the probability in (32), we
obtain a nonnegative parabola in . Using the nonpositivity of its
discriminant, as in (25), we arrive at (26). To prove (27), we apply
Markov’s inequality to the random variable D(Pyy|z || Pw )",
which after some manipulation yields

E}D/Zt [D(Pywz || Pw)']
51/t

Pz | D(Pwz || Pw) <

>1-46. (33

We now use the union bound to combine (26) with (33) and
perform the substitution 6 — §/2, after which (27) follows. B



Note that by setting the parameter ¢ = 1 in (27), we get
Ep, [D(Pwz || Pw)| = I(W; Z). This choice of ¢ recovers
the result reported in [16, App. 3]. Instead, if we let ¢ — oo,
the polynomial d-dependence in (27) disappears and the bound
becomes a high-probability bound. This illustrates that one can
get progressively better dependence on 4 by letting the bound
depend on higher moments of D(Py|z || Pw ). The tightness
of the resulting bound depends on how well one can control
these higher moments. Finally, as per Remark 1, we can obtain
more general bounds by replacing Py in (26) and (27) with
an arbitrary QQy that satisfies a suitable absolute continuity

property.

C. Single-Draw Generalization Error Bounds

We now turn our attention to single-draw bounds of the form
given in (16). We will derive generalization bounds by using two
different approaches. Our first approach relies on the exponential
inequality from Theorem 1, which we use to get a data-dependent
bound in terms of the information density «(W, Z). We then relax
this result in different ways to obtain several data-independent
bounds. Our second approach, which yields a generalization
bound that is explicit in the tail of the information density, relies
on the change of measure result stated in Lemma 1. This bound
can be relaxed to obtain essentially the same data-independent
bounds obtained using the first approach.

1) Generalization Bounds from the Exponential Inequality:
We begin by using Theorem 1 to derive a data-dependent single-
draw generalization bound and a data-independent relaxation,
similar to the PAC-Bayesian results in Corollary 2. Both of these
bounds are novel.

Corollary 3: Under the setting of Theorem 1, with probability
at least 1 — § under Pz, the following inequalities hold for
all t > 0:2

202 1
zen(W, 2)| < |2 (z(vv, 2) +log)
Mt(W§ Z)

5
P
=\ (6/2)17°

Here, the first inequality provides a data-dependent bound
and the second inequality is a data-independent relaxation.
In (35), M(W; Z) is the tth root of the ¢th central moment
of «(W, Z):

(34)

(I(W; Z)+ +log §> .(35)

M,(W; Z) = EY"

Pwz

(11, 2) = D(Pwz || PwP2)|'] - G6)

Proof: By directly applying Markov’s inequality (30)
to (17), we conclude that

)\20.2

Pz {GXP ()\gen(W, zZ)— — (W, Z)>

§H >1-4. (37)

Rearranging the inequality inside the probability in (37) yields
a nonnegative parabola in A. By using the nonpositivity of
2Note that the argument of the square root in (34) can be negative, but that

this happens with probability at most 8. Therefore, the right-hand side of (34) is
well-defined with probability at least 1 — 9.

its discriminant, as was done after (32), we arrive at (34). To
prove (35), we use Markov’s inequality in the following form:
for arandom variable U ~ Py, the following holds for all £ > 0:

EV'|U ~ EU]]
51/t

Py |U <E[U]+ >1-0. (38)
Applying (38) with U = +(W, Z) and using the union bound to
combine the resulting inequality with (34), we obtain (35) after
performing the substitution § — 6/2. ]
Asusual, we can obtain more general bounds by substituting Qv
for Py in Corollary 3, provided that the necessary absolute
continuity assumption is satisfied.

Similarly to what we noted for the PAC-Bayesian bound (27),
the §-dependence in (35) can be made more benign by letting
the bound depend on higher central moments of «(W, Z), but
the tightness of the resulting bound hinges on how well one can
control these higher moments. In particular, if we let ¢ — oo
in (35), we obtain the following high-probability bound:

lgen(W, Z)| <

202

\/ (I(W; Z) + Mx(W; Z) + log §> (39)

n
Here, M. (W; Z) is given by
Mo (W; Z) = esssup o(W, Z) — [(W; Z)].
Pwz
Note that the supremization in (40) is over the argument
of «(W, Z), whereas I(W; Z) is a constant.

The data-independent relaxation in Corollary 3 is not as
tight as the one obtained in Corollary 2. Indeed, since «(W, Z)
can be negative, we had to use a weaker version of Markov’s
inequality (compare (38) with (30)). In the following corollary,
we provide two alternative data-independent bounds. The first
bound depends on the maximal leakage £(Z — W) defined
in (6), and recovers [21, Cor. 10] up to a logarithmic term.
The second bound, which is novel, is in terms of the Rényi
divergence (3).

Corollary 4: Under the setting of Theorem 1, the following
inequalities hold with probability at least 1 — § under Py z:

(40)

202

lgen(W, Z)| < \/n (E(Z — W)+ 2log (2;) 41)

and, for all &,y > 1 suchthat1/a+1/y =1,

202 (a—1
|gen(W, Z)| < {n( 5 Do (Pwz || PwPz)

y—1 2\1"?

Proof: By applying Markov’s inequality, we conclude that
with probability at least 1 — § under Pz,
dP %A 1
W, Z) <logE 1 - .
(W, Z) <logEp,,, {dPWPZ} + og(5>

Next, the expectation over Pz, can be replaced by an essential
supremum to obtain the inequality

dPwz
S | TPy Py

(43)

dPwz
dPwPz

ess sup . 44)

Pz \w

] <Ep,




The assumption that Pz < PPz means that any set in the
support of Pyyz is also in the support of Py Pz. We can therefore
upper-bound the ess sup as

ess sup (45)

Wz _
Pziw dPwPz — Py
By using the union bound to combine (43)-(45) with (34) and
performing the substitution 6 — §/2, we obtain (41).
To prove (42), we first apply Markov’s inequality and then
perform a change of measure to conclude that the following

inequalities hold with probability at least 1 — § under Py z:

dPyz
< -
(W, Z) <logEp,,, {dPWPZ} + log 3 (46)
dPwz \* 1
< LWz -
<logEp,pr, (dPWPZ> + log 5 47

Next, we apply Holder’s inequality twice as follows. Let
a,v,a’,y" > 1be constants chosen so as to satisfy 1/a+1/y =
1/a/ 41/ = 1. Then,

dPyz \°
dPy Pz

<o [l ] o)

<ol o o] 2 il ) o

]EPWPZ

(48)

w

Setting o = «’, which implies v = 7/, we conclude that
dPwz
dPw Pz

cosf, [0 gy, o]

log ]EPWPZ

(50)

a—1 -1
= Da(Pwz || PwPz) + VTDW(PWZ | PwPsz). (51)

Substituting (51) into (47), and then combining (47) with (34)
through the union bound, we establish (42) after the substitu-
tion & — §/2. |
The bound in (41) coincides with the maximal leakage bound
in [21, Cor. 10], up to a (202 /n) log(2/4) term inside the square
root. It is stronger than the max information bound in [23,
Thm. 4], for the case in which the parameter 3 therein is set
to 0, and also stronger than (39), up to the same logarithmic
term. Indeed, let the max information be defined as

TInax(W5 Z) = esssup (W, Z). (52)

Pwz

As shownin [21,Lem. 12], we have £L(Z — W) < I (W; Z).
It is also readily verified that

Inax(W3 Z) < I(W3 Z) + Mo (W3 Z). (53)
We thus have the chain of inequalities
L(Z W) <In(W;2Z) <I(W; Z)+ Moo (W3 Z). (54)

In particular, provided that

2
L(Z = W) < Inx(W; Z) + log 5 (55)

the bound in (41) is tighter than the max information bound
in [23, Thm. 4] with 8 = 0, and also tighter than (39). Still, the
bound in [21, Cor. 10] is stronger due to the aforementioned
logarithmic term.

As usual, we can obtain more general bounds by replacing Py
with an arbitrary Q) in Corollary 4, provided that Pz <
QwPz. However, for the proof of (41), we still need the original
absolute continuity assumption Pyyz < PPz to guarantee
that (45) holds. Note that a similar extension can easily be
performed on [21, Thm. 1] and on the corollaries that are based
on it, including [21, Cor. 10].

2) Generalization Bounds from the Strong Converse: Next,
we use Lemma 1 to derive an additional data-independent single-
draw generalization bound. This novel bound depends on the
tail of the information density.

Theorem 2: Under the setting of Theorem 1, with probability
at least 1 — ¢ under Py z, the following holds:

gen(W, Z)| <

\/%;2 <7+log<5—sz[l(2W7Z) > "/]))i

This is valid for all y such that the right-hand side is defined and
real.

Proof: The proof relies on Lemma 1. We set P =
Pwz, Q = PwPz, and

(56)

E={W.Z :|gen(W, Z)| > e}. (57)

Due to the o-sub-Gaussianity of the loss function, Hoeffding’s
inequality (Lemma 2) implies that

PwPgz[€] = PwPz[|Lz(W) — Ep,[Lz(W)]| > €] (58)

<9 ( n62>
<2exp|l—=—= ).
202

Substituting (58) into (10), we get

(59)

Pyz||gen(W, Z)| > €]

2

< Pwz[t(W,Z) = 7] + 2exp (7 - n;‘g> . (60)
We obtain the desired result by requiring the right-hand side
of (60) to equal ¢ and solving for e. [ ]
As for the previous results, a more general bound can be obtained
by setting Q = QwPz, where Qyy is an arbitrary auxiliary
distribution on W, provided that a suitable absolute continuity
criterion is fulfilled.

The result in Theorem 2 indicates a trade-off between the
decay of the tail of the information density and the tightness
of the generalization bound. Indeed, the parameter ~ has to be
chosen sufficiently large to make the argument of the logarithm
positive. However, increasing v too much may yield a loose
bound because of the « term that is added to the logarithm.

The bound in Theorem 2 can be relaxed to recover some of
the data-independent bounds discussed earlier in this section,
up to a (202 /n)log 2 penalty term inside the square root. In
Remarks 2 and 3, we present these alternative derivations.



Remark 2 (Alternative derivation of the moment bound (35)):
Using Markov’s inequality, we conclude that
Pwz(W,Z) > ~] < Pwz |[«(W, Z) (61)

—D(Pwz || PwPz)| > v — D(Pwz || PwPz)

(v = D(Pwz || PwPz))!
where M;(W; Z) is defined in (36). Next, we set
M (W; Z)
’Y:D(PWZHPWPZ)JFW (63)

which, once it is substituted into (61), implies the inequality
Pwz[W(W, Z) > ~] < 6/2. Using this in (56), we obtain

2
7. 2)] < | 2 (D(Puz | Pz
M,(W; Z) 4\12

This coincides with the bound in (35), up to a (202 /n) log 2 term
inside the square root.

Remark 3 (Alternative derivation of the maximal leakage
bound (41)): Note that

Pyz[ (W, Z) > ~] < Pw

Pzw

ess sup e W2) > e”] . (65)

Since Pz < PwPz, the esssup can be upper-bounded as
in (45). Hence,

Pwz[(W, Z) > 7] < Pw [ess sup e'W"#) > eq . (66)
Pz
By applying Markov’s inequality to the right-hand side of (66),
we find that

Pywz[(W,Z) > ~] <e "Ep, [esssup el(W’Z)}
Pz

=e Texp(L(Z - W)). (67)

Substituting (67) into (56) and setting v = L(Z —
W) +1og(2/6), we conclude that with probability at least 1 — ¢
under Py z,

2
|gen(W, Z)| < \/22 <£(Z — W) +1log2+2log §> (68)

This coincides with the maximal leakage bound in (41) up
to a (202 /n)log 2 term inside the square root, and with [21,
Cor. 10] up to a (202 /n)log(4/4) term inside the square root.

IV. GENERALIZATION BOUNDS FOR THE
RANDOM-SUBSET SETTING

We now consider the random-subset setting described in Sec-
tion II. For this setting, we will require the stronger assumption
that the loss function ¢(-,-) is bounded, rather than the sub-
Gaussian assumption in Section III. As detailed in the proof
of Theorem 4 below, boundedness will be crucial to establish an
inequality similar to (17) for the case in which the expectation

over Z is replaced by an expectation over the selection random
variable S.

The bounds in this section will depend on the conditional
information density (2). Intuitively, rather than asking how much
information on the training data Z can be inferred from W, we
instead ask how much information W reveals about whether Z;
or Z,»Jrn has been used for training, for ¢ = 1,...,n, given the
knowledge of Z. We will make this intuition more precise and
highlight the advantages of the random-subset approach when
we compare the generalization error bounds obtained in this
section to the ones in Section III, under the assumption of a
bounded loss function.

As in Section III, the generalization bounds in this section
will take different forms: average generalization bounds, PAC-
Bayesian bounds, and single-draw bounds. The average bound
for the random-subset setting has a form similar to (14), namely

|Ep,, ;. [gen(W, Z(S))]| <e. (69)

wzs

For the PAC-Bayesian and single-draw settings, it will turn out to
be convenient to first obtain probabilistic bounds on the following
quantity:

(W, Z,8) = 3" (W, Z(S)) ~ (W, Z(5.))) . (70)

i=1

Here, S is a vector whose entries are modulo-2 complements
of the entries of S. As a consequence, Z (S) contains all the
elements of Z that are not in Z(.S). So, instead of comparing
the loss on the training data to the expected loss on a new sample,
we compare it to a test loss, i.e., the loss on n samples that are
independent of W. Note that quantities similar to (70) are what
one computes when empirically assessing the generalization
performance of a learning algorithm.

In the PAC-Bayesian setting, we will be interested in deriving
bounds of the following form: with probability at least 1 — §
under Pz¢ = P;Pg,

k-

w

AT (71)

Similarly, in the single-draw setting, the bounds of interest
will be of the following form: with probability at least 1 — ¢
under PWZ = W|ZSPZPS’

(W, Z,85)| <. (72)

As we establish in Theorem 3 below, the probabilistic bounds
on gen(W, Z, S) given in (71) and (72) can be converted into
probabilistic bounds on gen(W, Z(S)) by adding a d-dependent
penalty term. _

Theorem 3: Let Z = (Z,...,Zs,) € Z*" consist of 2n
i.i.d. training samples generated from Pz and let S be a random
vector, independent of Z, with entries drawn independently from
a Bern(1/2) distribution. Let Z(S) denote the subset of Z ob-
tained through S by the rule Z;(S;) = Z-Jrsm, fori=1,...,n.
Also, let S be the modulo-2 complement of S. Let Pyzs)bea
randomized learning algorithm.? Assume that £(w, ) is bounded
on [a,b] forall w € W and all z € Z. Also, assume that the

3Note that, by construction, W and (Z , S) are conditionally independent
given Z(S).



following two probabilistic inequalities hold: with probability

at least 1 — § under P, 5,

(W, Z,5)| < esp () 73)
and with probability at least 1 — ¢ under P,
[y 0 [E0(W. Z,9)|| < eru(0). (74)
Then, with probability at least 1 — ¢ under P},
] (b — a)? 4
Z < — log — 7
eV 2()] <esn(3 ) + /U5 ox 09
and with probability at least 1 — ¢ under P,
) b—a)?. 4
Ep, 5lgen(W, Z(S))]) < epn (2) n % log 5.(76)

Proof: Since £(w, Z;(S;)) is bounded on [a, b] for all i =
1,...,n,itis (b — a)/2-sub-Gaussian for all w € W. From
this, it follows that Lz g)(w) is (b — a)/2\/n-sub-Gaussian
for all w € W. Hence, using Hoeffding’s inequality, stated in
Lemma 2, we have that, for all ¢ > 0,

|Lz5/(W) —Ep, [((W, Z)]| = 7
1< B 1 B

with probability no larger than § = 2exp(—2€e2n/(b — a)?)
under P, zc. From this it follows that, with probability at

least 1 — § under Py zs

_ )2
(b—a) logg.

Lz 5 (W) —Ep, [((W, Z)]| < o 3

(79
Now note that, by the triangle inequality,
gen(IW. Z(9))| < |gen(W. Z.9)
+|Lz5) (W) —Ep, [((W, Z)]| . (80)

The result in (75) now follows by combining (73) and (79) via
the union bound and performing the substitution 6 — §/2. The
proof of (76) follows along the same lines. ]

We now turn to proving an exponential inequality similar to
Theorem 1, but for the random-subset setting. This inequality
will later be used to derive generalization bounds of the forms
given in (69), (71), and (72).

Theorem 4: Consider the setting of Theorem 3. Then, for
all A e R,

Ep _

WZ!

[exp ()\g/&l(W, Z.S)

3 A2(b—a)?

- —z(VV,SZM <1 @)

Proof: Due to the boundedness of ¢(-, -), the random vari-
able ((W, Z;(5;))—£(W, Z;(S;)) is bounded on [(a—b), (b—a)]
for: = 1,...,n. As remarked in Lemma 2, this implies that
it is (b — a)-sub-Gaussian, and that gen(W, Z, S) therefore
is (b—a) /y/n-sub-Gaussian. Furthermore, gen(W, Z, S) enjoys
the symmetry property gen(W, Z, S) = —gen(W, Z, S). From

this, it follows that E p, Lga(W, Z, S)L — 0. By the definition

of sub-Gaussianity, we therefore have that

Epg [exp(\GEN(W, Z, )| < X E=0%/2 (82

Reorganizing terms and taking the expectation with respect

to PWZ we obtain

~ 20p 2
Ep,,Ps [exp ()\ge\n(I/V, Z,8) - A(Za)ﬂ <1 (83)
n

Now let £ = supp(Py;,z5) be the support of Py, 5. Then, (83)
implies that

- 2(h _ )2
EPWZPS |:1g exp ()\g/e\n(I/V, Z, S) - )\(Z;na))] S 1. (84)

Since PW,BZ is induced from PW| g by the probability mass
function Pg, the probability distribution P,z is absolutely
continuous with respect to P, Ps. We can therefore perform
a change of measure to P>, as per [28, Prop. 17.1(4)], after
which the desired result follows. [ ]
Similar to the discussion in Remark 1, Theorem 4 holds ver-
batim with PW‘ 7 replaced by an auxiliary conditional dis-
tribution QW‘ 7» provided that a suitable absolute continuity
assumption holds. This is detailed in the following remark.
Remark 4: Consider the setting of Theorem 3. Also, assume
that the absolute continuity assumption Py ~o < QW‘ 7Pz Ps
holds for some conditional distribution QW‘ Z on W. Then,

A2(b—a)?
2n
dPy,

—log —2*%22 || <1. (85
OngW2PZP5>:| - (83)

Ep _

WZ

[exp (/\g/e\n(W, Z,8)—

The proof of (85) is exactly the same as the proof of Theorem 4,
except that we choose QW|Z in place of PW|Z in (83).

For the bounds that we will later derive, the optimal choice
is QWl 7= PW| 7. However, similar to the standard setting, this
choice is not always feasible when one is interested in numer-
ically evaluating the bounds. While it is technically possible
to compute P, > for a given instance of Z by marginalizing
out S, this wou{d involve executing the probabilistic learning
algorithm Py z(s) a total of 2" times. For many algorithms,
this is prohibitively expensive from a computational standpoint.
Therefore, it can be convenient to have the choice of relaxing
the bound by expressing it in terms of some auxiliary distri-
bution QW‘ 7» suitably chosen so as to trade accuracy with
computational complexity.

We also note that the assumption of bounded loss in Theorem 4
can be relaxed, and an exponential inequality can be derived for
unbounded loss functions satisfying the conditions specified in
the following remark.

Remark 5: Assume that there exists a function A : 22 — R
such that, for all 27,29 € Z and all w € W, we have



[(w, z1) — €(w, z2)| < A(z1,22). Let Z; and Z5 be indepen-
dent and distributed according to Pz. Then, for all A € R,

Ep _

WZ:

[exp (Ag’e\n(vv, Z.5)

2 2
 NEp,,, [AZZ2)%] z(vv,si)ﬂ <1 @6
2n

The proof of (86) involves adapting the derivation in [14, p. 29]
and using a change of measure argument. All the bounds pre-
sented in the remainder of this section for the bounded loss
setting admit a counterpart for the unbounded loss setting, ob-
tained by replacing (b — a)? with Ep, , [A(Z1, Z5)?]. Our
choice to focus on the case of bounded loss functions in the
remainder of this paper is justified by the fact that boundedness
of Ep, . [A(Zy1, Z3)?] can be proven only for very specific
cases (see [14, Sec. 5.4-5.6)).

In the remainder of this section, we will use Theorem 4
to derive an average generalization bound, as well as PAC-
Bayesian bounds and single-draw bounds. We start with the
average generalization bound.

A. Average Generalization Error Bounds

In the same spirit as Corollary 1, the following bound on the
average generalization error, which is explicit in the conditional
mutual information I(W; S|Z), is directly derived from Theo-
rem 4.

Corollary 5: Under the setting of Theorem 3,

[Er, . lgen(W, Z(8))]| < J“bn“}?uw;s@. (87)

WZ:

Proof: Starting from (81), we apply Jensen’s inequality,
which results in

— = A2(b—a)?
exp ()\Epwis [gen(W’, Z,S)} — (T)

—Ep .

WZ

(w, SlZ)D <1 (88)

From (70), since W and Z(S) are independent, it follows
that Ep [g/e\n(VK Z, S)} — Ep___[gen(W, Z(S))]. Further-

Z WZ!
more, we have that

Ep, . {Z(W, S|Z)] = D(Py,35Ps || Py zPs | P) (89
=I(W;8|Z). (90)
We therefore get, after reorganizing terms,
A2(b—a)?
AL B, [zen (7, Z(S))]
+ D(PWlZSPS || PW\ZPS | Pz) >0. 91

Since the parabola in A described by (91) is nonnegative, its
discriminant is nonpositive. This leads to

E} . lgen(W, Z(S))]

2(b—a)?
- %D(PW\ZSPS | Py zPs | Pz) <0 (92)

from which (87) follows directly. [ |

The bound in (87) recovers the result from [14, Cor. 5.2]. As
detailed in Remark 4, we can substitute QWl 7 for PW| 7in (92)
to obtain a more general but weaker bound in terms of the condi-
tional relative entropy D(PW| z5Ps || Qu zPs | P), provided
that an appropriate absolute continuity assumption is satisfied.

Under some conditions, the bound in Corollary 5 can be shown
to be tighter than that in Corollary 1 for the case of a bounded loss
function. Indeed, usigg the chain rule for mutual information, the
Markov property (Z,S)—Z(S)—W, and the fact that Z(S)
is a deterministic function of (Z, S), we can rewrite the bound
in (22) as

en(7. 2(5))] < /L5

5

Hence, if I(W; Z) > 31(W; S| Z), the bound in Corollary 5 is
tighter than that in Corollary 1. In particular, note that there
are many practical scenarios in which the bound in Corol-
lary 1 is vacuous because I(W;Z(S)) = oco. On the con-
trary, [(W; S|Z) < nlog2.

I(W; Z(5)) (93)

(I(W; Z)+1(W; S|Z)) .(94)

B. PAC-Bayesian Generalization Error Bounds

We now turn to PAC-Bayesian bounds of the form given
in (71). The next corollary provides bounds that are analogous
to those in Corollary 2, but for the random-subset setting. The
bounds in the corollary are novel, and extend known PAC-
Bayesian bounds to the random-subset setting.

Corollary 6: Under the setting of Theorem 3, the following
holds with probability at least 1 — ¢ under P for all ¢t > 0:

|Zs
2(b—a)? 1
<\/ 2O (D 25 | Py) + 108 3

20— a)? (E/ [D(Py 25 || Py 2)]
67217

Here, the first inequality is a data-dependent bound, while the
second provides a data-independent relaxation.

Proof: Since the proof follows along the same lines as that of
Corollary 2, we only highlight the differences. We start from (81),

apply Jensen’s inequality with respect to PW‘ Zg» and note that

’EPW . [ge\n(W, z, S)} ‘

(95)

+ log 2). (96)
n )

Ep

vz {0V 812)] = D(Py 56 | Pyyz): - OD)

To obtain (95), we use (30) and the same discriminant argument
that was used after (32). To prove (96), we apply Markov’s
inequality to D(PW| sl Py, )", similarly to (33). Combining
the resulting inequality with (95) through the union bound and
then performing the substitution § — §/2, we obtain the desired
result. [ ]
For the case in which we set ¢ = 1 in (96), we ob-
tain Ep,_ [D(PW‘ZS | Pyiz)| = 1(W:8|Z). The corre-
sponding bound extends the results in [14] by providing a PAC-
Bayesian generalization error bound in terms of the conditional



mutual information I(W; S| Z). Similar to the discussion follow-
ing Corollary 5, this bound is, under some conditions, tighter than
the corresponding bounds for the standard setting in Corollary 2.
Much like the moment bounds in (27) and (35), the bound in (96)
illustrates a trade-off between the confidence and the tightness
of the generalization estimate, mediated by the magnitude of
the higher moments of D(PW| s || P, Wl 7). Also, as indicated
in Remark 4, if the appropriate absolute continuity criterion is
satisfied, we can replace PW| 7 with QW‘ 7 in (95) and (96) to
obtain more general bounds that are better suited for numerical
evaluations.

C. Single-Draw Generalization Error Bounds

In this section, we will derive several bounds on the single-
draw generalization error (72) in the random-subset setting.
Three different approaches will be used to obtain these bounds.
The first one relies on the exponential inequality given in Theo-
rem 4, and results in a data-dependent bound from which several
data-independent relaxations follow. The second one relies on
Lemma 1, and allows us to derive a bound that is explicit in the
tail of the conditional information density, similar to Theorem 2.
Essentially equivalent versions of the data-independent relax-
ations obtainable via the first approach can be derived from
this tail-based bound. The third approach, which is inspired
by [21], builds on repeated applications of Holder’s inequality.
This results in a family of data-independent bounds. Through
this approach, we extend many of the results for bounded loss
functions in [21] to the random-subset setting.

1) Generalization Bounds from the Exponential Inequality:
In the next two corollaries, we derive novel bounds that are
analogous to the ones in Corollaries 3 and 4, but for the random-
subset setting.

Corollary 7: Under the setting of Theorem 3, the following
holds with probability at least 1 — ¢ under P}, ;¢ for all ¢ > 0:*

W, 2.5)| < \/Q(b‘n“)z (107.512) +10g 7 ) )

S\/2(b—n“)2 (I(W; S|Z) + G

Here, the first inequality provides a data-dependent bound
and the second is a data-independent relaxation. In (99), the
term Mt(W S|Z) is the tth root of the tth central moment
of «(W, S|Z):

+ log ?) . (99)

W 8\2) = B |07 512) - 10v:s12)[ | oo

Proof: The proof is analogous to that of Corollary 3.
We start by applying Markov’s inequality in the form of (30)
to (81), which, combined with the discriminant argument
that was used after (37), results in (98). We then apply (38)
with U = (W, S|Z). Combining the resulting inequality
with (98) through the union bound, we obtain (99) after per-
forming the substitution § — §/2. [ |

#Note that the argument of the square root in (98) can be negative, but that
this happens with probability at most 8. Therefore, the right-hand side of (98) is
well-defined with probability at least 1 — 9.

By increasing ¢ in (99), a more benign §-dependence can be
obtained by letting the bound depend on higher central moments
of «(W, S|Z). The tightness of the resulting bound depends
on how well these higher moments are controlled. As usual,
we can get more general bounds by replacing PW| 7 with an
arbitrary QW‘ 7. provided that a suitable absolute continuity
assumption is satisfied.

Just as in Corollary 4, we can derive alternative data-
independent relaxations for the data-dependent bound in (98).
We present these novel bounds in the following corollary. The
first bound is given in terms of £(S — W|Z), the conditional
maximal leakage (9). The second bound depends on the condi-
tional Rényi divergence (4).

Corollary 8: Under the setting of Theorem 3, the following
inequalities hold with probability at least 1 — ¢ under P}, z¢

(W Z,5)| <
\/2(1’;“)2 (c(s — W|Z) + 2log ?) (101)

and, for all @,y > 1suchthat 1/a + 1/y =1,

_ =~ 2(b—a)?
‘gen(W,Z,S)‘ < {(a)x
n
2 a—1
<2log+a DO‘(PW|ZSPSH W\ZPS|P)

]

1/2
-1
+WTD'Y(PW|ZSPS|| W|ZPS|P ))} . (102)

Proof: Analogously to the proof of Corollary 4, we start
from the inequality in (98) and bound (W, S|Z). Markov’s
inequality implies that, with probability 1 — ¢ under P}z,

APy, 1
(W, 8|Z) =logEp, | 55— | +log 5. (103)
W\|Z ZS

Replacing expectations with essential suprema, we get the upper
bound

APy zg
WZS dPW|ZP
dP, =
<esssupEp Wiz [ess sup —WZS__ (104)
Pz Pg\wz dPVVIZP
dP, >
< esssup ]Ep ess sup —_~WzS (105)
Py, W7 ps APy zPzs

Here, the second inequality holds due to the absolute continu-
ity property Pz < PW‘ 7 P5s. Using the union bound to
combine (98) with the probabilistic inequality on «(W, S| Z)
resulting from (103)—(105), we obtain (101) after performing
the substitution § — 6/2.

To prove (102), we apply Markov’s inequality and then per-
form a change of measure from PW‘ 7g tO PW| 7 to conclude



that, with probability at least 1 — § under Py =,

dP 1
W, S|Z)<logEp, . p WZS_| {log=  (106)
25725 | AP, 7Py 5
2
dP 1
_ wzs -
=logEp,, , Py (dPWZ ZS) +log <. (107)

Next, we apply Holder’s inequality thrice as follows. Let
a,y,a',y',&,% > 1 be constants such that 1/a + 1/y =
1/a’ +1/7 =1/a+1/7 = 1. Then,

2
E dPWZS
PW\ZPZS dPW\ZP
= Ep,, ,pyrs [exp(2(W, S|Z))] (108)

< EP o |: 1/Ot |:eo¢'L(W,S\Z):| . E}D{;’ |:e’yl(W,S\Z):| :| (109)

ey

a/a m(W,s|Z)H % (110)
}D/VZ‘Z [Ev/v [ew(WS\Z)H }
o] o

El/v E), A {Ev/v{ 'yz(WS|Z)H

Pz W\
We now substitute (111) into (107) and set « = o = a,
which implies v = «' = 4. Using (4), we conclude that, with

probability at least 1 — § under P,

wZzs>
= a—1
(W, 8|2) < Da(Py z5Ps || Py zPs | Pz)
—1 1
+WTD7(PW‘ZSPSH Py zPs | Pz) +log 5. (112)

Combining (112) with (98) through the union bound and per-
forming the substitution § — §/2, we obtain (102). [ |
As usual, we can replace P, W Z by some auxiliary QW‘ 7 to get
more general bounds, provided that a suitable absolute continuity
assumption is satisfied.

The conditional maximal leakage bound in (101) can be tighter
than the maximal leakage bound in [21, Cor. 913 This is the case
since the conditional maximal leakage £(S — W|Z) is upper-
bounded by the maximal leakage £L(Z(S) — W). We prove
this result in the following theorem.

Theorem 5: Consider the setting of Theorem 3. Then,

L(S = W|Z) < L(Z(S)— W). (113)

Proof: Because of the Markov property (Z, S)—Z (S)—
W and the fact that Z(S) is a deterministic function of (Z, S),
the equality L(Z(S) — W) = L((Z,S) — W) holds [26,

5Note that (101) provides a bound on gen(W, Z, S), whereas the bound
in [21, Cor. 9] is on gen(W, Z). To compare the two, one therefore has to add
the §-dependent penalty term in Theorem 3.

Lem. 1]. We begin by moving one essential supremum outside
of the expectation:

~ dP,
L(Z,8) = W) =logEp, esssup% (114)
dPwP3
dP,
> logesssupEp,, {ess sup WZs } . (115)
~ dPwPy
Now, let £ = SuPP(PW|Z)' It follows from (114) that
L(Z,8) — W)
dPyzs
> logesssupEp,, 15 esssup —22 | (116)
Py dPwP
Next, we perform a change of measure from Py to PW| Z
dPy, =
log esssup Ep,, [15 ess sup WZS]
Ps dPwP
d Py dP,
=logesssupEp | ———ess sup WZS | (117)
P wiz dPW‘Z dPwPzg
Finally, since d Py / d P, W|Z is independent of S,
d Py dP, >
1 o E - WZS
og eb;s%up Py\z TDW\Z ess sup 7dPW
dP,
=1 E — WZ5 118
oges;szup Pz lesssup dPW|ZP (118)
=L(S = W|Z). (119)
|

2) Generalization Bounds from the Strong Converse: In this
section, we will use Lemma 1 to derive single-draw generaliza-
tion error bounds in the random-subset setting. In Theorem 6
below, we use Lemma 1 to obtain a novel bound in terms of the
tail of the conditional information density (W, S|Z).

Theorem 6: Under the setting of Theorem 3, with probability
at least 1 — ¢ under P,

WZs®
— ~ 2(b —a)?
@, 2,5)| < [(nk
) 1/2
~v + log — . (120)
0~ PWZS{(W’S|Z)Z’Y]

This is valid for all v such that the right-hand side is defined and
real.

Proof: We will use Lemma 1 with P = P z¢, Q =
PW|ZPZS and
E={W.Z,8: ‘g/e\n(I/V,Z,S)’ Sel. (12D)

Let the set &z = {S : (W, Z,S) € &} denote the fibers
of £ with respect to W and Z. As noted in the proof of The-
orem 4, gen(W, Z, S) is a (b — a)/,/n-sub-Gaussian random
variable with E pg {g%\n(W, Z, S)] = 0. By using Hoeffding’s



inequality (Lemma 2), we therefore conclude that, for all W
and Z,

ne?
It follows that Q[€] < 2exp(—ne®/2(b — a)?). Inserting this
inequality into (10), we get

P =

was || E0(7.2,.8)| > o] < Pz [1(7:512) 25

ne

2
W) . (123)

+2exp<'y— 20

We obtain the desired result by requiring the right-hand side
of (123) to equal ¢ and solving for €. ]
Similar to the discussion in Remark 4, a completely analo-
gous result holds with an auxiliary distribution QW| 7 in place
of PW| 7> provided that a suitable absolute continuity assumption
is satisfied.

As for the bound in Theorem 2, the bound in (120) illustrates
that the faster the rate of decay of the tail of the conditional
information density, the sharper the generalization bound. Specif-
ically, the parameter  has to be chosen large enough so that
the argument of the logarithm is positive, but a greater ~y also
contributes to an increased value for the bound.

The bound in Theorem 6 can be relaxed to give essentially
equivalent versions of some of the previously presented data-
independent bounds. We show this in the following remarks.

Remark 6 (Alternative derivation of the moment bound (99)):
Markov’s inequality implies that

(M,(W; S|Z))"

Pz [Z(W, S|1Z) > v} < 2 (124)
(v-107:812))
where ]\Z(W, S|Z) is defined in (100). Next, we set
= M/(W;S|2)
=IW;S8|Z)+ ———7— 12
v =I1W;S8|Z)+ (5/2)17¢ (125)

which, once it is substituted into (124), implies the inequality
Py [Z(VV, S|Z) > ’y} < §/2. Using this inequality in (120),
we conclude that, with probability at least 1 — § under Py >,

W, Z.5)| < [2“;) (10v:s12)

M,(W;S|Z 4\1Y?

This coincides with the bound in (99), up to a (2(b—a)?/n) log 2
term inside the square root.

Remark 7 (Alternative derivation of the conditional maximal
leakage bound (101)): Note that

P =

WZ ’L(VV, S|Z)2’Y} SPwZ

ess sup (W:512) > e”] 127)

S|\WZ

< esssup PW| 3
Pz

ess sup e!(W:512) - e“’] . (128)

PS\WZ

By upper-bounding the ess sup as in (105) and using Markov’s
inequality, we conclude that

Pyyzs /(W 512) = 1]

WZ

<eTesssupEp »{esssupel(w’slz)] (129)
Ps

w|Z
Pz

:exp(z:(s S W|Z) - 7) : (130)
Setting v = £(S — W|Z) + log(2/4) and substituting the re-
sulting upper-bound on the probability P,z [z(W, S|\Z) > yl
into (120), we conclude that, with probability at least 1 —
under PWZ s

@, Z.9)| < {2“;) (c<s L W|Z)

9\ 71/2
—|—log2+21og6)} . (131)

This recovers the conditional maximal leakage bound in (101),
up to a (2(b — a)?/n) log 2 term inside the square root.

3) Generalization Bounds from a Holder-Based Inequality:
We now present a third approach to obtain data-independent
single-draw bounds in the random-subset setting. The approach
is based on a proof technique developed in [21], where similar
bounds are derived in the standard setting. We first prove a useful
inequality in Theorem 7, from which several generalization
bounds follow.

Theorem 7: Under the setting of Theorem 3, for all constants
a,v,a',y,&,% > 1lsuchthat 1/ + 1/y = 1/a’ +1/4 =
1/&+1/% = 1 and all measurable sets £ € W x 22" x {0,1}",

’

€] < B (BN [PY €3]] X

Efe [EH [BR/® e S1D]]]. a32)

wiz | Fs

PWZ

Here, £,z = {S : (W, Z,8S) € £} denotes the fibers of £ with
respect to W and Z.

Proof: First, we rewrite Py, [£] in terms of the expectation
of the indicator function 1¢ and perform a change of measure:

AP, »
P~ =K b |1 —WZS 133
WZ, [5] PWlZPZS[ & dPW\ZPZS ( )
=Ep,, ,pyps [15 : el<W>S|Z>} . (134)

To obtain the desired result, we apply Holder’s inequality thrice.
Let a,7v,a’,v',&,4 > 1 be constants such that 1/ 4+ 1/y =
1/a’+1/y =1/a+1/4 = 1. Then,

1 /o[ au(W,S|Z
Pyzsl€] < EPWZPZ[EPQ [le,,] 'EP/S {6 W ‘Z)} ] (135)

<Ep, [E}JVZ'Z P27 [Ewz]] » (136)
1/a’ o' /ol au(W,S|Z)
i [ers e 2]
<Ef) [E;Q'Z [P [€w7]] ] x (137)

4 w|Z s

E}D/Na {Ei/a, {]EQP//Q [e(m(W,S\Z)H } .



|
Similar to the discussion in Remark 4, the result in Theorem 7
would still hold if we were to substitute an auxiliary distribu-
tion QWI 7 for PW‘ 7 provided that a suitable absolute continuity
condition is satisfied.

By choosing particular values for the three free param-
eters in the inequality (132), we can derive generalization
bounds in terms of various information-theoretic quantities.
We will focus on a bound that depends on the conditional a-
mutual information I,(W; S| Z), which can be relaxed to
obtain a bound in terms of the conditional Rényi diver-
gence Da(PW|ZSPS [l Py zPs | Pz) or be specialized to ob-
tain a bound that depends on the conditional maximal leak-
age L(S — W|Z).

Corollary 9: Under the setting of Theorem 3, the following
holds with probability at least 1 — ¢ under P ¢ for all o > 1:

En(W,Z,8)| < {2(1);@2 (Ia(W; S|z)

o 1 1/2
a_llog(s)] . (138)

Proof: In (132), set @ = o and let o’ — 1, which implies
that ¥ = v and 4/ — oo. Also, let £ be the error event (121).
For this choice of parameters, the second factor in (132) reduces
to

+log2 +

5 e B o 51
- exp<0‘;11a(w; S| Z)) . (139)

Furthermore, we can bound Pg [EWZ] in the first factor in (132)
by using (122). Substituting (122) into the first factor in (132),
we conclude that

lim E}»/; [E}Q‘/z [P 3 Ewz) H

/=00

,
- E}JZ v Kess sup P&/ [5W~]> ] (140)

w|Z

omf-%))

By substituting (139) and (140) into (132), noting that 1/ =
(o — 1)/a, we conclude that

(141)

a—1

2 Ta
Puzstel < (20055 ) )
exp<a;1]a(W; S| Z)) . (142)

We obtain the desired result by requiring the right-hand side
of (142) to equal § and solving for e. ]
As usual, we can obtain a more general version of Corollary 9 by
replacing PW| 5 with an auxiliary distribution QWl 7> provided
that a suitable absolute continuity assumption is satisfied.

We can also obtain a bound in terms of the conditional
maximal leakage by letting @ — oo in (138) and using
that limy 00 In(W; S| Z) = L(S — W|Z). The resulting
bound is tighter than the conditional maximal leakage bound

obtained in (101) by a (2(b — a)?/n)log(2/J) term inside the
square root.

Furthermore, the conditional a.-mutual information that ap-
pears in (138) can be relaxed to obtain a novel bound in terms of
the conditional Rényi divergence of order .. Indeed, by Jensen’s
inequality, the following holds for o > 1:

L.(W;S|2)
- e e, [ o] ey
<- L ogEp, [Ep, , [En[e™S12]]] (a4
= Dao(Py z5Ps || Py, zPs | Pz). (145)

The conditional Rényi divergence bound obtained by substitut-
ing (145) into (138) is different from the one in (102), and there
is no clear ordering between them in general. The two bounds
can, however, be directly compared if we set « = v = 2, or if
we let « — 0o, and hence v — 1. For both of these choices of
parameters, the conditional Rényi divergence bound obtained
from (138) is tighter than (102) by a (2(b — a)?/n)log(2/9)
term inside the square root.

V. CONCLUSION

We have presented a general framework for deriving general-
ization bounds for probabilistic learning algorithms, not only in
the average sense, but also for the PAC-Bayesian and the single-
draw setup. Using this framework, we recovered several known
results, and also presented new ones. Due to its unifying nature,
the framework enables the transfer of methods for tightening
bounds in one setup to the other two setups. In particular, by
reobtaining previously known results, we showed that our frame-
work subsumes proofs that are based on the Donsker-Varadhan
variational formula for relative entropy [8, Thm. 1], [17, Prop. 3],
on Holder’s inequality [21, Thm. 1], and on the data-processing
inequality [16, Thm. 8], [21, p. 10]. We further demonstrated the
versatility of the framework by applying it to the random-subset
setting recently introduced by Steinke and Zakynthinou [14].
In doing so, we were able to extend the bounds on the average
generalization error obtained in [14] to the PAC-Bayesian setup
and the single-draw setup. In addition to this, we used tools
inspired by binary hypothesis testing to derive generalization
bounds in terms of the tail of the conditional information density.
We also obtained novel bounds in terms of the conditional
maximal leakage and the conditional a-mutual information by
adapting a proof technique due to Esposito ef al. [21] to the
random-subset setting.

As pointed out throughout this paper, the numerical evaluation
of the presented generalization bounds often requires one to
replace the marginal distribution Py (or PW| 7 in the random-
subset setting) with a suitably chosen auxiliary distribution
that can be computed without a priori knowledge of the data
distribution Pz. Some possible choices, in the context of deep
neural networks, are provided in [13], [18], [19], [30]. Specifi-
cally, in [30], we evaluate the PAC-Bayesian bound in (95) and
the single-draw bound in (98) for neural networks trained on
MNIST and Fashion-MNIST using stochastic gradient descent.
The numerical experiments illustrate that the resulting bounds



are non-vacuous for the setups considered, and match the best
bounds available in the literature [19]. While the results in [30]
appear promising, they still do not provide much insight into how
to design neural networks. Thus, the extent to which information-
theoretic bounds such as the ones presented in this paper can
guide the design of modern machine learning algorithms remains
to be investigated.
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