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ARTICLE INFO ABSTRACT

Keywords: With the increasing prevalence of open and connected products, cybersecurity has become a serious issue
Security in safety-critical domains such as the automotive industry. As a result, regulatory bodies have become more
Assurance stringent in their requirements for cybersecurity, necessitating security assurance for products developed in
Evidence

these domains. In response, companies have implemented new or modified processes to incorporate security
into their product development lifecycle, resulting in a large amount of evidence being created to support
claims about the achievement of a certain level of security. However, managing evidence is not a trivial task,
particularly for complex products and systems. This paper presents a qualitative interview study conducted in
six companies on the maturity of managing security evidence in safety-critical organizations. We find that
the current maturity of managing security evidence is insufficient for the increasing requirements set by
certification authorities and standardization bodies. Organizations currently fail to identify relevant artifacts as
security evidence and manage this evidence on an organizational level. One part of the reason are educational
gaps, the other a lack of processes. The impact of Al on the management of security evidence is still an open
question.

Safety-critical

1. Introduction defined as the “Measure of confidence that the security features, prac-
tices, procedures, and architecture of an information system accurately
mediates and enforces the security policy” by the National Institute of

Standards and Technology (NIST) (2011).

Security is becoming increasingly critical in multiple domains, par-
ticularly for safety-critical systems (Brostoff and Sasse, 2001). This is

largely driven by the fact that products in these domains, such as auto-
motive or medical devices, are becoming more open and connected,
making them more vulnerable to cyber-attacks (Bolbot et al., 2019;
Elkhail et al., 2021; James and Rabbi, 2023). As a result, regulatory
bodies have become more stringent in their requirements for cyberse-
curity, necessitating proof of cybersecurity for products developed in
these domains, e.g., UNECE R156 regulation (United Nations, 2021)
in the automotive domain. Standardization bodies have also begun
issuing standards to ensure that companies in these domains employ
security measures that meet the required levels to mitigate the high
risks of cyber-attacks, e.g., ISO/SAE 21434 cybersecurity standard for
road vehicles (Technical Committee, 2021). Companies have responded
to these regulations and standards by implementing new or modified
processes to incorporate security into their product development life-
cycle. The goal of these efforts is to have security assurance which is
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In security assurance, it is common to provide claims about the
achievement of a level of security for a product or system (Haley et al.,
2005). To support these claims, evidence has to be provided. Evidence
in this context is an artifact that can be used to support or justify a
claim about the security of the system. For example, test results of a
security-relevant functionality, e.g., data encryption, a peer review on a
design document, or a certificate of conformance with a standard. This
evidence is also important in the process of cybersecurity certification,
as it is used by assessors when evaluating certification requirements.

Managing evidence is not a trivial task especially when the devel-
oped systems are complex (Ruiz et al., 2011). This is due to factors such
as a large number of evidence items, the complex organizational struc-
tures (including relations with suppliers), or the multitude and diversity
of involved stakeholders. Unlike in the field of safety, where safety
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assurance and evidence management have been studied extensively
for a long time (Nair et al., 2015), evidence in security assurance has
not been sufficiently covered in the literature (Mohamad et al., 2021)
despite its importance, especially compliance. A knowledge transfer
from safety to security is possible. However, the differences between
the two areas are important. For instance, security addresses malicious
actors in the environment who impacting the system, whereas safety
addresses accidental risks from the system that impact the environ-
ment (Piétre-Cambacédeés and Chaudet, 2010). Additionally, there is
a gap in the maturity of the two domains, especially with regards to
standardization. Safety is considerably more mature and relevant safety
standards have been introduced years ago (Alexander et al., 2011).

In this paper, we report on an empirical study based on interviews
conducted at six different companies. In the study, we aim at under-
standing the state of the practice with respect to working with evidence
in organizations aiming at fulfilling the requirements of regulations
and standards for security. We also investigate how the evidence is
managed, what the main challenges in managing security evidence are,
and to what extent automation can help. Hence, we formulate our
research questions as follows:

RQ1. What is the context in safety-critical organizations with
respect to managing security evidence?

We understand context as the factors that contribute to how organi-
zations manage security evidence and the main drivers behind this. By
understanding this context, we can investigate gaps in current practices.
From this, we deduce the following sub-questions:

» RQ1.1 What is the level of maturity' with respect to managing
security evidence in industry?

*+ RQ1.2 What are the main drivers for creating and managing
security evidence?

RQ2. How is the management of security evidence embedded in an
organization’s development process? Similar to how safety evidence
is handled, the management of security evidence needs to be part of
the development process. To better understand how this happens in
practice, we define the following sub-questions:

» RQ2.1 Which development artifacts serve as security evidence?
» RQ2.2 Which activities* during the development process create
security evidence?

RQ3. What are the detailed procedures aimed at managing secu-
rity evidence in safety-critical organizations?

While the results of RQ2 give us an overview of artifacts and
activities, we explore the details of how security evidence is managed
in this research question and its sub-questions:

» RQ3.1 Where does the responsibility of managing evidence lie?

» RQ3.2 What processes are in place to manage evidence?

» RQ3.3 How is access to the evidence handled?

» RQ3.4 How is the evidence structured®?

- RQ3.5 What practices exist to assure that the quality* of the
evidence is sufficient?

RQ4. What are the challenges in managing security evidence for
safety-critical organizations? We are aware that managing security

1 The level of maturity refers to the extent to which processes, procedures,
and technologies are established, standardized, and effectively implemented
for evidence management.

2 Activities refers to actions involved in collecting, storing, analyzing, or
presenting security evidence.

3 Structure refers to how the evidence is organized and categorized.

4 Quality refers to the reliability, relevance, and credibility of the evidence
to support a particular claim.
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evidence is a complex and challenging process. Hence, we aim to better
understand these challenges in order to help organizations identify
areas where improvements can be made.

RQ5. To what extent can evidence management be supported
through automation?

Supporting security evidence management at scale requires automa-
tion of tasks during the development process. We explore this aspect
with two sub-questions:

» RQ5.1 What is the state of practice on automation of tasks related
to security evidence?

» RQ5.2 What are the needs of the industry for the automation of
tasks related to security evidence?

The contribution of this paper is an overview of the current state
of managing security evidence. The study offers new insights into the
ways in which organizations manage security evidence, including the
integration of such evidence into the development process, detailed
procedures for managing evidence in practice and the challenges asso-
ciated with that, and the potential for automation to support evidence
management.

2. Background and related work

To the best of our knowledge, studies focusing mainly on the
management of security evidence are scarcely reported in the literature.
However, there have been related studies in connection with regulatory
compliance including security. Additionally, there is related work that
focuses on safety evidence management. Some of these studies target
assurance evidence in general, and cover even security evidence. In this
section, we give an overview of this related work.

Jaskolka (2020) studies the challenges of providing security as-
surance for software-dependent systems by conducting a review of
experience reports. The study lists multiple challenges related to work-
ing with evidence, e.g., coping with size and complexity of system
which leads to a large amount of evidence required in the creation
of security assurance cases. Another challenge mentioned in the study
is dealing with external suppliers and the need to incorporate evi-
dence from these suppliers into the assurance cases created internally.
Jaskolka suggests recommendations for more effective security assur-
ance solutions. These recommendations include, but are not limited
to, developing tool support for integrating security activities into the
software development life-cycle in order to provide sufficient evidence
for security assurance and improving collaboration among stakeholders
in the software development life-cycle to achieve better quality in terms
of completeness of argumentation.

Another study by Usman et al. (2020) reports on an industrial case
study that focuses on common practices and challenges with checking
and analyzing regulatory compliance. The study is conducted at a
large telecommunications company and contributes lists of challenges
on regulatory compliance experienced by the company. Some of the
challenges the authors identified, e.g., process-related ones, can be
relevant in the context of security evidence. However, the paper makes
no explicit reference to security evidence.

The study by Beckers et al. (2014) presents a method for estab-
lishing an information security management system (ISMS) that is
compliant with the ISO 27001 standard. In the study, the researchers
identify the different security artifacts (which we call security evidence
in this study) required for conformance to the standard. However, the
study does not propose management activities for these artifacts and
rather focuses on the establishment and documentation of the ISMS.

Automation of security evidence management has been studied by
researchers. Ullah et al. (2013) studied building an automated security
compliance tool that can be used by cloud providers to ensure a
certain level of security for the enterprises using their services. The
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tool includes an evidence engine that is responsible for creating storing
and giving access to evidence when requested by users. A prototype
of the tool was developed and integrated with a cloud platform to
allow the users to automatically verify the status of compliance with
the implemented security controls.

Nair et al. (2015) study evidence management for compliance with
safety standards. The authors investigated the most frequently used
safety evidence types in organizations and concluded that verification
and validation (V&V) artifacts, requirements specifications, and design
specifications were the artifacts that were mostly used. The study also
highlights activities related to working with safety evidence which is
usually manually performed in practice and would need automation
and tool support, e.g., completeness checking and impact analysis. The
study also shows that text-based techniques are used more frequently
than graphical notations for evidence structuring and concludes that
there is a gap between current research and industrial applicability.

Nair et al. (2014) conducted a systematic literature review on
provision of evidence for safety certification. As a result, the authors
developed a classification of different artifacts that can be considered
as safety evidence and review the techniques reported in the litera-
ture used for structuring the evidence. They found the most common
structure is argumentation-induced and few papers use model-based
specifications and textual templates. For the argumentation-induced
structure, the authors list different notations for structuring the evi-
dence. While Nair et al. (2014) focuses on reported literature for safety
evidence, our study is more practice-oriented and focuses on security
evidence.

Ruiz et al. (2011) discuss the challenges of safety assurance and cer-
tification of safety-critical systems. The authors emphasize the high cost
of safety compliance and that reusing safety arguments and evidence
is a necessity to improve the certification process by making it more
cost-effective and enable scalability. The study describes the need for
an approach to specify, collect and manage safety evidence.

de la Vara et al. (2022) suggest a model-based approach for manag-
ing assurance evidence for safety-critical systems. The study describes
an assurance management process and provides a meta-model for
assurance evidence. In this paper, we focus on security evidence man-
agement and we collect concrete data for aspects such as involved roles,
data storage, and access control that can support organizations should
they decide to adapt an approach similar to the one suggested by de la
Vara et al. (2022).

Safety and security are related in multiple aspects. This has lead
researchers to work towards approaches and methodologies for com-
bined safety and security engineering. In general, work related to safety
and security co-engineering focuses primarily on safety and on security-
informed safety analysis as emphasized by Lisova et al. (2019) in their
systematic literature reviews. However, for compliance reasons, there
is a need to provide evidence for both aspects, which requires more
studies on the security end, which we focus on in this study.

Bramberger et al. (2020) study the co-engineering of safety and
security in the automotive domain. The authors highlight the lack of
standards that provide structured co-engineering processes and that
process developers need to consider and coordinate multiple stan-
dards to provide evidence of compliance to both areas. Martin et al.
(2017) also study co-engineering of safety and security and suggests an
argumentation framework that enables product-specific safety and se-
curity combined analysis taking into consideration standard compliance
processes.

3. Research methodology

To answer our research questions, we conducted interviews in six
different companies. Some of the interviews were held with more than
one interviewee. In this section, we describe our research method by
providing an overview of the cases, our approach for collecting the
data, and the methods we used to analyze it. The authors followed
the guidelines for qualitative surveys from the ACM Sigsoft Empirical
Standards (Ralph et al., 2021).
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Table 1
List of the companies involved in the study.

Company  Location Size Domain Role in value chain
Case A Sweden Large enterprise Automotive =~ OEM

Case B Sweden Small enterprise Automotive  Tool vendor

Case C Sweden Small enterprise Medical Service provider
Case D Sweden Large enterprise Automotive =~ OEM

Case E Austria Large enterprise Automotive  Component supplier
Case F Germany  Medium enterprise =~ Medical Component supplier

3.1. Case companies

We conducted a study based on interviews in six different case
companies. The companies were selected using convenience sampling
out of our network of contacts with companies that build safety-critical
systems that also have a focus on security assurance. In terms of size
(number of employees), we included both large, medium, and small
companies according to the definitions by the European Commission.®
All participating case companies are located in Europe. However, they
all have global businesses stretching from Europe to America and Asia.
The participating case companies work in different domains, namely,
automotive, medical, and software development. Table 1 shows infor-
mation about the case companies. The first column shows the identifiers
of the companies, while the second shows the location of the company’s
headquarters. The third column indicates the sizes of the companies.
The fourth column shows the domain in which the companies are
active, and the last column shows the role of the company in the value
chain.

Case company A is an Original Equipment Manufacturer (OEM) that
produces passenger cars, while Case company B is a tech company and
a tool vendor that produces solutions and system engineering tools in
the automotive domain. Case company C is active in the medical domain
and provides cloud services for patient data collection and monitoring.
Case company D is an OEM that produces heavy vehicles and trucks.
Case company E is a very large mobility technology companies for
development, simulation, and testing in the automotive industry. Case
company F is a software engineering company that builds high-end
software systems for their customers, including software for medical
devices. All case companies provide products, services, and solutions
in safety-critical domains.

3.2. Data collection

The data used in this study was collected by conducting interviews
over a series of two-hour sessions at each of the participating case
companies. In total, we held seven interview sessions (we did two
sessions at one of the companies). We aimed at having multiple partic-
ipants in each interview, but in some cases, we had only access to one
practitioner. Hence, three of the interviews included two practitioners,
three had one (two of which were at the same case company), and
one had three practitioners. The interviews were moderated by a single
researcher, who was responsible for asking questions and leading the
discussion, particularly in interviews with more than one interviewee
which took on some characteristics of focus groups via discussion
between the participants. The interviewer did take care to ensure all
participants in group interviews were able to share their point of view,
e.g., by specifically engaging interviewees who had not responded
yet (Smithson, 2000).

Table 2 shows the list of practitioners who participated in the study.
The table shows the case companies to which the participants belong,
their roles, their total years of experience, and their years of security-
related experience. As can be seen from the table, the majority of

5 https://single-market-economy.ec.europa.eu/smes/sme-definition_en.


https://single-market-economy.ec.europa.eu/smes/sme-definition_en

M. Mohamad et al.

The Journal of Systems & Software 214 (2024) 112082

Table 2
List of interviewees. Participants from Case A and Case F were interviewed individually. In the rest of the cases, participants were interviewed
as a group.
Participant Case company Role Years of experience Security experience
1 Case A Quality assurance expert >20 2-5
2 Case B Solution manager 10-15 2-5
3 Case B Cyber security solution product owner 5-10 2-5
4 Case C Software development team leader 2-5 2-5
5 Case C Quality asset manager 5-10 0-2
6 Case C Quality assurance and regulatory affairs director 10-15 2-5
7 Case D Automotive connected solutions expert >20 10-15
8 Case D Automotive connected solutions expert 10-15 5-10
9 Case E Technology scout >20 >20
10 Case E Lead engineer for cybersecurity >20 10-15
11 Case F Head of IT 10-15 5-10
12 Case F Regulatory affairs expert 15-20 5-10

participants had over 10 years of experience in their domains. Also,
the majority had multiple years of experience working with security.

Identifying case companies and suitable interview partners proved
to be a difficult endeavor. Security assurance is an emerging topic and
not many organizations have the maturity to actively engage in topics
of evidence management for security. We reached out to companies
in Europe and the US and often received replies that indicated that the
topic was on the agenda but that nobody worked on these topics at that
point. This also makes it difficult to make an argument for saturation
(see also Section 6). However, since the aim of our research was to
establish the current state of practice, we used the six companies that
responded positively to our inquiries as a purposive sample.

All participants were provided with a consent form before the
interview started. As is best practice, that form detailed the purpose
of the study, anonymization and data storage procedures, and the
participants’ ability to withdraw from the study at any time without
negative consequences. All interviewees agreed to the conditions and
returned the signed informed consent forms. The procedures outlined
in the form were continuously monitored by the senior co-authors of
this paper during the study.

Before beginning the interviews, we provided a brief introduction
to the study and conducted a round-the-table introduction of the par-
ticipants. During this time, each participant shared their role, expertise,
and years of experience, both in general and in their current position.
This helped to establish a shared understanding of the group and set
the stage for the discussion to come.

Once the introductions were completed, we began asking our pre-
defined list of questions and initiated the discussions based on the focal
points that we had identified in advance (see next sub-section). To cap-
ture the discussion in its entirety, all sessions were recorded with the
participants’ consent, which allowed the moderator to fully engage with
the participants and ask follow-up questions without worrying about
taking detailed notes. This method helped ensure that the discussion
remained focused and that all relevant information was captured.

Once the sessions were over, we transcribed them and sent the
transcription back to the participants in order to give them the chance
to clarify any misunderstanding or correct any potential mistakes in a
round of member checking (Candela, 2019). The participants did not
request any changes.

3.3. Focal points of the interviews

The questions for the interviews along with the corresponding
research questions are available in Appendix A. The questions are
categorized into five different focal points.

State of practice In this point, we focused on understanding the state of
practice in security-related work at the company in question. We also
asked about security assurance and how it is addressed in the company
and what the main drivers are for security assurance work. Moreover,
we asked specifically about the security evidence to understand what

types of evidence exist at the company, how they are produced, and
when in the development life-cycle. To support the interviewees in
this point, we used the software security framework from the Building
Security in Maturity Model (BSIMM) (McGraw et al., 2009) model that
provides 12 different security practices divided into 4 practice domains.

Responsibility In this focal point, we asked about managing the evi-
dence and particularly about the responsibilities of producing, main-
taining, and collecting them. We further asked whether roles exist to
manage and work with evidence and also about the main stakeholders
and users of the evidence. Additionally, we inquired about potential
stakeholders of the evidence and whether these stakeholders require
special ways of managing the evidence.

Logistics For the logistics focal point, we asked a number of questions
to understand how the evidence is typically stored. We also inquired
about how access to the evidence is granted, such as through a se-
cure login or other forms of authentication. Additionally, we asked
about any processes that are in place for managing the evidence, as
well as any recommendations for additional measures that should be
implemented to better manage the evidence.

Technical aspects In this focal point, we asked questions to gain a better
understanding of why the evidence is collected, and how it is used.
One of the questions was about the motivation behind collecting the
evidence, and we also ask for specific examples of how the evidence
is used in different scenarios. Moreover, we asked if there are types of
evidence that are currently not being collected but would be necessary
for current or future use cases. We also focused on the timing of
when the evidence is created, such as during which activity or process
step it is gathered. We also inquired about the methods used to trace
the evidence back to security issues or claims. Additionally, we asked
about how the evidence is structured, e.g., on a product level, end-user
function, etc. Lastly, we asked how the evidence is maintained, the kind
of properties it has, such as confidence or sensitivity, and how these
properties affect or should affect the management of the evidence.

Automation In this final point, we focused on the automation of ev-
idence management. In particular, we asked whether there is any
automation in place and if there are suggestions for the automation
of tasks related to evidence management.

The interview guide is available in Appendix A

3.4. Data analysis

To analyze and organize our data, we used thematic coding, which
is a form of qualitative analysis that involves identifying texts that
are linked by a common theme or idea and categorizing them (Gibbs,
2007). We applied the process described by Clarke et al. (2015) and
tailored it to our needs. We also followed the advise by Smithson (2000)
to identify dominant voices or normative discourses in our data, to
mitigate the limitations of the group interviews, but did not identify
any such anti-patterns.
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Codebook

} { Tooling } { Challenges ]
[ Structure ][ Quality } [ Scope } [Organizational}

Fig. 1. Excerpt from the preliminary codebook.

Evidence
artifacts

Familiarization: We familiarized ourselves with the data by reading
through it multiple times to gain a general understanding of the con-
tent.

Creating a codebook: We created a preliminary codebook based on our
understanding of the context, the research questions, and the focal
points we used in our focus group sessions. Fig. 1 shows an excerpt
of the preliminary codebook. As shown in the figure, we identified
super-codes and then proceeded to create sub-codes as needed.

As an evaluation step, two researchers used the preliminary code-
book to code one interview. Then a session was held to compare
the codings and discuss the instances where they did not match. The
codebook was refined based on the outcome of this activity.

Conducting the coding: We converted the transcripts into spreadsheets
with individual rows containing the different statements by the inter-
viewees and the interviewer. The spreadsheets also contained columns
with the time stamps, for the codes, and for notes.

We started the coding process by reading the transcripts line by
line categorizing the text chunks from the focus groups and labeling
it with our pre-defined codes. During this process, new codes emerged.
We merged those to our codebook after revising them. Additionally,
some pre-defined codes were split or merged as we learned more about
the data. The final codebook consists of 63 codes grouped into 9
super-codes. It is available online (Mohamad et al., 2023).

To illustrate our coding process, we give the following example:

“That end-user-function can cross so many different domains, it can be people,
it can be processes, technology, onboard, offboard, communication, electrical
components” — Case D

The statement talks about a challenge associated with the complex-
ity of end-user functions in a vehicle. Hence, we used our super-code
“challenge”. However, the code is too abstract, so we used our sub-code
“scope” for that statement.

Searching for patterns: When the coding was done, we conducted two
workshops to analyze the coded statements and look for patterns. The
workshops were conducted by three researchers each, and all authors
of this study participated in at least one workshop. We clustered similar
statements into themes based on the main ideas they include. We used
an online tool (Miro, 2019) to illustrate the statements and codes, and
reshuffle and group them into their respective themes. We also linked
these clusters to our research questions. As a result, we identified 56
clusters in total.

Identifying findings: Finally, we used the themes and codes to draw
insights and conclusions from the data.

4. Results

In this section, we present the results of the study structured by
research question. We trace the results to the cases by specifying the
corresponding cases within brackets using the case identifier used in
Table 1
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4.1. RQI1: What is the context in safety-critical organizations with respect
to managing security evidence?

4.1.1. What is the level of maturity with respect to managing security
evidence in the industry?

Our results indicate that there is awareness of the importance of
security evidence management, but despite that, there is immaturity
when it comes to the management of security in general and security
evidence in particular [A,D,F].

“The automotive industry as such is a bit inmature when it comes to security”
— Case D

Additionally, our results show that there are varying degrees of
maturity within the case companies, particularly in larger organizations
[A,D,E,F]. This is due to the fact that different teams within these
organizations may use different technologies with varying levels of
security, and also have different security competencies among the team
members and different ways to manage security evidence.

“It’s different maturity levels in different teams at [the company] as we work
in different environments. Some work in cloud environments, others work
in embedded hardware, and we have different ways of working with this.”
— Case D

Four of the case companies [A,D,E,F] are in the stage of establishing
processes and templates for working with security in order to ensure
consistency among the teams and avoid potential security gaps.

“We are still in the discovery phase, but I think the best thing is to invest time
so that the team has a unified opinion because there are often problems with
one term and two people understanding it completely differently.” — Case F

Knowledge transfer from the safety domain is a possibility according
to the participants of two interviews [A,D]. However, it is essential
to note that security and safety are distinct domains with different
needs and priorities and this must be considered when transferring
knowledge. For example, security, in contrast to safety, has to deal with
intelligent agents that have the intention to cause harm to a system
(Pietre-Cambacédes and Chaudet, 2010). This causes a high level of
uncertainty about attackers’ behavior. Hence taking measures that are
not responses to specific threats is a common practice (Alexander
et al., 2011). Additionally, recent security standards require continuous
risk assessment, which might lead to new evidence created during a
product’s life-cycle (Technical Committee, 2021). This implies that a
security body of evidence is more dynamic compared to a safety one
and needs to be managed accordingly.

4.1.2. What are the main drivers for creating and managing security evi-
dence?

All participants emphasized the growing importance of security
in their respective fields. One important aspect is providing security
evidence of products and services supplied by the companies [B,C,D].
Another aspect that was mentioned in two of the interviews [B,D]
is the market for security services including evidence management,
i.e., providing security solutions and consultation services to customers.

The interviews revealed several drivers for working with security
evidence. Compliance with standards and regulatory requirements,
such as UN-r155 (United Nations, ECE/TRANS/WP.29, 2021) [D,E],
ISO 27000 (Technical Committee, 2018) [A,C], ISO 27001 (Interna-
tional Organization for Standardization, 2013) [A,C,D,F], HIPAA (The
104th United States Congress, 1996) [C,F], GDPR (European Union,
2016) [C], and ISO/SAE 21434 (Technical Committee, 2021) [A,B,D,E],
was identified as a significant driver, as the evidence would be used to
prove compliance.

Customer demands and requirements also played a major role, as
failing to meet these could result in a loss of customers and economic
damage to companies:
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“Actually some customers started to put demands on us to upgrade the security
of our system to match their internal policies, and failing to do so from our side
would make us lose that customer” — Case B

Hence, evidence can play a major role to give customers a level of
confidence in the security of the provided products, services, and
systems.

Internally, the participants emphasized their recognition of the need
for confidence in the level of security and the potential opportunity
to enter the security market as a driver from a management point of
view. Especially with the increasing technological complexity of today’s
products, such as vehicles and medical equipment, where the risk of
cyber-attacks also rises.

“Market part is a big opportunity from a management perspective, and resources
are being employed to get into the market” — Case E

“the majority of the cars nowadays are connected which makes them vulnerable
to outside attacks, especially that most mechanical functionalities are now
becoming software-driven” — Case B

Additionally, the threat of litigation was considered a driver for
security assurance and evidence collection:

“If someone finds out a security flaw, there might be a follow-up asking: you
told us this is secure, then the evidence might be employed to show what has
been done.” — Case E

Overall, the participants highlighted the need for their respective
businesses to prioritize security in order to protect themselves and their
customers in an increasingly risky environment and to comply with
current and upcoming standards and regulations, and consider evidence
to play a major role in that.

4.2. RQ2: How is the management of security evidence embedded in the
development process of an organization?

Various activities are carried out throughout the development life-
cycle to create security artifacts. The participants mentioned various
types of evidence created through these activities.

In the early process stages, activities such as asset identification
[C,D,E], risk analysis [A,C,D,E], and gap analysis [F] are performed to
identify potential risks, evaluate them, and propose mitigation strate-
gies.

“Risk analysis evaluates the risks and then proposes mitigations, and then we
implement those and those can affect the product where they could affect that
the infrastructure or some process.” — Case C

These activities result in artifacts used in the argumentation about the
security of the system, as well as evidence created to prove that the
chosen mechanisms work properly. Risk analysis, considered one of the
most important activities by the interviewees, provides the basis for
the argumentation part of an assurance case. It is a crucial activity that
produces evidence. Additionally, it produces assumptions that can be
used in the arguments made about the security of the systems [D].

Security overview documents, such as scorecards and compliance
matrices, are presented internally to higher management and provide
evidence of requirements fulfillment and degree of compliance [A].

Verification activities, such as penetration testing, code reviews,
and dynamic analysis, produce test reports that are also considered
significant evidence [A-F].

Policies [C,E,F] and process descriptions [F], as well as security train-
ing and awareness programs [B-D,F], are considered evidence by some
companies. Two case companies have defined processes for training,
e.g., with respect to the frequency and level of training [C,F]. Having
such a process and being able to prove that the employees participate
in it might be used to justify claims about security, as it enhances
the secure development competencies of developers, creates a security
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Table 3
Roles and responsibilities of managing security evidence.

Role Creation Ownership Collection Maintenance Governance

Developer/DevOps v/ v
Product owner v v

Risk owner v

Auditor

Management

Security officer v v v
Legal team v

ENENEN

culture, and raises awareness about security among other roles in the
organization. This can be used as evidence to raise the confidence
level in the security of the products these companies provide to their
customers.

Logs related to incidents can be used as evidence for periodic checks,
such as access rights [C,F]. The architectural and technical design
of the system, including the security assessment of cloud providers
or secure technologies, are also sources that provide evidence [B,D].
Additionally, Personnel background checks are also conducted to mitigate
the risks of internal breaches [D].

Governance activities contribute to the creation of security artifacts
by providing guidelines and best practice documents, developing cyberse-
curity plans, and performing screening activities for design, conceptual-
ization, implementation, and validation and verification [D,E,F].

On the IT security side, activities such as attack simulation, system
monitoring, virus scanning, penetration testing, creating sandboxes, and
security assurance cases are performed to assess and provide evidence
of the level of security for the system in question [B-D,F].

Finally, late-stage development activities, such as deployment pro-
cesses, automatic testing, joint reviews, and approval with suppliers, also
result in evidence [A,C,E].

Overall, there are various types of activities and resulting evidence
that can be used for ensuring the security of an organization’s products
or services. By using these types of evidence, companies can make more
informed decisions and effectively demonstrate their security posture to
stakeholders. However, the results we report here are not meant to be a
complete list of evidence, but rather an overview of the different types
of evidence created by the companies in the current state.

4.3. RQ3: What are the detailed procedures aimed at managing security
evidence in safety-critical organizations?

4.3.1. Where does the responsibility of managing evidence lie?

Developers have been primarily responsible for creating and main-
taining evidence [C-F]. However, this is changing as the scope and
complexity of evidence management increase [C]. While developers
will continue to be responsible for creating and maintaining evidence,
other specialized roles are taking on additional responsibilities for
managing evidence, including ownership and governance.

“Working with evidence has been up to the development team until recently,
but there is work that is driving this to be formal. If it is related to product,
it is the development teams. There are different roles in the teams and they
produce different evidence related to their work. There is also the role of quality
assets manager related to the system management, and we have a role called
privacy and security officer. It is a high level role and it’s related to regulations,
e.g, GDPR and HIPAA when we need to have external communications to
external parties.” — Case C

Auditors and compliance personnel have a role in ensuring that evi-
dence is being collected [D]. They also have the responsibility to make
sure that the evidence meets the required quality levels and is reliable.

Product owners act as owners of the produced artifacts, including
evidence. They have the responsibility of ensuring that the evidence
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is being created and maintained. Additionally, they have the respon-
sibility of providing access to the evidence to potential stakeholders
[A].

In organizations where the role of risk owner exists, that role acts
as the owner of the evidence associated with the risks they own [D,F].
There may be some overlap in ownership between the risk owner and
the product owner, but both are responsible for governing the evidence
by ensuring that it is created and maintained.

Management, which may include project managers, line managers,
product managers, and others, has the primary responsibility for gov-
erning the evidence work by ensuring that the security policies and
processes are in place and functioning properly [B-F]. Although not a
direct user of the evidence, management is concerned about gaining an
overview of the security status of their products and systems [B].

“The upper management would be interested. However, the lower level technical
details are up to the team, but the high level would be interesting for the top
management to be able to gain their trust in the team.” — Case B

Security officer is another role mentioned in three interviews [A,E,F].
The responsibility of security officers is similar to management, but
they have more involvement in the creation, collection, and main-
tenance of evidence. The security officers work more closely with
the teams to request evidence. Additionally, the evidence which is of
interest to the security officers is usually on a more detailed level than
what management requires, as management is usually interested in a
more abstract view of the security status [D].

The legal team has been mentioned in one of the interviews [D]
as being responsible for the collection of evidence. The driving factor
is when claims and law suites are filed against the case company. In
that case, the legal team would be collecting all evidence connected
to the case, e.g., evidence about the security of a certain module in
the product that caused the incident. This evidence would be presented
to the court, and can also be used by the opposing party. Hence, the
evidence needs to be of good quality.

Finally, other roles are also mentioned, such as asset managers [C],
privacy and security officers [C], chief information service officer [A], and
project security manager [E]. These roles have similar responsibilities to
the security officer role.

Based on these results, we identify five main responsibilities for
managing security evidence. These are: (i) creation of evidence; (ii)
ownership of the evidence; (iii) collecting the evidence; (iv) maintain-
ing the evidence; and (v) governance of the evidence. Table 3 shows
these responsibilities and the corresponding roles carry them out.

4.3.2. What are the processes in place to manage evidence?

During the interviews, several important aspects related to man-
aging evidence were identified. Firstly, risk management was found to
be a common practice, and the most relevant step in this process was
considered to be risk analysis, as it is an important step in deciding
what evidence is required and how to manage it [A,C,D]. However,
conducting risk analysis on complex infrastructure and microservices
can be challenging, and identifying patterns of risk analysis on a
component level could be used to cope with this, as it enables reusing
parts of the analysis for similar components [D].

“We have our infrastructure, microservices, number of services, and architecture
where everything is talking to everything. It’s extremely difficult to do a risk
analysis on them. So what we have done is that we have defined how we build
a component and all the surrounding infrastructure and dependencies and how
we operate that component. And then we have performed kind of a pattern risk
analysis on that component.” — Case D

Traceability was also highlighted as an essential aspect of managing
evidence [A-F]. Although the state of practice varied among different
case companies, traceability was considered important, especially be-
cause it was required by regulations [D]. Traceability needs to connect
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the development artifacts on multiple levels, from the requirements
to the code and testing artifacts [C]. It provides a link between the
security arguments derived from requirements and architecture and the
evidence, enabling security assurance [B].

Change management and maintenance were found to be processes
related to risk analysis, as they handle how risks are updated and main-
tained in case of changes [C-E], which might affect security evidence
related to those risks.

“We have change management as a process, if it’s related to risks, then the risk
analysis should be updated. It might lead to new mitigation and then that would
end up in a Sprint planning since we drive development with sprints, and there
would be implemented.” — Case C

Incident management was another process that needed to be imple-
mented similarly to handling any discovered bug that might affect
certain evidence or even require new evidence for new risks [A,E].

Policies and checklists were commonly used to manage security in
general, and security evidence in particular, with different companies
having different policies in place [C,F]. Checklists are used to ensure
the completeness of certain tasks, e.g., creation of evidence, and could
be included in more generic documents, such as the Definition of Done
[F].

Processes for exchanging information are also important [D], and
ownership of evidence and security artifacts needed to be determined
when exchanging information between organizations, teams, or sys-
tems.

Lastly, requirements management is mainly used when working with
suppliers, allowing the companies to impose requirements on the sup-
pliers to use certain technologies or functions and request evidence to
verify the fulfillment of these requirements [D]. This is done to ensure
that the companies are accountable for their products, regardless of the
suppliers they worked with:

“[The company] is responsible towards their customers, and can never blame
the supplier, so we need to work closely with the suppliers and put requirements
to specific technologies or functions delivered by them.” — Case D

4.3.3. How is the evidence stored and how is access to the evidence
handled?

We discussed the methods used for storing and accessing evidence
for their various projects and systems in the interviews.

Two main approaches emerged during the discussion. They are
(i) using centralized storage for the evidence and hence having a
centralized access control mechanism; and (ii) decentralized storage
where the evidence is stored in repositories specifically designated for
each project or system and accessed through access control mechanisms
available for these systems. Table 4 shows a summary of the advantages
and disadvantages of the two main approaches for storing and accessing
evidence.

Two case companies used the centralized approach by utilizing
specialized tools for storing and accessing evidence [B,E], with one
tool originally designed for functional safety, but now also utilized for
cybersecurity [E]. Access to the evidence is granted through the tool
itself, making it easier to manage and control access across multiple sys-
tems. Moreover, storing evidence belonging to the same architectural
domains centrally is beneficial for reuse purposes and follow-up activ-
ities such as vulnerability management when required [E]. However,
centralized storage is very difficult to achieve in big organizations with
complex products [A,D]. Moreover, centralized storage systems can
give administrators complete control over the data, which can create
concerns around privacy and data ownership [D]. Additionally, storing
all the evidence in one place is not considered very secure, as it could
include sensitive data and would be a potential target for cyber-attacks.

“I would say from a least privileged access principle, it is not good to store all
of this evidence in one place. Because this evidence, even though it’s proof that
something is secure, is an attractive material for attackers.” — Case D
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Table 4
Approaches of storage and access control of security evidence according to the interviewees.
Approach Advantages Disadvantages
Centralized Easy access control across systems Hard to achieve
Enables re-usability Hard to maintain
Elevated privileges for administrators
Imposes security risks
Decentralized Easy access control within a system Hard to collect evidence across systems

No overhead of transferring evidence

Hard to conduct quality control

Can be managed by different teams

The decentralized approach which is used by the remaining case
companies [A,C,D,F] is adopted by storing evidence either according to
the product or project structure [A] or according to the different teams
in the organization [D]. This means that access to evidence is based
on the responsibilities of each team member, as set up in the project
structure. By following this method, it becomes easier to manage and
control access to evidence [D]. Additionally, other evidence types can
be stored in tools such as version control tools [C,F], wiki pages [F],
and bug trackers [F]. The users then use the functionalities of these
tools to control access to the evidence.

However, a challenge that emerges is the need for stakeholders to
access evidence of multiple systems, sub-systems, or modules. For ex-
ample, security assurance for certain functionality in a vehicle requires
collecting evidence from multiple modules, embedded systems, and
back-end systems (Mohamad et al., 2020). In such cases, access needs
to be granted to all relevant systems, which could prove cumbersome
to manage. This issue can be mitigated by having a specialized tool
that provides trace links to the actual evidence [A,C,D]. Hence, the
tool would not include the actual evidence but rather links to where
this evidence is stored. Another disadvantage of this approach is that
applying processes for, e.g., quality control of the evidence becomes
hard when the evidence is scattered [A].

A way to mitigate the disadvantages of having either approach and
utilizing the advantages is to apply a hybrid approach as discussed by
the participants of one case company [A]. In this approach, a subset
of the evidence is stored centrally, but not all of it. This does not
entirely eliminate the disadvantages of the two approaches but rather
helps mitigate them. For example, a company can identify critical
types of evidence that are frequently collected for different usages and
decide to store them in shared storage, which makes accessing those
easier. However, in a scenario where there is a need to exhaustively
collect evidence for a certain product/system, then the disadvantage of
scattered evidence locations persists.

4.3.4. How is the evidence structured?

The participants discussed various approaches to structuring secu-
rity evidence. participants from three case companies [B,D,E] discussed
that depending on the project or product in question, evidence may be
structured as feature-based or architecture-focused:

“In many cases, the project is feature-based, hence the evidence is also
feature-based.” — Case E

The evidence needs to be linked to the product structure in a way
that allows for easy implementation and tracking of tasks and issues
[B]. To achieve this, evidence needs to be organized in a flexible and
responsive way that meets the demands of external entities such as
OEMs or Tier-1 suppliers.

It is important that the evidence is not managed in silos but rather
through the same working methods as the rest of the development
process [E]. This makes it easier for implementation artifacts to refer
to the evidence and identify and address security-related issues.

Participants in three interviews [B,D,E] mentioned that no specific
structure is in place to store security-related evidence in their organiza-
tions or sub-organizations. However, there are attempts to form a plan
for structuring evidence. One proposed approach is to create a map or

index of evidence to help specific roles locate evidence related to their
function, providing a clear overview of where the evidence is located
rather than sorting it in a particular way [D].

Another point mentioned in one interview [A] is that the evidence
needs to follow the quality assurance setup that already exists in a
company rather than creating a special one. This is mainly because
security evidence should not be viewed as unique artifacts according
to the participants.

According to two interviews [A,C], tools rather than evidence stor-
age are the main drivers for how the evidence is structured.

“The used tools drive the structure of the evidence. It’s not how we store the
evidence that drives the structure but rather how the tools work and how we
use them.” — Case C

Finally, one approach to structuring evidence is based on models
required or recommended by standards [A]. In this approach, evidence
would be structured based on the requirements of the standards. For
example, if a standard requires a threat analysis to be performed on a
module level, then the evidence would be structured on the same level.

Overall, the interviewees emphasized the importance of flexibility
and responsiveness in structuring security evidence, as well as the need
for clear organization and accessibility.

4.3.5. What practices and measures exist to ensure that the quality of the
evidence is sufficient?

The quality of evidence can be assured through the application of
a set of activities and procedures. Different measures can be used to
assess the quality level of security both on an organizational level and
also on a product level.

Organizational level activities pointed out by participants from
three case companies [A,D,F] include the use of an industry-standard
guideline for evaluating software development processes, e.g., the Soft-
ware Process Improvement Capability dEtermination (ASPICE) in au-
tomotive [A], or through audits performed on suppliers to assess their
security level [D]. In some cases, joint risk analysis can be performed
with suppliers to increase confidence in the applied risk treatments.
The metrics that result from these activities are usually also on an
organizational level [D]. These activities can be used to assess the
quality of evidence. For instance, during the combined risk analysis,
evidence can be presented and evaluated.

“We audit the suppliers and collect evidence that way. For instance if a partner
is developing a software for back-office systems, we do an assessment of
that partner and we can ask for audit reports, like if they have ISO 27001
certification. We do other types of assessments, like performing risk analysis
together with their development teams. We review their risks analysis and
manage risks together with them. So in one way we could think of them as
being a sub-part of our organisation. That type of evidence is really important.”
— Case D

When it comes to metrics on a more granular level, test coverage
is a common one [B,E]. It is used to show confidence in tests (which
are usually used as evidence) and is often a requirement in certain
standards.
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““On the testing side, test coverage can be a metric which is measurable and can
show confidence. It is also required in the ISO [ISO/SAE 21434] standard”
— Case E

Risk analysis is also quality assured using metrics such as com-
pleteness and correctness [D]. Another activity is to consider a list of
threats derived from regulations to ensure an acceptable level of threat
coverage. This can be used to calculate a metric for threat coverage and
used as a piece of evidence. [E].

One participant [A] stressed that in project-based organizations,
the process of quality assuring the evidence should follow the general
quality assurance procedures of the project, and the responsibility for
assessing security artifacts and the evidence lies with the project team.

Information filtering is another important step in evidence quality
assurance, where properties are assigned to the information [B,C]. This
is done by tagging certain artifacts such as test cases, requirements, and
implementation tasks as security-related. A sensitivity level can also be
assigned to different evidence to decide how they should be managed.
Participants from two interviews [B,C] identified these properties as
important aspects that need to be implemented. Additionally, they
suggested assigning other potential properties to evidence such as con-
fidence in evidence coverage, confidence in the people producing evidence,
and the organization’s cybersecurity awareness level to help assessing its
quality.

It is noteworthy that our interviewees mostly mentioned techniques
to assess the quality of evidence, but did not provide information about
more constructive methods to assure that evidence quality is high.

4.4. RQ4: What are the challenges in managing security evidence for
safety-critical organizations?

Managing security evidence is a complex task that poses numerous
challenges for organizations. These challenges were discussed in our
interviews, where the participants shared their experiences and insights
on the matter.

One of the most significant challenges mentioned by several par-
ticipants was establishing the required scope of working with security
evidence [A,D-F]. This challenge arises due to the uncertainty and
constantly changing nature of security, where new threats and vulner-
abilities are discovered regularly [A,D]. It also becomes impossible to
cover 100% of cases, which makes the aim to create a secure enough
product rather than a secure product [D]. Moreover, the complexity
of products and systems with a high number of dependencies among
them makes setting a scope for security a challenge. This has a direct
effect on the evidence, as it becomes important to determine the needed
evidence to make sure that the produced products are secure enough.

The diversity of products and organizations also makes it challeng-
ing to define methodologies and processes that fit all [A-F]. Security
processes need to handle the rapid growth in the market and the
growing complexity of product development, which makes the scope
of security assurance and evidence wider with time [F]. Companies
need to find a balance between their specific security posture and
requirements and the standardized approaches required by regulations
[E,F].

Another significant challenge is sharing sensitive data [B]. Security
evidence has the nature of being sensitive, and this creates challenges
regarding sharing this data both internally within a company and
externally with third parties, e.g., suppliers, customers, and auditors.
As security awareness improves and policies are applied, the challenge
of sharing sensitive data increases.

“The old way of accepting that a lot of data is open to everyone and trust will
change.” — Case B

This can lead to increased bureaucracy and delays in the exchange of
data [B].

The security demands require providing and managing evidence for
the complete life cycle, which is a challenge in big organizations, but
more so with supplier—customer relationships [A,D].
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“Right now the supply chain needs to be able to provide inside knowledge
and support throughout the lifecycle which was not really [necessary] before.”
— Case A

Security needs to be addressed throughout the product’s life cycle, in-
cluding its development, deployment, operation and decommissioning
[D]. The challenge of covering the full life cycle is that the decom-
missioning stage is usually forgotten. Companies need to consider the
security of their products beyond their immediate use to prevent any
potential vulnerabilities from being exploited after the product has
been retired.

“You know we create something secure in a vehicle and the vehicle has a
life-cycle of 15-20 years, then how secure is it when this time has passed?”
— Case D

Hence, they need to create evidence at design and implementation
time that covers the full-lifecycle, which is considered very challenging
according to our results.

The cost and effort of working with security evidence can be con-
siderable, and estimating the return on resources invested on security
is a challenge [C,D]. It is also challenging to determine the optimum
level of security in relation to the cost and effort invested.

“There is always a breaking point where you spend too much time, resources,
and money to get those extra last miles of security, which does not really give
anything. It wastes a lot of energy in the company, so you need to figure out
where the optimum level is here.” — Case D

Working with security evidence requires collaboration among dif-
ferent teams, but there is often a lack of competencies when it comes
to security, making it challenging to establish processes and policies for
that purpose. [A,D-F]

“There is totally a war out there for security competencies.” — Case D

Despite having standards and regulations with requirements on
security, there is a lack of details in these documents on how to manage
and work with security evidence. It is up for interpretation in many
cases, making it difficult to establish a standardized way of working
with security evidence [F].

“ISO 9001 has very vague requirements on information security. Nothing
concrete.” — Case F

Identifying security relevance where evidence is required is also
challenging, from interpreting requirements to developing new features
and making changes to systems. Companies need to interpret these
requirements and regulations to suit their specific needs [C].

“Also it would be interesting to have a process to assess the importance of a
change and how relevant it is for security.” — Case C”

4.5. RQ5: To what extent can evidence management be supported through
automation?

4.5.1. What is the state of practice on automation of tasks related to
security evidence?

The participants from all case companies agree that automation
of tasks related to evidence management can be a significant benefit
for organizations. Some automation of tasks is created in the current
state of practice. One critical component mentioned in three interviews
[D-F] is report generation, which can include creating reports based
on evidence requirements from standards and regulations, logging re-
ports, build reports including testing and scanning reports, and reports
generated from wiki pages for specific items, e.g., a certain process.

Another critical component for automation is anomaly detection
and monitoring [C,D,F], which is considered essential for cybersecurity
and an important source for evidence creation. Automation can help
organizations quickly identify and respond to threats, and monitoring
and detection mechanisms can be used to understand the attractiveness
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of systems to attackers [D]. Cutting-edge technology such as machine
learning can also be used for anomaly detection and monitoring [D].
Automated monitoring, alerts, and logging can help identify anomalous
behavior, and traceability of changes in code can be used to quickly
identify potential threats [C,F]. While intrusion prevention is not al-
ways possible, intrusion detection in the network is still considered
essential [F].

Testing and verification where test reports (a major type of evidence)
are created, are also important components of automation in evidence
management. One participant [E] mentioned using automated testing
and model-based testing for their products, with automated test cases
being created based on threat models. Tools are also used for code
reviews that enable automatic monitoring and documentation of tasks and
responsibilities [C].

Finally, one participant [E] emphasized the importance of automa-
tion in producing attack models and trees, allowing engineers to focus
on modeling and designing systems and defining the right attributes.
Automation in threat modeling can save time and effort and reduce
the risk of human error.

“In the Threat Analysis and Risk Assessment (TARA), there are efforts to more
and more introduce automation, so the engineers can focus on modeling and
designing these systems and defining the right attributes, but the threat models
and attack trees are automatically created.” — Case E

4.5.2. What are the needs of industry for automation of tasks related to
security evidence?

The interviewees have identified several areas where automation
can improve security practices in general and evidence management
in particular. One such area is security relevance prediction [B,C,E]. It is
very important for practitioners to be able to identify the security rel-
evance of various artifacts (including evidence), such as requirements,
test cases, implementation tasks, etc. This allows them to apply the
appropriate processes and management procedures to these artifacts.
This task is easier for new development projects than for deployed
systems. For example, when arguing about the level of security for
a deployed system, the practitioners must be able to identify those
requirements that are security-relevant to gain knowledge about what
has been developed in that context. These arguments would then be
justified using evidence. The same thing applies to identifying assets.
This task becomes easier if the requirements are labeled as security-
relevant/non-security-relevant, but that labeling is often not available
for deployed systems. Another example is the labeling of test cases
that potentially could be used as evidence. To overcome this issue, a
participant [B] suggest using machine learning techniques to predict
the relevance of these artifacts to security.

Another important area where automation can be useful is in test
case generation and selection as the results of test cases is commonly
used as evidence [C,E]. Automatic generation of test cases for security-
related development tasks can be used in combination with threat
modeling tools that automatically yield threats [E]. Test selection is
also important, allowing the selection of which test cases to run based
on the changes made to the code. Hence, if a change concerns secu-
rity, then those test cases that cover the security of the system shall
automatically run [C].

Traceability is another area where automation can be highly benefi-
cial. Interviewees emphasized the need for traceability in effective risk
handling and evidence creation [A-C,E]. One participant [A] stressed
the importance of combining traceability with the TARA process. This
would enable developers to identify potential risks and vulnerabilities
and take steps to address them before they become major issues. An-
other participant [B] emphasized the need for automation in the change
impact analysis to detect the impact on security. This would ensure
that any changes made to the system would not compromise its overall
security. Automating this process would also save time and reduce the
risk of human error according to the participant. A third participant
[C] suggested the need for automating traceability among the different
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development artifacts, e.g., requirements and tests by automatically
creating traceability links in a traceability model. This would allow
developers to quickly identify which items need to be tested when new
features or changes are introduced. It would also enable developers to
track changes and updates more easily. Another participant [E] agreed
that the link between threats and tests is crucial and suggested that it
would be interesting to automate the process of indicating changes that
need to be made by the developer in response to certain threats. This
would help to ensure that changes are made quickly and accurately.

Threat modeling is a critical aspect of any security strategy, but
the process can be challenging, particularly when it comes to keeping
threat libraries up to date:

“we do not have a tool for example for the threat libraries.” — Case A

Automation can be used to make the threat modeling process more
efficient and effective.

“there could be ways to automate the threat models as well to catch the stuff
from the code for example and pour it into the threat model.” — Case E

Finally, one participant [F] emphasized the need for a dashboard
that provides a holistic overview of the whole system. Such a dashboard
would enable monitoring the systems as a whole, as well as in a
modular fashion.

5. Discussion

In this section, we discuss our results in relation to our research
questions. We also provide key insights for each of the questions.
Additionally, we discuss concerns related to evidence management that
appeared in the results of multiple questions in a cross-cutting manner.

5.1. RQI1: What is the context in safety-critical organizations with respect
to managing security evidence?

It is evident from our results that the companies involved in this
study are all aware of the importance of security evidence management.
We believe that this also applies to other companies in safety-critical
domains, as the main drivers of evidence work come from external
sources such as regulations and standards. However, the results indicate
other internal needs for security assurance exist, which are relevant to
working with security evidence. This aligns with the findings of Mo-
hamad et al. (2020). Lastly, a forcing driver is coming from customers
which require security evidence for the products and services they are
provided.

Our results indicate that there is a gap between the maturity of secu-
rity evidence management processes and the level of maturity needed
to fulfill the growing security demands in safety-critical domains such
as automotive and medical. We also noticed that bigger organizations
have different maturity levels across the sub-organizations depending
on the security cultures of different teams. This can be seen as an ex-
tended problem of inter-organizational security, which has been studied
and reported in the literature. Karlsson et al. (2016) report those in
their systematic literature review and point out that the maturity level
of the field is still low as most studies are descriptive, philosophical, or
theoretical. However, within-organizational security has not been suf-
ficiently studied, especially in the context of security evidence. Hence,
there is a need to further investigate within-organization security,
which is needed to be able to have a security evidence management
system for entire organizations.

Key insight:

There is awareness of the importance of managing security evi-
dence. However, there is a big gap between the current maturity
levels and those needed to cope with the growing requirements.
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5.2. RQ2: How is the management of security evidence embedded in an
organization’s development process?

During the software development process, many types of security
evidence are created through various activities. These security artifacts
play a crucial role in ensuring the security of software applications and
data.

Security evidence is created throughout the development lifecycle.
In early stages, initial risk analysis produces first potential risks and
vulnerabilities. These artifacts are refined iteratively and risk mitiga-
tions are added as the system matures. In general, many of the evidence
types mentioned by our interviewees are created in the later stages of
the development lifecycle. For instance, in testing and verification, the
team tests the software application for vulnerabilities and ensures that
it meets the specified security requirements. The evidence generated
during this activity helps the team to ensure that the application is
secure and meets the required standards.

Apart from this, more evidence is generated by other types of activ-
ities that are not tied to any specific development project or timeline,
but rather to an organizational level. One such activity is training.
Training sessions can be conducted to educate employees about the
importance of security and how to mitigate potential risks. The artifacts
created during these training sessions can be considered essential secu-
rity evidence, as they reflect the organization’s commitment to ensuring
security.

Despite their importance, security artifacts are not always consid-
ered special artifacts or evidence. Hence, there are no special processes
to manage them, and they are managed as any other development
artifact. This can lead to problems as security artifacts require special
attention to ensure that they are appropriately managed and preserved.
Without special processes in place, security artifacts may not be ap-
propriately identified, documented, and retained, which introduces a
risk of them not being utilized efficiently. Interestingly, a different
observation has been reported by Usman et al. (2020), where the
study’s participants stated that security was managed differently than
other compliance requirements, and was considered to be a challenge.
Many evidence types mentioned in this study (which we do not consider
providing a complete list) are common with what is reported in the
literature for safety (Nair et al., 2014). For example, the product
information evidence types in Nair et al. (2014) (code, verification and
validation results, safety analysis results, etc.) are all mentioned and
identified in this study. A notable absence is traceability information.
Although there is a lack of a taxonomy to classify artifacts that can
be considered evidence, the similarities in the results to these reported
by Nair et al. (2014) indicate the possibility for a knowledge transfer
from safety evidence taxonomies to security or to create a combined
safety and security taxonomy.

Key insight:

Many security artifacts are created throughout the development
process. However, they are currently not considered evidence
and are thus not covered by specific processes to manage them.
Rather, they are managed as any other development artifact.

5.3. RQ3: What are the detailed procedures aimed at managing security
evidence in safety-critical organizations?

The results indicate different ways in which the companies manage
security evidence. Moreover, the different sub-organizations and teams
also manage evidence differently. When it comes to roles and respon-
sibilities, there are organizations that rely on development teams to
carry out the evidence management work. Other organizations have
more security-specialized roles that support the development teams.
According to our results, it is desirable to have specialized roles, es-
pecially for the activities of owning, collecting, and governing security
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Fig. 2. Security evidence management decisions and their drivers.

evidence. Our results also show that there are processes in place for
evidence management. However, there are no processes that cover the
entire scope of evidence management.

When it comes to storing and accessing evidence, we saw different
opinions. There are two main strategies, which are centralized storage
and decentralized. There is also a hybrid approach combining both
strategies. All of these have advantages and disadvantages as discussed
in the results.

Structuring the evidence is not done systematically according to our
results. In most cases, it follows the project or product structure at the
company. In other cases, it is driven by organizational structures or the
used tools.

Quality is a major issue. There are no concrete processes to ensure
that the quality of the produced evidence is sufficient in a given
context. It relies heavily on the confidence of the people producing
the evidence. This gives a view of the human aspect which contrasts
previous literature. The literature review conducted by Mahfuth et al.
(2017) found that the human factor is considered in the literature to be
the main threat to the security of an organization’s assets and the main
cause of security breaches. Whereas our results indicate that humans
are the main source of confidence in security evidence.

To summarize, managing evidence is done differently in different
organizations due to aspects such as the size of the organization,
the complexity of the products, and the compliance requirements.
However, decisions have to be made in all of these different aspects
discussed here. These decisions need to be driven by the usage scenarios
of the evidence and the needs of its potential users.

Fig. 2 illustrates the decisions that a company needs to make for
managing security evidence and the main driver for these decisions.

This can be a first step towards creating a framework for managing
security evidence on an organizational level.

Key insight:

Companies carry out many activities to manage development
security evidence on a team level, but there is a lack of an
organizational-level framework to manage evidence.

5.4. RQ4: What are the challenges in managing security evidence for
safety-critical organizations?

After analyzing the results, it became clear that working with se-
curity evidence is a complex task that poses several challenges. Inter-
estingly, most of these challenges are not technical but rather organi-
zational in nature, while studies that tackle security compliance and
evidence emphasize the technical challenges (Al-Aqrabi et al., 2012;
Moybn et al., 2020).

A significant challenge faced by the companies is scoping the work
with security evidence. There is always a need to define an acceptable
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level of security to satisfy the requirements of customers and regulators.
However, the regulations and standards do not set a clear scope for
security evidence work and do not identify a specific security level to
achieve. This aligns with challenges found by Ruiz et al. (2011), par-
ticularly the challenging task of determining the degree of compliance
with standards for different domains and markets.

However, the most significant challenge that companies face is
finding competent personnel to work with security evidence and cy-
bersecurity in general. This is because working with security evidence
requires a specific skill set that is not easily found in the job market.
According to Furnel (Furnell, 2021) the announcements for cybersecu-
rity roles do not capture the specific skills and qualifications needed
for the role, but rather are very generic. We believe that this issue is
emphasized for security evidence as the needed skills and qualifications
are even more specific.

In addition to this, collaborating on a large scale between different
teams to carry out security evidence work is challenging, particularly
in the absence of processes. Addressing these organizational challenges
is crucial for companies to ensure the security of their products and
systems. However, it is not an easy task. In the long run, security will
be more emphasized in education by universities which make security
a part of the discipline of computer science (Schneider, 2013; Hentea
et al.,, 2006), as well as enterprises. This is due to the increasing
awareness of the importance of security education (Schneider, 2013;
Crick et al., 2019), but companies have to act long before that. Hence,
the way forward is to have more extensive and specialized security
training for employees and try to establish a security culture.

Key insight:

The main challenges are organizational and related to structuring
the work with security evidence and establishing the skill set
rather than technical.

5.5. RQ5: To what extent can evidence management be supported through
automation?

There are multiple automated solutions applied in industries today
that help work with security evidence, such as anomaly detection
and various report generators. However, the needs are on a larger
scale. There is a need to further automate activities to enable better
management of security evidence, such as traceability, e.g., between
different development artifacts and requirements, and also automating
critical components such as threat modeling.

One aspect that was mentioned by some participants is the potential
usage of Al/machine learning to overcome issues related to the classifi-
cation of artifacts and items. However, the participants did not suggest
the use of Al to assist in tasks related to evidence management. For
example, conversational Al systems such as ChatGPT (OpenAl, 2022)
and Github Copilot (GitHub, 2021) have become very popular among
practitioners in different fields as a tool for text generation and mod-
ification. In software engineering, there is a trend toward using Al in
tasks related to code generation and documentation. Moreover, the Al
can be used as a guide to the developers rather than a tool to generate
content as discussed by Melo et al. (2020). In security, in particular, a
conversational Al can be used to, e.g., give a list of potential threats for
a given system or platform. This can help practitioners to better control
the quality of their implementation by considering items from the list.
Most of the interviews in this study were conducted before ChatGPT
was released. Other conversational Al systems were of course available,
but these were not as popular as ChatGPT is today. It is important to
mention that using Al for software engineering tasks shall be taken
cautiously. Al systems might produce inaccurate results. Moreover, they
might create codes and texts that are under copyright.

The use of machine learning for security-related tasks which are
relevant to security evidence has been explored in the literature. For ex-
ample, there are multiple studies to identify security requirements (Mo-
hamad et al., 2022; Knauss et al., 2011; Li and Chen, 2020), which was
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Fig. 3. Human factors across multiple areas.

considered by our interviewees to be an important step for creating
traceability links between the different security artifacts including the
evidence. However, there is a need for further studies that expand this
to other artifacts such as test cases and other types of evidence.

Key insight:
There are interesting ideas for automation, but practitioners do
not yet understand the capabilities of Al and how it can help.

5.6. Human aspects

Upon analyzing our results, we found that the human aspect was a
cross-cutting concern across all our research questions. Fig. 3 illustrates
the primary human-related points in four contexts: current practices,
evidence management needs, challenges, and potential solutions.

In the current state of practice, security evidence has many stake-
holders. These stakeholders have varying perspectives on how evidence
should be managed driven by their needs and uses. In a certain com-
pany, the level of security expertise varies between sub-organizations
and teams due to a lack of a consistent security culture throughout the
company. The level of expertise typically correlates with the security
awareness of the team’s managers rather than the company’s policy.

When it comes to measures for evidence quality assurance, there
is a lack of processes and metrics in many cases. In such cases, the
human aspect plays a crucial role. Evidence quality can only be as-
sessed by considering the people involved in its creation. For instance,
if experienced personnel create the evidence, it is considered high-
quality evidence. Furthermore, companies recognize the significance
of security and provide regular security awareness drills as well as
specific training to employees at different levels and scales. While the
importance of security training is well understood, the aim should
be to establish a security culture in organizations. A security culture
reinforces the importance of security and helps employees integrate
security practices into their daily work. It also helps encourage employ-
ees to be proactive in identifying and reporting potential security risks.
Moreover, a security culture empowers employees to take ownership of
security within the company (Nasir et al., 2019).

To manage security evidence effectively, it is essential to consider
the different stakeholders, their distinct needs, and usage scenarios
when it comes to evidence storage and structuring. For example, if
many stakeholders require access to a specific type of evidence, it
may be beneficial to store evidence of that type in a shared location
that is easily accessible to all stakeholders. Additionally, collaboration
among teams is necessary for evidence work. Therefore, it is vital to
establish standardized working methods and processes that allow for
communication and collaboration among teams.

However, challenges related to human aspects exist, including find-
ing employees with security competencies, which is a significant hurdle
as there is a far greater demand for security expertise than what the
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labor market can supply. Another challenge related to human aspects
is that the work related to security assurance, including evidence work,
may be considered an overhead by some development team members,
posing a risk that these tasks are left undone or conducted with low
quality.

To address these challenges, more security training and awareness
must be conducted at companies. Such training should be employed to
establish a security culture and enhance employees’ competence regard-
ing security (Mahfuth et al., 2017). Additionally, to mitigate the risk of
employees considering evidence work as an overhead, automation of
tasks such as report generation can be applied.

Key insights:

Effective management of security evidence requires considering
the human aspect, including stakeholders’ needs and the human
role in evidence quality assessment.

Establishing a security culture is crucial, but there are chal-
lenges such as finding employees with security competencies and
addressing the perception that work with evidence is overhead.

5.7. Supplier—customer relation

The supplier—customer relationship is another topic that was brought
up in the results of multiple research questions. Fig. 4 depicts the most
important points related to supplier—customer relationships in four
contexts, the current practices, the needs for evidence management,
challenges, and potential solutions.

In the current state of practice, customers are requesting more
security-related features and proof of security for their products. The
regulations and standards that require security assurance and evi-
dence in some industries, e.g., automotive, apply to bigger companies,
e.g., OEMs. However, these companies rely on suppliers to provide
different parts which are then integrated into the main product. Hence,
the security requirements on the final product would be partially
delegated to the suppliers as well.

To help achieve security assurance between suppliers and cus-
tomers, it is common nowadays, according to our results, to conduct
joint reviews and approval processes where the supplied artifacts are
verified against the requirements.

Having specialized roles for conducting these joint reviews is impor-
tant. The reviewers have to possess enough knowledge about security
and the current security trends to be able to assess the quality of the
proposed security solutions. There is also a need to share a vast amount
of information between the involved parties. This usually includes the
customer and one supplier, but in special cases, it could also include
multiple suppliers.

In many cases, the evidence taken from a supplier would be in-
tegrated into a bigger artifact for the hosting product. Hence, it is
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important to have a standardized set of terms, concepts, and frame-
works to communicate and ensure a shared understanding of security
assurance, i.e., a common language. It is also required to align the
processes of the suppliers and customers to be able to fulfill evidence
requirements. For example, a customer might need to ask for certain
evidence in alignment with an internal process for security assessment.
In that case, the customer has to ask for this evidence from the suppliers
and they shall have the ability to provide it.

There are challenges when working between suppliers and cus-
tomers. Firstly, there is an increased demand for security from cus-
tomers that stretches out the scope of security at the supplier side both
in their products and also their internal systems. There is also a lack of
processes that cover the relationship with suppliers in its entirety. This
makes it hard to align processes between all involved parties. Moreover,
evidence is generally considered sensitive data on many occasions, and
hence sharing it with third parties becomes an issue. The problem
multiplies when we have a triage relationship between a customer and
multiple suppliers.

Mitigating these challenges can be supported by automating some
tasks, e.g., the report generation of a security case, and automatically
converting the assurance case into different formats. Additionally, it
would also be very beneficial to automate the labeling of security
artifacts, e.g., requirements and test cases to make tasks such as joint
reviews of security evidence easier and more manageable.

Key insights:

The supplier—customer relationship in the context of evidence
management is increasingly complex. A common language for
security assurance is key to coping with that, and automation can
pave the way towards that.

6. Threats to validity

In this section, we discuss the threats to the validity of this study
based on the classification scheme provided by Runeson et al. (2012)
and consider the threats to validity described by Maxwell (1992).

In terms of Construct Validity, we consider the risk of misunder-
standings and misinterpretations by the participants of the interviews,
especially since we are referring to terms such as security evidence which
might not be clear to the participants that use different terminologies.
Hence, we presented the purpose of the study and provided a brief
context in the invitation emails sent to the participants. Moreover,
we provided a definition and examples of the main concepts at the
beginning of each interview.

For Internal Validity, we consider the interviews themselves and
the process of our thematic analysis.

During the group interviews, we used moderation techniques to
avoid the emergence of dominant voices by ensuring that all partici-
pants got their say. In the aftermath, we followed the advice by Smith-
son (2000) to identify instances of dominant voices and normative
discourses in the data, but did not find any.

To mitigate the risk of descriptive validity threat, we recorded the
interviews to make sure that we documented the statements that the
participants said in their original context rather than taking notes,
which would risk being incomplete or misinterpreted by the reviewer.
During the interviews, we tried to avoid reactivity by encouraging
discussions among the participants whenever possible. After transcrib-
ing the sessions, we sent them back to the participants for member
checking (Candela, 2019) to further avoid any misunderstanding. When
conducting the thematic coding, we mitigated the risk of subjective
judgment by having two researchers code parts of the transcripts in-
dividually and then discussing all the instances where the codes differ
to establish a baseline for the remainder of the coding process. For
analyzing the codes and searching for patterns, all four researchers who
authored this study collaborated in two workshops to avoid subjectivity
and mitigate researcher bias.
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In terms of External Validity, we are aware of the risk that the
findings may not be applicable to all companies in safety-critical do-
mains and markets due to the different regulations, standards, and
best practices applied in the different domains. Additionally, the social
aspect can differ between the companies in different parts of the world.
To mitigate this, we conducted the study in six different companies
which are active in three domains. Additionally, the companies are
located in three different countries and have businesses worldwide.

We also considered the limited number of participants in our study.
However, we aimed to have professionals with high expertise in safety-
critical domains and are actively working with cybersecurity, which is
a hard target. The majority of the participants have more than ten years
of experience and three years of security experience.

Our small sample size and the difficulty to find organizations with a
sufficiently high maturity level also means that we cannot make claims
about saturation. Since we consider this study exploratory in nature and
our aim is to highlight the breadth of practices, we still believe that our
results are useful and representative of the state of the practice.

When it comes to Reliability, we consider the ability of other
researchers to reproduce the study. For that, we make the interview
guide and the codebook used in the thematic analysis available as
supplemental material for future research.

7. Conclusion

The overall contribution of our work as laid out in the previous
pages is an overview of the maturity w.r.t. managing security evidence
in organizations that build safety-critical software systems. To achieve
this contribution, we collected data from twelve security practitioners
from six different case companies. We studied the state of practice of
security evidence management, how the work of security evidence is
embedded in an organization’s development process, what detailed pro-
cedures exist to manage security evidence, what challenges exist in that
context, and how automation can be applied to support practitioners in
managing the evidence.

The Journal of Systems & Software 214 (2024) 112082

Our results indicate that there is a lack of maturity in managing
the growing requirements related to security evidence management. We
also found that companies typically address the development of security
evidence on a team level without an organizational-level framework.
We found that the challenges associated with security evidence man-
agement are predominantly organizational rather than technical in
nature. Moreover, we identified areas where automation could make
evidence management more efficient.

Based on our findings, we plan to study and analyze existing tools
and frameworks that can be used for security evidence management
taking into consideration the needs and opportunities identified in this
study. Furthermore, we will use our findings to understand the gap
between the state of practice and what is prescribed in current and
upcoming security standards to identify the areas where research is
still required. In addition, we intend to explore how Al can help bridge
the maturity gap and address the challenges associated with security
evidence management.
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Appendix A. Interview questions

The interview questions along with their relation to the research
questions can be found in Table 5.

Table 5
Interview questions and corresponding research questions.
Question RQ
- Starting off with the company: what products/services do you provide and who are the main customers?
- How important is the security aspect when it comes to the overall production/service providing?
- In high-level terms, how is security assurance addressed in the company?
- What is the main motivation for security work in the company? Is it an external driver (standards, regulations...etc.) or are
) e

State of practice there other internal drivers? RQI, RQ2, RO4
- Do you create SAC for your products/systems?
- What is a security evidence for you? Follow up: to us, a security evidence is any artifact (test case, test report, document...
etc.) that contributes towards the overall confidence in the security of the system in question
- What kinds of security evidence exist at the company?
- In particular, what evidence exist in each of the following categories: *Here we show the BSIMM framework*. Could you
give some examples?
- Who is responsible for producing evidence?

o - Who is responsible for maintaining evidence?

Responsibility ponsi! 8 . . . . RQ3
- Are there specific roles for managing/working with security evidence?
- Who are the consumers/users of this evidence? (engineers, SAC creators... etc.)?
- Where is the evidence usually stored?

- - How is the access to this evidence given?

Logistics . . . . . RQ3
- How is the evidence structured? Is the evidence associated with features or products?
- What processes exists to manage evidence? What should be there?
- Why do you collect these evidence? Can you give some examples of use-cases?
- Can you think of types of evidence (that do not exist today) that would be necessary for current or future use-cases?
- When is the evidence created? (In which activity/processes step)

Technical aspects - How is the evidence traced to security issues/claims? RQ3, RQ4
- How is the evidence maintained?
- What kind of properties does the evidence have? E.g., confidence, sensitivity... etc. And how do these properties
affect/should affect the management of the evidence?

. - Are there any parts of the evidence management that is automated? In that case which?
Automation RQ 5

- What do you think should be automated? Please start with the most important ones.
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