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ABSTRACT

Intelligent Transportation Systems (ITS) are on the rise, yet the
knowledge about privacy preferences by different types of drivers
in this context needs to be improved. This paper presents survey-
based research (N = 528) focusing on preferences of drivers from
South Africa and the Nordic countries for data processing and
sharing by ITS, including future vehicular ad hoc networks. Our
results indicate regionally framed drivers’ privacy attitudes and be-
haviours. South African participants have higher privacy concerns
and risk perception. However, their preferences to share location
data with police, family and friends, emergency services, and in-
surance companies are higher. Moreover, the region significantly
affects preferences for transparency and control and sharing fre-
quency, as well as willingness to pay for privacy, which are higher
among the South Africans. We discuss how our results on factors,
including region, impacting drivers’ privacy preferences can con-
tribute to the design of usable privacy and identity management
for ITS.
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1 INTRODUCTION

Intelligent transportation systems (ITS), including navigation and
other driver assistance apps, that are in use today as well as emerg-
ing and future vehicular communication systems, collect vast amounts
of data, including detailed information about vehicles, their drivers
and their locations. The future advancement of ITS in the form of
Vehicular ad hoc networks (VANETSs) comprising vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) communication will be
fueled with a number of services for drivers to enhance driving
safety and efficiency. These value-added services rely on collecting
and processing location and driving data, which allows drawing
inferences from driving behaviour and location patterns, including
insights into drivers’ social contacts and lifestyles, thus enabling
the generation of comprehensive personal profiles of drivers.

Consequently, risks to the privacy of individuals may arise. Regu-
lations, such as the EU General Data Protection Regulation (GDPR)
L and other recently introduced privacy and data protection laws for
different regions, including South African’s Protection of Personal
Information Act (POPI Act) 2, address such risks. However, given
the amount and sensitive nature of collected data distinctive to ITS
and to VANETS, regulations will by themselves not be sufficient to
ensure privacy. Complementing means and technologies are needed
to enforce privacy by design and implement usable privacy controls
for users.

Already in 1968, Westin defined privacy as control—“the claim
of individuals, groups and institutions to determine for themselves
when, how and to what extent personal information about them is
communicated to others [86]”. As Duckham and Kulik [27] argue,
Westin’s definition also applies to the location data and therefore,
control of location is a central element of location privacy. To em-
power drivers to control the processing and communication of their
location data, usable systems enabling management of their digital
identities and privacy permissions are needed for ITS including
future VANETs. For designing usable privacy-preserving identity
management systems, a thorough understanding of individuals’
privacy preferences related to ITS will be a prerequisite.

As another definition for privacy, Nissenbaum proposed contex-
tual integrity, describing contexts as social settings “characterized
by canonical activities, roles and relationships, power structures,
norms and internal values” [58]. According to this theory of con-
textual privacy, privacy perceptions may differ depending upon the
type of shared data, the entity the data is shared with, its purpose of
use, and more. The present study considers contextual integrity in
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investigating location privacy preferences for ITS, including future
VANETs. As the context, we investigate location sharing via ITS
with different entities for various purposes. Moreover, our study
investigates the impact of the users’ regional backgrounds on their
privacy preferences.

As discussed in [68], the common and unique cultural values of
transparency, openness and trust presented in Nordic countries, and
Hofstede’s cultural comparisons, provide justification for consider-
ing the Nordic countries a fairly unified cultural region. Particularly,
the Nordics are considered a unified cultural region considering
openness value, rooted in the transparency of the governmental
functioning [68, 83] and decision-making [46] and the principle of
public accessibility of official records [37]. Other regional clustering
provide further reasons for considering the Nordic societies a uni-
fied cultural environment. Gupta et al. [41] grouped 61 nations into
ten cultural clusters and found that the Nordic cluster is character-
ized by strong practices of uncertainty avoidance, future orientation
and institutional collectivism, and gender egalitarianism. Nordic
region’s cultural unity is also based upon similar psychological,
sociological, demographic, and economic characteristics of nations
as shown by other attempts to cluster societies [75, 88].

Previous research shows that privacy perceptions of drivers in
ITS might be determined by regional background [43]. While past
studies provide valuable insights regarding factors impacting users’
behaviour and acceptance of ITS [3, 49, 63, 84], to our knowledge,
previous cross-regional comparisons are limited and rarely focus
on non-Western populations. Addressing this gap, we investigate
the privacy preferences of drivers from South Africa and Nordic
countries for ITS for controlling and sharing location data and
preferences for privacy trade-offs with usability, safety, and cost.
Comparing these two regions was partly motivated by differences
in privacy traditions and regimes. Nordic countries were among
the first to introduce data protection laws worldwide, in 2018, re-
placed by the GDPR. Such long traditions of data protection laws
and modernised data protections introduced by the GDPR have
strengthened individuals’ rights and ensured accountability com-
pliance. In contrast, South Africa’s first privacy regulation (POPI
Act) came into force in 2020, which means that South Africans
have less experience with legal means for protecting their privacy.
Moreover, differences in safety and rates of crime [52] motivated
us to compare these regions, including car-related crimes (e.g. car
hijacking) [77], that are significantly higher in South Africa and
could impact the drivers’ privacy preferences.

Past research indicates that privacy concerns significantly affect
the intention to use connected vehicles [1, 72]. Similarly, prefer-
ences for control and transparency and privacy trade-offs depending
upon the purpose of data use, privacy issues, and demographic and
personal characteristics have been shown to affect attitudes and
behaviours [2, 13, 73]. Moreover, risk perception may affect user
behaviour and acceptance of ITS.

Therefore, the present research objective is twofold. First, through
quantitative inquiry, we aim to explore whether the region impacts
privacy perceptions and preferences for ITS to confirm findings
from previous qualitative studies [42, 43]. Second, we aim to assess
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the relationship of latent constructs and demographics  with each
other and their role in explaining drivers’ privacy preferences for
ITS. To achieve the objective, we raise the following research ques-
tions relating to the regions of South Africa and the Nordics and to
ITS, including future VANETs.

RQ1 How do participants of different region, gender, privacy con-
cerns, and risk perception differ in preferences for sharing
location data for ITS?

RQ2 How do participants of different region, gender, privacy con-
cerns, and risk perception differ in preferences for trans-
parency and control, and sharing frequency?

RQ3 How do participants of different demographics (region, gen-
der) differ in location privacy trade-off preferences for ITS?

To reach the objective, we conducted an online survey with 528
drivers from South Africa and Nordic countries (including Finland,
Denmark, Sweden, Norway, and Iceland), investigating their pref-
erences for ITS, including future VANETSs. The analysis identified
the potential behavioural consequences of privacy concerns, risk
perceptions and regional background. Our findings show that the re-
gional background significantly impacts the drivers’ preferences for
sharing and controlling location data in ITS and VANETs, including
the preferences for privacy trade-offs with costs.

Our research findings can contribute to the future design of us-
able identity management systems for ITS users. To this end, our
results provide valuable insights for defining and offering users
suitable profiles of privacy settings, including regionally-dependent
ones, that users can easily select after starting from a “privacy by
default” profile. Moreover, insights into privacy factors and prefer-
ences for privacy controls that matter for users to different degrees
can, in future, also serve as a basis for training Machine Learning
(ML)-supported privacy assistants that predict and propose suit-
able individualised settings for those privacy controls that are of
importance for ITS and VANET users. By this, our results can help
address usability issues identified by prior studies that have shown
that the number of settings is increasing significantly, often making
their configuration less usable, and existing settings fail to capture
users’ privacy preferences accurately (see e.g.[76]).

As this study is among the few attempts (the first to our knowl-
edge) to explore privacy preferences across these two regions, it can
advance the theoretical understanding of cross-regional phenomena
and their importance for introducing future regionally-dependent
privacy-preserving identity management systems for ITS including
VANETs.

2 BACKGROUND AND RELATED WORK

2.1 Privacy constructs and privacy models

Our work shares similarities with many previous attempts to quan-
tify privacy attitudes and behaviour in the context of vehicular
networks. Bella et al. [7] ran a large-scale survey to analyse pri-
vacy and trust perception in connected cars and found low privacy
concerns from the drivers. They mainly attribute the results to per-
ceived high trust in security that personal data is processed lawfully
and respondents’ lack of awareness of data collection. The same
3Note that we differentiate between the region and other demographics, such as gender

or age groups. However, in some instances, demographics other than gender could
not be used in the data analysis due to the unequal distributions.
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methodical approach was used by Schmidt et al. [72, 73] in a series
of studies to measure privacy perceptions and requirements for
vehicle-to-everything technology. The effect of gender, age, type of
data (vehicle- or driver-related), and prior experience with driver
assistance systems influenced the propensity to share data. Koester
et al. [49] investigated privacy risk perception in connected cars
and its effect on willingness to share car data, and showed the
need for cognition and institutional trust to moderate the effect
of privacy risk on willingness to share. Acharya and Mekker [2]
found perceived data privacy and security to lower the data sharing
intention in connected vehicle technology.

Shifting the focus to the role of cultural bias on willingness
to share personal information in connected autonomous vehicles,
Anastasopoulou et al. [3] concluded that cultural bias may signifi-
cantly impact willingness to share. However, their pilot study did
not report any impact of perceived privacy risk on willingness to
share personal data in connected autonomous vehicles.

The effect of drivers’ privacy concerns, risk perception, or demo-
graphics on users’ privacy preferences under different contexts still
needs more investigation. For instance, previous work in different
domains shows contradicting results regarding the importance of
risk perception for predicting behavioural intention or willingness
to share [3, 49, 63, 84]. On the other side, the prior studies reflect
trust as a determinant of risk perceptions and privacy decision-
making, which has also been established in the context of vehicular
networks. In the present research, we do not investigate trust di-
rectly, assuming it is integral to the notion of region, as discussed
in section 2.2. Moreover, we go beyond related work by conducting
an inter-regional comparison of drivers’ privacy preferences for
ITS for controlling and sharing location data, including their prefer-
ences for privacy trade-offs of future Privacy Enhancing Technology
(PET) solutions for VANETSs with usability, safety, and cost.

2.2 Regional investigation

Culture is defined as the “ideals, values, and assumptions about life
that are widely shared among a population ... that guide specific
behaviour patterns” [22]. One crucial component of such a defini-
tion could be a geographical area— referred to in this paper as a
region. Studies show that privacy preferences for vehicular systems
differ across regions [43, 74]. Schoettle and Sivak [74] conducted a
survey-based international study on public privacy opinion in the
UK, US, and Australia. The results indicate a similar willingness
to pay for connected vehicles across the three countries, with a
considerable percentage of participants not willing to pay extra
(45.5% in the US, 44.8% in the UK, and 42.6% in Australia) without
specifying reasons for their hesitance. The respondents in the UK
and Australia tended to be less concerned over data privacy than
those in the US. Similarly, Cunningham et al. [15] showed that the
Australian respondents do not express great concerns about data
privacy for automated vehicles.

Due to the scarce research into the effects that regions might
have on privacy preferences, the current study conducted an inter-
regional survey, which, to the best of our knowledge, is the first
survey employed in South Africa and Nordic countries in the con-
text of VANETs.
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2.3 Location sharing preferences

As previous studies showed, the willingness to share location in-
formation is context-dependent. It can e.g. depend on the number
of locations that a user visits in a day [81], on the time of day, day
of the week, or exact location [8] or whether data is shared with
public or private entities, with law enforcement, or within a social
network [13]. Moreover, [45] show that users are more willing to
share personal information in informal settings. Our study is the
first to investigate location sharing not only for the context of vari-
ous entities with that location data is shared for various purposes,
but also for the context of ITS and VANETS and in comparison for
different regions including regions that have not been well studied
yet.

2.4 Location privacy trade-offs

If technological services, such as ITS, rely on personal data, the user
usually needs to value the service against some privacy trade-off,
often evaluated through perceived benefits from the obtained ser-
vices on the price of reduced privacy. The juxtaposition of benefits
versus privacy risks of personal information disclosure is termed
privacy calculus [14]. This theoretical construct assumes that when
assessing the privacy trade-off, the decision to reveal personal in-
formation is made as users perceive that the gains outweigh the
potential privacy concerns. In a study by Cottrill et al. [13], the
relationship between willingness to trade location information and
utility in vehicular context is explained regarding reduced costs,
travel time, and safety benefits.

For example, in Schmidt et al. [72], the drivers’ evaluation of
benefits and the privacy loss in connected vehicles are addressed
in terms of traffic safety, efficiency, costs and comfort.

Privacy and usability trade-offs also need to be addressed with
privacy-enhancing location-based service (LBS) architectures [24,
44, 55], including technical approaches providing k-anonymity [70].
The user of LBS would have to trade between service accuracy and
location inaccuracy, as privacy is at odds with usability in this case.

Other trade-offs have also been addressed in the context of ve-
hicular technologies. For instance, Derikx et al. [23] used conjoint
analysis to test how consumers of car insurance companies value
privacy against monetary benefits. Their results imply that con-
sumers prefer their current insurance products to usage-based car
insurance due to privacy concerns. However, they showed that
minor financial compensations overcame privacy concerns. Poikela
and Toch [63], investigated users’ valuation of location privacy in
several one-time sharing scenarios in crowdsourcing systems. The
results indicate that the amount of money offered for sharing a
location was a significant factor in the decision to share a location.
Other studies have tackled the cost trade-off, and participants re-
ported the compensation they would need to have their location
monitored [10, 16, 19].

Unlike the related work, the current study focuses on privacy
trade-offs of PET solutions for future VANETSs with usability, and
cost from the drivers’ perspective. Moreover, by approaching the
usability trade-off of location privacy from the users’ viewpoint, our
work differs from previous studies, which take a technical approach.



CHI ’24, May 11-16, 2024, Honolulu, HI, USA

3 METHOD

3.1 Questionnaire development

Based on the results of prior interview studies [42, 43], we developed
an online survey designed to examine drivers’ privacy preferences
for current ITS and future vehicular communication systems. We
decided to use the survey instrument as it is commonly used in
privacy research, and it is feasible to measure privacy constructs,
such as privacy attitudes and perspectives [64].

The constructs measured in our study are privacy concerns, risk
perception, preferences for transparency and control, preferences
for sharing location data (RQ1, RQ2), and preferences for usabil-
ity and cost trade-offs with privacy (RQ3). Each construct was
measured with multiple Likert items. The questionnaire contains
self-developed privacy scales. When possible, to improve accuracy
and content validity (relevance and representativeness of the in-
strument’s content), instruments acquired from past research are
in use.

The survey can be divided into five parts, as follows (Figure 1
provides an overview of the study order):

Part I Participants were first presented with the consent form pro-
viding information regarding their data subject’s rights un-
der the GDPR. After participants agreed to our consent form,
we asked them to imagine using an Intelligent Transporta-
tion System that captures their location data (see Appen-
dix Part I). We relied on the short description of current and
future privacy-enhancing systems for VANETS, an explana-
tion of key terms and illustrations of both systems, as well
as privacy trade-offs of future VANETs through visualiza-
tion. Additionally, in this part of the survey, the participants
were given a short introduction to Intelligent Transporta-
tion Systems and future vehicular communication, including
examples of the latter’s functionality and an explanation of
key terms such as location data and short-term pseudonyms.

Part IT Next, we asked participants about their privacy concerns,
risk perceptions in ITS and future VANETS, and preferences
for transparency and control (for details, see Appendix Part
IT). Location privacy concerns (3 items) were measured using
an existing scale from Walter and Abendroth [84]. The ques-
tions in this scale were modified to suit the present study
better. Specifically, we asked regarding location information
instead of personal information and changed the context to
ITS instead of the service provider. Next, we used the risk
perception (6 items) scale adopted from Poikela and Toch
[63] to assess the drivers’ perceived risk in the context of ITS.
This was followed by a scale measuring preferences for con-
trol and transparency. We used a self-developed instrument
(4 items) to measure drivers’ willingness to manage and con-
trol location data as well as their desire to be informed about
data collection and the purpose of use and profiling.

Part III In this part of the survey, we measured preferences for shar-
ing location data (8 items), reflecting the willingness of par-
ticipants to share location data with different entities for
specific purposes, as well as the frequency of sharing the
location data (for details, see Appendix Part III). The set of
items in this part of the survey provides a granular identifi-
cation of purposes for which drivers are willing to disclose
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location data with entities such as family, friends, govern-
ment, police, other car drivers, insurance companies and
emergency services.

Part IV The next part of the survey consisted of asking participants

about their preferences regarding privacy trade-offs of PET
solutions with future VANETSs with usability and costs (for
details, see Appendix Part IV). The respondents were pre-
sented with two scenarios to help them envision the privacy
benefits of future vehicular systems, which are often at odds
with privacy goals. As such, the scenarios assessed their will-
ingness to trade privacy for usability benefits and willing-
ness to pay for privacy-preserving solutions with short-term
pseudonyms to protect their location data.

o Cost trade-off scenario. We asked participants to envision
using a privacy-preserving solution, making it harder for
the system to identify someone and see their exact lo-
cation. To achieve that, future systems for VANETs will
use pseudonyms instead, which are identifiers other than
someone’s real name [62]. As the different uses of the same
pseudonym can be linked to each other and could also re-
late to someone’s real identity, the usage of short-term
pseudonyms is employed, which are pseudonyms that are
changed frequently to make it harder for the other car
drivers or the service provider to identify someone. How-
ever, the constant changing of pseudonyms incurs more
costs for obtaining signed pseudonyms from an issuing
party. Hence, a trade-off between privacy and costs can
be made dependent on how frequently the pseudonyms
are changed. We asked participants whether they were
willing to pay more to hide their location and to what
extent.

o Usability trade-off scenario. We asked the participants to
envision the navigation application searching for available
parking spots nearby. In the first navigation map (Figure 2
A), the user is shown the parking places in the specific
street they are interested in. In this case, they are the only
driver in the area, and they can be easily identified. The
second map (Figure 2 B) represents a more privacy-friendly
solution that applies the concept of k-anonymity [70] to
location privacy. Such k-anonymous location-based ser-
vices, as presented in Gedik and Liu [34], Gruteser and
Grunwald [39] get less detailed location data from the dri-
vers, and hence, they can not be easily identified. This is
because they are searching for parking places for a larger
region instead, and since at the time when the location
data is collected, there are at least k other drivers in the
area (who all share their locations), that location cannot
uniquely identify the driver. However, this option offers a
lower level of usability in that the user would have to zoom
in on the map and find their way to the parking places
in the preferred street, leading to a privacy vs. usability
trade-off.

This k-anonymous location privacy scenario illustrating a
privacy-usability trade-off is meaningful if parking spaces
on either a smaller or greater area map are directly dis-
played by 3rd party location-based service (LBS). If a driver
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Part II
PartI - Privacy concerns Part I1I Part V
- Information for - Risk perception - Preferences for Part IV D ar hi
Participants - Preferences for - Privacy trade-offs ) I;e die::cotgtfgrcl)clisﬁc
- Consent transparency location data
and control

Figure 1: Overview of the study order.
¥\ tored usi d in the ft f partici ts’
& 7 answers were stored using pseudonyms in the form of participants
e ," Prolific IDs, which were then removed after participants were paid
& T e\ z 24 to ensure data minimization. Participants were paid according to
i e LR the standards of Prolific payments, 11.7 GBP per hour. The reason

Figure B

Figure A

Figure 2: Maps illustrating the usability trade-off that needs
to be made for a privacy-enhanced (k-anonymous) naviga-
tion application (Figure B) vs. a non-privacy-enhanced ver-
sion (Figure A).

uses a local navigation application that knows their ex-
act location, the app could, if it receives the free parking
spaces information on a greater area map from the LBS,
still show only the nearby parking places to the driver.
Nonetheless, privacy-usability trade-off decisions, as illus-
trated by the scenario, may still need to be made if future
VANET users decide to utilise peer-to-peer communica-
tion with other drivers in close proximity to ask for advice
on free parking places close to a location of interest. Due
to technical limitations, peer-to-peer communication in
VANETs is only possible with close-by drivers and thus
k-anonymity could not be assured (apart from the problem
that drivers may even directly see each other’s cars and
link the car driver with the parking location of interest).
Hence, drivers have to trade privacy for usability if they
decide to ask peer drivers for advice. We asked participants
whether they were willing to share their exact location
for usability (as provided by the map in Figure 2 A).

(1) Demographics were addressed in the last part of the survey.
We asked participants about their nationality, age, gender,
level of education, and employment status. Next, we thanked
the participants for taking part in the study and redirected
them to Prolific.

Before running the study, we pilot-tested the survey with 10
participants to check the study’s comprehensibility and usability.
The results from the pilot tests confirmed that the study does not
require further revisions.

3.2 Participants and data collection

We recruited 543 participants through Prolific, a commonly used
online platform for recruiting participants for user studies. The

for choosing Prolific is that data processing in their platform is
performed within a country (UK) that applies GDPR rules and
provides an adequate level of data protection according to the EU
Commission’s adequacy decision from 2021. Moreover, previous
studies have shown high reliability of the responses in Prolific
compared to other crowd-sourcing platforms [61].

The prerequisites for taking part in the study were having a
valid driving license and having used or using current I'TS as well
as speaking English. The reason for filtering participants in terms
of language lies in the fact that English is the second language
in South Africa and in Nordic societies, people are proficient in
English [31]. Besides that, we decided to have the survey in English
as it is hard to explain different technical terms (e.g., pseudonymity,
linkability) in other languages. All the questions in the survey were
compulsory, so we did not have any missing data. However, we
eliminated the respondents who gave contradictory answers (for
instance, they answered they were willing to pay for pseudonyms,
but when asked to what extent, they chose the option of not to
pay or vice versa, or completed the survey in a shorter time from
what was considered the minimum amount of time (four minutes)
to read it through). We excluded 15 respondents and selected the
data from 528 respondents, of which 265 were from South Africa,
and 263 were from the Nordics. Among the Nordic participants, 109
were from Sweden, 33 were from Norway, 40 were from Denmark,
68 were from Finland, and 13 were from Iceland.

The sample group consisted of mainly young adults of age ranges
18-24 (N = 104), 25-34 (N = 259), 35-44 (N = 111), 45-54 (N = 37), 55-64
(N =13) and +65 (N = 4). 50.6% of the respondents identified them-
selves as females, 48.1% as males, and 1.3% as other non-binary. 0.9%
had an education lower than high school, 32.4% had high school or
professional qualification, 48.1% had a bachelor’s degree, 15% had a
master’s degree, 2.3% a doctoral degree, and 1.3% preferred not to
disclose their level of education. When asked about their employ-
ment status, 69.9% reported being employed, 8.9% were unemployed,
18.2% were students, 0.9% were retired and 2.1% preferred not to
answer. See Table 1 for detailed demographics. Finally, 44.1% of
the participants reported using Intelligent Transportation Systems
(ITS) or navigation applications; most commonly used were built-in
navigation systems in the car, Waze, TomTom, Garmin, CoPilot
GPS, Magic Earth, Sygic GPS, car trackers, and Google Maps.

3.3 Ethical vetting

This study was conducted with the approval of the ethical advisor
at Karlstad University. In accordance with the ethical requirements,
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Table 1: Descriptive statistics of survey respondents (N = 528). SA - South Africa; NO - Nordics.

Demographics Region (n) Total
SA NO N %
Gender Female 154 100 254 48.1
Male 110 157 267 50.6
Other 1 6 7 1.3
Age 18-24 48 56 104 19.7
25-34 149 110 259 49.1
35-44 48 63 111 21.0
45-54 13 24 37 7.0
55-64 5 8 13 2.5
65+ 2 2 4 0.8
Education Less than high school 1 4 5 0.9
High school or professional qualification 80 91 171 324
University degree 164 90 254 48.1
Master’s degree 16 63 79 150
Doctorate degree 2 10 12 23
Prefer not to say 2 5 7 1.3
Employment Employed 201 168 369 69.9
Unemployed 23 24 47 89
Student 34 62 96 18.2
Retired 2 3 5 0.9
Prefer not to say 5 6 11 21
Country of residence  South Africa - - 265 50.2
Sweden - - 109 206
Iceland - - 13 25
Finland - - 68 129
Denmark - - 40 7.6
Norway - - 33 63

we excluded exposing participants to any kind of emotional, physi-
cal, or health risk, avoided collecting any sensitive personal data,
and the data was collected in a pseudonymised form and securely
protected from unauthorized access. For the purpose of data mini-
mization, the personal data collected was limited to the country of
residence, age, gender, and education. Participation was voluntary,
informed consent was obtained from the participants, and GDPR
compliance was assured. Participants were reimbursed via the Pro-
lific platform based on payments recommended by the platform.
Likewise, the conducted data analysis was also anonymized.

4 RESULTS

In this section, we first report the reliability and validity of the
scales used in the questionnaire. Next, we present the results of the
statistical tests applied to answer the research questions.
Although our study is not based on experimental design and
we do not manipulate any variables, we treat the study design as
between-subject because of the categorical independent variables
(gender, region) used in the statistical models. We chose the methods
for data analysis following the recommendation from [80]. When ap-
propriate, we applied analysis of variance since it is recommended
when comparing populations [67]. Considering the RQ1, we used
MANCOVA because of multiple dependent and mixed predictor
variables (categorical and continuous). Applying MANCOVA was

also driven by a probe for possible interactions between the inde-
pendent categorical predictors. However, the results of MANCOVA
are further explained with single regression models when assessing
the effects of covariates on the different dimensions of preferences
for sharing. We used regressions and non-parametric tests when ap-
propriate to answer the remaining research questions. Also, as the
main focus of the paper was to assess inter-regional differences and
not the effects that privacy concerns and risk perceptions had on
dependent variables, the latent constructs are independent variables
for RQ1 and RQ2 but for RQ3.

While planning data analysis, the sample estimation was chal-
lenging, mainly because of the selected data analysis method—
multivariate analysis of covariance. Hence, using G*Power, we esti-
mated the sample size for ANCOVA with interactions—approximately
500 (with small effect size, @ = .05, and power .95).

4.1 Instruments used in the study

To increase the reliability and validity of this work, we utilized,
when applicable, existing scales developed by previous research.
Prior acquired validated instruments were used to measure the
latent variables: privacy concerns and risk perception. To assess
reliability, we applied Cronbach’s « estimate, looking for scores
higher than 0.7 [36]. We checked whether previously developed
scales’ items load correctly using principal component analysis
(PCA). The newly created scales measuring preferences for control
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Table 2: Means of the variables (N = 528)

Construct M SD
Privacy concerns 3.64 1.01
Risk perception 3.41 0.92
Preferences for transparency and control ~ 4.13 0.67
Preferences for sharing frequency 2.81 0.93
Sharing with government 3.25 1.07
Sharing with family and close friends 3.28 0.94
Sharing for emergency purposes 4.50 0.59
Sharing with insurance companies 291 1.08
Sharing with emergency services 3.84 0.90
Sharing with police 3.71 1.06
Sharing with other drivers 3.83 0.88

and transparency, and preferences for sharing location data were
also evaluated and validated using Cronbach’s a, PCA or the ex-
ploratory factor analysis (EFA) in the case of the scale measuring
preferences for sharing location data. All items used to measure
preferences for sharing location data, their loadings and Cronbach a
values are represented in the Appendix Exploratory Factor Analysis,
Table 6. The responses for the location privacy concerns construct,
as well as for risk perception, preferences for transparency and
control and preferences for sharing location data, were measured
with fully labelled 7-point Likert items, anchored from 1 (Strongly
disagree) to 7 (Strongly agree).

The means for each construct are listed in Table 2. We used the
means in further analysis to determine the relationships with latent
factors and explore demographics.

Privacy concerns. We run the PCA to check whether the items
load correctly. All items loaded into a single factor, as expected,
accounting for 84.43% of explained variance. The Kaiser-Meyer-
Olkin (KMO) measure was good, .74, and Barlett’s Test of Sphericity
was significant, p < .001. We determined the reliability of this
measurement as excellent, based on overall Cronbach’s & = .91. To
compute the privacy concerns variable, we used means.

Risk perceptions. All six items loaded into one factor based on
PCA, as anticipated, explaining 61.92% of the variance, with KMO
= .89 and Barlett’s Test of Sphericity at p < .001. The reliability of
the measurement was good, Cronbach’s & = .87 and it would not
have increased if any of the six items had been removed from the
scale. The variable was computed based on the means.

Preferences for control and transparency. The results of the
PCA were satisfying, with KMO = .64 and Barlett’s Test of Spheric-
ity at p < .001. As Cronbach’s & = .74 was above the commonly
accepted threshold, we computed the preferences for transparency
and control variable.

Preferences for sharing frequency. The PCA for this mea-
surement resulted in one factor, as expected, accounting for 56.59%
of the explained variance. The KMO was .68, and Barlett’s Test of
Sphericity was significant, p < .001. The internal consistency of this
measurement was acceptable (« = .78). We used means to compute
the variable.

Preferences for sharing location data. We checked the scale’s
reliability and validity using EFA. We run EFA because it allows us
to identify factors that explain the correlation between measured
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variables without requiring underlying theoretical processes [66].
The KMO (.92) and Barlett’s Test of Sphericity (significant, p <
.001) confirmed the suitability of EFA. We applied oblique rota-
tion, oblimin and extracted seven factors based on Principal Axis
Factoring (PAF). From the original 31 items, 30 remained after re-
moving one item with commonality and loading < .3. The scree plot
analysis and parallel analysis, indicated seven factors, identifying
drivers’ preferences for sharing location data: sharing for emergency
purposes in case of accidents, sharing with the police, sharing with
the government, sharing with family and close friends, sharing with
insurance companies, sharing with other drivers and sharing with
emergency services. We computed the internal consistency of this
instrument based on the extracted factors, and Cronbach’s alpha
scores were all above .7. Appendix Exploratory Factor Analysis,
Table 6 presents the items loading into each of the seven factors.

4.2 Descriptive Analysis

To understand the relationships between continuous variables, we
examined correlations before conducting more complex data analy-
sis to answer research questions. We checked the assumptions for
the Pearson correlation test, which were good, apart from slight
violations of normality, acceptable in large samples. The test results
revealed mostly medium correlations between the variables. Table 3
presents the correlations between variables. There is a strong, sig-
nificant positive relationship between risk perception and privacy
concerns (r = .70, p < .01) and a positive moderate relationship be-
tween risk perception and preferences for transparency and control
(r = .46, p < .01). There are small to moderate, significant negative
correlations between privacy concerns and preferences to share
location data with different entities such as the government (r =
-.31, p < .01), police (r = -.23, p < .01), other drivers (r = -.15, p <
.01), emergency services (r = -.19, p < .01) and insurance companies
(r=-.19, p < .01). This finding indicates that the more concerned
drivers are about their location data, the less willing they might be
to share it with different entities, and vice versa. Similarly, higher
perceptions of risk are related to lower preferences for sharing, as
indicated by the negative correlations. The medium to large positive
correlations between the sharing preferences indicate that drivers
share similar preferences for sharing location data with different
entities such as government and police, emergency services, and
other drivers.

4.3 Preferences for sharing location data

To assess the relationship between the latent variables, region, de-
mographics, and the preferences for sharing (RQ1), we applied
multivariate analysis of covariance (MANCOVA). We included four
covariates: privacy concerns, risk perception, transparency and
control preferences, and sharing frequency to further improve the
research model by measuring their effect on preferences for shar-
ing location data. We considered correlations when selecting the
appropriate test (univariate or multivariate). It is suggested that
low correlations indicate that variables should be analyzed alone
(univariate models), while moderate correlations indicate that vari-
ables should be analyzed in a model (multivariate) [21]. Hence,
moderate correlations between the dimensions of preferences for
sharing (Table 3) imply that multivariate analysis of covariance
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Table 3: Correlations between variables: privacy concerns (PCS), risk perception (RPC), preferences for transparency and
control (PTC), preferences for sharing frequency (FRQ), preferences for sharing location data with government (GOV), with
family and friends (FFR), for emergency purposes (EMG), with police (POL), with other drivers (DRV), with emergency services

(ESV) and with insurance companies (INS).

PCS RPC PTC FRQ GOV FFR EMG POL DRV  ESV INS
PCS 1 707 43* 317 -317 -10° -.07 =23 -15™ 197 -19*
RPC 1 A46** 32 28" .05 -.05 —-15"  -17 14 -.04
PTC 1 .08 -.15% .02 A7 -.06 .03 -.04 -.06
FRQ 1 -43% -18" -19** -377 -35%F -39% -33%
GOV 1 30" .20%* .70** .54** 61 52
FFR 1 .29** 31 327 31 42
EMG 1 .30% A1 A42%* .16™*
POL 1 .52** 62%* 55
DRV 1 53** 34
ESV 1 45"
INS 1
Note: Significance levels: *p < .05 and **p< .01.

is appropriate to study drivers’ preferences for sharing location (qp .08), sharing with police (17p .10), sharing with emergency

data as one construct. We checked the test’s assumptions, such as
outliers (Mahalanobis distance), linearity, multicollinearity (corre-
lation test), univariate and multivariate normality, homogeneity
(Box’s M and Levene’s test), and homoscedasticity (scatterplots).
Levene’s test of equality of variances was good (p > .05). Box’s
M of equality of covariance matrixes was insignificant (p = .019);
hence, for the results of MANCOVA, we interpret Wilks’ Lambda
as a criterion (Table 4). Considering the demographics, we could
not include demographics other than gender in the model. We were
interested in looking for an interaction effect between the two cate-
gorical independent variables: region and gender. However, adding
gender to the model had no effect (p = .13). Hence, the final model
comprises one independent variable, region, and four covariates:
privacy concerns, risk perception, preferences for transparency and
control and preferences for sharing frequency.
Effects of covariates. Privacy concerns (ryf) =.05), risk percep-
.07)
and preferences for sharing frequency (ryp .17) were significant
adjustors of the combined dependent variables. We used individ-
ual ANCOVAs to examine their association. Particularly, privacy
concerns significantly influenced single outcome variables: sharing
with government (ryg =.02), sharing with family and close friends

(5 =
with emergency services (qp

tions (ryp .04), preferences for transparency and control (r]p

.02), sharing with insurance companies (qp .03), sharing
.01) and sharing with police (np =
.02). These variables correlated significantly (Table 3). Risk percep-
tions had a significant influence only on sharing with family and
close friends (17}2) =.01). However, no significant correlation between
these two variables suggests that risk perceptions might be a weak
influencer of preferences for sharing with family and close friends.

Preferences for transparency and control was a significant ad-
justor of sharing for emergency purposes (qp .04), sharing with

insurance companies (r]p .01), and sharing with other drivers

(=
sharing frequency on preferences for sharing with government (ryp

.01). Finally, there was a significant effect of preferences for
=.13), sharing with family and close friends (ryg =.02), sharing for

emergency purposes (r]p .02), sharing with insurance companies

services (r]p .12) and sharing with other drivers (qp .10). These
variables correlated significantly (Table3).
Effects of independent variable. The regional background

had a significant effect on combined dependent variables (ryp .21),

particularly on sharing with family and close friends (qp .08).
There was a significant difference in the means of the two regional
groups on sharing with family and friends. The scores for sharing
with family and friends were higher among the South African
participants (M = 3.57, SD = 0.85) than among participants from the
Nordic countries (M = 2.99, SD = 0.95, 95% CI[0.40 - 0.73]), meaning
that the former were more willing to share with family and friends
than the latter. The impact of the region was significantly stronger
when it comes to sharing with insurance companies (r]f, = .13);
the univariate test confirmed that groups differed significantly in
sharing with insurance companies. Participants from South Africa
showed higher preferences for sharing with insurance companies
(M =3.28, SD = 1.04) than participants from Nordic countries (M =
2.54, SD = 0.98, 95% CI[0.62 - 0.97]). Further, the analysis identified
the significant effect of region on sharing with emergency services
(ryp .01) and on sharing with police (ryp .01). The mean scores
were higher among South Africans (M = 3.93, SD = 0.89) than among
the Nordics (M = 3.75, SD = 0.91, 95% CI[0.05 - 0.36]) for sharing
with emergency services and sharing with the police, respectively,
(M = 3.81, SD = 1.03), (M = 3.61, SD = 1.09, 95% CI[0.07 - 0.43]).
Again, the results imply that South Africans were more willing to
share location data with emergency services and police than the
Nordic participants. Table 4 presents the details of the multivariate
and univariate analyses.

Since we found slight violations of normality when inspecting
the data, we also ran nonparametric analyses to test the effects. A
series of Mann-Whitney U tests corroborate the results further: it
revealed a significant effect of the region on preferences for sharing
(p < .05).

4.3.1 Influence of covariates on preferences for sharing. We identi-
fied all four covariates as significant adjustors of the preferences for
sharing in the main MANCOVA model. To understand how these
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Table 4: MANCOVA: effects of region (REG) on dependent variables: sharing with government (GOV), sharing with family
and friends (FFR), sharing for emergency purposes (EMG), sharing with insurance companies (INS), sharing with emergency
services (ESV), sharing with police (POL), and sharing with other drivers (DRV).

Multivariate Univariate
F(1,522)

Wilks’s lambda  F(7,516) GOV FFR EMG INS ESV POL DRV
Covariates
PCS 0.95 4.00*** 7.82%* 12.41%** 2.02 16.56*** 4.55* 10.33** 0.33
RPC 0.96 2.80** 0.61 6.19* 0.79 3.42 0.10 0.45 1.81
PTC 0.93 5.19*** 0.70 0.56 21.98%** 3.91* <.01 0.01 6.23"
FRQ 0.83 15.28***  76.33***  12.71"** 12.76*** 47.35"** 68.51*** 58.78*** 55.87***
Fixed factors
REG 0.79 19.40*** 0.46 45.93*** 1.40 80.93***  6.90** 7.13** 0.42

Note: Significance values are based on *p <.05, “*p <.01 and ***p< .001.

factors jointly influenced each of the preferences for sharing (RQ1),
we performed a series of simultaneous multiple regression analyses
on all four covariates and our independent variable: regional back-
ground. The single dependent variables in the regression models
are the dimensions of the preferences for sharing independently:
sharing with government, sharing with family and close friends,
sharing for emergency purposes, sharing with insurance compa-
nies, sharing with police, sharing with other drivers and sharing
with emergency services.

First, we checked the assumptions for regression: linearity (scat-
terplots), multicollinearity (with tolerance values above .4 and VIF
values between 1 and 2.5), and homoscedasticity. All models were
significant (p < .001). The detailed results of the seven regression
models are presented in Table 5.

e Privacy concerns and preferences for sharing frequency were
found to statistically significantly affect preferences for shar-
ing with the government. Overall model’s predictive value
was F(5, 522) = 29.67, adjusted R? = .21.

e Regarding preferences for sharing with family and close
friends, privacy concerns, risk perceptions, preferences for
sharing frequency, and region jointly influenced the outcome
variable, with the overall model F(5, 522) = 17.82, adjusted
R? =14

o Corroborating the MANCOVA model, preferences for shar-
ing frequency and preferences for transparency and control
were found to be significant predictors of the preferences for
sharing for emergency purposes with the overall model F(5,
522) = 9.12, adjusted R? = .07.

o In the sharing with insurance companies model, there were
four significant predictors of the dependent variable: pri-
vacy concerns, preferences for sharing frequency, region
and preferences for transparency and control. The overall
model value was F(5, 522) = 36.64, adjusted R? = 25,

e Privacy concerns, preferences for sharing frequency, and
region were the significant predictors of preferences for shar-
ing with emergency services, with the model’s predictive
value F(5, 522) = 21.41, adjusted R? = .16.

e Privacy concerns, preferences for sharing frequency and
region were significantly predicting the preferences for shar-
ing with police. Overall model’s predictive value was F(5,
522) = 21.60, adjusted R? = .16.

o There were only two significant predictors of preferences to
share with other drivers: preferences for sharing frequency
and preferences for transparency and control, with the over-
all model value F(5, 522) = 16.79, adjusted R? = .13.

The results indicate that as privacy concerns increase, the drivers’
willingness to share location data with the government, police, fam-
ily and friends, insurance companies, and emergency services de-
creases. Furthermore, the higher drivers’ perceived risk, the higher
their preferences to share location data with family and friends.
Conversely, the more positive drivers feel about transparency and
control concerning third parties, such as insurance companies and
other drivers, the more willing they are to share location data. Addi-
tionally, these results were yet another confirmation that frequency
of sharing—how often location is shared when driving and the
granularity of it—is strongly related to drivers’ willingness to share.

4.3.2 Relationship between region and internal factors. To better
understand our findings regarding the preferences for sharing, we
have also looked separately at the relationships between the region
and internal factors (RQ1) using a t-test. We tested the assumptions
for the independent samples t-test, and both the normality assump-
tion and the assumption of equal variances were slightly violated.
However, since the Welch t-test is robust against the violation of
normality in large sample sizes, we run it. There were significant
effects of region on privacy concerns (t(524.84) = 4.90, p < .001,
Cohen’s d = .43) and risk perceptions (t(518.59) = 8.73, p < .001,
Cohen’s d = .76). The Welch t-test showed a significant difference
in privacy concerns between the two groups with South Africans
scoring higher (M = 3.85, SD = 0.97) than Nordics (M = 3.43, SD =
1.01). A significant regional difference was also found regarding
risk perceptions. Especially, South African drivers (M = 3.74, SD =
0.81) perceived higher risk than the Nordic drivers (M = 3.09, SD =
0.91).

To validate the results further, we also ran the non-parametric
Mann-Whitney U test as the assumption of equal distributions was
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Table 5: Joint influence of privacy concerns (PCS), risk perception (RPC), preferences for sharing frequency (FRQ), preferences
for transparency and control (PTC) and region (REG) on dependent variables: sharing with government (GOV), sharing with
family and friends (FFR), sharing for emergency purposes (EMG), sharing with insurance companies (INS), sharing with
emergency services (ESV), sharing with police (POL), and sharing with other drivers (DRV).

GOV FFR EMG INS ESV POL DRV
B p p p B p B p B p B p
PCS -16* -12 -21% -5 -.09 -.06 -22% -8 -.12* -.09 -18% -14 -.03 -.03
RPC -.05 -.03 .15% 11 -.06 -.04 11 .08 .02 .01 .04 .03 -.08 -.06
FRQ -36"* -36 -16**  -15 -16"* 15 -28% -29 -36" -34 337 -32 337 31
PTC -.04 -.04 -.04 -.03 23" 20 -.09* -.09 <.01 <.01 <-.01 <-.01 12* 11
REG -.03 -.03 -30%*  -28 -.05 -.05 ~37% 237 -1 -1 S12% -12 .03 .03

Note: Significance values are based on *p<.05, **p<.01 and ***p<.001; f3 (beta) refers to the standardized regression coefficient.

slightly violated. The Mann-Whitney U test confirmed that privacy
concerns were greater for South Africans (Mdn = 4.00, n = 265),
compared to Nordics (Mdn = 3.66, n = 263), U = 25674.00, p < .001,
with a small effect size r = -.23. Similarly, South African drivers
(Mdn = 3.83, n = 265) showed higher perceptions of risk than their
counterparts from the Nordic countries (Mdn = 3.00, n = 263), U =
20345.50, with a medium effect size r = -.36.

4.4 Preferences for transparency and control,
and sharing frequency

Considering demographics, because of the unequal distribution
(e.g., low numbers of participants from certain age groups), demo-
graphic comparisons were sometimes difficult to conduct. However,
having a sample balanced around the gender (excluding the seven
participants who selected “Other” answering the gender question),
we used parametric tests to assess potential significant differences.

We used a t-test to assess differences in privacy concerns and
risk perceptions among males and females (RQ2). We found a
significant effect of gender on risk perceptions (t(514.16) = -2.63,
p =.009), indicating that females (M = 3.53, SD = 0.84) perceived
higher risk than males (M = 3.32, SD = 0.97). There was no effect
on privacy concerns.

We used regression analysis to investigate preferences for trans-
parency and control, and sharing frequency. Before the analysis,
we checked regression assumptions, such as linearity, homoscedas-
ticity and multicollinearity. To check for linearity, we looked at
scatterplots. To assess multicollinearity, we looked at the tolerance
values, which were above .4, and VIF values, which were between
1and 2.5.

We run bootstrapped regression analysis to study the prefer-
ences for transparency and control (RQ2). The dependent variable
in the model is preferences for transparency and control. The inde-
pendent variables were privacy concerns, risk perception, gender
and regional background. We decoded the dichotomous variables
into dummy variables in order to assess differences in regional and
gender groups. The model resulted in a significant change in the F
ratio (p < .001). South African region (f = .14), privacy concerns (f
=.21) and risk perceptions (f = .28) were found to statistically sig-
nificantly affect preferences for transparency and control (p < .001).

Overall model’s predictive value was F(4, 516) = 44.68, adjusted R?
=.25. We found gender did not significantly affect preferences for
transparency and control (f = -.04, p = .33).

We run a bootstrapped regression analysis to investigate pref-
erences for sharing frequency (RQ2). Our independent variables
were region, gender, privacy concerns and risk perceptions. We
created dummy variables for representing the categories in the
predictor variables: gender and region. The overall model resulted
in a significant change in the F ratio (p < .001) with predictive value
F(4, 516) = 19.57, adjusted R? = .13. There were three significant
predictors of preferences for sharing frequency: South African re-
gion (ff = -.15, p < .001), privacy concerns (f = .16, p < .01) and risk
perceptions (f = .25, p < .001). Again, gender did not significantly
predict preferences for sharing frequency (f = .06, p = .16).

4.5 Preferences for privacy trade-offs

To answer the RQ3, we used non-parametric tests. We ran the
Chi-Square Test of Independence to analyze whether participants’
preferences for trade-offs were represented across the two regional
groups and demographics (gender). The results showed that there
was a significant difference, X? = 23.78, df = 1, p < .001 in dri-
vers’ willingness to pay for pseudonyms by region. Such findings
indicate that South African drivers were more willing to pay for
pseudonyms than drivers from Nordic countries. There was no
significant evidence of the association between usability trade-off
and regional background.

A Chi-Square test showed a significant difference in drivers’
preferences for cost trade-off by gender X2 = 4.59, df = 1, p = .032,
with females showing higher preferences for paying compared to
males. The X? test results showed again a significant difference,
X? = 9.85, df = 3, p = .020, in preferences for usability trade-off
by gender. Crucially, these results demonstrated that the choice of
usability over privacy was more frequent among males than females
(more than twice as frequent). Lastly, the results were insignificant
regarding preferences for trade-offs across different age groups,
levels of education, and levels of employment.
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5 DISCUSSION

The results of the present study show that the latent constructs (pri-
vacy concerns and risk perceptions), preferences for transparency
and control, preferences for sharing frequency, and region affect
the preferences for sharing location data with different entities
(RQ1). The results also revealed that the preferences for sharing
with different entities such as family and close friends, insurance
companies, emergency services and police were higher for South
Africans than for the Nordics (RQ1).

Moreover, the latent constructs— privacy concerns, risk percep-
tions and regional background impact preferences for transparency
and control and for location sharing frequency (RQ2). South African
respondents demonstrated higher preferences for transparency and
control in ITS than Nordic participants. Lastly, we show that region
and gender are relevant factors in shaping drivers’ preferences for
location privacy trade-offs (RQ3). Our analysis indicates that par-
ticipants from South Africa were more likely to pay for PETs to
enhance location privacy than participants from Nordic countries
(RQ3). Additionally, the results showed a gender dependency in
willingness to pay for pseudonyms, with females showing higher
preferences for paying compared to males. There was also a sig-
nificant difference in drivers’ preferences for usability trade-off by
gender, with males having higher preferences for usability than
females, who rather favour privacy over usability.

5.1 The impact of region

Our results show that the region of drivers matters in the context
of privacy attitudes and preferences. Below, we discuss our findings
considering previous research and social aspects ingrained into the
two regions.

5.1.1 Socioeconomic conditions and legal considerations. The re-
sults indicate that South Africans’ risk perception is higher, and
that the Nordic participants are more willing to take risks and have
higher risk tolerance. Previous studies found the relationship be-
tween risk perception and wealth [40] in that individuals going
through hardship, domestic wars, or poverty may be less risk-averse
and vice versa. Thus, the difference in socioeconomic status might
also explain the difference in willingness to take risks between
the two regional groups. The more pronounced risk perceptions
in South Africa may be explained by the high rates of crime in the
country, including road and car crime [33, 52, 59, 77].

Similarly, South African drivers were more concerned about their
location privacy in ITS than the Nordic group. Since the analysis
showed that privacy concerns and risk perception impact privacy
preferences, the results imply that South African preferences for
future VANETSs may be characterized by higher perceived risk and
privacy concerns, which may impact trust in future ITS. Previous
studies in other contexts have also shown South African consumers
have privacy concerns regarding whether their personal informa-
tion is used lawfully, for the agreed purposes, and that consent is
not always obtained [17, 26].

On the other side, privacy concerns by users from Nordic EU
countries were also shown to be in general low by previous Eu-
robarometer surveys [29, 30]. These survey revealed for instance
that users from the Nordic EU countries have in common that they
are usually less concerned about not having complete control over
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their data than users have on average in all EU countries. Swedes
especially stick out as being on average least concerned among the
EU country participants about having no or only partial control
over their data.

The discrepancy in the privacy concerns shown in the two groups
might also be due to the transparency and openness principles and
regulations implemented in Nordic countries. Hence, people in the
Nordic countries are already used to the idea that personal data
about them kept by the governments can anyhow be easily obtained
by others that exercise their respective transparency rights [46, 83].

In addition, we found regional discrepancies in preferences for
transparency and control. The South African group was more eager
than the Nordic participants to manage and control their location
data used in ITS, which may be perceived as an essential means for
avoiding privacy risks [57]. An explanation for this difference could
be that Nordic countries are used to the rights of transparency and
control guaranteed by a long tradition of openness and transparency
laws as well as privacy laws and GDPR enforcement. According to
the GDPR, the privacy principles of transparency and data subject
rights for control should be guaranteed by design and default (in
contrast to the POPI act that does not explicitly demand privacy
by design and default). Moreover, non-compliance with the GDPR
has since 2018 already resulted in a long record of high fines issued
by data protection authorities of member states for organisations
that have breached GDPR privacy principles, including the GDPR’s
transparency obligations*. Hence, people in the Nordic countries
may have lower preferences and demands for transparency and
control, as they may put higher trust in the implementation and
enforcement of privacy rights and principles according to the GDPR
and other laws. In contrast, the very short history of privacy reg-
ulations in South Africa may contribute to higher demands for
privacy rights for transparency and control. The higher demand of
South Africans for transparency and control can also be explained
by previous findings that show that the South African society is
characterised by low levels of trust in the institutions, and in their
transparency and accountability [38, 53], which can be explained
as a consequence of the former apartheid system [4].

The results also revealed that the Nordics exhibited lower pref-
erences for cost trade-offs — paying for short-term pseudonyms to
protect their privacy. While this might be apparent from the low
privacy concerns they demonstrated concerning location data use
in ITS, it should be interpreted differently for South African drivers.
Their higher disposition towards paying for pseudonyms might be
driven by their considerably greater privacy concerns and risk per-
ceptions about their location data in ITS; hence, they may see value
in paying for PETs to enhance data privacy. Moreover, among our
participants, the majority were employed as well as educated. For
this reason, and also as our study targeted participants who possess
a driver’s licence, it is likely that their socio-economic status was
not extremely low; hence, such financial stability could affect their
willingness to pay for privacy protection.

5.1.2  Regionally-ingrained sharing preferences. The two regional
groups differed significantly in their preferences for sharing with
different entities, especially with family and close friends. The col-
lectivistic character of the South African society was confirmed

4See, e.g., GDPR Enforcement Tracker, https://www.enforcementtracker.com
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by Triandis [82], and can relate to the African philosophy of ubuntu,
implying that South Africans value the welfare of collective society,
believe in the sense of belongingness and community [5]. Con-
firming the philosophy of ubuntu in South Africa, they seem to
prioritize looking after their family and friends. Yet, another possi-
ble explanation for this difference might be the noticeably higher
crime statistics in South Africa [52, 78] and related safety implica-
tions, which may imply that South Africans like to check on their
family and close friends to ensure they are safe when they are out
on the road.

We observed significant regional variations regarding prefer-
ences for sharing location data with entities such as insurance com-
panies, emergency services, and police. South African participants
had higher preferences for sharing location data with police, emer-
gency services, and insurance companies than Nordic participants.
The results that South African participants have higher preferences
for sharing despite perceiving higher privacy concerns and risk
may be seen as a contradiction to previous work showing that pri-
vacy concerns in other contexts reduce individuals’ intention to
disclose [47, 50]. However, an explanation could be that the sharing
purposes we investigated in this work (e.g., personalized advertise-
ment, combating car crime, or monitoring road safety), might have
been perceived by South African respondents to a higher degree
as benefits that are offered in case of sharing location data than
by Nordic respondents, affecting their responses. Hence, the result
can also be explained by and seen as in line with the theory of
contextual integrity.

Particularly, enhanced preferences of the South African partic-
ipants for sharing with these institutions may also be driven by
the fact that compared to Nordics, they feel safe to a much lower
extent [78]. Thus, South Africans may have high expectations in
these institutions to ensure their safety and protect their personal
information, as was observed in a comparison study between South
Africa and the UK [18]. Another cross-country survey study be-
tween South Africa and Australia also reported South Africans’
high expectations towards the government to protect their per-
sonal information in direct marketing [26].

5.1.3  Comparison with the previous interview studies. One objec-
tive of the present research was to validate the results of previous
qualitative studies by Islami et al. [42, 43] °. Considering prefer-
ences for transparency and control, the present study found South
African drivers exhibiting higher preferences for transparency and
control than their Nordic counterparts. This result is somewhat
different from the previous interview studies by Islami et al. [42, 43],
which reported South African and Swedish drivers share similar
demands for more control over location data in ITS, usable privacy
notices, transparency and fine-grained settings.

Overall, the present findings are consistent with the previous
results, indicating that South African participants have higher pri-
vacy concerns and risk perception than Nordic participants. The
insights from the interview studies in Islami et al. [42, 43] iden-
tified South African drivers’ concerns regarding location being
tracked for criminal purposes, stalking and kidnapping. Conversely,

5The methods used in the studies and different samples (past research included Swedish
and South African participants) make the comparison somehow limited.
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Swedish drivers reported not being concerned about location data
used in ITS.

Corroborating the qualitative study’s results, the present results
indicate that South African drivers have higher preferences to share
location data with family and friends than Nordic participants.
However, the results for sharing location data with other entities
are not in line with past research [42, 43], which showed South
African participants’ higher reluctance to trust the government
or police to access their location data than Swedish participants.
This difference might be due to the different study designs: in the
interviews, participants were asked about trust in external entities
to protect their privacy, whereas, in the questionnaire, they were
asked about their willingness to share location data with different
entities for specific purposes (which would mostly benefit them).

While the present study reported preferences for cost trade-offs
were higher among South Africans than among the Nordics, the
past research showed the opposite [42, 43]. However, the Swedish
participants’ high preference to pay for short-term pseudonyms
signed by a trusted third party to preserve their privacy was ques-
tioned to be influenced by the social desirability bias [9] or demand
characteristics [54], which is more likely to happen in interviews
than in surveys. On the other hand, South African participants
voiced limited trust in PETs to protect their location privacy.

5.2 Discussion of findings other than regional
differences

This section discusses our general findings other than regional
differences and compare them with related work. Some of these
general results resemble, or are similar to, past findings regarding
location sharing by previous work that were also conducted for
other applications or areas, which we discuss below. However, we
still contribute with our work with new insights showing to what
extent these related results from other areas also hold in the context
of ITS and VANETs.

In the extensive review intended to explain the relationships
between privacy attitudes and behaviour, Gerber et al. [35] showed
that risk perception is associated with using location-based social
networks. Similarly, in our findings, risk perceptions predict pref-
erences to share location data; however, only when considering
sharing with friends and family.

The finding that the entity that is receiving the information was
an important factor in sharing decisions concurs with other works
in the context of location sharing [12], dashcam video sharing [60]
or in ubiquitous computing [51].

The fact that transparency influences location-sharing behaviour
is found in other studies exploring users’ perceptions of location pri-
vacy [6]. The major differences were that we explore the preferences
of drivers for transparency and control in intelligent transporta-
tion systems and future VANETSs from two different regions, while
in Becker et al. [6], the authors survey participants on internet pri-
vacy concerns, cyber and physical risk taking, privacy victimisation,
usage of location sharing apps and transport choices and segment
them in clusters of risk perceptions and behaviour.

Our results also showed gender differences regarding risk per-
ception and preference for usability-privacy trade-offs. Specifically,
the analysis found females perceive higher risk and value privacy
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more important than usability for location data in ITS and vehicular
communications. This could be explained by the fact that females
are afraid of being stalked, as one study in the context of vehic-
ular communication systems showed females rank safety higher
than men [73]. The gender differences in preference for usability
trade-off were shown in another study by Gardner et al. [32] in the
context of location-based systems, which found that females were
more willing to disclose their location in very coarse resolution
(accuracy) in the cost of quality of service than men who were more
in favour of compromising their privacy for getting the best service.

To some extent, our results indicate that people’s concerns about
privacy might have a negative effect on their information disclosure
(i.e. if we define location sharing for specific purposes as disclosure).
Such a finding adds to the body of knowledge around the privacy
paradox—assumption that people tend to disclose personal informa-
tion even though they are concerned about their privacy [35]. Our
results oppose the privacy paradox and suggest that people might
be making rational, in an economic sense, decisions, weighing the
costs and benefits of information sharing, which is likely in the
context of our research if the purpose of data sharing is considered.
The predictive ability of privacy concerns correspond to privacy
decision model derived from the past literature placing privacy
concerns in a center [25], as well as research on this construct in
other contexts. For instance, Zhang et al. [90] identified a negative
relationship between privacy concerns and information disclosure
in the context of health communities.

Still, some research indicates that privacy concerns are not the
strongest predictor of information disclosure, and at times, design
elements triggering heuristic-based decision-making might be suffi-
cient to change the relationship between behaviour and information
disclosure. For instance, Sundar et al. [79], through experimental
design, showed that considering different visual cues and informa-
tion disclosure context, only groups of participants presented with
the authority cue (context of banking) and self-presentation cue
(context of dating), privacy concerns were significant predictors of
information disclosure. For instance, the control cue (control over
publicly sharing information on social media) or transparency cue
(context of privacy policies) privacy concerns were not significant
predictors of information disclosure. The present research aimed
to gather information about participants’ preferences in order to
design privacy profiles (see Section 5.3) and test them in the experi-
mental research in future. Therefore, we expect that the strength
of the effect that attitudinal factors (e.g., privacy concerns or risk
perceptions) have on the sharing preferences might change in the
future studies, similar to findings from Sundar et al. [79].

Despite some similarities that our findings share with previous
studies, especially considering privacy concerns and risk percep-
tion, we must emphasize that when modelling location-sharing
preferences, the effect size that these constructs have was smaller
than the effect sizes of other variables—for instance, regional back-
ground, preferences for transparency and control, or preferences
for sharing frequency were all more strongly associated with shar-
ing preferences. This is particularly visible considering preferences
for sharing location with the government, with other drivers and
sharing for emergencies.
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5.3 Outlook: Towards usable privacy and
identity management for ITS

Previous research has shown that users are usually overwhelmed
with the task of managing their privacy settings, that burdening
users with this task of setting each individual permission is te-
dious and prone to errors, and that existing settings do often not
accurately capture people’s privacy preferences [71, 76].

In this section, we argue how our results can also help to ad-
dress this problem and can provide valuable input for the design of
usable privacy-enhancing identity management solutions for ITS
and VANETSs in compliance with legal privacy principles. Further
elaborations of our suggested approaches towards a usable design
are outlined below based on offering users suitable “bundles” of set-
tings for easily getting started plus using machine learning (ML) to
generate individualised recommendations for subsequently easily
adapting settings, and will be part of our future research.

5.3.1 Predefined privacy profiles. For simplifying the management
of privacy settings, privacy settings could be bundled into pre-
defined privacy profiles of settings reflecting typical privacy pref-
erences of parts of a population, which the users can then easily
choose and possibly further adapt. These privacy profiles should
be framed with a self-explanatory name and a short, high-level
description, which can be expanded to show the detailed settings
that are bundled.

Based on legal privacy requirements and the results of our study,
the following types of privacy profiles could be offered for South
African and Nordic drivers:

e Privacy by Design and Default Profile for ITS. First
of all, to meet the privacy principles of data protection by
design and default (Art. 25 GDPR) and data minimisation
(Art. 5 GDPR, Chapter 3 POPI act), users should always start,
per default, with the most privacy-friendly profile, which
assures that by default only a minimal amount of personal
data necessary for ITS are processed. It should particularly
also enforce data minimisation for ITS with an appropriate
level of pseudonymity offered by default (e.g. guaranteeing
pseudonymity changes on a daily basis), taking into account
their costs in relation to the given ITS context and related
risks. Such a Privacy by Design and Default profile for ITS
should always be activated as a default but can later be edited
and adapted.

e Regional Privacy Profiles. Based on our results, regional
privacy profile settings could be defined. Offering such pri-
vacy profiles that match the predominant privacy prefer-
ences in certain regions can help users to more easily man-
age their settings by simply selecting (and possibly further
adapting) such a profile. For example, as a conclusion from
our survey results, a regional “Preferred settings in South
Africa” profile could be constructed and offered to drivers
in South Africa that enable additional permissions for data
sharing beyond the necessary permissions set in the “Pri-
vacy by Design and Default” profile for ITS. Such a profile
could reflect the predominantly higher preferences of South
African drivers for sharing data and could pre-set sharing
with emergency services, and police for safety purposes or
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in emergency situations (beyond life-threatening situations
for which data sharing is always set by default). Similarly, it
could include settings for easily enabling the sharing of loca-
tion with family and close friends, who should however still
be manually entered or confirmed by the user for retaining
the final control.

It is however important that these more generous data-sharing
settings are accompanied by usable transparency and control
options for meeting both legal privacy requirements and, at
the same time, the strong preferences by South Africans for
transparency and control and for addressing their higher
privacy concerns and perceived risks. Hence, user interfaces
where the pre-defined profiles can be selected should also
provide an appropriate description, e.g., in the case of “Pre-
ferred settings in South Africa” for informing about pre-set
sharing settings for police and emergency services for emer-
gency and safety purposes as well as with family and friends.
When opening the settings, the purposes and context of
the pre-set sharing options should be made transparent in
further detail and control options for easily changing these
settings should be made directly accessible.

e Moreover, our results suggest that gender-specific pro-
files or different gender-specific settings for regional pro-
files could be defined. For instance, since female partici-
pants prefer to trade usability for privacy, profiles for female
drivers could pre-set location privacy features enforcing k-
anonymity for them on the costs of lower usability. However,
since our study was not designed with a main objective on
gender-related aspects, our gender-related results and sug-
gestions for gender-specific settings need to be taken with
care and would need further follow-up studies including
all gender representations to guarantee truly inclusive solu-
tions.

e Pre-defined profiles or profile settings with stronger pri-
vacy/ pseudonymity levels that go beyond “appropriate”
default pseudonymity (by implementing shorter time in-
tervals for pseudonym changes, e.g. changes after one car
ride, or after 10 minutes) can be offered for extra subscrip-
tion costs/packages. Stronger pseudonymity settings that
could be set for extra costs could especially be highlighted
in the above-envisioned profiles for females, as our female
participants showed a higher willingness to pay for better
pseudonymity protection.

The development and design (particularly Ul design) of the above-
mentioned privacy profiles, particularly regional privacy profiles or
gender-dependent profiles, must be well thought-through, consid-
ering the best practices, e.g., principles of Human Centered Design
and/or Value Sensitive design, to ensure that interaction does not
become burdensome. This opens an avenue for future research to
investigate how interactions with such profiles should look and
function to create useful and usable solutions.

5.3.2  Privacy preference prediction and recommendation. Machine-
learning (ML)-based personalised privacy assistants, which have
been developed in recent years for IoT applications (see, e.g. [11, 20,
69, 71]), can support users in easily making suitable adaptions to
their privacy settings and chosen profiles. Our future research plans
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to further investigate how ML-based automated privacy assistants
can observe the user’s communication and behaviour for VANETSs
and/or other related IoT applications processing location data and
then predict and recommend suitable individual privacy settings for
VANETS: for the user. Models predicting those factors that, according
to our study results, deviated much among our participants (and
thus seem to be highly different between users) could be trained,
such as the frequency and granularity of data sharing or the entity
with whom data is shared. For achieving both usable and privacy-
enhancing identity management solutions, it is however important
that the ML training is conducted in a privacy-friendly manner, e.g.,
locally on the user’s device and under the user’s control.

5.4 Limitations

Using hypothetical purposes to investigate drivers’ preferences for
sharing location data might be a design limitation of our study.
Framing the purposes of sharing in ITS towards the positive (as
potential benefits) might have affected participants’ preferences, e.g.
increasing the South Africans’ willingness to share. Still, privacy
policies texts are usually framed in terms of positive purposes for
the data that should be collected and processed. Hence, our framing
corresponds to policy framing that users are confronted with in
realistic situations.

Another limitation is the lack of cultural representation of our
sample. Hence, in this study, we can only discuss cross-regional
(Nordics vs. South Africans) instead of cross-cultural differences.
Future research should be conducted to compare the present results
with other regions.

Because VANETS: are the technology of the future, we introduced
them together with existing ITS systems which the participants
currently use, which might be limiting. Alternatively, we could
have classified participants’ privacy concerns using the privacy
segmentations used before [28, 56, 87], clustering users in different
privacy personas. However, such segmentations have been heavily
criticised because they are poor predictors of context-specific be-
haviours [12, 89] (e.g., Westin/Harris Privacy Segmentation Model
failed predicting location sharing decisions [12]) or that privacy
categorization should not only consider a difference in degree but
also in kind [48]. With privacy preferences being highly contextual
and diverse and the poor correspondence between users’ general
privacy attitudes and their actual behaviours, we advocate that
categorising users might not be possible.

A further constraint is a lack of a representative sample. Al-
though it was not our main interest to investigate the effect of these
demographics on privacy preferences for ITS, we cannot state that
differences in privacy preferences across other demographic groups
do not exist.

The main focus of the research is to assess the regional differ-
ences in the participants’ preferences around sharing and trade-offs.
When possible, we also looked at the effects that latent constructs,
such as privacy concerns and risk perceptions, might have on par-
ticipant preferences. However, for clarity, latent constructs were
not included in the assessment of tradeoffs (RQ3) due to the method-
ological challenges (data analysis) their inclusion would instill.
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We aimed to gain a deeper understanding of the privacy prefer-
ences of drivers for ITS. However, the number of predictive vari-
ables is limited and could account for other confounding factors,
e.g., personality traits. On the other hand, incorporating personality
traits in privacy-enhancing designs was shown to be problematic,
e.g., personality traits-based personalization was proven unsuc-
cessful [85]. Still, past research investigated other factors, such
as driving style [65], or monetary rewards for sharing dashcam
videos by drivers [60]. We plan to design experiments with visuali-
sations of privacy profiles built upon our results, in which we plan
to account for the previously studied confounding variables.

6 CONCLUSION

Our understanding of drivers’ privacy preferences for ITS and fu-
ture VANETs has been very limited, including the effects of latent
factors and region on preferences for sharing in vehicular contexts.
Hence, this article reports the results of an international compar-
ison study based on a survey with 528 drivers from South Africa
and the Nordics, whose analysis revealed a significant influence
of region and latent constructs on preferences for ITS. The results
particularly show that preferences for transparency and control
are strongly related to willingness to share location data in ITS,
this effect being more pronounced among the South African dri-
vers than among the Nordics. Further, risk perceptions and privacy
concerns are determinants of preferences for transparency and
control. Tracing this relationship from the perspective of regional
differences revealed individuals from South Africa with higher per-
ceptions of risk and privacy concerns have higher demands for
transparency and control in terms of location data being used in
vehicular networks.

The article discusses also the implications of the results for de-
signers and researchers of usable privacy for ITS and future VANETs.
Correspondingly, the findings contribute to inferring viable predic-
tors for the usable design of privacy-enhancing identity manage-
ment systems for future VANETSs that satisfy not only legal privacy
principles but also the drivers’ preferences and needs.
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A SURVEY INSTRUMENT

A.1 Partl

Intelligent Transportation System (ITS) is the deployment of digital
technologies and systems in vehicles (e.g., cars or trucks) and road
infrastructure with the aim of improving road safety, efficiency and
mobility. Imagine current systems like Waze or Garmin, that in-
clude services for car navigation, parking assistance, etc. The future
ITS will exploit the communication of vehicles with each-other (for
example, a vehicle can warn other vehicles nearby when it performs
an emergency braking maneuver) and with the road infrastructure
(for example, to guide drivers to empty parking slots) to exchange
information. This will give drivers the ability to manage the driving
more safely and efficiently (for example, about speed changing).
The picture below illustrates the ITS model that focuses on cap-
turing information generated by vehicles (such as location, sensor
data) and road infrastructure. The information is then processed
and delivered back to drivers to support a number of safety appli-
cations, including collision warnings, maintaining a safe speed and
distance, lane keeping and change assistance, etc. This model is
further enhanced by vehicles sharing information with each other
and with the infrastructure.

A.2 Partll

In this section you will be asked about your general attitudes re-
garding Intelligent Transportation Systems. Please answer honestly
based on how you really are, not how you would like to be.
Imagine you are a driver in a car using an Intelligent Transportation
System which captures your location data (data which indicate the
geographic position and whereabouts of a device or a car, i.e, GPS
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Figure 3: Overview of ITS

coordinates, GPS traces, mileage, routes taken, etc.). Please rate the
extent to which you agree with the following:

e I am concerned that the location information I disclosed to
the intelligent transportation system could be misused.

e T am concerned about providing location information to the
intelligent transportation system, because of what others
might do with it.

e T am concerned about providing location information to the
intelligent transportation system, because it could be used
in a way I did not foresee.

e I am worried that if T use intelligent transportation systems,

I might get tracked by the government.

Using intelligent transportation systems involves the risk of

getting stalked.

e I am worried that using intelligent transportation systems
would lead to my home location being revealed.

e I am worried that using intelligent transportation systems
involves the risk of becoming a victim of identity theft.

e T am worried that if I use intelligent transportation systems,

strangers might know too much about my activities.

Using intelligent transportation systems poses a threat to

my personal safety.

In this section you will be asked about your preferences regarding
Intelligent Transportation Systems. Please answer honestly based
on how you really are, not how you would like to be.

Imagine you are a driver in a car using an Intelligent Transportation
System which captures your location data. Please rate the extent to
which you agree with the following:

o I would prefer to dedicate my time to managing the data (to
control who can access it, with whom it is shared) collected
about myself by the intelligent transportation system.

o I would prefer to make a cognitive effort to manage the data
(to control who can access it, with whom it is shared) col-
lected about myself by the intelligent transportation system.

e I would prefer easy-to-read policy information from the
intelligent transportation system regarding the data collected
about me and how and for what purpose my data will be
processed.
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e It is important to me that I am aware of any processing
and profiling the intelligent transportation system has done
about me.

A.3 PartlIll

In this section you will be asked about your preferences regarding
Intelligent Transportation Systems. Please answer honestly based
on how you really are, not how you would like to be.

Imagine you are a driver in a car using an Intelligent Transportation
System which captures your location data. Please rate the extent to
which you agree with the following:

o Considering the purposes of sharing my data, I am comfort-
able sharing my location data with my close family ...

— for emergency

— to check on them (ensure that they are safe and healthy)

— for coordination of family activities (to ask whether they
are coming for lunch, etc.)

— to maintain a relationship

o Considering the purposes of sharing my data, I am comfort-
able sharing my location data with close friends ...

— for emergency

— to check on them (ensure that they are safe and healthy)

— for coordination of family activities (to ask whether they
are coming for lunch, etc.)

— to maintain a relationship

o Considering the purposes of sharing my data, I am comfort-
able sharing my location data with other car drivers ...

- for my own gain (route planning, receiving warnings
about traffic situations, etc.)

— for providing assistance for urgent health situations

— for providing assistance for urgent mechanical situations
(change of tyre, etc.)

— for traffic safety (to report hazards, collisions, road condi-
tions, etc.)

— for interpersonal communication (sharing tips about social
activities, for example, good restaurants on the way, tourist
attractions)

o Considering the purposes of sharing my data, I am comfort-
able sharing my location data with the police ...

— for traffic planning (rerouting traffic in case of traffic jams
/ accidents))

— for monitoring road safety

— for combating car crime

— for car crash investigation

o Considering the purposes of sharing my data, I am comfort-
able sharing my location data with the government of the
country I'live in ...

— for long-term traffic management

— for environmental sustainability (pollution abatement)

- for designing better infrastructure

— for improving public services (monitor cross-border mo-
bility, map tourist flows, etc.)

— for research purposes (to establish open repositories for
location data, partner with research institutions for data
sharing and analysis)

Islami, et al.

o Considering the purposes of sharing my data, I am comfort-
able sharing my location data with insurance companies

— for usage-based insurance policies (insurance fee is adopted
based on your actual car use, measured mileage, driving
behavior, etc.)

— for car insurance liability (protects other drivers in acci-
dents you are at fault by covering medical bills and prop-
erty damage)

— for better management of risk (the assessment of the like-
lihood and impact of events that may occur)

— for personalized advertisement (relevant offerings, insur-
ance premiums, etc.)

o Considering the purposes of sharing my data, I am com-
fortable sharing my location data with emergency services

— for emergency purposes in case of accidents

— for emergency mechanical situations (flat tire, battery not
working, locked out of your car, brakes do not work)

— for improvement of emergency strategies

— for emergency data analytics

— for growth of voluntary-based emergency services net-
work

o Considering the frequency and type of location data, I am

comfortable sharing my location data ...

— when driving

— only when driving to generic locations (work, home, uni-
versity, etc.)

— only when driving to unlabelled locations (undefined GPS
coordinates, for example 39°36.06’N, GPS traces, Wi-Fi
traces, etc.)

A4 PartlV

In this section you will be asked about your preferences about
usability trade-off that need to be made for future Intelligent Trans-
portation Systems.

Imagine yourself in the scenario below and please indicate your
actual preferences and not how you want to behave.

Your current Intelligent Transportation System can identify you
and see your precise location. There is the option to design different,
more-privacy-friendly systems, that gets less detailed location data
from you and hence, knows less about you and cannot, or at least
not easily identify you.

This is demonstrated by the scenario of a navigation application
searching for available parking spots in your nearby, for which you
could get two different navigation maps.

In the first one (Figure 2 A) you would receive a map with parking
places in the specific street you are interested in, but as you are at
that moment the only driver in the area, you can be easily identified.

In the second map (Figure 2 B), you receive a map with parking
places for a larger region and, as at the specific time when the
location data is collected, there are at least k other drivers in that
area. Consequently, that location cannot uniquely identify you. This
is because all drivers share their location at that time. However,
this system (Figure 2 B) offers you a lower level of usability as you
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would have to zoom in on the map and find your way to the parking
spot on the preferred street.

Would you be willing to share your exact location for usability
(Figure 2 A) in this case?

o Yes, I prefer the best usability possible because I do not have
privacy concerns

o Yes, I prefer the best usability possible although I still have
some privacy concerns

e I do not care about usability

e No, I want to protect my location data

In this section you will be asked about your preferences about
cost trade-off that need to be made for future Intelligent Transporta-
tion Systems.

Imagine yourself in the scenario below and please indicate your
actual preferences and not how you want to behave.

The current Intelligent Transportation System you are using can
identify you and see your exact location. In order not to be uniquely
known by the real name (identity), future systems may instead use
aliases or pseudonyms for you, which are identifiers other than real
names. However, if you always use the same pseudonym, different
usages of the same pseudonym can be linked to each other and could
finally also be related to you (e.g. if you park your car regularly in
front of your house, a pseudonym that is frequently also used for
your home address, is likely relating to you). Therefore, it is better
to change the pseudonym often, but that costs more money as you
have to pay for obtaining more pseudonyms from an issuing party.
This system that uses pseudonyms that you frequently change
(short-term pseudonyms) to make it harder for others to identify
you is illustrated in the image below.

2 Psd2, t2

Psd2,
[ am N
~0—0- '

—)

After time t

Figure 4: Cost trade-off

Would you be willing to pay more in order to hide your location
data?

e Yes
e No

As described in the scenario above, the more you pay the more
frequently would the pseudonyms be exchanged, hence, the better
the privacy.

Please indicate how much you would like to pay to increase your
privacy.
nothing — no privacy protection based on pseudonyms
10 SEK per year — basic privacy protection
100 SEK per year — advanced privacy protection

[ ]
[ )
[ ]
e 500 SEK per year — premium privacy protection
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A5 PartV

Thank you for sharing your attitudes and preferences for location
data.

This is the last part of the study. In this section you will be asked
about your demographic characteristics.

e What is your country of residence?
South Africa
Sweden
— Norway
- Denmark
Iceland
— Finland
e What is your age group?
- 18-24
- 25-34
- 35-44
— 45-54
- 55-64
- 65+
— Prefer not to say
e How would you describe your gender?
- Male
— Female
— Other
— Prefer not to say
e What is the highest level of education you have completed?
— Less than high school
- High school or Professional qualification
— University degree
— Master’s degree
— Doctoral degree
— Prefer not to say
e What is your current status of employment?
— Employed
Unemployed
Student
— Retired
— Prefer not to say
e Do you use any intelligent transportation system or naviga-
tion application for the car?
- Yes
- No
If yes, which one?

B EXPLORATORY FACTOR ANALYSIS
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Table 6: Privacy preferences scale. Results of Exploratory Factor Analysis.

Factor Items Factor loading
Sharing with T am comfortable sharing my location data with the government of the country I live in for environ- .703
government, mental sustainability
a=.92 I am comfortable sharing my location data with the government of the country I live in for long-term .665
traffic management
I am comfortable sharing my location data with the government of the country I live in for designing .631
better infrastructure
Tam comfortable sharing my location data with the government of the country I live in for research 621
purposes
T am comfortable sharing my location data with the government of the country I live in for improving 525
public services
Sharing with family I am comfortable sharing my location data with close friends to maintain a relationship .853
and close friends, I am comfortable sharing my location data with my close family to maintain a relationship 813
o =.88 I am comfortable sharing my location data with close friends for coordination of social activities 775
T am comfortable sharing my location data with my close family for coordination of family activities 739
I am comfortable sharing my location data with close friends to check on them 521
I am comfortable sharing my location data with my close family to check on them 461
Sharing for I am comfortable sharing my location data with my close family for emergency .696
emergency purposes,  Iam comfortable sharing my location data with close friends for emergency .510
a =.60 Tam comfortable sharing my location data with emergency services for emergency purposes in case 483
of accidents
Sharing with I am comfortable sharing my location data with insurance companies for car insurance liability 923
insurance companies, 1am comfortable sharing my location data with insurance companies for usage-based insurance .897
a =.89 policies
I am comfortable sharing my location data with insurance companies for better management of risk .830
I am comfortable sharing my location data with insurance companies for personalized advertisement 463
Sharing with T am comfortable sharing my location data with emergency services for emergency data analytics 910
emergency services, I am comfortable sharing my location data with emergency services for improvement of emergency 795
a =.88 strategies
I am comfortable sharing my location data with emergency services for growth of voluntary-based .694
emergency services network
I am comfortable sharing my location data with emergency services for emergency mechanical 455
situations
Sharing with police, T am comfortable sharing my location data with the police for combating car crime .840
a=.92 T am comfortable sharing my location data with the police for monitoring road safety 757
I am comfortable sharing my location data with the police for car crash investigation .675
I am comfortable sharing my location data with the police for traffic planning .656
Sharing with I am comfortable sharing my location data with other car drivers for providing assistance for urgent .801
other drivers, health situations
o =.84 T am comfortable sharing my location data with other car drivers for providing assistance for urgent 798
mechanical situations
T am comfortable sharing my location data with other car drivers for traffic safety 722
Tam comfortable sharing my location data with other car drivers for my own gain 474
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