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OFDM-based JCAS under Attack: The Dual Threat
of Spoofing and Jamming in WLAN Sensing
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Henk Wymeersch, Fellow, IEEE, Frangois Horlin, Member, IEEE

Abstract—This study reveals the vulnerabilities of Wireless
Local Area Networks (WLAN) sensing, under the scope of joint
communication and sensing (JCAS), focusing on target spoofing
and deceptive jamming techniques. We use orthogonal frequency-
division multiplexing (OFDM) to explore how adversaries can
exploit WLAN’s sensing capabilities to inject false targets and
disrupt normal operations. Unlike traditional methods that re-
quire sophisticated digital radio-frequency memory hardware,
we demonstrate that much simpler software-defined radios
can effectively serve as deceptive jammers in WLAN settings.
Through comprehensive modeling and practical experiments,
we show how deceptive jammers can manipulate the range-
Doppler map (RDM) by altering signal integrity, thereby posing
significant security threats to OFDM-based JCAS systems. Our
findings comprehensively evaluate jammer impact on RDMs and
propose several jamming strategies that vary in complexity and
detectability.

Index Terms—JCAS, ISAC, WLAN sensing, target spoofing,
deceptive jammer.

I. INTRODUCTION

Wireless local area network (WLAN) sensing [1] is a
pioneering technology within joint communication and sensing
(JCAS) [2]. It enables WLAN devices to detect, track, and
interpret their environment through radio signals. By lever-
aging orthogonal frequency-division multiplexing (OFDM),
WLAN sensing provides channel measurements that are highly
applicable to use cases like indoor localization [3], where two
devices, Alice and Bob, alternately function as the transmitter
and receiver in a half-duplex mode. In this configuration, as
illustrated in Fig. 1, the line-of-sight (LOS) between Alice and
Bob serves as a critical timing reference, while echoes from
surrounding targets, called surveillance signals, are received
and processed by Bob for sensing purposes.

However, WLAN sensing, initially designed as a
communication-centric technology, was not built with
sensing as its primary focus. Sensing features were integrated
later, leading to certain vulnerabilities in the system due to its
communication-centric design approach. These vulnerabilities
present potential entry points for attackers, making WLAN
sensing systems increasingly susceptible to security threats.
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Attackers could exploit these weaknesses to compromise
the system, leading to false readings, data manipulation, or
disruption of the sensing function altogether. An attacker,
Eve, with sophisticated capabilities could eavesdrop on the
sensing-related information and transmit jamming signals,
severely distorting the received signals at Bob. These attacks
are divided into two categories based on their outcome.

Target spoofing, also known as the preamble or fake-path
injection [4], is the first category where artificial targets are
injected at Bob. The literature is focused on exploiting the
vulnerabilities of Wi-Fi frame detection, synchronization, and
channel estimation fo reduce the communication throughput.
In [4], the authors show that joint time and frequency syn-
chronization (JTFS) makes OFDM-based systems vulnerable
to attacks. In [5], [6], the frequency and time acquisition
algorithms are independently shown to be vulnerable to at-
tacks, and the receiver can be deceived by pilot injection.
In [7], [8], vulnerabilities in the channel state information
feedback mechanism are exploited. In [9], the orthogonality
of OFDM subcarriers is sabotaged by forcing frequency shifts
to the subcarriers. Authors in [10] focus on various spoofing
attacks, their success rates, and their classifications based
on deployment architectures. In [11], how Wi-Fi geolocation
spoofing can link devices to their identities is demonstrated.
Attacks on public WLAN positioning systems have been
explored in [12], showing how precise models can be used
to spoof location information. Methods to identify location
spoofing devices in wireless networks are investigated in [13],
especially when LOS is absent. From a broader view, surveys
on OFDM-based network vulnerability can be found in [14],
[15], as well as a survey on the physical layer security aspects
of OFDM signals in [16].

Deceptive jamming is the second category where the per-
ception of real targets is altered. However, the literature on
OFDM-based deceptive jamming is quite sparse. Authors
in [17] designed a deceptive jammer against OFDM-based
imaging radars which altered the radar image obtained by
the receiver. Meanwhile, [18] has shown that randomly gen-
erated OFDM signals can be further exploited in deceptive
jamming. Authors in [19] designed a novel method to jam
frequency diverse arrays under the narrow band assumption.
In [20], [21], authors investigate deceptive jamming methods
for both static and dynamic objects under the imaging radar
framework. In [22], an algorithm for the fast generation of
deceptive signals is designed. Traditionally, deceptive jamming
relied on advanced digital radio-frequency memory (DRFM)
hardware to estimate system parameters and mimic targets,
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Fig. 1: Jammer scenario topology with relevant line-of-sight (LOS) distances
dap, dea, and d.p, and LOS angles 0(()“), 08, and 6p. Alice operates as a
pulsed radar by continuously transmitting the same OFDM symbol of duration
Ty, with a PRI of Ts > T,.

which is costly and complex for civil use [23]. However,
WLAN sensing’s standardized OFDM symbols enable simpler
software-defined radios (SDRs) to perform target spoofing and
deceptive jamming without DRFM.

Several countermeasures have been proposed to address
these vulnerabilities in OFDM-based JCAS systems. One
approach to combating jammers mimicking authorized signals
is secure OFDM precoding, as explored in [24]. Other stud-
ies, such as [25], propose novel designs like time-frequency
modulation using metasurfaces to create deceptive targets in
radar profiles. Angle-of-arrival (AoA) based physical-layer
authentication, developed in [26], can filter out jammers, while
machine and deep learning techniques have been applied to
detect 5G signal jammers in [27]-[29]. These approaches show
promise, but no single method has emerged as universally
effective against all types of jamming signals under every
scenario. On the other hand, authors in [30], [31] have shown
that fake path injection can be used to increase location
privacy in wireless networks. While authors in [32] focus on
preventing passive emitter tracking in OFDM-based systems,
and in [18] on the effectiveness of randomly generated OFDM
waveforms against deceptive jamming.

In this paper, we explore SDRs in WLAN sensing and
the security risks they pose on future OFDM-based JCAS
systems. While this study focuses on the sensing aspect,
it is crucial to point out that this is within the broader
context of communication-centric JCAS systems. We believe
that our study provides valuable insights into how the reuse
of communication systems for sensing opens up new threat
vectors, which future JCAS designs must consider, ensuring
both secure communication and accurate sensing. We build
upon and significantly extend the research originally intro-
duced in our previous conference paper [33], by providing a
comprehensive analysis of both target spoofing and deceptive
jamming strategies, offering greater control and predictability.
By incorporating carrier frequency offset (CFO) into our mod-
els, we demonstrate that once Bob synchronizes with Eve’s
signal, Alice’s signal is fully invalidated, ensuring a more
deterministic impact on the attacking process for deceptive
jamming. By combining various methods that exploit Wi-Fi
standardization, advanced jamming strategies are introduced

for i) artificial target injection such as overcrowding, selective
target injection, and advanced target mimicry, and ii) inval-
idating the surveillance signal with the preceding jamming
signal or the forced synchronization. We also provide an in-
depth numerical evaluation of their complexity and effective-
ness. Furthermore, the experimental validation is enhanced
by implementing these more sophisticated jamming strategies.
While giving the jammer extensive capabilities, we maintain
the WLAN sensing framework in its current form and focus
on RDM-based sensing. This methodology is intended to
reveal the vulnerabilities inherent in WLAN sensing systems,
and more broadly, in all OFDM-based JCAS systems, when
subjected to target spoofing and deceptive jamming.

A. Contributions

Our primary contributions are summarized as follows:

« Spoofing and Jamming Framework: We introduce a
detailed mathematical framework for target spoofing and
deceptive jamming in WLAN sensing systems. We begin
with a basic single-antenna, single-target jamming model
that highlights the intricacies of signal generation and the
interaction between the jamming and legitimate sensing
signals. This foundational model is expanded to include
more sophisticated scenarios involving multiple antennas
and advanced target mimicry techniques. We show that
these enhancements allow the jammer to more effectively
disrupt the sensing process, significantly increasing the
impact of the attack and the jammer’s complexity.

« Evaluation of Strategies and Their Implications: We
systematically evaluate various jamming strategies, con-
sidering their complexity, effectiveness, and detectability.
Our analysis covers both simple jamming techniques and
more advanced methods that exploit vulnerabilities in Wi-
Fi standardization. We demonstrate how these strategies
can distort RDMs and affect the target detection probabil-
ities, compromising the integrity of the sensing process
and posing significant security threats.

« Experimental Validation with SDR Platforms: We
implement the proposed jamming strategies using SDR
platforms to validate our theoretical findings. Our experi-
ments confirm the feasibility of executing sophisticated
jamming attacks with relatively simple and accessible
hardware, highlighting the real-world applicability of our
approach and the pressing need for enhanced security
measures in WLAN sensing systems.

B. Related Work

In Table I, the comparison between the relevant works and
this study is provided. Authors in [4]-[9] explored jamming
strategies that target the communication throughput. To do so,
they exploited the JTFS, independent frequency/time synchro-
nization, and known signal structures. Since the focus was
on communication throughput, the key performance indicator
(KPI) for jamming was mainly the bit-error rate (BER). In
[18], authors targeted an imaging radar by exploiting the
channel estimation process, and they showed a reduction in
target probability of detection (PD). As mentioned earlier, our



Ref. Target Exploit KPI
[4] Throughput  JTES BER
[5] Throughput  FS FER
[6] Throughput TS TER
[7] Throughput ~ Known signals BER
[8] Throughput ~ Known signals BER
[9] Throughput  JTFS BER
[18] Imaging Channel estimation  Target PD
[33] Sensing TS RDM
This Sensing JTFS RDM
study Known signals Target PD
Channel estimation
TABLE I: The acronyms are FS: frequency synchronization, TS: time

synchronization, FER: Frequency synchronization error rate, TER: time
synchronization error rate, RDM: range-Doppler map, PD: probability of
detection.

previous work [33] targeted WLAN sensing by exploiting only
the time synchronization (TS) and the only KPI was RDM. In
[33], we discovered the fundamental vulnerabilities of WLAN
sensing. The target spoofing was achieved by transmitting
OFDM symbols modulated with artificial channel transfer
functions. Meanwhile, the deceptive jamming performance
was dependent on the time alignment between the cyclic prefix
of the legitimate and jamming signals. Eve could either range-
shift the true RDM observed by Bob or destroy the subcarrier
orthogonality of Alice’s signals, effectively turning them into
noise. However, these effects were uncontrolled by Eve and
occurred randomly. In this study, we continue to target WLAN
sensing by exploiting JTFS, known signal structures, and
channel estimation procedures. We show RDMs for illustrative
purposes, and the main KPI is the target PD.

The remainder of this paper is organized as follows. WLAN
sensing framework, the scenario, system model, and radar
processing are described in Section II. The basic jammer
functionalities, such as signal generation, jammer channel,
and the jammed RDM are modeled in Section III. Based
on these analyses, various advanced jamming strategies and
their complexity and effectiveness are discussed in Section I'V.
Numerical analyses are provided in Section V, which are
experimentally validated in Section VI. Finally, the conclusion
is drawn in Section VII.

Notation: Matrices and vectors are given by bold characters,
X and x, respectively. The Hadamard product ® and division
© correspond to the element-wise multiplication and division
between matrices or vectors of the same size, respectively.
The forward and inverse Fourier transform matrices of size
N are defined as F 5 and F?v respectively, where FJF\', is the
Hermitian transpose of F' . Finally, the phase of a cisoid is
obtained as /(e /X)) = —X.

II. SYSTEM MODEL

In this section, we describe the high-level jammer scenario.
Then, we detail the sensing framework and signal processing
chain under nominal operating conditions (i.e., without a
jammer) where we assume that Bob employs RDM-based
processing. Finally, we identify the main vulnerabilities in
WLAN sensing.

A. Scenario Description

The scenario consists of three stationary devices, Alice,
Bob, and Eve, and a mobile target, as shown in Fig. 1. Alice

TABLE II: Each device’s role during a given stage.

WLAN Sensing Negotiation Measurement
Alice  Tx Rx Tx
Bob Rx Tx Rx
Sensing Attack ~ Eavesdropping Jamming
Eve Rx Rx Tx

and Bob are involved in the legitimate WLAN Sensing, while
Eve acts as the jammer. Table II details the operating modes
of the devices during different stages of the process.

1) WLAN Sensing: Alice and Bob operate in half-duplex
mode, alternating as transmitter (Tx) and receiver (Rx) using
OFDM for channel measurements in a bistatic setup. They
first exchange sensing parameters during the negotiation phase
and localize each other while exchanging their roles. Then,
Alice sends sensing signals during the measurement phase,
which Bob receives and processes the surveillance signal for
sensing. Bob uses RDM-based processing for sensing, the
most common approach.

2) Jamming: While WLAN sensing is taking place, an
adversarial device, Eve, intervenes with the WLAN sensing
procedure. It transmits signals that can introduce artificial tar-
gets to Bob, and potentially invalidate the surveillance signal
perceived by Bob. To achieve these, Eve has to operate in a
dual capacity: i) as an Rx during sensing negotiation between
Alice and Bob to eavesdrop on the sensing parameters, and to
potentially deduce other metrics related to the topology, and
ii) as a Tx during a sensing measurement to emit spoofing and
Jjamming signals targeting Bob.

B. WLAN Sensing — Detailed Operation

In this section, we detail the WLAN sensing framework,
based on [1] [34]. For the envisioned use cases, we refer to
[3]. We describe the sensing stages, the frame structure, the
transmitted sensing signal, the surveillance channel, and finally
the received-side signal processing chain.

1) Stages of WLAN Sensing: The WLAN sensing uses
the protocols initially implemented for multi-user multi-input
multi-output in the 802.11ac amendment [35]. In essence, this
protocol allows a Tx to trigger channel sounding with explicit
feedback from an Rx. To do so, the Tx (Alice) emits two
packets called null data packet announcement (NDPA) and
null data packet (NDP). Then, Rx (Bob) estimates the channel
transfer function (CTF) from the NDP. Depending on the
configuration, Bob can either send the estimated CTF back to
Alice, or it can compute the RDM itself. The WLAN sensing
framework is composed of five stages, summarized as follows:

1) Sensing session setup is when Alice discovers potential
responders like Bob. Alice and Bob estimate the distance
between each other through round-trip time as explained
in Appendix B, where we assume that LOS is present
and resolvable.

2) Sensing measurement setup is when Alice and Bob agree
on sensing parameters (such as bandwidth, number of
antennas, carrier frequency, pulse repetition interval, and
subcarrier grouping) with unprotected over-the-air trans-
mission. Hence, any device can eavesdrop to deduce the
sensing parameters.
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Fig. 2: During a sensing measurement instance, Alice transmits an NDPA and
an NDP, separated by SIFS seconds. Only the last field of the NDP, VHT-LTF,
is used in channel estimation for sensing.

3) Sensing measurement instance is when the sensing takes
place, i.e., Alice emits NDPA/NDP, and Bob estimates the
CTFs. WLAN sensing resembles a pulsed-OFDM radar
scheme, where successive NDPA/NDP transmissions are
separated by a fixed pulse repetition interval. Since the
standard defines the number of samples in NDPA/NDP,
Bob knows exactly how many to collect before waiting
for the next pulse. This will play a crucial role when the
jammer framework is introduced.

4) Sensing measurement and session termination are the
two stages where Alice and Bob release their resources
dedicated to sensing.

For ease of reference, we refer to the combination of the sens-
ing session setup and sensing measurement setup as sensing
negotiation.

2) Frame Structure during Sensing Measurement: Follow-
ing the negotiation stages, Alice transmits two frames per
sensing measurement instance. These frames are the NDPA
and NDP as shown in Fig. 2. The NDPA is a management
frame, and its transmission announces that an NDP will follow.
It contains information about which devices are involved in
the sensing process and typically lasts around 40 to 80 us.
The NDPA triggers the Rx to prepare for receiving an NDP.

The NDP is a control frame, transmitted after the NDPA
following a short inter-frame space (SISF), typically lasting
10 ps. It contains only the preamble and is used by Bob
to perform channel estimation. Bob obtains a range profile
with each NDP, and the Doppler profiles are computed over
multiple NDPs. The NDP consists of different fields as shown
in Fig. 2. The legacy short training field (L-STF) and legacy
long training field (L-LTF) are used for joint time-frequency
synchronization [36], [37]. The other fields contain higher-
level information. Finally, the very high throughput long
training field (VHT-LTF) is used in channel estimation for
sensing'. Without losing any generality, and for clarity, we
assume that each sensing measurement instance is composed
of only the VHT-LTF, serving for both synchronization and
channel estimation. This simplification allows us to model the
synchronization and channel estimation more easily.

3) Transmitted Signal: The OFDM parameters are defined
as follows: B is the signal bandwidth, f. is the carrier
frequency, () is the number of subcarriers, ()., is the cyclic
prefix (CP) length, M is the number of OFDM symbols, ¢ and
m represent the subcarrier and slow-time indices, respectively,
T =1/B, T, and T correspond to the sampling interval, the
duration of an OFDM symbol including the CP, and the pulse
repetition interval (PRI) which is an integer multiple of 7,
respectively and T > T, and Ay = 1/(QT) is the subcarrier

'We focus only on the 802.11ac amendment, which has the VHT acronym.
Newer versions of the standard, such as 802.11ax, have different acronyms.

spacing. What follows in this section takes place during the
sensing measurements instance, hence, we assume that the
sensing negotiation already took place. The signal transmitted
by Alice is then defined as S € RP*M in the frequency
domain whose M columns are identical. Here, S contains
standardized BPSK symbols making channel estimation quite
straightforward with element-wise divisions [38]. In the time
domain, the signal structure resembles a pulsed radar where
the OFDM symbols are separated by 7 seconds as shown on
Fig. 1.

4) Surveillance Channel: Let us define the steering vectors
for the propagation delay as follows
d(T) _ [1 e—j27rTAf o e—jQTrT(Q—l)Af]T c (CQXI7 (1)

where 7, is the bi-static propagation delay. Similarly, the
steering vector for the Doppler frequency shift is defined as

b(f) = [1 e 72T . e—jwa(M—l)Ts]T eCMxl (2
where f is the Doppler frequency. The surveillance channel
is modeled under the following assumptions: i) each object
is a point in space with diffuse scattering characterized by
its radar cross-section, and ii) each path can refer to any
reflection, e.g., walls, furniture, mobile objects, etc. These
generic assumptions are sufficient for this study [39], [40]
since we focus on exposing the vulnerabilities at the signal
processing level. The channel model in the frequency domain
is defined as

P
H = a,d(r,)b"(f,), € COM, (3)
p=0

The path index p = 0 models the LOS with complex
amplitude ag = age 7270fe where ao represents path gain.
The remaining indices model the different paths, each with
a complex amplitude «,,, a bi-static propagation delay 7,
and a bi-static Doppler frequency shift f,. The propagation
delays are assumed to be sorted in increasing order, i.e.,
To <71 <...<7p. Hence A, = 7p — 79 represents the de-
lay spread of the channel.

5) Receiver Signal Processing Stage 1 — Time-Frequency
Synchronization: In a bistatic geometry, the receiver, Bob,
needs time and frequency synchronization [1], [41]. To do
so, Bob uses an auto-correlation algorithm to estimate the
time of arrival based on the detection of amplitude peaks.
Hence, assuming that LOS is present and dominant, the signal
propagated through it will be used for joint time-frequency
synchronization. We define the strongest peak at the output
of the lag-1 auto-correlation [42], [43] without losing any
generality as follows

Elno] = |ao| e 7*™Ts + 2, 4)
where zg is the noise sample obtained after correlation, and
ng = (10 + 6¢)/T is the sample index of the LOS signal at
the correlator’s output with §; modeling the clock offset (see
Appendix A for derivations)?. Since the phase of the peak is
associated with the CFO, n, between Bob and Alice, Bob can

2Since we have simplified the frame structure used for sensing, the phase
in Equation 4 evolves with Ts which should be replaced by T, to be fully
standard compliant in a real-life setting.



detect the peak at k = ng for time synchronization® and use its
phase for frequency synchronization, correcting the CFO via
7 = LE[no)/(2nTs). This synchronization step will be crucial
when the jamming framework is introduced.

Following the joint time and frequency synchronization,
Bob performs the standard OFDM demodulation (removal of
CP and FFT over each symbol), leading to the following
received signal in the frequency domain:

R=Hy0S+7Z,
QXM

®)
where the entries in Z € C correspond to the noise
samples in the frequency domain with zero mean and o2
variance. Here, the CTF perceived by Bob Hj is defined as

P
Hy =Y a,d(r, — 0)b"(f,). (6)
p=0

Here, we assume no time and frequency synchronization er-
rors. Due to prior time synchronization, the propagation delays
Tp are now relative to the direct path 7y propagation delay.
This is indicated by the zero-index on Hy. Meanwhile, the
CFO is compensated without errors; hence, the corresponding
term does not appear on the estimated CTF. If LOS is missing
in the Alice-Bob channel, Bob would synchronize with the
first non-LOS (NLOS) path, i.e., [ = 1, and the delay/Doppler
terms in (6) would be relative to that path.

6) Receiver Signal Processing Stage 2 — Radar Processing:

The CTF estimated by Bob is defined as follows
Hy=RoS=H,+Z0S.
Since the training fields, S, are composed of BPSK symbols,
the CTF estimation does not affect the noise variance, hence,
no enhancement in the noise energy. The RDM, Y € C@*M
is obtained through inverse discrete Fourier transforms (IDFT)
over g and discrete Fourier transforms over m (DFT) as
follows
Y = FoH(FY,, € CO*M, (7

where matrix Y contains P + 1 peaks. The peak at zero-
range/zero-Doppler corresponds to the direct path used as the
reference, while the remaining P peaks correspond to the
target echoes. Once an RDM is obtained, a constant false-
alarm rate (CFAR) detector separates the target echo peaks
from noise peaks [41]. Finally, we define the RDM processing
operator Y = X(H) which encapsulates the range IDFT and
Doppler DFTs as described in (7).

C. Vulnerabilities

For future reference, we underline the following facts since
they will play a crucial role in jamming. First, the transmitted
signals, S, are standardized and known. This makes the target
spoofing and deceptive jamming with SDRs much easier
since signal reconstruction can be bypassed. Secondly, Bob
synchronizes to the peak with the largest amplitude at the
output of its correlator. This allows Eve to deceive Bob in
different ways.

3This approach allows the receiver to synchronize with the time-of-arrival,
but neither §¢ nor 7o can directly be estimated from ng.

ITI. TARGET SPOOFING AND DECEPTIVE JAMMING
FRAMEWORK

The framework focuses on generating artificial channel
transfer functions (CTFs) to modulate the OFDM symbols.
When these symbols are transmitted, they will alter Bob’s
perception of the true CTFs. Furthermore, we assume that Eve
knows the type of signal processing employed by Bob, i.e.,
RDM-based. If Bob uses other methods for sensing, the attack
may be less effective. However, Eve can adapt its jamming
method for a variety of methods, which should be considered
in future work.

The jammer, Eve, has two main goals. The first one is to
inject artificial targets into Bob’s RDM as in target spoofing.
The second goal is to invalidate the surveillance signal and
the true target echoes that it contains as in deceptive jamming.
If Bob employs other sensing methods, e.g., channel state
information-based sensing, Eve’s attacking method should be
updated accordingly. To achieve its goals, we assume that Eve
knows the sensing parameters® (Q,Qcp, M, T, f.,Ts) estab-
lished between Alice and Bob during the sensing negotiation.
Moreover, the channel parameters for each bistatic geometry
(Alice-Bob, Alice-Eve, and Eve-Bob) are assumed to be
different.

A. Time Alignment between the Surveillance and Jamming
Signals at Bob

Jamming takes place during a sensing measurement where
Alice is transmitting sensing signals. Timing the signal trans-
mission is crucial for Eve to ensure a successful attack.
Although the distances, and the propagation delays, between
the devices can be quite low in many scenarios, the frame
structure shown in Fig. 2 helps Eve in timing its signal
transmission. Since an NDPA lasts at least 40us [1], Eve has
enough time to detect the transmissions on air and time its
transmission [7]. Moreover, Bob has a time frame to receive
these sensing signals. Hence, Eve’s transmission should fall
within this time frame. Since the duration of this time frame
is not standardized, we consider various time alignment cases
between Alice’s and Eve’s signals. Due to the nature of the
OFDM waveform, these time alignment cases have different
consequences. The corresponding cases are shown in Fig. 3
and summarized as follows.

e Case 1: Eve’s signal arrives earlier than Alice’s: There
is no alignment between the two signals’. Hence, Bob
synchronizes with Eve’s signal, collects a predetermined
amount of samples, and waits for the next OFDM symbol
while completely omitting Alice’s signal.

e Case 2: Alice’s and Eve’s signals are partially aligned:
Bob will detect two peaks at the correlator output and
synchronize with the one having the largest amplitude
[42]. Whether Eve’s signal arrives earlier (2a) or later

“4Either by eavesdropping during sensing negotiation or sensing measure-
ment. The former is more straightforward since it only involves demodulating
the appropriate fields in the preamble. The latter is more complicated since
it requires the estimation of all the parameters directly from samples.

SThe tail of Eve’s signal may align with the CP of Alice’s signal. In this
case, the surveillance channel may be observed at very large distances, e.g.,
hundreds of meters, and the peaks will be ignored by Bob.
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Fig. 3: Different signal alignment cases during jamming. Green and red boxes
correspond to Alice and Eve signals, respectively, while A, and T, are the
delay spread and OFDM symbol duration, respectively.

Parameter\ Channel A-B B-E E
Number of targets P L 1
Path index ) l -
Path gain ap al(b> a
Path delay Tp Tl(b) T
Path Doppler frequency | fp fl<b> f
Path angles 0p 9l(b) -
CFO n n(b) il

TABLE III: From left to right, the columns correspond to the Alice-Bob (A-B)
and Bob-Eve (B-E) pairs, while the last column corresponds to the parameters
of the artificial target generated by Eve (E).

(2b) has different consequences which are detailed in
Section III-B3.
e Case 3: Eve’s signal arrives later than Alice’s: Bob will

only sample Alice’s signals, causing jamming to fail.
Since the 802.11 standard does not dictate specific receiver
design, hardware vendors have the flexibility to determine
Bob’s timing window for signal reception. If Bob has a reliable
RTT-based distance estimation and is configured to operate
with a very narrow timing window, then the scenario described
in Case 1 would likely be invalid. In such a configuration, Bob
would only be vulnerable against Case 2.

B. Jammer Operation

The mathematical models are only derived for Case 2,
which is the most general one. Due to the introduction of the
jamming signal, there will be four different sets of channel
parameters and CFOs, i.e., path gains, delays, Doppler shifts,
and angles per channel. These are summarized in Table III
for easy reference. Even though the number of targets can
potentially be equal (i.e., P = L), their channel parameters
will not be, i.e., amplitudes o, # al(b), propagation delays
Tp # Tl(b), and Doppler frequencies f, # fl(b) for Vp, l.

1) Jamming Transmitter: Eve generates the deceptive sig-
nal by reversing the radar processing stages and exploiting
the delay-frequency and time-Doppler dualities in [39]. Let
us define the artificial RDM as Y that contains two peaks: i)
at zero-range/zero-Doppler with unit amplitude, corresponding
to the reference peak, and ii) at 7 delay and f Doppler
frequency with & amplitude, corresponding to the artificial
target. For the sake of simplicity, we include only one artificial
target, but in more advanced scenarios, many artificial targets
can be included. We also focus on generating an artificial
RDM for a single radar snapshot. However, Eve can alter
the artificial path parameters (&, 7, f) over multiple snapshots,
and generate multiple RDMs Yj successively. For a single
snapshot, applying the radar processing in reverse order yields

H=FIY,Fy =1+ad(r)b"(f),e COM. (8

Here, 1 € R®*M js a matrix of ones which allows us to
generate a reference peak at zero-range/zero-Doppler. With
the second term, a single artificial and mobile target is gen-
erated with amplitude &, propagation delay 7 > 0,7 € R,
and Doppler frequency f € R. Then, after modulating each
subcarrier with H and S, the symbols that will be transmitted
are defined as H® S, € C2*M. Finally, these modulated
OFDM symbols can now be transmitted in the time domain
by computing the IDFT over ¢ and adding the CP.

2) Jamming Channel: During the sensing measurement
instance, Eve transmits the jamming signals through the chan-
nel between itself and Bob. We denote the corresponding
frequency-domain channel by

L
B— Z Oél(b)d(Tl(b))bH(fl(b)) c M 9)
1=0
Here, al(b), Tl(b), and fl(b) correspond to the amplitude, prop-
agation delay, and Doppler frequency of the [th path between
Eve and Bob. Meanwhile, [ = 0 refers to the LOS, and since
the device is assumed to be stationary, féb) =0.

3) Receiver Signal Processing Stage 1 — Time-Frequency
Synchronization: If a jammer is present, Bob can be forced to
synchronize with the jammer signal. The only requirement is
that the signal transmitted by Eve, and propagated through the
LOS with Bob (Eve-LOS), should have 3 dB or more power at
Bob than the one transmitted by Alice, and propagated through
the corresponding LOS (Alice-LOS) [42].

As described in Section II-B5, Bob computes the lag-1
auto-correlation over the received samples. In this case, there
are two strict peaks at the following indices: k = ng and
k= n(gb) where n(()b) = (Téb) +64)/T represents the time of
arrival of Eve-LOS, with &, being the clock offset. Similar to
the definition of Z[ng] in (4), E[n(()b)} can be defined as

=lng’) = o P2 T 4 2, (10)

where 7®) refers to the CFO between Eve and Bob.
Since Bob synchronizes to the peak with the largest mag-
nitude at the output of the correlator, and if we assume
that 20 10g10(|aéb) [) — 201log;,(Jao|) > 3dB (whether because
dep < dgp, or because Eve’s transmit power is adjusted accord-
ingly), Bob will time and frequency synchronize to Eve’s jam-
ming signal. This forced synchronization comes with different
consequences.

o Time synchronization implication: If n(()b) < ny, 1.e., the
jamming signal arrives earlier than the surveillance sig-
nal, Bob will be time synchronized with an earlier clock
corresponding to the Case 2a. Hence, the targets on the
surveillance RDM will be range-shifted®. On the other
hand, if néb) > ng the jammer signal arrives later than
the legitimate signal. If in addition ngb) —ng > Q¢p and
T, = T, the surveillance signal will be sampled beyond
its CP, destroying its subcarrier orthogonality. These two
cases have been studied in our earlier publication [33]
and also in [6], [9].

6In case target echoes arrive later than néb) , there will be also intersymbol
interference. However, considering the minimum duration of the CP (which is
0.8us), the targets should be beyond 120 meters to satisfy the given condition.
Hence, we omit this interference term.



o Frequency synchronization implication: Bob will syn-
chronize to the CFO of Eve, i.e., n(b). Hence, assuming
the CFO is estimated without any errors, and if n — n®
is significantly large’, the subcarrier orthogonality of the
surveillance signal will be completely lost, turning it into
interference regardless of the time alignment between the
two signals as studied in [5]. Hence, Bob will not be able
to observe the surveillance channel at all.

In summary, if Bob can be forced to synchronize with
Eve, Alice’s surveillance signal will experience inter-carrier
interference (ICI), mainly due to the CFO, but potentially
due to sampling beyond the CP. Regardless, the surveillance
RDM will be corrupted. Moreover, the CFO will shift the
surveillance RDM along the speed dimension since it has the
same effect as the Doppler frequency shift.

Following the time-frequency synchronization, Bob per-
ceives the channel between Eve and itself as follows

L
By =Y ad(r” - r"bH(f"), e CcOM
=0

where the delays are modeled relative to the direct path.

If LOS is missing in the Eve-Bob channel, the forced
synchronization would still work as long as the first Non-
LOS (NLOS) path, i.e., I = 1, is stronger than the LOS (or
NLOS) in the Alice-Bob channel. However, the drawback is
that the delays and Dopplers in (11) would become relative to
the NLOS path. Hence, the artificial target will not appear on
the intended RDM cell.

4) Receiver Signal Processing Stage 2 — Radar Processing:
Assuming that Bob is force-synchronized with Eve, and de-
modulates the OFDM symbols, the estimated CTF takes the
following form

H,=By0H+H ©C+Z.

—_—— ——
=G, =G,

Here, H is the artificial CTF, introduced in (8), By corresponds
to the physical channel between Eve and Bob, H' is the
desynchronized surveillance channel, and C is the ICI. They
are now described in detail. Hence, the first Hadamard product
yields

12)

L
G1=By©® I:I:Bo—l—z al(b)@d(Tl(b) - To(b) + 7)bH (fl(b) + f).
1=0

(13)
Compared to the channel H, observed in (6), there are
different types of targets observed in Gj. The first term
corresponds to the channel between Eve and Bob B( and
is present due to the reference peak in the artificial RDM.
The second term with [ = 0 corresponds to the artificial
target injected on delay/Doppler cell (7, f) when [ = 0. The
remaining L terms on delay/Doppler cells (Tl(b) + 7, fl(b) +f)
are the real targets affected by the presence of the artificial
target.

The desynchronized surveillance channel is

P
H = Z apd(7, — T’)b“(f,ﬁ“) + M), (14)
p=0

"Usually above B/(2Q) is sufficient.

where the delays are now relative to 7/ = To(b) + &; due to
the time synchronization and 7,, = 7 — n®) is the combined
CFO. Consequently, the desynchronized surveillance channel
H’ contains the same P + 1 peaks as Hy but these peaks are
shifted in delay by 7/ and in Doppler by 7,,.

Finally, the ICI, present due to the forced time and fre-
quency synchronization, is modeled with C = PSA, [38§]

where the entries in P € C?*¥ are defined as
| _ ei2m(igt-nuT)Q

Plg,i] = 5)

1— eﬂ’”(%*’le)
and the entries of the diagonal matrix A € CM*M are given
as A[m, m] = e72™mwmTs For later reference, we define the
second Hadamard product as G, = H' © C. Here, C mixes
the subcarriers and greatly affects the detectability of real
target peaks.
The jammed and corrupted RDM is obtained by
range/Doppler processing ﬂj as follows
Y, =FoH,FY,
=FoG,FY, + FoG.FY, + FoZFY,
—_— T

=Yg,

(16)
=Yg, =Yz

Remark 1. The model in (16) can be generalized for the
different time alignment cases from Fig. 3:

Yg, +Yz Case 1
Y, ={Yg, +Yq,+ Yz Case?2 (17)
Y +Z Case 3.

If the time alignment corresponds to the first case, then only
the first Hadamard product remains in (16) since Alice’s signal
falls completely outside of the sampling window. The second
case corresponds to the model provided in (16). Finally, the
third case corresponds to the model provided in (7) where the
surveillance channel is estimated as it is. Since Eve’s jamming
signals are not present at all, the jamming fails.

C. Achieving the Jammer Goals

From (16), the RDM comprises two terms, given by the two
Hadamard products, and they correspond to Eve’s goals.

1) Injecting artificial targets: This goal is achieved by
the first Hadamard product, Y g,, which combines the RDM
between Eve and Bob (Y, = FoBoF4,) with the artificially
generated RDM (Y = FoHFY)). Here, Yg, includes a
reference peak at zero-range/zero-Doppler and physical targets
at various range-Doppler cells, while Y g includes an artificial
mobile target and a reference peak. This product results in
weighted, and range/Doppler-shifted copies of Yg according
to the peaks in Yp,, with its reference peak serving as the
baseline.

Limitations: The main drawback of injecting artificial
targets is that each peak in Yp, adds an extra copy of Yg,
potentially overcrowding the RDM. Although beneficial for
Eve, this could alert Bob to an anomaly.

2) Invalidating the surveillance RDM: The second goal
uses the Hadamard product Y g, , which reflects the interaction
between the desynchronized surveillance channel H' and the
ICI effects, C. Without CFO and ICI, the surveillance channel
remains observable as Yy = FQH' F?V'I However, the ICI
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Fig. 4: Different jamming strategies to achieve Eve’s goals.

matrix C spreads the energy across the range dimension after
the range IDFT. Then, the Doppler DFT focuses this energy
along a single Doppler cell relative to CFO, causing a so-
called ridge [44]. Hence, each real target peak in Yy will be
replaced by range/Doppler shifted copies of this ridge.

Limitations: The first limitation is that Bob can detect
the ridges, which are known indicators of OFDM-based radar
interference and can respond effectively when detected. The
second limitation is that Eve may unintentionally sabotage its
artificial targets if they are aligned with the ridges.

IV. ADVANCED JAMMING STRATEGIES: A QUALITATIVE
ANALYSIS

More advanced jamming strategies and their combinations
are provided and discussed in this section, as visualized
in Fig. 4. First, artificial target injection strategies will be
discussed, where the options are either overcrowding (A1) or
selective target injection (A2). Both of these strategies can be
further enhanced with advanced target mimicry (A3). Second,
we will discuss methods to invalidate the surveillance signal by
preceding jamming signal (B1) or by forced synchronization
(B2). Finally, we will qualitatively rate these strategies based
on their simplicity/complexity and various effects on Bob.

A. Injecting Artificial Targets

1) Overcrowding: This type of target spoofing introduces
many targets to Bob, including artificial ones from Eve, real
targets between Eve and Bob, and combinations of both.
Hence, Eve cannot fully control where the real targets will
appear in the range/Doppler cells. To overcrowd Bob’s CFAR
output, Eve keeps the first Hadamard product in (16) un-
changed, introducing 2(L + 1) targets. The artificial target
appears at the intended RDM cell, while real targets are
range/Doppler shifted based on the artificial target’s param-
eters.

2) Selective Target Injection: This type of target spoofing
gives Eve full control over the targets introduced to Bob. To
ensure only the artificial target appears in Bob’s CFAR output,
Eve should exploit only the LOS path, which can be achieved
by using multiple antennas. During the sensing negotiation,
Eve estimates angles using subspace-based methods like MU-
SIC [45] or ESPRIT [46], then constructs a precoder to focus a
beam towards Bob while nulling other real target paths. Once
the radiation pattern is optimized, only the LOS term will
remain in (11), and Bob will receive a single target at zero-
range/zero-Doppler.

3) Advanced Target Mimicry: Bob may use technologies
for target tracking and micro-Doppler analysis, and Eve can
enhance deception by exploiting these. To force Bob to track
the artificial target, Eve can update (8) over multiple snapshots
following Newtonian kinematics, aligning with the tracking fil-
ters’ equations. Simultaneously, Eve can mimic micro-Doppler
signatures using empirical data or simulated patterns, such as
simulating human walking motion with the Boulic model [47]
via Matlab’s radar toolbox.

B. Invalidating the Surveillance Signal

As pointed out in (17), Eve has two options to invalidate
the surveillance signal. Eve can benefit from estimating the
distances shown in Fig. 18. This can be done using the round-
trip time when Alice and Bob alternate as Tx and Rx during
the sensing negotiation stage, as outlined in Appendix B.
Although topology parameters, such as LOS distances, might
be known beforehand, our analysis will focus on estimating
them through signal processing.

1) Preceding Jamming Signal: If Eve can ensure the Case
1 signal alignment, then Bob will not perceive the surveillance
signal. This corresponds to the best strategy for invalidating the
surveillance signal. To successfully implement this strategy,
Eve must accurately estimate the round-trip times (see in
Appendix B) and the transmission schedule of Alice. By doing
so, Eve can time its transmissions so that Bob receives only
the jamming signal, and collects the predetermined amount of
samples, thereby rendering the legitimate signal invisible.

2) Forced Synchronization: If signals are aligned as in Case
2, Eve must force Bob to synchronize with itself rather than
Alice. This leads to ICI on the surveillance signal, where
ridges replace target peaks. Two conditions are necessary.
First, Eve’s jamming signal power must exceed the surveil-
lance signal power at Bob. To achieve this, Eve must know the
distances between Alice and Bob (d,;) and between itself and
Bob (d.p), and adjust its transmit power accordingly without
overdoing it to remain stealthy. Second, Eve needs to estimate
the CFO between itself and Alice (7(*)) and Bob (1®)), then
compute 77 = n(®) — (@), Eve can introduce a much larger
CFO, 7, ensuring a corrupted surveillance signal.

C. Qualitative Analysis

Now that various jamming strategies and different options
to achieve them are discussed, they are qualitatively analyzed
in Table IV. (A1) Overcrowding Bob is the simplest approach
since it has no additional requirements other than a single
antenna. However, it introduces the real targets along with the
artificial ones. (A2) If only the artificial targets are desired
at Bob, then multiple antennas are needed for beamform-
ing. Then Eve can exploit the LOS with Bob, and avoid
illuminating the real targets, greatly increasing the jamming

8The topology parameters, e.g., the LOS distances, can be known before
jamming without signal processing. The attacker may access the network
topology, e.g., networks in public areas, or perform other measurements, e.g.,
distance measurement with laser meters. Having access to such information
makes the attacker more effective for jamming. However, for the sake of
brevity, our analysis will only focus on estimating these parameters with signal
processing.



TABLE IV: Different jamming strategies. Requirements are defined as S: single antenna, M: multiple antennas, P: additional processing unit for
tracking/micro-Doppler signatures, ®: LOS AoAs, D: LOS distances, 7 : timed transmission algorithm, F: CFO estimation.

Strategy Requirement tags  Complexity  Effectiveness  Detectability by Bob  Target presence
Overcrowding (Al) S Very low Low High Artificial+True+Combined
Selective Target Injection (A2) M, 0 Moderate High Moderate Artificial+True

Advanced Target Mimicry (A3) | P High Very High Low Artificial+True+Combined
Preceding Jamming Signal (B1) | S/ M, D, T High Very High Very Low Artificial+Combined
Forced Synchronization (B2) S/ M, D, F Moderate High Moderate Artificial+Ridges

TABLE V: System and topology parameters for numerical analysis, where
PA, PB, PE, and pp correspond to the 2D coordinates of Alice, Bob, Eve
and the Target, respectively. The velocity vector and radar cross-section of
the target are indicated by vy and o, respectively.

Parameter  Value \ Parameter  Value

Q 1024 pA (10m, Om)

Qcp 64 PB (Om, Om)

B 80 MHz | pg (5m, 10m)

M 128 pr (5m, 10m)

M, 100 v (—3m/s, —3m/s)
fe 5 GHz or 0.1m?

effectiveness. However, it comes with increased complexity
due to the AoA estimations and beamforming. (A3) Mimicking
realistic target signatures is the most effective but complicated
way to deceive Bob, especially when this is combined with A2.
(B1) Preceding jamming signal provides the best method to in-
validate the surveillance signal since it will not be observed at
all. However, it requires the estimation of the device distances,
transmission schedules, and a timed transmission algorithm
which will greatly increase the complexity. (B2) Forced syn-
chronization is a reliable option if Bl is not available, since
ridges replace the true target peaks. However, the presence
of the ridges can alert Bob, making it react accordingly.
Moreover, Eve has to estimate the device distances to adjust
its transmit power, and the relative CFO to create ICL

V. NUMERICAL ANALYSES
A. Simulation Parameters

The radar parameters and topology information can be
found in Table V. We use the Blackman window for sidelobe
suppression along the range and speed dimensions. It is
important to note that the RDMs shown here are not derived
from the numerical solution of (7) or (16). Instead, they
result from a full radar chain simulation, including channel
propagation with convolution, time-frequency synchronization
with correlation, and subsequent radar processing.

B. Results and Discussion

In this section, we provide results for the target spoofing
and deceptive jamming performance of Eve. Initially, we
analyze Bob’s RDMs on a realization basis. In Fig. 5, target
spoofing strategies, and in Fig. 6 combined strategies are
evaluated. Then, we evaluate the overall spoofing and jamming
performance of Eve where the main key performance indicator
is the probability of detection (PD) of targets. In Fig. 7, the PD
is analyzed as a function of the artificial CFO. In Fig. 8, the
PD is analyzed as a function of jammer-to-signal-ratio (JSR).
In Fig. 9, overall jamming performance is studied where we
compare the missed detection rate of real targets with the PD
of artificial targets. Finally, in Fig. 10, the detection rate is
evaluated for the different probability of false alarms (PFa)
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Fig. 5: Six RDMs are provided. The first column shows the surveillance
and artificial RDMs in isolation. The second column corresponds to jammed
RDMs with Al and A2 strategies. The third column corresponds to the
methods in [4], adapted and implemented for sensing. As a comparison,
surveillance RDM and artificial RDM correspond to case 3 and case 1 types
of time alignments, respectively.

o
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and number of real targets. In all the detection-related studies,
the OS-CFAR [48] algorithm is used.

1) Injecting Artificial Targets: In Fig. 5, the RDMs illus-
trate WLAN sensing and artificial target injection. The surveil-
lance RDM shows the physical channel between Alice and
Bob with synchronization peak (1) and the target (2). Eve’s
artificial RDM contains synchronization peak (3) and artificial
target (4). The upper-middle RDM, Al jamming, shows Bob
synchronizing with Eve’s signal, where peak (5) corresponds
to (3), and the real target between Eve and Bob appears as
peak (6). Though at a different range/speed than (2), it is still
detectable. The artificial target peak (7) appears at its intended
spot and the combination of artificial and real targets forms
peak (8). Here, Eve’s LOS arrives earlier than Alice’s, shifting
Bob’s time synchronization, and causing the surveillance RDM
to appear beyond 20 meters. In other cases, peaks may be
beyond CFAR detection limits, causing Bob to discard them.
The bottom-middle RDM, A2 jamming, shows beamforming’s
effect—nulling the real target makes it undetectable, leaving
only the artificial target visible. Here, Alice’s LOS arrival time
is intentionally forced to arrive much later during simulations,
making the surveillance RDM disappear. These findings align
with those in [32]. For comparison, the throughput jamming
methods from [4] are adapted to disrupt the sensing session. In
method 2, an injected preamble arrives before Alice’s signal,
which Bob uses to synchronize, causing a range shift on the
surveillance RDM. However, the true target still appears. In
method 3, the injected preamble arrives significantly later than
Alice’s signal, and due to the beamforming, no additional
paths are illuminated. As a result, only the reference peak
appears on the RDM. In both cases, Eve does not introduce



artificial targets. These findings indicate that the methods in
[4] provide some effectiveness for deceptive jamming, but they
are inadequate for target spoofing.

Jammed RDM - A1+B1 Jammed RDM - A1+B2

N
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[dB]
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Fig. 6: Four RDMs for different strategy combinations. The best jamming
performance is the combination of A2 and B1 where only the artificial target
peak is present.

2) Combined Strategies: In Fig. 6, four RDMs display the
effects of combining different jamming strategies. The top-
left RDM shows overcrowding and preceding jamming, the
true surveillance channel is obscured, but true and combined
targets remain visible. In the top-right RDM overcrowding
and forced synchronization are combined. Alice’s and Eve’s
signals are somewhat aligned, and the surveillance RDM is
present. However, ICI caused by CFO spreads the energy along
the range dimension, forming ridges (1) and (2). The speed
dimension remains unaffected since symbol-to-symbol phase
shifts remain unaffected, though Doppler shifts occur due
to CFO. The bottom-left RDM combines selective injection
and preceding jamming. It is the most effective strategy
since only the artificial RDM is visible without extra targets
or ridges. Lastly, the bottom-right RDM combines selective
injection and forced synchronization, where surveillance peaks
are replaced with ridges, though additional targets are absent
due to beamforming.

3) Target Detection Probability vs. CFO: In Fig. 7, the
effect of CFO on the PD of real and artificial targets in the
forced synchronization strategy is examined for 10 dB JSR.
With wider subcarrier spacing (312 kHz, as in 802.11ac), when
the CFO is below 3 ppm, the range IDFT focuses energy on
a range cell, allowing the real target to be detected. However,
above 3 ppm, the PD of the real target drops significantly as
energy spreads along the range, creating ridges. For narrower
subcarrier spacing (78 kHz, as in 802.11ax), the system is
more sensitive to CFO, with a critical threshold of around
1 ppm, beyond which PD rapidly declines. In contrast, the
PD of detecting the artificial target remains unaffected by
subcarrier spacing or CFO, as the CFO impacts only the
surveillance signal, not the jamming signal. However, if the
ridges caused by the CFO and the artificial target are aligned
along the speed dimension, the artificial target may not be
detected. Thus, Eve could unintentionally undermine its target
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Fig. 7: Probability of detecting real and artificial targets as a function of
CFO for two different subcarrier spacings: 312kHz for 802.11ac and earlier,
78kHz for 802.11ax and later. The OS-CFAR [48] algorithm is used for target
detection, with 10~% as the probability of false alarm. The real target speed
is randomized over 5k realizations for each CFO value.

spoofing. This explains why the PD of the artificial target is
not 100% and varies with different CFO values—sometimes the
ridges conceal the artificial target. This is unavoidable since
Eve does not know the real target’s speed relative to the Alice-
Bob channel.

4) Target Detection Probability vs. Jammer-to-Signal-
Ratio: In Fig. 8, the effect of varying Eve’s signal power
relative to Alice’s is analyzed by plotting the PD of both
artificial and real targets as a function of the JSR across three
CFO regions. The noise floor remains constant, ensuring that
at 0 dB JSR, the jammer-to-noise ratio and SNR are both
30 dB. The PD values are derived from 10k realizations for
each JSR and CFO combination, with the CFO randomly
chosen within the defined regions. The time alignment between
Alice’s and Eve’s signals also varies randomly between -24
and +24 samples, ensuring that CFO is the only source of
orthogonality loss. At low JSR values, the jamming does not
work since Bob synchronizes to Alice’s signal. This leads
to a loss of orthogonality in Eve’s signal, which the CFO
influences. As a result, artificial target peaks in the RDM either
i) stretch into ridges, reducing PD for high CFO values or ii)
remain detectable for lower CFO values. During this phase, the
PD of real targets is high as expected. As JSR increases, there
is a transition in PD between real and artificial targets. When
JSR exceeds 10 dB, the PD of artificial targets becomes high
enough to ensure effective jamming. Meanwhile, real targets
are increasingly missed due to the CFO. This region highlights
strong target spoofing and deceptive jamming performances—
indicated by the high PD of artificial targets and low PD of
real targets, respectively.

5) Missed Detection Rate vs. Detection Rate: Fig. 9 further
shows the effectiveness of the jammer by plotting the miss
detection rate of real targets (MDRrt, obtained from the
corresponding PD) and the detection rate of artificial targets
(DRat) as a function of JSR. Based on the plot, three JSR
regions can be identified: low (below 0 dB), medium (between
0 and 10 dB), and high (above 10 dB). When JSR is low, the
MDRtt is also very low. Meanwhile, for relatively lower CFO
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Fig. 8: The PD of artificial and real targets are shown as a function of
JSR for three different CFO regions. The CFO difference between Eve and
Alice is given as A = |n — 7| and the corresponding regions are defined as
Apigh >4 ppm, 4 ppm > Ajeq > 1 ppm, and 1 ppm > A4, Above 8-
10 dB JSR, the jamming works since Bob synchronizes to Eve, and Alice’s
signal turns into noise. Below this threshold, jamming does not work.
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Fig. 9: The MDRrt and DRat are plotted for three different CFO regions.
Based on Fig. 8, three JSR regions can be identified: low (below 0 dB),
medium (between 0 and 10 dB), and high (above 10 dB). The size of the
scatter plots are linked with these regions, e.g., high JSR points have the
largest scatter points. The CFO difference between Eve and Alice is given as
A = |n — 7|, and the regions defined for Fig. 8 apply here.

differences, the DRat reaches roughly 20%. The medium JSR
levels serve as a transition region where minimal differences in
JSR significantly increase the MDRrt and DRat. As the system
reaches high JSR levels, MDRrt and DRat reach their maximal
values. Similar to the low JSR region, the real targets may be
detected in some realizations when the CFO difference is low.
Hence, Eve should operate above 10-12 dB JSR and with a
high CFO difference for the best jamming performance.

6) Overcrowding Detection Performance: Fig. 10 illustrates
the number of detected targets as a function of the total
number of targets in the environment, across three different
false alarm rates (PFa) For each PFa and number of real
targets, 10k realizations were simulated. In these simulations,
Eve transmits an RDM with two peaks: one representing
the artificial target and the other as a reference, accounting
only for first-order reflections between these peaks and the

>

215

Number of Detected Targe!
N I -l S IR RN

3 4 5 6
Number of Real Mobile Targets

Fig. 10: The impact of the number of real scatterers in the environment is
studied as a function of Bob’s PFa. The JSR is fixed to 10 dB, and the SNR
is 30 dB.

targets. The expected number of detected targets is calculated
using the analytical expression in (13). When PFa is 1074,
the detection algorithm is more permissive, leading Bob to
detect more peaks than expected, i.e., some noise peaks are
mistakenly identified as targets. At PFa = 1079, the detection
accuracy aligns closely with the expected values, though slight
deviations still occur. Finally, at PFa = 10~8, the detection
algorithm becomes overly strict, causing Bob to miss many
real targets, which decreases the reliability of the sensing
system. In essence, the overcrowding strategy works. However,
assuming that Eve does not have access to PFa used by Bob,
the outcome is not entirely under the control of Eve.

VI. EXPERIMENTAL VALIDATION

In this section, we explore the design and implementation of
an SDR-based jammer by utilizing the USRP X310 platform.

A. Experimental Setup

Our experimental setup is indoors and it is similar to
the topology provided in Fig. 1, as shown in Fig. 11. A
metallic fan emulates a mobile target due to the consistent
speed pattern obtained from its rotating blades, which helps
diagnose RDMs. In our models, we simplified the sensing
frame structure by transmitting a single OFDM symbol used
both for synchronization and channel estimation purposes.
However, as described in Section II-B2, NDPA/NDP frames
consist of multiple fields, such as L-STF and L-LTF for
synchronization, and VHT-LTF for channel estimation [1]. In
a real WLAN sensing setting, Eve must mimic L-STF and
L-LTF to ensure that Bob synchronizes with Eve. However,
we omit these fields in our experiments since i) they are
straightforward to implement; and ii) they are unnecessary for
our purposes, as VHT-LTF is the primary field for sensing
processing.

The transmitted signals follow the structure shown in
Fig. 12. Alice continuously transmits legitimate sensing sig-
nals, separated by T, = 1.32 ms. Simultaneously, Eve trans-
mits clusters of modulated OFDM symbols, with each cluster
containing three identical symbols for the time instant m. This



Fig. 11: The picture of the experimental setup, consisting of a metallic fan as
the mobile target and three USRP X310s: one to emulate Alice and Bob,
and the remaining two to emulate Eve’s array. For Eve’s single antenna
transmission: i) only the antenna at the far left is kept, and ii) the remaining
antennas are removed to avoid coupling effects. For Eve’s multiple antenna
transmission: i) the AoA estimation stage is bypassed, instead, the angles are
computed manually, and ii) the precoder matrix is designed to steer a null
towards the target and a beam towards Bob

2|u|s Ts = 1.32ms |
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Fig. 12: Signal structure for jamming. Alice transmits the same OFDM symbol
with PRI T = 1.32ms, indicated with green. Meanwhile, Eve transmits in
batches, each consisting of three identical OFDM symbols for time instant
m, indicated with red.

clustered transmission serves two purposes: (i) ensuring cov-
erage for each time alignment case in (17), and (ii) increasing
the probability of at least one jamming signal aligning with
Alice’s legitimate signal. The jamming signal clusters are also
separated by Ty = 1.32 ms, using the middle symbol of each
cluster as a reference.

B. Results and Discussion

We show the experimental surveillance channels between
Alice and Bob and Eve and Bob. Then we show the impact
of the different combined strategies (A1-B1, A1-B2, A2-BlI,
and A2-B2), to relate to the simulation results in Section V.

1) Surveillance Channel: We present the RDMs for both
the Alice-Bob and Eve-Bob channels, as shown in Fig. 13. In
real-world wireless channels, static environmental features like
walls and furniture generate multipath components (MPCs),
appearing as clutter peaks around zero-Doppler in both RDMs.
Four distinct peaks appear at approximately 3 and 6 meters in
the bistatic ranges for the Alice-Bob and Eve-Bob channels,
respectively. These peaks result from Doppler shifts caused by
the fan’s blades. Additionally, ghost targets appear at farther
ranges due to multipath effects. The clutter and fan blade peaks
differ in each RDM due to the distinct bistatic geometries.

2) Combined Strategies: We present four RDMs in Fig. 14,
each reflecting different combined jamming strategies. These
RDMs include an artificial target at a 10-meter range and a
speed of 5 m/s, marked with a red cross. The top-left RDM
shows the first strategy, where the fan’s signatures appear as

peaks (1), similar to those in Fig. 13. The target peaks (2)
result from the interaction between the fan’s signatures and
the artificial target peak (x). Additionally, Eve’s transmission
of range/Doppler shifted signals for the artificial target creates
a range/Doppler shifted clutter (3), scaled by &, enhancing
the realism of the deception. The top-right RDM displays
the effect of forced synchronization, where target peaks and
clutter are replaced by ridges (4) that shift along the speed
dimension due to CFO, potentially folding over multiple
times. The bottom-left RDM shows the most effective strategy,
where Eve utilizes the directivity of a linear array. However,
despite this, the mobile target’s signatures (5) remain due
to calibration errors and array sidelobes. The clutter pattern
also differs from the top two RDMs because the scene is not
isotropically illuminated. The bottom-right RDM, representing
the last strategy, is characterized by ridges caused by the CFO.

3) Comparison of Numerical and Experimental Results:
We begin by discussing the similarities between the numerical
analyses (Section V) and experimental validation (Section VI).
In all cases, the artificial target is successfully introduced
to Bob. The effects of different combined strategies align
well with the numerical analysis. The simplest combination,
Al+B1, shows numerous target peaks. Both Al1+B2 and
A2+B2 produce similar RDMs, dominated by ridges. The third
strategy, A2+B1, generates the cleanest RDM, showing mainly
the artificial target.

However, significant differences emerge between numerical
and experimental results due to real-world environments and
hardware limitations. First, static objects introduce clutter
centered at zero-Doppler, along with ghost targets of moving
entities. Since the clutter patterns differ between Alice-Bob
and Eve-Bob, Bob may detect these discrepancies and react
accordingly. Second, Eve’s range/Doppler-shifted signals for
the artificial target cause clutter peaks to shift according
to the artificial target’s parameters. Third, the experimental
noise floor is higher than in simulations, which consider only
thermal noise. Fourth, if the number of ridges—determined by
mobile target peaks in the Alice-Bob channel-is high, the
artificial target is more likely to be hidden by them. Lastly,
when Eve uses A2 to form a beam towards Bob and null
towards the target, calibration errors create imperfections in the
radiation pattern, making mobile target peaks slightly visible.

VII. CONCLUSION

This paper examines the design and application of target-
spoofing deceptive jammers in WLAN sensing, highlighting
vulnerabilities in communication-centric OFDM-based JCAS
systems that rely on RDM processing. Through qualitative
and quantitative analysis, we demonstrate how techniques
like overcrowding, selective target injection, and forced syn-
chronization disrupt target detection. Experiments confirm
that low-cost SDR platforms can effectively carry out these
jamming techniques without sophisticated hardware.

We identify key vulnerabilities in RDM-based WLAN
sensing: i) standardized OFDM symbols, ii) joint time and
frequency synchronization, and iii) unprotected over-the-air
negotiation. These are exploitable when i) JSR is above §-12
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Fig. 13: The RDMs obtained for Alice-Bob and Eve-Bob channels while the
mobile target is active. Black stars mark the peaks in Alice-Bob RDM for
comparison. The environment appears as a set of static targets centered at
Om/s, and the fan’s blades appear as four distinct peaks.
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Fig. 14: The jammed RDMs with combined strategies, with 7, = 5ppm.
The black stars correspond to the range/Doppler cells of the true target, while
the red cross corresponds to the (10m,5m/s) cell for the artificial target. The
ridges are caused by the loss of orthogonality on Alice’s signals.

dB, and ii) the CFO difference A is at least 3 ppm (or 6 ppm
with wider subcarrier spacing). Under these conditions, target
spoofing and deceptive jamming are highly effective. These
results underscore the need to address such weaknesses in
future WLAN sensing and JCAS systems as they enter critical
applications.

In summary, this study reveals substantial risks posed by
target-spoofing and deceptive jamming, encouraging future
work on securing physical-layer waveforms, enhancing syn-
chronization, and developing adaptive methods to mitigate
these vulnerabilities in OFDM-based JCAS systems.

APPENDIX A
JOINT TIME AND FREQUENCY SYNCHRONIZATION

Bob exploits a dominant LOS for JTFS, meaning
o > ap, Vp and Ty < 7p, Vp. The received LOS signal sam-
pled at time ¢t = nT + mTs (where n and m denote the fast

and slow time indices, respectively) is expressed as [36], [37]

r[n, m] = ags[n — ng, m)e? 2™ T+mTe)

13

where the noise is omitted, n represents the CFO between
Alice and Bob, and s[n, m] is the transmitted signal. For coarse
synchronization, Bob computes the lag-1 auto-correlation over
a sliding window of the received samples, expressed as

Q

Z rln+k,mlr*[n+k,m+ 1].
n=—Qcp
Substituting the received signal into the equation yields the
strongest peak at k = n( corresponding to the arrival time
of the LOS path since ap>> ap,Vp. Assuming that the
transmitted signal is normalized to )¢ Qon s[n,m] = 1, the
complex amplitude of this peak is defined as

Elno] = |ap|2e72™ T

Here, the phase of =[ng] is directly linked to the CFO
between Alice and Bob. Hence, Bob can synchronize to
the timing of the LOS based on the peak at k = ng, and
estimate and compensate the CFO using the phase of the peak
7 = LE[ng]/2nT,. This process ensures that Bob is correctly
synchronized in both time and frequency domains.

APPENDIX B
ROUND-TRIP-TIME FOR DISTANCE ESTIMATION

The devices in the legitimate WLAN sensing network, Alice
and Bob, estimate 7., = dgp/c for themselves where ¢ is
the speed of light. The process is visualized in Fig. 15 and
summarized as follows [49]. I) Alice transmits and starts its
reference clock. II) Bob receives the signal and starts its
reference clock. III) Bob waits for the standardized duration
of 7,, then transmits. IV) Alice receives the signal after
274 + T, seconds, then estimates 7,,. V) Alice waits 7,
seconds, then transmits. VI) Bob receives the signal after
3Tap + 27, seconds, and estimates 7,;. VII) Both devices now
have 7.

Meanwhile, Eve can estimate Tpe = dpe/C, Tae = dge/C
and 7., = dgp/c as follows [50]. I) Alice transmits. II) Eve
receives the signal and knows that Alice has transmitted it.
Eve does not start its reference clock yet and waits for the
next transmission. III) Bob waits 7, seconds, then transmits.
IV) Eve receives Bob’s signal and starts its reference clock
since it knows that 7,; + 7, + Tpe seconds have passed. V)
Eve listens for the next transmissions and keeps measurement
times as C7 to Cy4. Once all the reception times are collected,
the propagation delays are calculated as

Tabe = (C3 — C1) /2, 1pe = (3C1 — C3)/2, Tqe = Co—C5+C4
where Tope = Tap + Ta-
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