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1 | INTRODUCTION

Dimosthenis Kifokeris? |

Panagiotis Spyridis>

Abstract

Blockchain technology is a digital decentralized data ledger recording transactions in an
encrypted format. Its implementation can potentially hold significant advantages for the
built environment, particularly in manufacturing and building product usage aligned with
Building Information Modeling (BIM). This paradigm shift toward decentralized transac-
tions can foster security, reliability, and accountability. Hyperledger Fabric (HLF), an
enterprise-grade distributed ledger, offers a modular, scalable, and confidential digital
framework. This article introduces HLF-based workflows to address inefficiencies in BIM
and fastener product lifecycle management, such as fragmented data handling and limited
process automation. Leveraging chaincodes linked to BIM models, HLF simplifies,
enhances transparency, and automates construction product lifecycle processes. Contract
data and execution details are managed through a blockchain stored in a common data
environment (CDE) and linked to chaincodes. The article presents the conceptualization
and implementation of automated workflows, emphasizing efficiency and transparency.
While showcasing successful deployments, it also highlights areas for future improvement
and development. The proposed framework represents a pioneering step toward a decen-
tralized cooperative environment in the construction industry, aligning with the transfor-

mative potential of blockchain technology.
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blockchain technology, construction products, fastening technology, Hyperledger Fabric,
lifecycle

components, and non-structural components such as partition walls,

suspended ceilings, door and window frames, and electromechanical

The construction sector is witnessing a growing reliance on
industrially prefabricated construction products as a means of enhanc-
ing total-cost efficiency, speed, circularity, and sustainability.? This
trend is accompanied by a corresponding shift toward data-driven dig-
ital environments. In addition, an essential element of modern con-
struction is the use of fastening technologies for the assembly of
various components, including structural connections, building shell

equipment.®*

Significant attention is devoted to the rapid development of
innovative solutions and the swift establishment of standards at the
national and international levels. Currently, the numerous options of
the fastenings manufacturing branch in terms of construction prod-
ucts and their variants necessitate dependable information and certifi-
cation for each element's installation and performance.® In Europe,
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the pertinent Construction Products Regulation® establishes a meth-
odology for evaluating the technical performance of products, facili-
tating free cross-border trade and providing third-party-verified
characterization regarding various technical attributes, including load
capacity, fire resistivity, health risks, durability, and environmental
impact. As the requirements for sustainable and circular construction
escalate, lifecycle and reusability information must be easily trace-
able.” In addition, even after installation, the performance monitoring
of fastenings remains crucial as it controls the function and stability of
all high-value and safety-critical attachments.®? Ultimately, the opti-
mal selection and utilization of fastenings necessitate a robust track
record of product lifecycle and logistical data.'®

Among the most recent technological innovations, blockchain tech-
nology has emerged as a transformative force with the potential to
reshape various industries. Due to its decentralized and transparent
nature, it offers opportunities to optimize processes, enhance security,
and foster trust in the digital ecosystem.!* Blockchain technology has
the potential to bring about significant changes in the construction
industry. Indicatively, blockchain technology could be employed to auto-
mate contract execution and facilitate the availability of transparent,
immutable, and digitally accessible information, which would serve to
reduce delays, human errors, interface conflicts, and defects.’? In con-
clusion, it can provide a secure platform for the management of design,
construction, supply chains, and operational assets. In the context of
construction products, a number of benefits can be identified,*® particu-
larly in relation to the specific challenges and opportunities presented
by the digitalization of fastening technology (e.g., respectively in data
integration, stakeholder adoption, scalability, collaboration, sustainability,
and efficiency). This article provides an elaboration on the applicability
of blockchain technologies in various lifecycle aspects of fastening tech-
nology. First, it presents a topic-oriented overview of blockchain tech-
nology in construction, with the objective of establishing a knowledge
foundation. The article then proceeds to examine the specific paradigms
of Hyperledger Fabric (HLF) that are utilized across the various stages of
a post-installed fastening product's lifecycle. The focus of this study is
on international production and use in the European construction indus-
try and market. As explained below, a structured systematic review with

suitable analytical tools is employed to achieve this objective.

2 | BLOCKCHAIN TECHNOLOGY

Originally conceptualized as the underlying framework for cryptocur-
rencies, blockchain technology has evolved into a robust and decen-
tralized system with applications across various industries. Blockchain
technology is a distributed ledger that records transactions in a secure
and transparent manner. Each participant in the network possesses an
identical copy of the entire transaction history, which is regularly syn-
chronized through the consensus mechanism.'* The cryptographic
principles that form the basis of blockchain technology ensure the
immutability, decentralization, and transparency of transactions, mak-
ing it an attractive solution for addressing trust and security concerns
in a range of domains.’®> One of the fundamental characteristics of

blockchain is immutability. Once a block of data is added to the chain,
it becomes practically impossible to alter or delete. This immutability
is achieved through the use of cryptographic hashing, where each
block contains a reference to the previous block, creating a chain of
interconnected blocks. Consensus mechanisms such as proof-of-work
or proof-of-stake ensure agreement among network participants
regarding the validity of transactions,'® enabling the consistent and
synchronized distribution of the ledger across all nodes in the
decentralized network.}”"*® Furthermore, blockchain's cryptographic
security protects data integrity and confidentiality. Transactions are
secured using advanced cryptographic algorithms and private keys

provide secure access control.'?

21 | Smart contracts

The use of smart contracts, which are self-executing contracts with
coded terms and conditions, is of great consequence in the utilization
of blockchain technology to enhance efficiency and facilitate the
development of robust domain-specific decentralized applications.
These contracts operate on decentralized blockchain platforms,
leveraging code to define, verify, and execute the terms of an agree-
ment. In essence, smart contracts are distinguished by three key attri-
butes: autonomy, transparency, and trustlessness. These
characteristics ensure that contractual conditions are executed auto-
matically when predefined criteria are met.2®?! Smart contracts
automate and enforce contractual obligations, providing stakeholders
with a trustless and tamper-proof mechanism for executing agree-
ments.??> These contracts can automate payment disbursements,
reduce reliance on intermediaries, track project milestones, and
enforce compliance, thereby mitigating the risks of delays and dis-

putes and optimizing project timelines and costs.?

2.2 | Hyperledger Fabric

Hyperledger is a major private distributed ledger technology (DLT)
platform.2”2% HLF, a key framework within Hyperledger, offers a
modular, permissioned blockchain platform for enterprise applications.
HLF's modular architecture allows the use of various data formats and
consensus mechanisms.?> Smart contracts (chaincodes) may be writ-
ten in a variety of prominent, versatile programming languages, includ-
ing Java and Go.2>2® Transactions are processed through a series of
endorsement, ordering, and validation phases, which enhance system
scalability by allowing selective execution of chaincode and ensuring
security through the imposition of identity and access management,
as well as the implementation of safety algorithms to protect against
faulty or compromised components.?>?¢ HLF's distinguishing feature
is managing multiple ledgers through private channels. These channels
facilitate subgroup transactions, providing confidentiality in shared
business networks.?® In contrast to other DLT systems, HLF ensures
transactions remain visible only to relevant participants, a crucial fea-

ture for competitive entities within the same network.?>2¢
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3 | RESEARCH METHODOLOGY

Blockchain technology has gained prominence across various sectors
due to its secure and inherent-proof nature. In the context of the con-
struction industry, understanding its potential applications and impact
is crucial.

To address the research question, a mixed-method research
approach was utilized, synthesizing a systematic literature review and
subsequent analysis of existing methods, possibilities, and limitations
of blockchain integration within the construction industry to develop
the proposed concepts.?”2® While employing mixed-method research
approaches can cause reliability issues if not done systematically,?”°
such employment has a proven track record in investigating several
construction-related themes, for example, Refs. 31-33.

The systematic literature review component employed a concept-
centric methodology enhanced by units of analysis. This approach allowed
recognition of the point of completion when no further relevant concepts
emerged. The focus was on the lifecycle of construction fastening compo-
nents and the properties of blockchain technology itself. Units of analysis
naturally developed throughout the review, aiding its refinement through
selecting suitable application examples. The references-of-references and
snowballing methods were utilized to strengthen the systematic review
and avoid a limited sample scope.*® The primary search strings were
“Blockchain AND Construction Industry” and “fastening AND blockchain,”
leading to several more refined units of analysis such as “fastening AND
smart contracts” and “Product Lifecycle AND Blockchain OR Smart
Contract.” The literature review was conducted from 2021 to 2024, a
timeframe chosen to capture the rapid advancements and increased matu-
rity of blockchain technology within this period. Blockchain applications in
the construction industry began gaining significant traction around 2021,
marked by growing body of academic and industry-focused research
addressing its integration into construction workflows and product life-
cycles. By limiting the review to the most recent publications, we aimed to
ensure that our analysis reflects the current state of the art and incorpo-
rates the latest developments in both blockchain technology and its appli-
cation in the construction industry. The search spanned multiple academic
databases including Google Scholar, Web of Science, and Scopus, and
applied search terms to titles, abstracts, and main texts to identify relevant
publications. A total of over 25 000 publications in the relevant field were
identified. Using filters and exclusion criteria, relevant publications were
subsequently selected for further analysis>* To analyze the existing
methods, possibilities, and limitations of blockchain integration in the con-
struction industry, specifically in prefabricated construction products and
on the example of fastenings, the focus was placed on publications that
provide an overview of the state of the art. Initially, general articles on the
application possibilities in the construction industry were identified, fol-
lowed by more specific articles in the area of product lifecycle.

In the subsequent phase, the identified publications were used to
analyze and summarize existing methods, possibilities, and limitations
of blockchain integration in the construction industry and the product
lifecycle. Based on this analysis, we developed a conceptual framework
using HLF, chosen for its modular architecture and ability to create pri-

vate channels. Unlike public blockchains, which store data in a fully

A Wiley Brand

TABLE 1 Summary of key concepts and applications of
blockchain in construction.

References  Application Findings and implications

39-44 BIM and e Improved data reliability and trust
CAD e Clear ownership and accountability
e Uncertain legal validity

21,45-51 Contract e Automation and cost savings
management e Security and reliability

e Improved payment processing

52-57 Project e Assistance in various management
management areas (contract, purchase, finance,
subcontractor)

e Provide an agile and decentralized
approach to construction project
management

e Smart contracts can facilitate
peer-to-peer collaboration

43,58-68 Supply chain e Enhance trust in supply chain
management management by providing
protection mechanisms and shifting
trust from relational to system-
based
e Improve payment settlements,
compliance management, material
planning, and the tracking and
verification of items in real time
through smart contracts
e Holistic system view to address
interconnected issues, such as
collaboration, information sharing,
and sustainability

43,68-70 Internet of e Ensures that the real-time updates
Things (loT) from loT devices to BIM are
accurate and trustworthy
e Provides a reliable and transparent
method for managing the large
amounts of data generated by loT
devices, ensuring that all
stakeholders can trust the
information being used
e Control and management of the
data become decentralized
e Verify and add confidence to all
data transfers within the
loT-enabled BIM system

decentralized manner accessible to all network participants, HLF
allows for the segmentation of data into private channels.2>2% This
enables controlled access to sensitive transaction data, addressing crit-
ical concerns about confidentiality and regulatory compliance in the
construction industry. While public blockchains can also offer robust
security mechanisms, they often face challenges such as handling large
data volumes and maintaining privacy without compromising transpar-
ency. In contrast, HLF's architecture ensures scalability and selective
data visibility tailored to multi-stakeholder environments, such as the
fastening technology supply chain.

HLF also supports the application of general blockchain concepts,

such as increased transparency, traceability, and the use of smart
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contracts, across the entire lifecycle of a fastener. These capabilities
enable the immutable recording of every transaction associated with a
fastener, from manufacturing to disposal, providing a comprehensive
audit trail. Smart contracts within HLF can specifically automate pro-
cesses such as compliance verification, payment initiation, and real-
time inventory updates, improving the efficiency, reliability, and
accountability of supply chain operations. By leveraging these fea-
tures, the proposed framework addresses the unique challenges of
the construction industry, where secure data sharing and process
automation across diverse stakeholders are critical.

Since the components of the (qualitative) systematic literature
review and qualitative data analysis and the development of concepts
belong to different research paradigms, metatriangulation inquiries
were considered to ensure the consistency of the synthesis attempted

through the mixed methods approach.3>3¢

4 | INDICATIVE EXAMPLES
OF BLOCKCHAIN IN THE
CONSTRUCTION INDUSTRY

The construction industry plays a key role in global productivity and eco-
nomic growth. With major disruption coming from digital technologies
such as artificial intelligence (Al), the Internet of Things (loT), and building
information modeling (BIM), blockchain is emerging as a promising solu-
tion. Blockchain can potentially impact the entire construction industry
with its various players, procedures, and processes.>”*8 Table 1 provides
an overview of established concepts and applications of blockchain in
construction. The following section offers a comprehensive discussion of

these concepts and applications.

4.1 | Building information modeling (BIM)
and computer-aided design (CAD)

Blockchain technology is transforming BIM and CAD in construction,
enhancing data transparency, traceability, and security while addres-
sing industry inefficiencies.>**° By ensuring the immutability and
authenticity of shared data,*? blockchain fosters trust and collabora-
tion across the supply chain. A key application in BIM is the auto-
mated management of building permits using smart contracts, which
streamline the compliance verification process.*®*? These smart con-
tracts encode regulatory terms into computer-readable rules, enabling
real-time validation of BIM data against these standards and signifi-
cantly reducing human errors and bureaucratic delays. In the context
of CAD, blockchain ensures that design modifications are securely
logged and tracked, providing a reliable audit trail for project
changes.**** This capability is crucial for maintaining version control
and accountability, particularly in large-scale projects where multiple
stakeholders are involved. Furthermore, blockchain's potential in auto-
mated invoicing systems, when integrated with BIM and CAD, facili-
tates precise and timely payment processes, linking completed work

directly to financial transactions.*®

4.2 | Contract management and smart contracts

Smart contracts have revolutionized contract management in the con-
struction industry by introducing automation, transparency, and effi-
ciency. Deployed on blockchain platforms, they enforce contract terms

without intermediaries,*>*¢

addressing challenges like delays, disputes,
and manual errors. Smart contracts enable real-time monitoring and exe-
cution of contract conditions, linking payments directly to project mile-
stones.*”*® This ensures prompt compensation for contractors upon task
completion, reducing cash flow issues and improving financial predictabil-
ity. The immutable nature of blockchain safeguards contracts against
fraud and disputes.?*® In construction, smart contracts are particularly
effective in managing subcontractors and suppliers by automating pro-
curement, from tendering to delivery and compliance verification. This
automation streamlines operations, reduces administrative overhead, and
ensures that all transactions are transparent and traceable.*”*° More-
over, the integration of smart contracts with Building Information Model-
ing (BIM) systems further enhances contract management by providing a
single, unified platform for tracking project progress and contractual obli-
gations.2¥#%> This synergy allows for precise alignment between physi-
cal and digital aspects of construction projects, ensuring that all

stakeholders have access to accurate and up-to-date information.

4.3 | Project management

The integration of blockchain technology into project management
within the construction industry marks a transformative shift, offering
enhanced transparency, efficiency, and collaboration. Blockchain's
decentralized ledger system provides a secure, immutable record of all
project activities, ensuring transparent and accessible data for
all stakeholders.>>53 This technology addresses longstanding issues in
project management, such as data silos, miscommunication, and lack
of accountability. One of the most significant benefits of blockchain in
project management is its ability to improve trust among participants
by recording every transaction and update on a tamper-proof ledger,
ensuring all parties have access to the same information in real time.>*
This transparency fosters collaboration and reduces disputes.
Additionally, blockchain enhances the traceability and accountability
of project activities by creating a comprehensive audit trail of every
action and decision made. This capability is crucial in complex con-
struction projects, enabling project managers to track progress, ensure

compliance, and mitigate risks with real-time, verifiable data.>>"%7

44 | Supply chain management (SCM)

The implementation of blockchain technology in supply chain man-
agement (SCM) within the construction industry represents a signifi-
cant advancement, offering enhanced transparency, traceability, and
efficiency. Blockchain's decentralized and immutable ledger system
securely records all transactions and data exchanges, making them

accessible to all stakeholders in real time.’®° This capability

85U8017 SUOLIIOD BANE8ID 3|dedtidde au3 Ag peusenob afe se(ole VO ‘88N JO S8|nI 1oy Afeiq1T8UlUQ 48] 1MW UO (SUOTHPUD-PUE-SULBY WO A8 | 1M AsRIq | Ul [UO//SANY) SUORIPUOD PUe Sws 1 8y} 89S *[6202/20/c0] Uo Ariqiauliuo (i ‘Bulupseg susmIs Aq /2000202 PUsd/Z00T OT/I0p/Wod A8 | im Arelqiut|uoy/sdny Wouy papeojumod ‘0 ‘XE2L05292



PFEIL T AL.

zrnst & Sohn 5

addresses critical issues such as fraud, inefficiency, and lack of trust
that have historically plagued construction supply chains.®! One of
the primary benefits of blockchain in SCM is the enhanced transpar-
ency it provides. Every transaction, from the procurement of materials
to their delivery on-site, is recorded on a tamper-proof ledger.>®%?
This transparency allows all participants, including suppliers, contrac-
tors, and project managers, to have a clear view of the supply chain
processes. It reduces the risk of fraud and errors, ensuring that all
parties have confidence in the accuracy of the information.®®
Traceability is another significant advantage offered by blockchain
technology in SCM. By enabling the tracking of materials and compo-
nents from their origin to their final destination, blockchain ensures
that any issues related to quality or compliance can be quickly identi-
fied and addressed.’®%4-% This traceability is particularly valuable in
ensuring that materials meet the required standards and specifica-
tions, thereby enhancing the overall quality of construction projects.
Blockchain also optimizes logistics and operational efficiency within
the supply chain. Smart contracts, which automate the execution of
contract terms when predefined conditions are met, streamline pro-
cesses such as payments, order fulfillment, and compliance verifica-
tion.”¢® This automation reduces administrative overhead, speeds up
transactions, and minimizes delays, leading to more efficient and reli-

able supply chain operations.

4.5 | Internet of Things

The integration of blockchain with the Internet of Things (loT) in
construction enhances data security, transparency, and efficiency. loT
devices, equipped with sensors, collect real-time data on construction
activities and environmental conditions.*>¢° Blockchain ensures this
data is securely recorded and immutable, fostering trust among
stakeholders. This combination enables precise tracking of materials,
improves compliance with regulations, and optimizes resource man-
agement.”® Smart contracts further automate processes, such as pay-
ment triggers and supply chain logistics, based on real-time loT

data 43,69

5 | CONCEPT AND IMPLEMENTATION
OF HLF IN FASTENING TECHNOLOGY

This chapter presents the conceptual development and practical
implementation of HLF (HLF) within the field of fastening technology.
The product lifecycle of fastening components serves as the analytical
framework to explore the technical and industrial characteristics of
these products while identifying opportunities for digital enhance-
ments through HLF. The focus lies on how HLF can enhance transpar-
ency, traceability, and efficiency across the entire value chain—from
material procurement and production to certification, installation, and
recycling. In this context, the chapter examines the various stages of
the product lifecycle, providing a comprehensive foundation for analy-

sis and optimization.

A Wiley Brand

5.1 | Product life cycle in fastening technology
as an investigation framework

The life cycle of a construction product encompasses a series of
stages,”® spanning across the material sourcing and manufacture, the
installation and use, and the final decommissioning stage, according to
cradle-to-grave or cradle-to-cradle concepts (i.e., linear resource use,
ending as waste, or circular design, enabling continual recycling or
reuse without producing waste, respectively). By delineating these
stages, a comprehensive understanding of fastening technology's
technical and industrial features is established, and digital enhance-
ment pathways through HLF are explored. The life cycle of a con-
struction product is a complex process that involves several stages,
yet classifying its various stages allows for standard frameworks to
examine it.>7%71 The initial step in the life cycle of a post-installed fas-
tener is the sourcing and procurement of raw materials from various
sources and transportation to a manufacturing unit. Manufacturing
involves producing various components comprising a fastener within
a single or several geographically spread factories. Assembling and
packaging are then carried out at a single location as the first step of
the market supply chain. This encompasses the transfer of post-
installed fasteners from the manufacturer to the point of installation,
yet with one or more intermediate storage intervals in warehouses or
distribution centers. Proper storage conditions, such as temperature
control and protection from moisture, are crucial to maintaining the
integrity of the fasteners. In parallel to the production runs, produc-
tion quality control and assurance and certification are essential parts
of ensuring the safety of installed fastenings in practice. Certification
bodies evaluate the manufacturer's quality control procedures and
product performance. In the design and construction/assembly stage,
the responsible engineers specify fastening products, and these have
to be installed on-site to connect and assemble various further com-
ponents. Installation requires tools corresponding to the product and
a predefined work methodology, for example, with predefined work
steps per the manufacturer's and engineer's instructions. Installation
quality is also vital in this step and can be enhanced through trained
labor and site supervision, while in some cases, on-site testing is
required to provide confidence in the as-built performance. During
use, fastenings must withstand various loads and environmental con-
ditions. Regular inspections and maintenance are essential to ensure
the fasteners' structural integrity and prevent premature failure.
When post-installed fasteners reach the end of their service life, they
can be recycled or reused to reduce the environmental impact of con-
struction waste and conserve resources. The recycling process
involves dismantling the fasteners, separating the different materials,
and processing them into reusable forms. At the same time, reuse
should entail a confirmation of the product's remaining service life
and suitability. Four main industry sector categorizations can be dis-
tinguished in parallel to the established life cycle stages. This involves
organizing the stages into four key categories: (i) material resources,
(ii) quality assurance and design, (iii) supply chain, and (iv) installation
and use. In order to conceptualize implementations of an HFL for

fastenings, a standard classification according to a typical building
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life-cycle assessment’® is adopted for the post-installed fastening
application and presented in Figure 1, whereby the four main pylons

of investigation escorting the typical life cycle are highlighted.

5.2 | Implementation possibilities
of HLF technology

Based on the investigation approach and the lifecycle conceptualiza-
tion mentioned above, it is attempted to detail the conventional pro-
cesses, participants, and information involved at each stage in relation
to how HLF can be integrated and digitally enhance this procedure

from raw material sourcing to recycling and reuse.

5.2.1 | Material procurement, product fabrication,
and recycling

In the conventional approach to fastener production, the journey of a
fastener from raw material to finished product is marked by a series

of data exchanges. Basic raw materials are derived from recycling

a

Graphical representation of a fastening product's life cycle.
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scrap metals or from sintered mined ores,
chemical and physical variations for each extraction batch, which may
influence production efficiency and the final product's mechanical
properties.”® Further process steps include deoxidation of iron ores in
direct or blast furnaces, decarburation, electric arc melting for scrap,
casting and rolling, and any associated transportation activities.”® The
resulting steel coil or wire drums are fundamental components of fas-
tener production. The vast majority of environmental impacts of the
product's lifecycle are attributed to these production steps. The fas-
tener undergoes predominantly cold-forming steps (such as cutting,
upsetting, deburring, calibration, and threading), quality checks, and
packaging.

Recycling construction products holds immense importance for
both environmental and economic reasons. By diverting construction
waste from landfills, valuable resources are conserved while green-
house gas emissions and pollution are reduced.”*”> Recycling often
produces materials at a lower cost than new production, benefiting
construction budgets. Throughout this intricate process, information
about the fastener's material origin, properties, production parame-
ters, and quality certifications is meticulously documented and con-

veyed between the various stakeholders.6””>"77 However, this

85U8017 SUOLIIOD BANE8ID 3|dedtidde au3 Ag peusenob afe se(ole VO ‘88N JO S8|nI 1oy Afeiq1T8UlUQ 48] 1MW UO (SUOTHPUD-PUE-SULBY WO A8 | 1M AsRIq | Ul [UO//SANY) SUORIPUOD PUe Sws 1 8y} 89S *[6202/20/c0] Uo Ariqiauliuo (i ‘Bulupseg susmIs Aq /2000202 PUsd/Z00T OT/I0p/Wod A8 | im Arelqiut|uoy/sdny Wouy papeojumod ‘0 ‘XE2L05292



PFEIL T AL.

zrnst & Sohn 7

traditional information management method is susceptible to human
errors, data discrepancies, and a lack of transparency.

HLF can introduce a paradigm shift in fastener production by
establishing a secure and tamper-proof digital ledger to store and
manage all relevant information.”®”? This transformative approach
eliminates the need for manual data entry and reconciliation, fostering
greater efficiency and accuracy.®%81 By leveraging HLF, the entire fas-
tener production process from steel wire sourcing to final product
delivery can be effectively tracked and traced. Material properties,
manufacturing parameters, quality inspection reports, and delivery
details are securely stored on the blockchain, providing a transparent
and verifiable record of the fastener's journey. HLF's permissioned
architecture, modular design, and privacy features enable secure, effi-
cient data management and traceability in fastener production. These
capabilities offer customized solutions to integrate seamlessly with
existing systems while ensuring scalability, data confidentiality, and
streamlined monitoring across the material procurement, product fab-
rication and recycling phase, and also the whole production lifecycle.
This enhanced traceability enables manufacturers to identify and rec-
tify potential issues swiftly, ensuring the delivery of high-quality fas-

teners to their customers.

5.2.2 | Certification and engineering design

The certification of fastenings, particularly for safety-critical applica-
tions, is primarily based on a certified “European Technical Product
Specification” (ETPS) for each fastening product in accordance with
the Construction Products Regulation (CPR).82 This introduces stan-
dards for the paper-based and digital CE certification of fastening
products and the specification duties of construction project stake-
holders.f%8% The CPR pronounces seven basic requirements to be
addressed in ETPS: (i) mechanical resistance and stability; (ii) safety in
case of fire; (i) hygiene, health, and the environment; (iv) safety and
accessibility in use; (v) protection against noise; (vi) energy economy
and heat retention; and (vii) sustainable use of natural resources. The

848> while products

structural performance is at the forefron
intended for the installation of thermal insulation panels come with
adaptations of non-metallic parts to prohibit thermal bridges and
potentially noise transfer. Essentially, the ETPSs deliver information
about the fabrication, installation, and associated performance of each
product under certain conditions (e.g., strength and cracking of con-
crete, fire or seismic actions). For concrete fastening products, the
ETPS is the “European Technical Assessment” (ETA), prepared on the
basis of a “European Assessment Document” (EAD).8¢ Another option
is that the ETPS is a harmonized European standard (hEN); this may
be the case for construction adhesives or rebar anchorages, not for
fasteners. The “European Organization for Technical Assessment”
(EQTA) drives this standardization procedure by endorsing and pub-
lishing the assessment principles and by coordinating the organiza-
tions carrying out the assessment (“Technical Assessment Bodies”).
An increasingly significant specification also enforced by the CPR

relates to the product's environmental impact in its Environmental
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Product Declaration (EPD). Common Product Category Rules (PCR),
that is, guidance for EPD development, are outlined for the construc-
tion sector in Europe by EN 15804.8788 The proposed revision of the
CPR provides the regulatory framework for the digitalization of con-
struction product specifications based on a “Digital Product Passport”
(DPP).2?

The architectural and structural design depends on the building
and fitout project's geometrical and structural requirements. The
structural design for fastenings establishes the system's safe load
bearing. It relies largely on established codes and standards and, for
less typical details, on industry guidance documents as well as permits
and case approvals of customized engineering solutions. Design draw-
ings and documentation must include information about the specific
product and its use conditions, as well as setting location and installa-
tion tolerances. The implementation of BIM belongs to this lifecycle
phase, and collecting as much information as reasonably achievable in
such models is beneficial during the entire product and asset lifecycle.
Information included for fastenings can be ordered by Level of
Development (LOD) from generic objects with approximate volumes
or geometries up to a fully detailed dataset of the fastening product
including locations, dimensions, technical specifications, installation
date and service life, subcontract, and procurement information, as
well as material and project condition information.

For HLF integration in the area of certification and approval, the
testing institutions and approval bodies must participate in the block-
chain platform. This way, a well-defined channel should be established
between manufacturers, approval bodies, and testing institutions.”®
Manufacturers submit information about their product to a certifying
organization, which considers the independent evaluation of the test-
ing institution and, if compliant with the safety, quality, and environ-
mental requirements, issues an approval notice outlining specific
conditions for its use and marking. Data could be exchanged here
securely, quickly, and transparently via predefined roles and access
rights to make the authorization process more efficient.”?? The pro-
posed streamlined process (Figure 2) makes ensuring safe and compli-
ant construction products more efficient. Manufacturers initiate the
journey by submitting their applications and product information to
authorities through a central data exchange platform, facilitating the
flow of information throughout the process. The authority retrieves
the information, develops a test plan based on EU CPR requirements,
and seamlessly uploads it back to the hub. Manufacturers can then
select testing institutions, share product samples, invite them to the
platform, and grant them access to relevant documents. Equipped
with the test plan and product, these institutions conduct their evalu-
ations and upload their test reports to the hub, automatically notifying
the authority upon completion. Once the authority reviews and
accepts the reports, they upload the construction product certificate
signifying approval and directly inform the manufacturer. Manufac-
turers then hold the power to share this crucial approval notice with
their customers (project stakeholders) through a public link, which is
easily accessible via a digital tag placed directly on the product itself
(e.g., QR code, NFC, RFID). This collaborative approach, leveraging a
central platform for seamless information exchange, fosters
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transparency and security while it streamlines product approval for
both manufacturers and regulatory bodies, ultimately contributing to
safer and more compliant construction materials.”>?2 By transferring
the technical data into a BIM-based fastening design, a secure, trans-
parent, and immutable record of approvals and design interfaces but
also of design modifications can be maintained.”?* This integration
facilitates data integrity and accountability among all stakeholders,
particularly for industrialized products and processes.8”?>?¢ Efficient
collaboration is ensured by reducing errors and miscommunication
during the construction process and by intellectual property
protection.

5.2.3 | Supply chain

The construction sector relies on a complex network of suppliers,
manufacturers, and logistics providers to deliver materials, equipment,
and labor to project sites. Traditional processes involve paper-based
procedures, siloed information, and limited visibility across the
chain.?”*?® Chronic malfunctions of supply chains in construction and
other industries have been related to price volatility and the availabil-
ity of fuel, as well as geopolitical crises, conflicts, and piracy. While

these persist, modern challenges attributed to synchronization and

— Private Blockchain <

(s) e

Project engineer

Schematic representation of the HFL-based certification process in the construction products context.

interface management in the global market and the worldwide short-
age of skilled workforce across construction and logistics further com-
plicate construction products' delivery and call for a more resilient and
efficient approach.”?=1%% |n fastening technology, aspects of specific
interest relate to the quality of interim storage and transport condi-
tions, particularly for the more susceptible synthetic materials, and the
dual supply modes that can be found in this sector, that is, direct retail
to end users and wholesale by intermediate distributors and hardware
stores.””1%4 Here, one should consider that the fastenings sector in
the construction industry is dedicated to building flexibility and inno-
vation, which leads to significantly large numbers and constant evolu-
tion of codes in manufacturers and distributors' catalogs, which
require sophisticated logistics systems.

HLF has been developed and is widely implemented to regulate
the integrations and interfaces between different organizations in
enterprise applications as is the case with the conveyance of products
from the manufacturer to the end user.’°>~%7 |t presents an
enhanced pathway for improving fastening product delivery perfor-
mance within the construction industry's complex supply chains. The
technology offers enhanced visibility through a shared, tamper-proof
record of each product's journey, streamlining documentation with
smart contracts and optimizing inventory management with real-time
data. Additionally, linked sensors embedded in the product or the
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packaging can independently track the location as well as the
environmental conditions for sensitive materials.2°® Moreover, such a
system can be integrated with off-site construction and lean-managed
projects where the timing of supply is a key agent for project perfor-
mance. In order to overcome challenges regarding data privacy and
regulatory compliance, the inviolable nature of HLF can observe legis-
lations'®’—steps are also being undertaken at the European regula-

tory level 110112

5.2.4 | Installation and technical
performance quality

An important aspect of the technological development of fastening
products is the facilitation of safe installation because installation
defects can substantially decrease the fastening's structural perfor-

113114 \while it is also

mance.®112 This is critical for bonded anchors,
evident by the fact that increased resistance partial safety factors are
recommended for anchorages with potentially low installation qual-
ity.8> Before using a fastening element on the construction site, fitters
must carefully review the manufacturer's specifications, approval cer-
tificates, and any relevant design documents. Ensuring the quality and
soundness of anchor installation requires consideration of numerous
factors, including the anchor's suitability, approval validity, proper
packaging/storage, and the use of appropriate tools and tech-
niques.25115116 sypervision plays a crucial role in verifying these ele-
ments and maintaining long-term installation records. However, the
current process, with its reliance on paper-based documentation and
manual supervision, presents challenges. These include the potential
for human error in data transfer, time-consuming verification, and the
risks inherent in managing physical records over extended periods.
These limitations highlight the need to explore ways to optimize
anchor selection, installation practices, and record-keeping to ensure
structural integrity. Here, integrated sensors for mechanical monitor-
ing data can also offer additional quality assurance based on digital
records.114'1l7'120

HLF offers a promising solution to address the limitations of the
current system. By creating a secure distributed ledger network, HLF
can establish a single source of truth for all anchor-related data.
Manufacturer specifications, approval certificates, and installation details
can be immutably recorded on the ledger, ensuring all participants have
access to the most up-to-date and verifiable information.*>'2%122 Smart
contracts could be deployed to automate quality checks, verifying
anchor suitability based on predefined parameters and ensuring installa-
tion procedures adhere to specifications.'?*"*2* Furthermore, the
tamper-proof nature of the ledger would eliminate concerns about doc-
ument manipulation and facilitate efficient recordkeeping. Real-time
access to installation data would enhance supervisory oversight, stream-
line the audit process, and release project progress and delivery mile-
stones.1?4125 Additionally, as the construction industry embraces digital
planning, modular offsite construction, and Al-supported and robotic
installations, integrating anchor data within an HLF network would

become essential.12¢=28 This integration could enable real-time quality
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control during prefabrication, automated verification during robotic
installation, and a permanent digital record for future maintenance and
traceability. Regarding sensor integration for lifecycle quality, HLF tech-
nologies would equally ensure the integrity of the data, enhancing trust
among stakeholders and facilitating long-term analysis of structural per-
formance. Smart contracts could be employed to automate condition
assessments based on predefined thresholds, triggering alerts or mainte-
nance interventions. Additionally, HLF could streamline data sharing
between designers, manufacturers, installers, and asset managers, pro-
viding a collaborative platform for understanding overall structural
health while confirming the product or its material condition with regard
to reuse and recycling.

6 | DISCUSSION

6.1 | Findings and recommendations

The implementation of HLF technology presents a significant oppor-
tunity for a revolutionary transformation of the fastening industry's
operational processes across various stages of the product lifecycle.
One of the principle advantages of adopting HLF is its potential to
enhance transparency and traceability throughout the fastening life-
cycle. By securely recording and managing data related to material
sourcing, manufacturing processes, quality control measures, and cer-
tification procedures on a distributed ledger, stakeholders can access
real-time information and verify the authenticity of product informa-
tion. This heightened transparency not only fosters trust among stake-
holders but also enables the swift identification and resolution of
issues, thereby improving overall product quality and safety.

Furthermore, HLF has the potential to streamline certification
processes by automating quality checks and facilitating seamless
information exchange between manufacturers, approval bodies, and
testing institutions. This digitalization of certification procedures not
only accelerates the approval process but also reduces administrative
burdens and minimizes the risk of human error. The integration of
smart contracts into HLF networks allows for the automation of vari-
ous contractual obligations, reducing reliance on intermediaries, accel-
erating processes, and mitigating the risk of disputes. The efficiency
gains from such automation can lead to significant cost savings and
improved project timelines, ultimately benefiting the entire construc-
tion supply chain.

Moreover, the choice of HLF as the foundational technology is
rooted in its ability to address key challenges that traditional systems
and competing technologies (such as BIM and conventional software
solutions) cannot adequately resolve. Specifically, HLF combines the
robustness of distributed ledger technology with modular and permis-
sioned architectures. This allows it to provide transparency and trace-
ability while maintaining privacy and compliance with data protection
regulations—a critical requirement in the fastening industry where
sensitive proprietary information and compliance standards coexist.

Unlike fully public blockchain systems, HLF enables fine-grained
control over who can access what data. This ensures that stakeholders
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can trust the system without compromising confidentiality, particu-
larly in multi-party collaborations where trust and transparency are
pivotal. The integration of smart contracts further differentiates HLF,
enabling automated enforcement of certification criteria, streamlining
inter-party agreements, and significantly reducing administrative over-
head and the risk of disputes.

By reiterating these benefits, it becomes evident that HLF not
only aligns with but actively addresses the specific needs of the fas-
tening industry, providing a solution that is tailored to its lifecycle
challenges.

However, the implementation of HLF also poses a number of
challenges. One of the primary concerns is the protection of data pri-
vacy and adherence to regulatory compliance, particularly with regard
to the sharing of sensitive information across multiple stakeholders.
The resolution of these concerns necessitates the implementation of
robust data protection measures and strict adherence to regulatory
requirements, which may vary across different jurisdictions. Ensuring
that all participants in the HLF network comply with these regulations
is critical to maintaining the integrity and trustworthiness of the sys-
tem. Additionally, the technical complexity of implementing and main-
taining a blockchain-based system can be a barrier for some
organizations, particularly smaller firms with limited IT resources.

Furthermore, the successful implementation of HLF relies on
widespread adoption and collaboration among industry stakeholders.
Overcoming resistance to change and fostering a culture of innova-
tion will be crucial in driving the adoption of blockchain technology
across the fastening industry. Stakeholders must be willing to invest in
the necessary infrastructure and training to fully leverage the benefits
of HLF. This entails developing a comprehensive understanding of
blockchain technology and its applications, as well as establishing clear
guidelines and best practices for its utilization. Collaboration among
industry leaders, policymakers, and technology providers will be
essential to creating an ecosystem that supports the widespread
adoption of HLF.

In conclusion, our analysis demonstrates that HLF has the poten-
tial to transform the fastening industry's operations in significant
ways. These include enhancing transparency, streamlining certification
procedures, and improving overall efficiency. Although challenges
remain, the benefits of blockchain integration outweigh the obstacles,
paving the way for a more transparent, efficient, and sustainable fas-
tening ecosystem.

The topic of blockchain continues to be present in the media and
is represented in academic publications primarily by consideration of
cryptocurrencies and Bitcoin. This article attempts to provide an
approach that goes far beyond the usability of cryptocurrencies,
highlighting the practical applications of blockchain in the fastening
industry. The use cases demonstrate blockchain's potential to enhance
certification authenticity, supply chain transparency, and automate
contracts, but emphasize the need for careful assessment against
existing technologies (e.g., BIM and conventional software solutions),
which may as well render a blockchain application superfluous.

Moreover, while blockchain technology offers a multitude of

advantages, it is not without limitations. The lack of easily

configurable, user-friendly, and comprehensive blockchain products
remains a significant barrier to adoption. Additionally, the necessity
for standardization and regulatory frameworks to govern the utiliza-
tion of blockchain in the construction industry is critical. Addressing
these issues will require ongoing research and development, as well as
collaboration among industry stakeholders to establish common stan-
dards and best practices.

It is also important to consider the social and organizational fac-
tors involved in the adoption of blockchain technology. The imple-
mentation of new business processes and models will probably result
in the emergence of novel collaborative arrangements among partici-
pants in the supply chain and possibly also among competitors. This
type of transition requires adjustments in mindset beyond the techno-
logical aspects. Establishing trust in a new technology that has not yet
been extensively tested is a significant challenge. Furthermore, a con-
siderable number of organizations have yet to undergo a comprehen-
sive digital transformation, which presents an additional obstacle to
the implementation of blockchain systems. The step of digitization
represents a barrier to many companies and the adoption of block-
chain technology. However, it also presents an opportunity to inte-
grate blockchain systems into the infrastructure as part of the
digitization process.

In particular, the ability to seamlessly integrate blockchain sys-
tems into existing networks and adapt them to existing business pro-
cesses is likely to be a crucial aspect of the acceptance of blockchain
systems. Organizations are often reluctant to disclose their data and
processes and share them with all other network participants due to
the transparency of a blockchain. Consequently, they are more likely
to utilize blockchain systems where privacy can be assured. The viabil-
ity of employing a blockchain platform hinges primarily on the particu-
lar objectives of the application. It is advisable to implement
blockchain where a corresponding centralized approach would prove
to be significantly more complex or where centralized options are
lacking.

The discussion highlights the transformative potential of HLF
technology for the fastening industry, emphasizing both the oppor-
tunities and challenges associated with its implementation. By
meticulously considering these factors and fostering a collaborative
approach, the industry can leverage blockchain technology to drive
innovation, efficiency, and sustainability in fastening technology

and beyond.

6.2 | Conclusion and future work
This paper has examined the potential implications of integrating HLF
technology into the fastening industry's operations. Through a com-
prehensive analysis of the fastening lifecycle, we have identified
opportunities for leveraging blockchain technology to enhance trans-
parency, streamline certification processes, and improve overall
efficiency.

The analysis begins by delineating the various stages of the fas-

tening lifecycle from material sourcing and manufacturing to
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installation and end-of-life recycling. By mapping out these stages, we
establish a foundational understanding of the complex processes
involved in the production and utilization of fastening products.

Building upon this understanding, we explore the implementation
possibilities of HLF technology within each stage of the fastening life-
cycle. We discuss how blockchain integration can improve transpar-
ency, traceability, and certification procedures, thereby enhancing
product quality and safety.

However, the adoption of HLF also presents challenges, including
data privacy concerns and the need for widespread industry collabora-
tion. Addressing these challenges requires robust data protection
measures, regulatory compliance, and a commitment to fostering a
culture of innovation.

In conclusion, our analysis demonstrates the potential of HLF to
transform the fastening industry's operations. By embracing block-
chain technology, stakeholders can unlock new opportunities for effi-
ciency, transparency, and sustainability, ultimately driving positive
change across the fastening ecosystem.

Future work could focus on developing more user-friendly and
configurable blockchain products, establishing standardized regula-
tions and solutions, and exploring additional use cases beyond the
product lifecycle. Additionally, fostering collaboration among industry
stakeholders and addressing social and organizational barriers to
adoption will be crucial in realizing the full potential of blockchain
technology in the construction industry.
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