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Abstract

This paper proposes a reference model for defining security benchmarks for the safety assessment of Cooperative Driv-
ing Automation (CDA) applications. Our reference model provides a systematic approach to benchmark the resilience
of CDA applications against malicious attacks through extensive system simulations. It enables the test repeatability and
comparison of results across different implementations of CDA applications. In our approach, a benchmark is defined as
a series of tests that expose the target system to specific attacks while recording its response. Using this model, we define
a benchmark for evaluating the resilience of Cooperative Adaptive Cruise Control (CACC) algorithms against barrage
jamming attacks targeting the physical layer of the IEEE 802.11p communication standard. We apply this benchmark to
assess and compare the performance of four CACC algorithms: P1, Flatbed, Ploeg, and Consensus. The benchmark mea-
sures reveal that the Consensus algorithm demonstrates the highest resilience against jamming attacks, primarily due to
its heavy reliance on onboard sensors and the use of sensor data from all other vehicles for decision-making. In contrast,
the P1 algorithm, which depends mainly on vehicle-to-vehicle (V2V) communication, proves to be the most vulnerable.
Furthermore, the results indicate that vehicles are most susceptible to jamming attacks during acceleration phases, making
these periods critical for security evaluation. These findings validate the effectiveness of our benchmarking framework in
identifying strengths and vulnerabilities of CACC algorithms under cyberattacks.

Keywords Reference modeling - Security benchmarks - Cooperative driving automation - Simulation-based testing
Jamming attacks - Platooning system

1 Introduction wireless communication to provide advanced vehicle con-

trol functions.

The advent of wireless communication standards for the
automotive sector has paved the way for the development
of cooperative driver automation (CDA) systems [1]. A
key feature of these systems is that they utilize vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
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A widely researched example of a CDA application is
vehicle platooning, which is regarded as a promising solu-
tion to make road transportation more comfortable, fuel-
efficient, and safer. A platoon is a virtual train, or string,
of vehicles consisting of a leader and an arbitrary number
of trailing vehicles that coordinate their movements via an
exchange of wireless messages to improve traffic flow. By
enabling short inter-vehicle distances at high speeds, pla-
tooning can effectively reduce drag and thereby fuel con-
sumption [2, 3].

Platooning systems [4, 5] utilize a concept known as
Cooperative Adaptive Cruise Control (CACC) for the lon-
gitudinal control of vehicles. CACC is an improvement of
Adaptive Cruise Control (ACC) found in many contempo-
rary road vehicles. One challenge in designing CACC algo-
rithms is that they must be highly resilient to various types
of security attacks, including internal attacks originating
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from within a compromised vehicle and jamming attacks
directed at the wireless medium.

Despite the large body of research published over the last
three decades on the construction of platooning systems, rel-
atively few studies have focused on assessing the resilience
of CACC algorithms against malicious attack [5, 6]. These
studies are primarily conducted through system simulations,
as purely control theoretical approaches are challenging to
pursue when analyzing the impact of cyberattacks on dis-
tributed control systems.

Unfortunately, it is often difficult to replicate and com-
pare the results of such simulation studies, as different
research groups tend to use slightly different assumptions
when designing and configuring their experiments. Addi-
tionally, the descriptions of the experiments sometimes
lack the necessary details to replicate the experiments and
compare the results. To provide a first step towards avoid-
ing such difficulties, we propose in this paper a reference
model for benchmarking the resilience of CACC algorithms
against security attacks through simulations.

To illustrate the application of the reference model, we
use it to develop a concrete benchmark for assessing the
resilience of CACC algorithms against barrage jamming
attacks. We then employ this benchmark to assess and com-
pare the resilience of four previously published CACC algo-
rithms against barrage jamming attacks.

To this end, we run simulations using a tool called Com-
FASE [7], which automates the simulation of multiple
attacks. ComFASE runs on top of a collection of open-source
simulators: Plexe (a cooperative driving framework) [8]],
Veins (a vehicular network simulator) [9], OMNet++ (a
network simulator) [10], and SUMO (Simulation of Urban
MObility) [11].

The work presented in this paper builds upon the findings
reported in our earlier work [12]. In that work, we intro-
duced a conceptual discussion and outlined a direction for
the development of a security benchmarking framework for
CDA systems. There, we evaluated the jamming resilience
of a single CACC algorithm [8] across two distinct driv-
ing scenarios. In contrast, this paper makes the following
contributions:

1. A proposal for a reference model to support the defini-
tion of security benchmarks.

2. Based on the proposed reference model, a definition
of a concrete benchmark for assessing the resilience of
CACC algorithms against barrage jamming attacks.

3. Useofthe proposed benchmark for acomparative assess-
ment of four previously published CACC algorithms:
P1'[8], Flatbed [13], Ploeg [14], and Consensus [15].

! We call the first CACC algorithm available in Plexe as P1.

The remainder of the paper is organized as follows. Section
2 describes related work on security benchmarking, CACC
algorithms, and investigations of the impact of jamming
attacks on platoons. Section 3 presents the reference model.
Section 4 describes the proposed benchmark for assessing
the resilience of CACC algorithms against barrage jamming
attacks. The benchmark results are presented in Section
5. In Section 6, we present general observations based on
the benchmark results and discuss potential threats to their
internal and external validity. Section 7 concludes the paper
with a summary of findings and future research directions.

2 Related work
2.1 Security benchmarks

Benchmarking has proven to be pivotal for advancing the
state of the art in certain fields of computer engineering,
such as computer architecture [16]. However, defining a
benchmark, or a benchmark suite, is a challenging undertak-
ing that requires involvement and interaction among many
groups of researchers, developers, and other stakeholders in
the field of interest.

Researchers have proposed security benchmarking
frameworks for various cybersecurity domains. Oliveira et
al. [17] introduced a two-phase benchmarking framework
for web service frameworks (WSFs), focusing on security
qualification and trustworthiness assessment. Similarly,
Anisetti et al. [18] developed a security benchmark for
assessing the security assurance of OpenStack, an open-
source cloud infrastructure. Braun et al. also presented
NETCARBENCH [19], a benchmark for assessing and
comparing techniques and tools used to design in-vehicle
communication networks. To the best of our knowledge, our
previous work [12] was the first to introduce the initial con-
cept and discuss the importance of security benchmarking
for evaluating CDA applications.

2.2 CACCalgorithms

The main advantage of CACC algorithms is to enhance vehi-
cle automation and safety. They do this by enabling vehicles
to maintain optimal spacing, speed, and coordination by
using onboard sensors and V2V communication [20].

The CACC algorithms investigated in this work employ
two distinct control policies to maintain the distances
between vehicles. These policies are Constant Vehicle
Spacing (CVS) and Constant Time Headway (CTH) [21].
CVS maintains a fixed distance between vehicles regard-
less of their speed, while CTH adjusts the spacing based on
the vehicle’s velocity. Faster speeds require larger gaps to
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maintain the safety and stability of interconnected vehicles,
such as those in a platoon.

The CACC (P1) algorithm developed by Segata et al. [8]
is designed to maintain a constant inter-vehicle distance
using a CVS policy [21]. To achieve this, each vehicle relies
on speed and acceleration data from both preceding and
leading vehicles. The foundational design of this algorithm
is established by Rajamani et al. [22].

Ali et al. [13] introduced the Flatbed CACC algorithm.
Like P1, the Flatbed algorithm maintains a constant vehicle
spacing by using the CVS policy. This is achieved primarily
by relying on local radar to measure the distance and speed
of the preceding vehicle.

The Ploeg algorithm [23] employs a CTH control policy.
This algorithm mainly relies on speed and acceleration data
from the preceding vehicle. In the event of communica-
tion failures, the Ploeg algorithm allows vehicles to switch
seamlessly between CACC and ACC via a custom hardware
gateway. Hence, reliance on wireless communication net-
works is reduced.

Finally, Santini et al. [24] proposed a Consensus CACC
algorithm that is based on the CTH control policy. This is
implemented by getting position and speed information
from all vehicles in a platoon. The consensus algorithm
eliminates the need for a leader vehicle. Instead, each vehi-
cle collects data from all other vehicles for decision-making.

2.3 Barrage jamming

Barrage jamming attacks, also known as noise jamming,
are a major class of cyberattacks that can disrupt wireless
communication either partially or completely. These attacks
are relatively easy to execute, as the attacker continuously
transmits noise-like energy across the entire frequency
spectrum used by the communication channel [25].

One of the reasons for their effectiveness is that barrage
jamming requires minimal knowledge of the target system
beyond the basic protocol specifications, which are typi-
cally available in publicly accessible standardization docu-
ments. Relevant examples include IEEE 802.11p [26] and
C-V2X [27]. The goal of this attack is to degrade the quality
of the legitimate signal by lowering the signal-to-interfer-
ence-plus-noise ratio (SINR).

According to Lichtman et al. [28], barrage jamming can
be classified as time-uncorrelated and protocol-unaware.
This means that barrage jamming is uncorrelated in time
concerning the targeted signal and requires no detailed
information about the communication protocol. Hence, it is
easy to implement and execute. In contrast, nulling [29] or
cancellation attacks [30] are time correlated and protocol
aware, which makes it difficult for the attacker to design
and implement the attacks. Researchers have developed and
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deployed these jamming attacks, which we discuss in this
section.

Georgios et al. [31] evaluated the impact of barrage jam-
ming attacks of varying intensities on vehicle communica-
tion, considering scenarios with both stationary and moving
attackers. They proposed defense mechanisms, including
beamforming, GPS, and onboard sensors, to enhance vehi-
cle resilience against jamming attacks.

2.4 Jamming attacks on platoons

Several previous studies have investigated the conse-
quences of jamming attacks on platooning systems. Hu et
al. [32] studied the impact of jamming attacks on platoon
stability. They used software-defined radios to demonstrate
the feasibility of their attacks. Segata et al. [33] simulate
jamming attacks using the Plexe simulation framework
to demonstrate the effectiveness of fallback and recovery
mechanisms. These mechanisms mitigate the impact of
communication failures in cooperative driving applications.
Van der Heijden et al. [6] proposed a general attack model
to evaluate the resilience of three CACC algorithms imple-
mented in Plexe. These CACCs are P1, Ploeg, and Consen-
sus. Alipour-Fanid et al. [5] injected jamming attacks in an
IEEE 802.11p communication protocol simulation model
where the string stability and the safety of the CACC algo-
rithms are evaluated.

What distinguishes our work from the studies discussed
in this section is the way we model jamming attacks. We
developed a realistic barrage jamming attack model, in
which noise is injected at the physical layer of the commu-
nication system based on the IEEE 802.11p protocol. This
approach allows us to capture both symmetric and asym-
metric message losses, offering a more accurate representa-
tion of real-world communication losses.

Furthermore, to classify the outcomes, we base our anal-
ysis on collision incidents as well as the degree of vehicle
deceleration. Previous studies have used other evaluation
metrics such as distance variations or collision impact to
classify the outcomes [5, 6]. Our work also contributes to
validating the findings of these previous studies that evalu-
ated similar CACC applications. Additionally, by applying a
structured benchmarking framework, we ensure consistency
and comparability of results.

3 Security benchmarking

In general, the primary motivation for defining benchmarks
for computer-based systems is to provide a widely accepted
and clear procedure for evaluating or comparing system
implementations, components, or design solutions. When



Mobile Networks and Applications (2025) 30:356-368

359

it comes to basic concepts and main objectives, security
benchmarking is akin to the closely related field of depend-
ability benchmarking. In their work on dependability bench-
marking, Kanoun et al. [34] identified “the main dimensions
that are decisive for defining dependability benchmarks and
the way experimentation can be conducted in practice”.
These dimensions are (i) the target system and benchmark-
ing context, (i7) the measures to be evaluated, and (iii) the
experimental conditions. We believe that these dimensions
are also applicable to security benchmarking. Kanoun et
al. also give examples of properties that a benchmark must
achieve to be successful, such as repeatability (at least
in statistical terms), representativeness, portability, and
cost-effectiveness.

Since security benchmarking is a novel topic in the
context of CDA systems, we would like to emphasize that
our reference model for defining the security benchmarks
is intended as an initial contribution towards how security
benchmarks for assessing the jamming resilience of a CDA
system could be defined.

3.1 Reference model for defining security
benchmarks

This section describes our reference model for defining
security benchmarks for CDA applications. The reference
model’s intended goal is to serve as a framework for dis-
cussing and developing security benchmarks based on
attack simulation experiments. To this end, it assumes the
availability of a simulation framework that makes it pos-
sible to study the impact of security attacks on road vehicles
utilizing cooperative driving automation in various traffic
environments.

We define a benchmark as a series of tests that we denote
as a test campaign. Each test corresponds to exposing the
System Under Test (SUT) to an attack at a specific time
according to a given attack model. The benchmark is exe-
cuted through attack injection, which refers to the process of
deliberately subjecting the SUT to a specific attack.

Figure 1 illustrates the elements of the reference model
and their interconnections. Some elements contain design
information, such as data, knowledge, or specifications nec-
essary to define, develop, and execute a system, model, or
experiment. In contrast, other elements represent activities,
such as setting up and executing the test campaign and ana-
lyzing the data. Elements like the SUT, driving scenario,
and attack model have the design information. In contrast,
campaign setup, benchmark execution, and data analysis
involve activities that depend on information produced by
other elements. Lastly, system response (raw data) and pro-
cessed data elements store data.

The arrows indicate dependencies between elements,
showing which components require information from other
elements. Solid arrows represent primary relationships,
where the receiving element requires data and knowledge
from the source element. Dashed arrows denote secondary
relationships, where the receiving element only requires
knowledge of the source element.

We divide the benchmarking process into three phases:
campaign setup, benchmark execution, and data analysis.
The campaign setup defines a set of test cases, where each
test is based on the knowledge and data about the SUT, traf-
fic environment, driving scenario, and attack model.

The SUT setup involves several key activities that pro-
duce the information. These activities include (i) configur-
ing the SUT size that is determining whether the benchmark

Driving
Scenario

System Under
Test (SUT)
A A
Attack Model > Campeign
setup
A
Benchmark System
Execution Response
(Raw Data)
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Fig. 1 A reference model for defining security benchmarks
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applies to a single vehicle or multiple vehicles, (ii) select-
ing vehicle types such as cars, trucks, emergency vehicles,
etc., (iii) specifying the control algorithm used by each
vehicle such as ACC or CACC, (iv) setting control param-
eters such as engine characteristics, desired acceleration,
and headway distance.

The traffic environment setup consists of (i) configuring
road infrastructure, such as a single-lane or flat highway
with or without elevation changes or frictional effects, (ii)
including other traffic participants, such as oncoming traffic
or additional vehicles, and (iij) setting weather conditions
including fog, rain, snow, and sunlight.

The driving scenario setup includes (i) choosing a sce-
nario type that specify the nature of the driving, and (i)
defining driving patterns, which include setting acceleration
and deceleration profiles for vehicle(s).

The attack model represents the attack type used to eval-
uate the system’s resilience. Common cyberattacks include
barrage jamming, destructive interference (also known as
nulling or cancelation attacks), and deceptive jamming [35],
as well as spoofing and message falsification attacks [28].

Once all the reference model elements necessary for the
campaign setup are configured, the activities of the cam-
paign setup are carried out. These activities include: (i)
selecting the attack target that is specifying whether the
entire system or a subsystem is under attack, (ii) configuring
attack parameters such as defining attack start time, attack
duration, and attack value, and (iii) selecting the test execu-
tion method which include simulations with or without a
graphical user interface (GUI).

The second phase of defining the security benchmark is
benchmark execution. This phase represents the process of
executing the test campaign. Benchmark execution requires
an attack injection tool (attack injector) capable of launch-
ing attacks and recording the system’s response in a data
repository. This tool facilitates systematic and repeatable
testing, allowing system developers to assess vulnerabili-
ties, analyze the impact of cyberattacks, and devise miti-
gation strategies to enhance the system’s resilience against
cyberattacks. This phase also includes golden run simula-
tions and attack-free runs for baseline comparison. This
ensures a reference point for evaluating the impact of cyber-
attacks on the system.

Data analysis is the third phase of defining the security
benchmark. Data is first processed in this phase using eval-
uation metrics such as collisions and emergency braking.
Based on these metrics, the experimental results are clas-
sified into different categories such as non-effective, negli-
gible, benign, and severe. Note that the existing knowledge
about the driving scenario and its intended environment is
required for a complete and accurate data analysis.

@ Springer

Once the data analysis is completed and the processed
data is logged, quantitative benchmark measures are
obtained based on the evaluation metrics, e.g., number of
collisions or near collisions. The measures are then used to
evaluate the impact of security attacks on a CDA system.
These measures assess the system’s dependability, such as
availability, accuracy, resilience, and performance, such as
SPCT (SPECS in the presence of faults), THRf (throughput
in the presence of faults), and RTMf(response time in the
presence of faults) [36].

4 Security benchmarking of CACC
algorithms - a case study

In this section, we present an example of a simulation-
based security benchmarking approach to evaluate the
jamming resilience of four different CACC algorithms.
To perform this case study, we configured the experiments
according to the three phases of the benchmarking process
defined earlier: campaign setup, benchmark execution, and
data analysis.

4.1 Campaign setup

To set up the test campaign, the SUT, traffic environment,
driving scenario, and attack model must be determined.
These elements are defined below.

4.1.1 System under test (SUT)

We select a platoon of four identical vehicles as our SUT.
Each vehicle in a platoon is equipped with a CACC algo-
rithm to regulate speed and inter-vehicle distance. In our
case study, the security benchmark evaluates four CACC
algorithms: P1 2 [8], Flatbed [13], Ploeg [14], and Consen-
sus [24]. While P1 and Flatbed primarily rely on V2V com-
munication, Ploeg and Consensus utilize onboard sensors.
All algorithms are tested under ideal controller and engine
parameters for consistency [8].

4.1.2 Traffic environment

For the traffic environment, we consider a single-lane high-
way with no elevation changes or frictional effects. Addi-
tionally, no oncoming traffic or vehicles outside the platoon
ensures an isolated testing scenario. The ideal weather con-
ditions are considered, allowing us to focus on the impact of
jamming attacks on the platooning application.

2 This is the first CACC algorithm developed by Segata et al.
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4.1.3 Sinusoidal driving scenario

Our security benchmark uses a sinusoidal driving scenario,
available in Plexe. This scenario simulates an extreme
driving condition and is ideal for testing a platoon’s string
stability. In this scenario, we selected the vehicles to fol-
low a sinusoidal driving pattern on a highway where they
periodically accelerate and decelerate with a frequency of
0.2 Hz and an amplitude of 5.0 km/h. The lead vehicle’s
maximum speed is set to 100 km/h, which all the trailing
vehicles follow. The distance between the vehicles is set to
5 meters. The total simulation time for this scenario is set
to 45 s.

We selected this driving scenario because it effectively
captures dynamic highway driving, including acceleration
and deceleration phases. To further develop the security
benchmarking framework, exploring additional scenarios
that reflect real-world traffic conditions would be valuable
in the future.

4.1.4 Attack model

We selected a barrage jamming attack model to enable a
simple and constructive exchange of benchmark definitions
and results. We implement the model by manipulating the
noise power parameter originally used for Signal to Inter-
ference & Noise Ratio (SINR) calculation for the received
signal in the Veins simulation framework.

The noise power parameter is used to model the impact
of various sources of noise that can affect the received sig-
nal, such as channel and thermal noise. To this end, we use
three basic parameters for the attack model: attack start-
time, attack duration, and attack value. The attack start time
defines the time when the attack starts on the timeline of the
driving scenario. The attack duration defines the duration
of the active attack. The attack value defines the severity of
the attack, i.e., the amount of noise injected into the com-
munication channel.

Inline with some past work [12, 35], we selected 13 attack
start times from 17.0 s to 21.9 s with a step size 0of 0.4 s to
configure the attacks. We conducted attack simulations with
11 different attack durations for each attack start time. We
vary the attack value from 0.04 to 1 x 10~> mW, in steps of
0.04 x 1075 mW, resulting in 25 experiments. We selected
this range of attack values as we conducted tests that showed
little or no difference in the results obtained for noise signal
power values above 1 x 1075 mW. In total, we performed
3575 attack simulations for the sinusoidal scenario for each
CACC algorithm that we evaluated.

Our attack model simultaneously affects the sending and
receiving capabilities of all vehicles in a platoon. However,
the effect of this noise differs among the vehicles due to

variations in legitimate signal strength, which is influenced
by the distance from each vehicle to the lead vehicle. As a
result, the noise can lead to asymmetrical message losses.
Asymmetric message losses refer to an unequal loss of
messages across different vehicles. The distance between
each vehicle and the platoon leader varies, leading to dif-
ferences in how effectively the jamming noise disrupts
communication.

4.2 Benchmark execution

For benchmark execution, we use ComFASE [7]. It is an
open-source simulation-based fault and attack injection
tool built on top of Veins, a network simulation frame-
work [9]. The simulation frameworks that are utilized by
the ComFASE simulation environment are (i) OMNeT++
v. 5.6.2 [10], (ii) Veins v. 5.1 to simulate the V2V commu-
nication [9], (iiij) SUMO v. 1.9.2 to design, simulate traffic,
and study traffic behavior [11] and (iv) Plexe v. 3.0a2 that
enables realistic platooning application simulation [8].
ComFASE injects attacks on the IEEE 802.11p physi-
cal layer model in Veins. Moreover, various types of jam-
ming attacks can be modeled in ComFASE, such as delay
attacks, denial-of-service (DoS) attacks [7], barrage jam-
ming, deceptive jamming, and destructive interference [35].

4.3 Data analysis

Finally, for data analysis, we use the raw data collected
from the SUMO environment. This includes vehicle speed,
acceleration, deceleration, and collision occurrences, which
are used to classify the results and perform data analysis.

To analyze the impact of jamming attacks on vehicles,
we focus on two critical parameters extracted from the raw
data: vehicle deceleration and collision incidents. These
parameters are essential for categorizing the outcomes and
offer valuable insights into vehicle string stability and safety
under the influence of jamming attacks. Deviations in the
acceleration signal indicate potential compromises or deg-
radation in control mechanisms, while collision incidents
directly measure the severity of system failures caused by
the attack.

4.3.1 Evaluation metrics

To classify the outcomes of the simulations, we define
four outcome categories based on the vehicles’ decelera-
tion profiles and the occurrence of collision events. These
four categories are: Non-effective: the deceleration profiles
of the vehicles in an attack simulation run are identical to
those observed in the golden (attack-free) run. Negligible:
the recorded maximum deceleration of the vehicles in the
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attack simulation run (RM D g444c1) is less than or equal
to the recorded maximum deceleration in the golden run
(RMDgolden)-

The, RMD go14en is set to be 1.53 m/s2 for our tar-
get scenario. Benign: the RM D 4441 is greater than the
RMD go14en and less than or equal to the ‘maximum com-
fortable braking’ value that is set to 5.0 m/s2. Severe: a col-
lision has occurred or the RM D 441qck 1s greater than the
‘maximum comfortable braking’.

5 Experimental results

In this section, we present the results of the simulation runs
obtained for the case study presented in Section 4. We con-
ducted 3575 simulation runs per test campaign to evaluate
each CACC algorithm. We divide the outcomes of the attack
simulations into four categories: non-effective, negligible,
benign, and severe (see Section 4.3.1). Severe outcomes
represent simulations resulting in collisions or emergency
braking, while the other categories represent no to less sig-
nificant consequences. In this section, we focus the analysis
on severe outcomes as they correspond to the system’s lack
of resilience.

The simulation results are presented by illustrating the
impact of attack duration as well as start time across all
simulations. Note that the classified results for each attack
duration account for all attack start times and noise values.
Likewise, the classified results for each attack start time
include all attack durations and noise values.

5.1 P1simulation results
5.1.1 Attack duration

In Fig. 3a, we see that for the P1 algorithm, the most preva-
lent outcome categories are severe outcomes (red bars) and
benign outcomes (orange bars). Examining the severe out-
comes, which account for 1475 (41.3%) out of total simula-
tions, we observe an increasing trend as the attack duration
extends. However, beyond 4 seconds, the number of severe
outcomes stabilizes, showing minimal variation for each
attack duration.

The second-largest category of outcomes is benign
outcomes (orange bars), which includes cases where the
deceleration values lie between 1.53 m/s? and 5.0 m/s>.
We observe an increasing trend for benign outcomes as the
attack duration extends, reaching its peak at 3 seconds.
Beyond this point, benign outcomes remain relatively stable
across different attack durations.

Negligible outcomes (blue bars) account for 366 (10.2%)
of the total outcomes. These outcomes are more prevalent
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for short attacks lasting less than 4 seconds. Non-effective
outcomes (green bars) comprise approximately 143 (4%) of
the total outcomes, and their distribution remains relatively
consistent across all attack durations.

5.1.2 Attack start-time

We examine the impact of the attack start times on the out-
come distributions, as illustrated in Fig 3b. The outcome
presented in this figure strongly correlate to the acceleration
and deceleration profiles of the driving scenario as shown in
Fig. 2. The start times range from 17.0 s to 21.8 s, where
the intervals 17.0 s to 17.4 s, and 20.2 s to 21.8 s repre-
sent acceleration periods, while the interval from 17.6 s to
20.0 s represents a deceleration period. Figure 3b shows
that severe outcomes dominate when the attack start times
coincide with an acceleration period, as indicated by the
dark red curve.

In contrast, attacks initiated during the deceleration
period predominately result in benign outcomes (orange
curve), representing around 80% of the outcomes for the
attacks initiated during this period. Furthermore, the negli-
gible outcomes (blue curve) account for around 60% of the
attacks initiated during the deceleration period.

Overall, less than 10% of the attacks result in non-effec-
tive outcomes (green curve). Interestingly, these outcomes
are evenly distributed across all attack start times; hence,
their percentage appears independent of the acceleration
and deceleration periods.

The design of the P1 algorithm explains the vulnerabil-
ity of the platooning system against jamming attacks during
acceleration periods. When utilizing this controller, the lead
vehicle periodically sends acceleration and deceleration
commands to the trailing vehicles. If a vehicle loses com-
munication, it will continue accelerating, decelerating, or
keeping a constant speed according to the last received com-
mand. Consequently, if a jamming attack begins to block the
communication channel during an acceleration period, the
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Fig. 3 Outcome distribution for jamming attacks on vehicles equipped
with the P1 algorithm

affected vehicles will continue to accelerate until the jam-
ming attack ceases and the vehicles receive a deceleration or
constant speed command from the lead vehicle.

5.2 Flatbed simulation results
5.2.1 Attack duration

Figure 4a illustrates the distribution of outcomes with
respect to attack duration. The most prevalent categories
evident in this figure are severe outcomes, which include
severe braking (red bars), accounting for 526 (14.7%)
of total outcomes, and severe collision (dark red bars),
accounting for 1238 (34.6%). Given their impact, we have
chosen to focus our analysis on these severe outcomes, as
they are of utmost importance.

We observe that the severe collisions increase as the
attack duration extends. The number of severe outcomes
does not change much for each attack duration lon-
ger than 4 seconds. Notably, severe collisions dominate
as the attack duration increases, indicating a higher risk
of catastrophic failures for prolonged jamming attacks.
This figure also shows that among severe outcomes,
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Fig.4 Outcome distribution for jamming attacks on vehicles equipped
with the Flatbed algorithm

severe braking is dominant for shorter attack durations of
less than 4 seconds. Benign outcomes account for 1530
(42.8%) outcomes where the system remains functional
despite the attack. Negligible outcomes (blue bars), which
total 281 (7.9%), are more significant for an attack dura-
tion of 1 second.

The Flatbed algorithm demonstrates slightly better resil-
ience against barrage jamming attacks compared to the
P1 algorithm. In the P1 algorithm, no severe braking is
observed, meaning that when a vehicle loses communica-
tion, it does not attempt to brake to avoid a collision. In
contrast, vehicles using the Flatbed algorithm attempt to
mitigate severity when they come too close to each other.
The algorithm successfully avoids collisions in only 14.7%
of the total simulation runs.

5.2.2 Attack start-time
We now examine the impact of the attack start times on

the outcome distributions, as illustrated in Fig. 4b. Simi-
lar to P1, the data depicted in this figure also correlate to
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the acceleration and deceleration profiles of the driving
scenario (see Fig. 2). Moreover, Fig. 4b shows that severe
outcomes dominate when the attack start times coincide
with an acceleration period, as indicated by the red curve.
In contrast, attacks initiated during the deceleration period
predominately result in benign outcomes (orange curve).
The negligible outcomes (blue curve) are slightly more in
the acceleration period.

5.3 Ploeg simulation results

Figure 5 shows the distribution of outcomes for attack
duration. The observed outcomes include benign, negli-
gible, and severe braking. The most common outcome is
benign (represented by orange bars), accounting for 2840
simulations (79.4%). Negligible outcomes account for 711
simulations (19.9%), while severe braking was observed in
just 9 simulations, all occurring for attack durations longer
than 8 seconds.

The Ploeg algorithm outperforms both P1 and Flatbed.
Despite a few severe braking incidents occurring at longer
attack durations, it experiences no collisions across any
attack duration. This superior performance is due to the
algorithm’s robust design, which makes it more resilient to
jamming attacks. The Ploeg algorithm enables the vehicles
to maintain safe inter-vehicle distances, even at high speeds.
By utilizing wireless communication and fallback mecha-
nisms, the algorithm enhances the safety of the vehicles and
string stability of the platoon under attack.

We exclude the figure showing the results of Ploeg for
attack start-times, as the majority of the outcome is not
severe. We observe that the attack start time has minimal
impact on the outcome, with only benign (79.5%) and
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Fig. 5 Outcome distribution w.r.t. the attack duration where vehicles
are equipped with the Ploeg algorithm
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negligible (19.8%) results. Only a few emergency brak-
ing events (0.25%) are observed when the attack dura-
tion exceeds 8 seconds. This outcome is closely tied to
the design of the CACC algorithm. The Ploeg algorithm
enhances resilience by utilizing onboard vehicle sensors
and inter-vehicle communication to maintain platoon speed
and string stability. Additionally, it incorporates a fallback
mechanism to mitigate system failures. These features col-
lectively make the Ploeg algorithm more resistant to jam-
ming attacks.

5.4 Consensus simulation results

The consensus algorithm proved to be the best CACC algo-
rithm among those evaluated using our security benchmark-
ing approach, where all elements of the framework were
kept constant. In Fig. 6, we observe no severe or negligible
outcomes. Most outcomes are benign, accounting for 3551
(99.3%) simulation runs. We exclude the figure showing the
results of Consesus for attack start-times, as the majority of
the outcome are benign.

The jamming resilience of the consensus algorithm is
due to the fact that it employs a distributed control strat-
egy where each vehicle communicates with its neighbors
to reach a consensus on the desired speed and inter-vehicle
distance. This distributed approach makes the system less
vulnerable to single-point failures caused by cyberattacks.
The algorithm also allows reconfiguring the control topol-
ogy based on the network status, enabling it to adapt to
communication losses caused by jamming attacks. Addi-
tionally, this algorithm compensates for outdated informa-
tion caused by network delays, mitigating the impact of
jamming attacks.
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Fig. 6 Outcome distribution w.r.t. the attack duration where vehicles
equipped with the Consensus algorithm
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6 Discussions
6.1 Jamming resilience of CACC algorithms

Table 1 presents a summary of benchmark measures evalu-
ating the jamming resilience of the four CACC algorithms
with respect to the severe outcomes. The results indicate that
the Consensus algorithm demonstrates the highest resilience
against barrage jamming attacks, followed by Ploeg, which
also exhibits strong resistance. In contrast, Flatbed and P1
are highly vulnerable to jamming attacks. These findings
are consistent with those reported in previous studies [5—7,
35], which also highlight the resilience of CACC algorithms
under varying communication failures.

The high resilience of the Consensus algorithm is its
reliance on onboard sensors for maintaining inter-vehicle
distance. Unlike other CACC algorithms, such as P1 and
Flatbed, which depend solely on sensor data from the lead
or preceding vehicles, the Consensus algorithm enables each
vehicle to collect position and speed information from all
other vehicles. This redundancy allows vehicles to verify and
cross-check received data, making the system less vulnera-
ble to isolated communication losses or corrupted messages.

The main limitation of the Consensus algorithm is that
it reduces traffic density, as it requires larger inter-vehicle
spacing to maintain safety when relying heavily on onboard
sensors. These sensors could also be vulnerable to faults.
In contrast, CACC algorithms that primarily rely on inter-
vehicle communication can maintain shorter spacing and
are more vulnerable to jamming attacks. However, they are
less affected by individual sensor faults and errors due to
their dependence on V2V communication data.

Overall, a CACC algorithm that combines V2V commu-
nication, onboard sensing, and robust fallback mechanisms
offers improved control, safety, and security under jamming
attacks.

6.2 Usefulness of our reference model

We propose a reference model for defining security bench-
marks for CDA systems. This model offers a clear overview

Table 1 Summary of the Benchmark Measures w.r.t Severe Outcomes

of the essential components and their interconnections,
enabling a systematic approach to designing, executing, and
analyzing tests to evaluate the impact of cyberattacks on the
safety of CDA systems.

Our proposed reference model is designed to be flex-
ible. It supports the detailed evaluation and analysis of a
single CACC algorithm under various driving scenarios and
cyberattacks, as demonstrated in our previous work [12].
In addition, it enables the comparison of multiple CACC
implementations under consistent and repeatable testing
conditions. This includes using the same driving scenario
and attack model with identical attack parameters, as dem-
onstrated in the current study.

Our reference model is flexible due to its modularity.
Users can take advantage of the scenario-based testing
methodology [37], can select specific attack types [28, 35]
that meet their evaluation goals, apply appropriate evalu-
ation metrics [5, 12] for the classification and analysis of
results, and customize tests to assess the jamming resistance
of the CACC algorithms in a repeatable and systematic way.

6.3 Threats to validity
6.3.1 Internal validity

Internal validity can be defined as the degree of confidence
that the experimental design parameters are relevant and
produce meaningful results.

In our benchmarking framework, the key experimental
design parameters to evaluate a system under test include:
(i) the test environment and its parameters, (i) the driving
scenario and its parameters, and (iii) the attack model and
its parameters. Inaccurate or inappropriate choices of these
parameters or their values would compromise the internal
validity, making the results unreliable.

6.3.2 External validity
External validity can be defined as the extent to which

results from an experimental study can be applied to other
situations.

Scenario Type Attack Type Injection Mechanism

Target Parameter SUT Severe Outcomes

Sinusoidal Driving
energy across

the entire frequency spectrum utilized for
inter-vehicle communication [28]

Barrage Jamming The jammer continuously emits noise

Noise signal P1 1475 (41.3%)
power [9]
Flatbed 1764 (49.3%)
Ploeg 9 (0.3%)

Consensus 0
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The platooning application we evaluated involves four
CACC algorithms, a sinusoidal scenario, a wireless channel
model, and the barrage jamming attack model. Altering any
of these potentially yields different outcomes. For example,
employing other wireless channel models, such as two-way
interference, or scenarios like constant-speed platooning,
could yield different results.

7 Summary and future work

The security benchmarking of CDA systems is crucial for
characterizing their behavior in the presence of cyberat-
tacks. This work introduces a reference model for defining
security benchmarks aimed at evaluating the jamming resil-
ience of CDA systems. The model is structured into three
main phases: campaign setup, benchmark execution, and
data analysis.

To demonstrate the effectiveness of our proposed security
benchmark, we conducted a case study using a sinusoidal
driving scenario to evaluate the resilience of four different
CACC algorithms (P1, Flatbed, Ploeg, and Consensus) to
barrage jamming attacks. We analyze the impact of attack
duration and attack start-time on the safety of these algo-
rithms. A simulation-based test environment comprising
Plexe, Veins, and SUMO simulation frameworks is utilized
for evaluation.

The experimental results indicate that algorithms that
rely primarily on external communication without fallback
mechanisms, such as P1, are more vulnerable to jamming
attacks. In contrast, algorithms that use vehicle sensors on
board, external communication, and fallback mechanisms,
such as Ploeg and Consensus, demonstrate greater resilience
to barrage jamming attacks.

The experimental results reveal that attack start time
influences the likelihood of collisions. In fact, barrage jam-
ming is more effective when initiated during the accelera-
tion period of a driving scenario. Moreover, the duration of
the attack also plays a crucial role in increasing collision
probability. However, beyond a certain threshold (approxi-
mately 4 seconds in our experiments), extending the attack
duration does not lead to a significant rise in the number of
severe outcomes.

As part of our future work, we plan to investigate the
impact of varying attack values on the jamming resilience
of CACC algorithms. The attack value is a key parameter of
the jamming attack that determines the intensity of the jam-
ming signal. It can significantly influence the safety and sta-
bility of CACC algorithm under attack. Moreover, as part of
our future work, we intend to further validate our proposed
benchmarking framework by evaluating CACC algorithms

@ Springer

across a broader range of driving scenarios and traffic envi-
ronments. In particular, we aim to incorporate a more real-
istic wireless channel model, such as two-ray interference
model [38]. Another potential future direction is to imple-
ment a real-world barrage jamming attack to validate the
simulation attack model.
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