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ABSTRACT
As road vehicles are increasingly defined by their software capabilities and connected service

infrastructure, it has become widely accepted that cybersecurity is vital to keep road users and their
environment safe and secure. Failures of vehicular cybersecurity can lead to loss of life, severe
injuries, financial losses and breaches of privacy.

Automotive system development faces several challenges, including long development lead
times and system life-times, highly heterogeneous hardware, multi-tiered supply chains and legal,
safety and real-time requirements. These challenges frame the available design choices. An
effective cybersecurity concept must be rooted in a thorough understanding of the risks associated
with connected vehicles. Furthermore, efficient processes are essential for responding to newly
discovered vulnerabilities and incidents. This thesis aims to deepen our understanding of these
issues through three primary objectives: (1) to explore the systematization of threat analysis and risk
assessment to facilitate cybersecurity requirements engineering, (2) to examine how cybersecurity
engineering processes can be implemented to address cybersecurity issues effectively, and (3) to
analyze the influence of automotive technology on the design of cybersecurity measures.

The first part of this thesis focuses on risk assessment and standardization by (a) developing
a risk assessment methodology which influenced ISO/SAE 21434, an automotive cybersecurity
engineering standard, (b) updating the risk assessment methodology to fully align with the standard,
and (c) critically analyzing ISO/SAE 21434 to identify conceptual weaknesses, while proposing
improvements to its threat analysis and risk assessment framework, and vulnerability and incident
handling processes. The second part focuses on the design and implementation of risk mitigation
measures by examining (i) common automotive cybersecurity design issues, (ii) memory exploita-
tion and protection techniques for resource-constrained electronic control units, (iii) the impact
of the CAN bus’s technical constraints on authentication protocols and (iv) the potential of 5G
telecommunication technology to strengthen security in vehicle-to-everything communication.

Keywords: Automotive Cybersecurity, Automotive Risk Assessment, ISO/SAE 21434, In-Vehicle Network, CAN

authentication, Memory Protection, V2X Security, Vulnerability Management, Incident Handling
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Part I

Thesis overview





Introduction

"Cars are just computers with four wheels and an engine. It’s no surprise that the software is

vulnerable, and that everything is connected."

– Bruce Schneier,
December 2022

As technology continues to advance — becoming smaller, faster and more energy efficient —
a growing number of devices and machines, including vehicles and their environments, are being
connected. Modern drivers expect their vehicles to provide time-efficient routes, real-time updates
on traffic and weather, and access to news and entertainment. Seamless smart-phone integration is
a given [93], as are advanced driver-assistance systems (ADAS) like traffic sign recognition and
hazard detection [27, 73], while intelligent transportation systems (ITS) optimize traffic safety
and flow. These advancements demand high connectivity and increase system complexity [93]
through the use of emerging technologies such as artificial intelligence and the growing use of
sensors and actuators for environmental interaction. These innovations, however, bring heightened
cybersecurity risks [15, 52, 77, 93], which we explore in this thesis.

It may be noteworthy that cybersecurity is distinct from safety. While the goals of cyberse-
curity and safety are the same, namely the protection of the system and the humans operating
in the system’s environment, their underlying fault model is different: cybersecurity is generally
concerned with protection against intentional malicious manipulation, whereas safety is primarily
concerned with protection against random faults [5, 33, 78].

Thesis structure. Part I introduces the overall challenges addressed in this thesis and places the
work in its context. In section 1, we present the motivation for the thesis, including the challenges
of automotive system development, the need for cybersecurity, and the knowledge gap regarding
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automotive cybersecurity. In section 2, the necessary background is introduced, including the legal
context, standardization, the automotive life-cycle, and automotive technology with a focus on
electronic control units and communication systems. In section 3, we outline the objectives of
the thesis, the research questions that have driven the work and how the different papers address
the research questions. In section 4, we present the problem statement and contributions for each
paper. In section 5, we provide a brief summary of our contributions and concluding remarks.

Parts II and III contain the papers which constitute the main part of this thesis: In part II, we
address aspects of risk assessment and standardization, covering papers A to C, and in part III, we
investigate automotive cybersecurity measures, covering papers D to G.

1 Motivation

Automotive systems, as almost all embedded systems, were traditionally designed without cyberse-
curity concerns in mind. One obvious reason is that when electronic control units (ECUs) first
started to appear in vehicle design over 40 years ago, they had no or very limited connectivity and
cybersecurity was of little concern in general [52, 85]. In the 1990s, ECUs started to supplant me-
chanical controls in vehicle functions and the in-vehicle network grew in complexity [52, 83, 85].
At this point, it may have been prudent to start considering cybersecurity, but in the early 2000s
when the first research papers started to appear on the topic, most vehicles still had no protection
against malicious manipulation [53, 62, 103]. Consequently, it became clear that more research on
this topic was needed in order to understand the risks involved, as well as to propose strategies and
processes to protect vehicles against malicious manipulation [15, 52, 103].

1.1 Challenges in automotive system development

The automotive industry faces challenges that set it apart from many other industries and which
make software development and cybersecurity difficult. Some of these challenges are shared
across embedded systems industries, while others are specific to the transportation sector and the
automotive industry in particular. In the context of this work, the most important challenges that
automotive systems face are:

• Long product life-times (10 - 20 years). This implies that chosen cybersecurity measures
must work for up to 20 years. New hardware and software vulnerabilities are found regularly,
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1. Motivation

Figure 1: Automotive supplier relationships

which necessitates secure software updates so the vulnerabilities can be addressed in a timely
manner [19, 23].

• Long development lead times (~5 years), and thus slow adoption of new technology [24].
Old electronic control units (ECUs) that do not support remote software updates are replaced
slowly so that remote software updates are still not available for every piece of software in a
vehicle since.

• High cost pressure to stay competitive with small profit margins [8, 9], in particular for
passenger cars. This leads to resource-constrained systems that are minimal and efficient.
Automotive systems used to be highly heterogeneous with specifically tailored hardware of
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different processor architectures which only had as much computing power and memory
as absolutely necessary. A more recent trend is to reduce the number of physical ECUs by
replacing them with virtual ECUs that run on more powerful hardware, but there is still a
strong need for efficiency due to market pressures.

• Energy efficiency requirements to save fuel and electricity, avoid cooling problems and
stay competitive [16].

• Different legal requirements across regions that vehicle manufacturers must conform to in
order to maintain access to those markets [23, 63, 81].

• Low latency real-time requirements and performance demands, alongside high reliability
and safety requirements.

• Multi-tiered supply chains with dozens or hundreds of suppliers. Vehicles have thousands
of physical and digital components, and many companies are involved in producing and
assembling them [13, 14]. Not only are there many different suppliers for components,
there are also multiple tiers to the supply chain [70, 72] (cf. figure 1). Tier 1 suppliers sell
directly to the vehicle manufacturer, whereas tier 2 suppliers produce parts that are sold to
tier 1 or other tier 2 suppliers. Tier 3 suppliers are typically considered to be the suppliers
of the raw materials for the parts. For example, a vehicle manufacturer might purchase a
complete braking subsystem from a tier-1 supplier. That supplier may, in turn, procure some
of the ECUs from a tier-2 supplier, who might further source components, such as specific
hardware or software, from other tier-2 or tier-3 suppliers.

From a security point of view, this layered complexity introduces several technical and
organizational challenges [9, 90]. During the development phase, security requirements
need to be clearly communicated to all involved parties, which has the potential for misun-
derstandings and misaligned responsibilities [90]. Furthermore, security risks need to be
adequately assessed, but each of the companies may only have a partial system view, and dif-
ferent concerns such as intellectual property and confidentiality concerns may hinder a clear,
unimpeded information exchange on the topic. Similarly, if a vulnerability is discovered
during the operational phase, it is important that the details are communicated to all relevant
parties. Moreover, there must be clear responsibility for addressing the vulnerability, along
with a defined timeline for its resolution [17, 45].
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1. Motivation

These challenges indicate why many of the cybersecurity solutions from the IT domain are not
directly applicable in an automotive setting. It is necessary to first understand the automotive
context in which the solutions are to be applied, and then to adapt the cybersecurity solutions to
the concrete context.

1.2 The need for automotive cybersecurity

Several factors have contributed to the sharp rise in importance of cybersecurity in the automotive
industry over the last two decades. One of the factors is that many automotive systems have
transitioned from being mechanical or analog to digital, including safety-critical functions such
as steering and braking [24]. This lowers production costs, simplifies maintenance and enables
advanced signal processing on relatively simple hardware. However, it also enables malicious
manipulation since most functions are configurable and controlled by software [11, 15, 52, 97].

Another factor for the increased interest in cybersecurity is that there is a larger trend in society
and across all industries to interconnect devices to enable new types of services. The automotive
industry is no exception: vehicles connect to cloud services, for instance for remote diagnostics and
remote software updates [49, 50, 51], and user expectations are that devices, such as smartphones,
integrate seamlessly into the vehicle [93]. As a consequence, attackers have a significantly larger
attack surface [15], and the need for cybersecurity rises [15, 52, 77, 93].

Moreover, intelligent transport systems (ITS) are being developed in an effort to increase
road safety and traffic flow and they introduce completely new communication channels such
as vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication [20]. This, in
turn, poses risks if the communication infrastructure and participating systems are not sufficiently
protected [76].

Over the last 20 years, attacks on automotive systems have been demonstrated in theory
and practice (cf. fig. 2). In 2004, Wolf et al. [103] were among the first to discuss the lack of
cybersecurity features in vehicular networks in a scientific context. Larson and Nilsson highlighted
several cybersecurity issues, such as threats emanating from wireless networks in cars [53], and
they simulated attacks on the CAN bus [74]. Nilsson et al. [75] conducted similar simulations on
the FlexRay bus, and Larson et al. [54] also offered pioneering insights into the potential application
of Intrusion Detection Systems (IDS) in vehicular networks. In 2010, Koscher et al. [52] provided
an experimental analysis of a vehicular network, and demonstrated practically that once an attacker
gains access to the in-vehicle network (for instance via the On-Board Diagnostics, OBD, port),
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Figure 2: A timeline of selected pioneering research on automotive cybersecurity

it is easy to disrupt and manipulate the vehicle’s operations. However, the attacks demonstrated
by Koscher et al. still require physical access, which is why Checkoway et al. [15] investigated a
vehicle’s external attack surfaces to find that many of the communication channels are unprotected.
In 2013, Miller and Valasek [97] presented a media effective hack of a Ford Escape and a Toyota
Prius via the OBD port. Since then, they have presented new vehicle related cybersecurity issues
several years in a row: in 2015, they hacked a Jeep Cherokee remotely with a reporter in it [68].
As a result, public awareness that cybersecurity is needed has risen steadily, and customers start to
demand basic cybersecurity and privacy features in vehicles [93].

1.3 The knowledge gap

As previous research has demonstrated, cybersecurity is essential to safeguard automotive systems
from malicious manipulation. However, determining the appropriate level of protection requires a
thorough understanding of the risks. This enables prioritization, mitigation of the most significant
threats, and identification of a threshold where further efforts no longer justify the returns. Addi-
tionally, risk assessment helps pinpoint risks that require ongoing monitoring for potential changes.
When the research presented in this thesis began in 2013, a flexible framework for automotive risk
assessment was still missing.
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2. Background

Some of automotive industry’s unique challenges, such as real-time requirements, cost con-
straints and specialized hardware, demand the use of technologies decidedly different from those
in modern information technology. Therefore, to effectively mitigate identified risks, it is crucial
to understand how current automotive technologies affect the implementation of cybersecurity
measures, and how emerging technologies can be used to their best effect.

Although risk mitigation is important, it is equally valuable to plan for cybersecurity issues
such as vulnerability discovery and incident management to ensure operational security and safety.
Achieving this requires well-defined and efficient processes—an area that remains underexplored
in the context of the automotive industry.

Therefore, the work presented in this thesis is primarily motivated by the need for:

1. Understanding cybersecurity risks of connected vehicles.

2. Effective mitigation of these identified cybersecurity risks by implementing

(a) cybersecurity measures and

(b) efficient cybersecurity processes to respond to discovered vulnerabilities and incidents.

2 Background

To gain deeper insight into the needs described in section 1.3 above, this section introduces the
legal context and key standards, alongside the automotive life-cycle and technology that shape the
implementation of effective cybersecurity measures.

2.1 Legal context, standardization and the automotive life-cycle

As a recent addendum to the 1958 "Agreement Concerning the Adoption of Harmonized Technical
United Nations Regulations for Wheeled Vehicles, Equipment and Parts [...]"2 [95], UNECE

Regulation 155 (UNR 155) [96] requires vehicle manufacturers to fulfill certain cybersecurity
requirements in order to get type approval for new vehicles. Among others, these cybersecurity
requirements include:

• A documented cybersecurity risk assessment for the entire vehicle and supply-chain

2see the citation for the full title

9



• Implementation of appropriate cybersecurity measures

• The capability to detect and respond to possible cybersecurity attacks

• Log data to support the detection of cyber-attacks and to provide data forensic capability for
cyber-attack analysis

UNR 155 is in full effect since July 2024 and is binding in at least 54 countries, including all
countries in the European Union (EU), Japan, Australia and the Korean Republic. In other words,
all major vehicle manufacturers are required to follow UNR 155 if they want to stay competitive
in the global market. Note also that the supply-chain is explicitly included, so although the
legal requirements only apply to the vehicle manufacturers, they in turn must push cybersecurity
requirements to their suppliers to get type approval in accordance with the 1958 agreement.

Many industries that use embedded systems, in particular in domains with safety-critical
applications, have similar legislation already in place. In the EU, the Medical Device Regulation

2017/745 [25] and the In-Vitro Medical Device Regulation 2017/746 [26] mandate cybersecurity
for certain types of medical devices, as does section 524B of the Food, Drug and Cosmetics act in
the USA. The Machinery Regulation 2023/1230 [29] recently adopted in the EU, which specifies
essential health and safety requirements for machinery products, also introduces requirements on
cybersecurity. Certain types of embedded systems can also fall under EU directive 2022/2555 [28]
on measures for a high common level of cybersecurity across the Union (NIS2), which man-
dates cybersecurity for critical entities that provide essential services, such as those in banking,
transportation, energy and other critical sectors. Even more broadly, Cyber Resilience Act, EU

regulation 2024/2847 [30], which entered into force in December 2024, mandates cybersecurity
for all products with digital components. In other words, cybersecurity is no longer optional and
heavy fines await companies that do not fulfill the legislative cybersecurity requirements.

The two most influential automotive cybersecurity standards are SAE J3061 and ISO/SAE 21434.
In 2016, the SAE International Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

J3061 [84] became the first international standard on automotive cybersecurity. This SAE stan-
dard includes an appendix with exemplary risk assessment methods, and one of those is the risk
assessment framework presented in paper A, known as the HEAVENS model [1, 42]. SAE J3061
had the crucial role of introducing a larger audience in the automotive domain to cybersecurity
engineering, and in 2021 it was superseded by the joint ISO/SAE standard ISO/SAE 21434 – Road

Vehicles – Cybersecurity Engineering [46]. It describes an overall framework for cybersecurity
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2. Background

engineering, with particular emphasis on threat analysis and risk assessment, and it specifies which
work products need to be developed for specific life-cycle phases. Since its initial publication,
ISO/SAE 21434 has seen rapid and broad adoption, in large part due to UNECE Regulation 155.
Several publications discuss specific aspects of the implications of the ISO/SAE standard and UNR
155, for example Macher et al. [60], Schmittner et al. [88], Gierl, Kristen and Sax [35], Constantino,
De Vincenzi, and Matteucci [18], and Greiner et al. [36]. In addition to the HEAVENS model,
we also contribute by extending it to fit the requirements in ISO/SAE 21434 in paper B, and by
analyzing the standard for potential improvements in paper C.

The automotive life-cycle is an important concept to structure the various life-cycle phases of a
vehicle. Different standards and research publications provide slightly different descriptions of the
automotive life-cycle, but since the automotive cybersecurity engineering standard ISO/SAE 21434
is directly relevant for this thesis and features prominently in part II, we present the life-cycle
described there. The main life-cycle phases are concept phase, product development phase and
post development phases, with the post-development phases consisting further of production,
operations, maintenance and decommissioning. Understanding these automotive life-cycle phases
is necessary for the context of part II, specifically papers A, B and C. In the following sub-sections,
we describe the concept phase, the product development phase and the post-development phases in
some more detail.

Concept and product development

On a high level, the concept phase in ISO/SAE 21434 includes the creation of an item definition, a
threat analysis and risk assessment (TARA) and a cybersecurity concept, i.e., system requirements
for technical and operational controls to mitigate the identified cybersecurity risks. The item
definition is a system definition that provides an understanding of the planned functionality, the
environment, how the system interacts with its environment and a preliminary architecture.

For threat analysis and risk assessment, the standard defines a framework that follows the
workflow depicted in figure 3. Note that the framework only defines the activities that must be
completed for the TARA, but the methodology to achieve the required results is almost entirely
left to the implementer, although the standard includes a few mandatory aspects and some rec-
ommendations. The benefits of systematization of threat analysis and risk assessment are further
explored in RQ1 (cf. the thesis objectives in section 3), and a detailed description of each step of
the ISO/SAE 21434 TARA framework can be found in paper B.
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Figure 3: TARA workflow indirectly defined in ISO/SAE 21434
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Risk assessment is an essential tool to guide and accompany the development process: An
estimated risk rating of a threat helps to determine which threats require cybersecurity measures
to mitigate the risk and how stringently the measure must be implemented and verified. Risk is
commonly estimated to be the product or a combination of the likelihood and the impact of the
threat [43]. There are many risk assessment frameworks, but few were developed specifically for the
automotive industry, which was the motivation for paper A. For additional background on different
risk assessment frameworks refer to the related work of papers A and B (A.2 and B.6). While
paper A describes a risk assessment methodology that predates and has influenced ISO/SAE 21434,
paper B aligns the methodology with the standard, and paper C proposes modifications to improve
the risk assessment framework in the standard.

An important outcome of the TARA are so called cybersecurity goals, which are high-level
system requirements, and if appropriate, these goals can be broken down into specific technical and
operational cybersecurity requirements. These define the cybersecurity measures that mitigate the
corresponding risks, and cybersecurity measures are discussed in part III of this thesis. The goals,
requirements and measures are described in the cybersecurity concept, including an allocation of
measures to components.

The product development phase includes activities for design, integration and verification

and cybersecurity validation, with implementation being covered implicitly. During product
development, the risk assessment needs to be updated regularly. RQ3 (cf. section 3) investigates
how automotive technology influences the implementation of cybersecurity controls, which is
further explored in part III and papers D, E, F, and G.

Post-development: production, operations, maintenance and decommissioning

In the post-development phase, production concerns the actual product assembly, including hard-
ware and software installation and configuration. The provisioning of cryptographic keys and
certificates happens in production, and it is therefore critical that the cybersecurity requirements
are clearly specified in the production control plan and that all involved parties have committed
to uphold them. These often include requirements on the production process itself to ensure the
integrity of the root of trust and cryptographic materials.

During operations and maintenance, the main concerns are secure updates and incident
response. For effective and efficient incident response, plans for cybersecurity monitoring and
incident handling must be developed in advance, so that related requirements can be taken into
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account during the earlier development phase. RQ2 (cf. section 3) delves deeper into the question
of how to manage vulnerabilities and incidents effectively, which is explored in paper C.

Finally, cybersecurity concerns during decommissioning revolve around secure deletion of sen-
sitive material, such as privacy related data or private cryptographic keys, based on the previously
developed post-development requirements.

2.2 Automotive technology: embedded systems and communications

A thorough understanding of automotive technology is required to assess its influence on the
design and implementation of cybersecurity measures3 (cf. RQ3 in section 3). In this section,
we therefore discuss software defined vehicles and in-vehicle architectures, including in-vehicle
networks and electronic control units, as well as intelligent transportation systems.

Software defined vehicles

The software for modern vehicles contains millions of lines of code, adding significant development
costs, while also acting as a value differentiator [13]. In recent years, the idea of software-defined

vehicles has started to emerge, in reference to concepts such as software-defined networking

or software-defined radio, where previously hardware-controlled behavior is now configured in
software. Likewise, the main operations and features of software-defined vehicles are software-
controlled, so a vehicle that is equipped with appropriate hardware may receive functional im-
provements or additional features through software updates. For example, if sufficiently advanced
external sensors and computing resources are available, a software update may introduce additional
automated driving features through interpreting and acting on the collected sensor data in new
ways.

However, the explosion of software in vehicles may also have detrimental effects on cyberse-
curity. Since software development is a complex activity, it often introduces bugs which may be
security relevant [66]. An obvious conclusion is that more software may lead to more cybersecurity
vulnerabilities.

3We use cybersecurity measures and cybersecurity controls synonymously.
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In-vehicle architectures

There are two main types of in-vehicle architectures: centralized and de-centralized network
architectures. For several decades, de-centralized network architectures were most common
in vehicle designs, with tight resource-constraints on the hardware. However, recent technical
advancements have shifted new designs towards centralized architectures. This change is largely
driven by an increasing demand for automated driving solutions, which rely on machine learning
algorithms to process large data sets. Such systems require significantly more memory and
processing power than was traditionally available in vehicles [6, 64]. Moreover, advances in
virtualization technology have provided solutions to ensure the strict separation required for
safety-critical systems [6, 64]. However, since this is a relatively recent development, the work in
this thesis presupposes de-centralized network architectures and resource-constrained electronic
control units (ECUs).

De-centralized in-vehicle networks. In a modern vehicle, most functions are controlled by
ECUs: adaptive cruise control, airbag deployment, anti-lock braking system, engine control,
interior lighting, remote key-less entry, seat position control, telecommunication, etc. The ECUs
which control these functions are interconnected.

Figure 4: An example of an in-vehicle network with a FlexRay backbone
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The communication infrastructure of a vehicle can be divided into its internal communication
and its external communication. Internal communication includes signals, i.e., messages, between
sensors, actuators and control units, for instance from the throttle sensor to the engine control
unit to adjust the vehicle speed. External communication includes communication with intelligent
transport systems or remote services such as streaming music or diagnostics servers. Most
demonstrated attacks require a multi-layered approach: first the outer layers are compromised to
serve as entry points to compromise the inner layers. Therefore, automotive security always needs
to be holistic.

Depending on the type of vehicle, the brand and the precise model, it typically contains
somewhere between 30 and 150 electronic control units. These ECUs form the internal, or in-
vehicle, network. This network consists of several different bus technologies. An example of such
an in-vehicle network is depicted in figure 4.

Common automotive buses are the controller area network (CAN), FlexRay, automotive

Ethernet, local interconnect (LIN) and media oriented system transport (MOST) buses, and every
vehicle has an on-board diagnostics port (OBD-II). The most prevalent bus is the CAN bus, which
is favored because it is cheap and predictable. Even though the technology is old and slow (max.
speed 1 Mbit/s), it is still the most used bus for safety-critical automotive applications [92, 103]. An
alternative is the faster but more complex and more expensive FlexRay bus (max. speed 10 Mbit/s),
but unless a company already uses FlexRay, most new developments favor automotive Ethernet, an
adaptation of Ethernet for automotive use cases [39, 40, 55], which primarily requires changes to
the cabling and physical layer. From a cybersecurity perspective, a clear advantage of automotive
Ethernet is that it can re-use existing technology developed for IT networks, such as switches and
firewalls. The cheap LIN bus is often the bus of choice for body electronics [92]. Finally, the
comparatively expensive MOST bus may still be used for infotainment systems, although FlexRay
and automotive Ethernet have become more common.

A combination of the above buses can be found in every vehicle, and yet, surprisingly few of
them include security measures on the physical, link or network layer. In paper F of this thesis, we
have investigated authentication measures that have been proposed for the CAN bus, identified
the criteria they would need to fulfill in order to be used in practice and evaluated the proposed
solutions according to those criteria.

Electronic control units. The nodes in in-vehicle networks are so called electronic control units
(ECUs). They used to be 16-bit or 32-bit micro-controllers with a limited amount of permanent and
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2. Background

volatile storage, and with several network interfaces. However, as discussed above, more complex
micro-controllers with a mix of CPU cores, including 64-bit architectures, and significantly more
memory and other advanced features, are increasingly common. In addition to being networked,
most ECUs are connected to actuators and sensors to collect, process and act on control information,
which is the hallmark of cyber-physical systems. A highly simplified representation of the hardware
of an electronic control unit is depicted in figure 5.

Figure 5: A highly simplified representation of a typical electronic control unit (ECU)

Several CPU architectures are in common use for ECUs, such as instruction sets from Renesas
and Tricore, as well as ARM and PowerPC based architectures [4, 24, 34, 65, 71, 80]. Each
architecture has its own way of interacting with and controlling its environment, and the corre-
sponding memory architectures can vary widely between the processor families. Nevertheless, the
underlying mechanisms are sufficiently similar that their security properties can be analyzed, as
we demonstrate in paper E.

Intelligent transportation systems

Intelligent transportation system (ITS) is an umbrella term for interconnected systems that aim
to improve road traffic safety, flow and convenience by monitoring and managing traffic. Aside
from the necessary back-end systems for analysis and management, ITS introduces new modes of
communication for road vehicles, generally known as vehicle-to-everything (V2X) communication.
This includes direct communication between vehicles (V2V), communication of vehicles with so
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called road-side units (RSUs) which are stationary monitoring and communication stations beside
the road (V2R), and communication of vehicles with back-end network infrastructure (V2N) using
e.g., a base station (BS) (cf. figure 6).

(a) Direct

(802.11p or PC5)

(b) Fully network-assisted

(4G/5G)

(c) Semi network-assisted

(4G/5G + 802.11p or PC5)

Figure 6: Different scenarios for V2V and V2R communications

Figure 6 illustrates the variety of communication modes and technologies underlying intelligent
transportation systems, each of which introduces distinct challenges and opportunities. Two dis-
tinctions to categorize them are (1) direct communication versus network-assisted communication,
and (2) wireless local area networks versus telecommunication networks. Unless industry-wide
agreement is reached, ITS may have to support all of them to cover all communication scenarios.

Multiple communication technologies increase system complexity and the potential attack
surface for cyber-attacks. The corresponding network stacks vary in security capabilities, and in
paper G we explore opportunities and challenges for V2X cybersecurity presented by 5G4.

3 Objectives

Automotive cybersecurity engineering involves many technical and scientific challenges, and in
this thesis we focus on three specific objectives to advance the state of the art. The first objective is
to investigate how risk assessment approaches from other domains can be adapted to the automotive
domain taking its specific challenges into account. The second objective is to understand how
cybersecurity engineering processes need to be adapted for the automotive industry in order to be
effective. Finally, the third objective is to study automotive technology in order to understand its

45th generation of telecommunication technology
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3. Objectives

impact on the design and implementation of cybersecurity measures. These objectives are reflected
in the following research questions:

Figure 7: Visualization of the topic categories

RQ1 How can systematization of threat analysis and risk assessment facilitate cybersecurity

requirements engineering in the automotive industry?

RQ2 How can cybersecurity engineering processes be implemented or adapted to account for

cybersecurity implications in automotive systems?

RQ3 How do the design and technology choices in automotive systems influence the develop-

ment of cybersecurity measures?
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These research questions encompass cybersecurity topics such as risk identification and assess-
ment, standardization, vehicle-to-everything (V2X) communication, in-vehicle communication
and design; the relationship of these topics and how the papers relate to them is depicted in figure 7,
and table 1 indicates which research question is addressed in which paper.

Motivation for RQ1. Cybersecurity requirements engineering is an important part of automotive
projects to ensure that suitable cybersecurity measures are designed and implemented. Threat
analysis and risk assessment (TARA) is the most common approach to elicit and prioritize cyberse-
curity requirements, which is crucial to understand the risks of a specific design to direct efforts
and resources appropriately. Therefore, it is important to understand how systematic approaches to
threat analysis and risk assessment can support the requirements engineering process, and what the
strengths and weaknesses of these approaches are. Whether such approaches are well aligned with
automotive standards and processes, and how that alignment can be improved, are also pertinent
questions.

We address RQ1 by proposing a framework for threat analysis and risk assessment, also
known as the HEAVENS model, that is well aligned with existing automotive processes (paper A).
Through the preceding standard SAE J3061, this model has influenced the automotive cybersecurity
engineering standard ISO/SAE 21434, and we update the proposed framework to better align with
it (paper B). Moreover, we investigate how the threat analysis and risk assessment processes and
terminology in ISO/SAE 21434 can be improved (paper C), and we confirm the importance of
these processes for industry practitioners (paper D).

Motivation for RQ2. While cybersecurity engineering has been a well-established discipline for
many decades, its application to the automotive domain is still relatively new. Consequently, it
is important to explore how established cybersecurity engineering processes, originally designed
for information technology, can be effectively applied to the automotive domain. Additionally, it
is necessary to assess whether these processes need to be adapted to address the unique require-
ments and challenges of automotive systems. This is particularly relevant for vulnerability and
incident handling, where automotive practices are still comparatively immature due to their recent
emergence. Additionally, it is worth exploring whether standardized automotive cybersecurity
processes can be enhanced by leveraging insights from the IT domain.

We address RQ2 by analyzing the processes in ISO/SAE 21434 and compare its vulnerability
and incident handling requirements to guidelines from the IT domain (paper C), and by exploring
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how risk assessment approaches from other domains can be applied to the automotive domain
(paper A).

Motivation for RQ3. The technology used in automotive systems provides a number of challenges
and opportunities for the design of cybersecurity measures. In particular, the resource-constrained
nature of the electronic control units and bus systems in use requires careful consideration, and the
introduction of new technology, such as 5G telecommunication networks, presents opportunities
that are worth investigating.

We address RQ3 by exploring the concrete use of resource-constrained ECUs and how to
improve memory safety (paper E), by evaluating proposed authentication solutions for the CAN
bus, based on identified industrial criteria (paper F), and by studying the new features of the 5G
New Radio physical layer to investigate if they may have benefits for cybersecurity (paper G). To
a lesser degree, the technology constraints on common automotive cybersecurity solutions are also
discussed in paper D.

Table 1: Research questions addressed in each paper

Risk assessment and Design and implementation of
standardization risk mitigation measures

Paper A Paper B Paper C Paper D Paper E Paper F Paper G
RQ1   G# G# # # #

RQ2 G# #  # # # #

RQ3 # # # G#    

4 Contributions

In the following we summarize the papers included in Part II and Part III of this thesis. We put the
papers into context, describe their contributions, and elaborate on how they address the research
questions.
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4.1 Risk assessment and standardization

In Part II, we study the role of cybersecurity risk assessment in requirements elicitation, evaluate
approaches for its effective implementation, and analyze the integration of the new cybersecurity
engineering standard, ISO/SAE 21434, with both emerging and established practices.

Paper A - A Risk Assessment Framework for Automotive Embedded Systems

PROBLEM STATEMENT AND RELATED WORK. Risk assessment is an integral part of both safety
and cybersecurity engineering, providing guidance for the development and implementation of
protective measures. The automotive safety standard, ISO 26262 [44], outlines procedures for the
entire safety life-cycle, including hazard analysis and risk assessment (HARA). The outcomes of
HARA are high-level safety goals and the assignment of Automotive Safety Integrity Levels (ASILs),
which specify the required safety levels. Since ISO 26262 is widely adopted within the automotive
industry, aligning new cybersecurity processes with it is advantageous. Furthermore, industry
actors frequently prefer methodologies rooted in established standards, raising the question of how
cybersecurity risk assessment can be performed in a manner that aligns with ISO 26262 while
adhering to widely recognized frameworks.

The pioneering risk rating methodology for automotive electrical and/or electronic (E/E)
systems stems from the EVITA project [82]. Wolf and Scheibel [102] further refined the ideas
by Henniger et al. [41], and also combine existing techniques into a risk rating framework for
automotive systems. Several other security risk assessment approaches have been proposed
which integrate directly into existing safety processes [10, 59, 61, 89]. In contrast, we propose
a cybersecurity risk assessment which is aligned with, but separate from, the safety processes,
because cybersecurity requires a different set of expertise.

CONTRIBUTIONS AND THEIR IMPLICATIONS. We propose a risk assessment framework
specifically tailored towards the automotive industry. Its design is guided by the goal of integrating
cybersecurity engineering practices into automotive development processes with minimal disrup-
tion to existing workflows. To achieve this, the framework is closely aligned with the processes
defined in the widely adopted safety standard ISO 26262. A key feature of the framework is the
derivation of security levels, which provide an indication of a system’s security level, analogous to
ASILs. Additionally, it offers a systematic approach to cybersecurity requirement elicitation, ad-
dressing RQ1. To enhance its practical applicability, the framework combines elements from other
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established standards such as Common Criteria [12] and BSI 100-4 [31]. The first international
standard to address automotive cybersecurity, SAE standard J3061 - Cybersecurity Guidebook for

Cyber-Physical Vehicle Systems [84], recognizes the HEAVENS model [42], which forms the basis
of this paper, as one of several viable risk assessment frameworks.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Mafijul Islam, Aljoscha
Lautenbach, Christian Sandberg and Tomas Olovsson. The original idea for the paper came
from Mafijul Islam, and the framework was developed in the HEAVENS research project with
contributions by many of its members (cf. [42]). The first paper submission was primarily prepared
by Mafijul Islam and Aljoscha Lautenbach, with idea and quality contributions from Christian
Sandberg and Tomas Olovsson. All revisions and quality improvements based on feedback from
subsequent conference submission were prepared by Aljoscha Lautenbach with input and guidance
from Tomas Olovsson.

Paper B - Proposing HEAVENS 2.0 – an automotive risk assessment model

PROBLEM STATEMENT AND RELATED WORK. The automotive cybersecurity engineering stan-
dard ISO/SAE 21434 outlines a risk assessment framework, but leaves the specific methodology
to the implementer. This raises a pertinent question: can previously proposed risk assessment
methodologies, such as the HEAVENS model proposed in paper A, be adapted to comply with
ISO/SAE 21434? Moreover, the HEAVENS model has been found to exhibit several weaknesses,
as identified through both analytical evaluation and practical insights gathered over years of
application in the automotive industry. Several other automotive cybersecurity risk assessment
approaches have been proposed, which pre-date ISO/SAE 21434 and do not fulfill its require-
ments [61, 69, 86, 102], whereas some newer works take ISO/SAE 21434 [46] and UNR 155 [96]
into account [87, 101].

CONTRIBUTIONS AND THEIR IMPLICATIONS. We perform a comprehensive gap analysis
of the original HEAVENS model in relation to ISO/SAE 21434 and identify 12 necessary model
updates to ensure standard compliance. These updates primarily address process-related aspects
and terminology alignment. Furthermore, we evaluate the HEAVENS model for methodological
weaknesses unrelated to standard compliance and identify five additional updates to address them.
Applying these 17 updates leads to HEAVENS 2.0, which is compliant with ISO/SAE 21434 while
resolving several shortcomings of the original framework. We also demonstrate the viability of
HEAVENS 2.0 through an illustrative example. This updated framework can be utilized as a risk
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assessment methodology in any automotive project requiring ISO/SAE 21434 compliance. By
refining the risk assessment process, we also contribute additional insights to address RQ1.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Aljoscha Lautenbach,
Magnus Almgren and Tomas Olovsson. The initial concept for the paper was developed by
Aljoscha Lautenbach, who also conducted the research and wrote the paper. Magnus Almgren and
Tomas Olovsson provided feedback and quality assurance throughout all stages of the project.

Paper C - Gap Analysis of ISO/SAE 21434 – Improving the Automotive Cybersecurity
Engineering Life Cycle

PROBLEM STATEMENT AND RELATED WORK. UNECE regulation 155 (UNR 155) and the
publication of ISO/SAE 21434 have lead to industry-wide adoption of threat analysis and risk
assessment (TARA). However, experiences with TARA applications have revealed challenges in
managing the results coherently throughout the supply chain and vehicle life-cycle. Moreover,
UNR 155 requires vehicle manufacturers to detect and respond to cybersecurity incidents and
provide forensic data for post-incident analysis, but the cybersecurity engineering framework in
ISO/SAE 21434 is lacking in this regard. Specifically, the vulnerability and incident handling
processes, along with their associated terminology, are not aligned with established standards from
the IT domain. Furthermore, the separation of vulnerability and incident handling is unclear, and
critical steps, such as post-incident analysis, are absent in the standard. A number of works analyze
ISO/SAE 21434 and highlight practical implications [18, 22, 35, 60]. Other publications address
the challenges of applying TARA in distributed automotive development projects [21, 48, 56].

CONTRIBUTIONS AND THEIR IMPLICATIONS. To address the issues outlined above, we
analyze the TARA processes as well as the vulnerability and incident handling processes to identify
potential deficiencies. Based on this analysis, we propose modifications and augmentations to
ISO/SAE 21434 that aim to mitigate or resolve these shortcomings. Our proposed improvements
include a new TARA management process designed to enhance information handling and coor-
dination among stakeholders, as well as refinements to the vulnerability and incident handling
processes and related terminology. If adopted, these enhancements are expected to further increase
applicability of ISO/SAE 21434 to demonstrate compliance with UNR 155. Finally, the process
improvements proposed in this paper contribute to addressing RQ2.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Daniel Grimm, Aljoscha
Lautenbach, Magnus Almgren, Tomas Olovsson and Eric Sax. The original idea for the paper
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emerged from a collaboration between Daniel Grimm and Aljoscha Lautenbach. The writing was
carried out in equal measures by Daniel Grimm and Aljoscha Lautenbach, with feedback and
quality assurance provided by Magnus Almgren, Tomas Olovsson and Erik Sax during the later
stages of the project.

4.2 Design and implementation of risk mitigation measures

In Part III, we investigate the influence of automotive technology on cybersecurity measures, and
how automotive cybersecurity experts evaluate different design and implementation issues.

Paper D - Understanding Common Automotive Security Issues and Their Implications

PROBLEM STATEMENT AND RELATED WORK. Developing secure software is a challenging task
that requires specialized training or tools to recognize patterns that lead to code vulnerabilities [38,
57, 67]. Historically, cybersecurity received little attention in the context of vehicular software.
While many automotive software developers are trained in adhering to safety regulations, they
often lack equivalent security training. To effectively design and deliver such training, it is essential
to identify the specific challenges developers are likely to encounter and to explore strategies for
addressing them. Extensive research has been conducted to identify automotive cybersecurity
issues [52, 92, 103], demonstrate practical attacks [15, 68] and explore the interaction between
automotive cybersecurity and safety [5, 33, 47, 58, 79, 104].

CONTRIBUTIONS AND THEIR IMPLICATIONS. Using a straightforward example application,
we identify eight cybersecurity issues of broad relevance, ranging from early design considerations
to implementation decisions. For each issue, we propose recommendations aimed at providing
at least partial resolutions. To validate the significance of these issues and the suitability of the
proposed solutions, we surveyed automotive cybersecurity experts to gather their perceptions and
insights. The findings confirm that the identified issues are regarded as problematic, with the
engineering challenges associated with key distribution emerging as particularly difficult to address.
Additionally, the results indicate that many of these issues can be mitigated through improved
documentation and enhanced access to cybersecurity expertise.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Aljoscha Lautenbach,
Magnus Almgren, and Tomas Olovsson. The original concept for the paper was developed by
Aljoscha Lautenbach, who also designed, conducted, and analyzed the survey, with some input on
survey design provided by Grischa Liebel. Aljoscha Lautenbach wrote the paper, while Magnus
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Almgren and Tomas Olovsson contributed ideas, feedback, and quality assurance throughout all
stages of the project.

Paper E - What the stack? On Memory Exploitation and Protection in Resource Constrained
Automotive Systems
PROBLEM STATEMENT AND RELATED WORK. Memory corruption bugs are arguably among
the most dangerous kinds of software bugs, since their exploitation can grant the attacker a large
degree of control [98]. In traditional IT systems, such as desktops and servers, a continuous "arms
race" has unfolded between increasingly sophisticated attack techniques and the defensive mea-
sures to protect system memory. However, this dynamic has largely bypassed resource-constrained
embedded automotive systems. With the growing connectivity of vehicles, it has become increas-
ingly important to investigate the potential exploitation of memory corruption vulnerabilities in
automotive contexts. Van der Veen et al. [98] and Szekeres et al. [94] independently provided a
historic overview and a classification of different types of memory corruption bugs. We are not
aware of any work that specifically discusses memory corruption bugs in the context of constrained
automotive systems.

CONTRIBUTIONS AND THEIR IMPLICATIONS. We present an analysis of the typical
hardware architecture of an electrical control unit (ECU) and examine how this architecture affects
memory exploitation and protection techniques. In particular, we discuss that some deployed
systems lack robust memory protection, making them vulnerable to stack-based memory corruption
exploits. However, established mitigation techniques, such as stack canaries and non-executable
RAM, can considerably reduce the risk of successful exploitation. This work directly addresses an
aspect of RQ3 by exploring the architecture of resource-constrained ECUs and its impact on the
implementation of memory protection cybersecurity measures.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Aljoscha Lautenbach,
Magnus Almgren and Tomas Olovsson. The initial concept was developed by Aljoscha Lautenbach,
who also wrote the paper. Magnus Almgren and Tomas Olovsson contributed by providing feedback
and ensuring quality at every stage of the project.
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Paper F - In-vehicle CAN Message Authentication: An Evaluation Based on Industrial
Criteria

PROBLEM STATEMENT AND RELATED WORK. The controller area network (CAN) bus remains
the most prevalent bus in in-vehicle networks. However, the underlying technology and protocols,
developed over 3 decades ago, were not designed with security in mind. Many solutions have been
proposed to add authentication to the CAN bus, but few, if any, have been implemented in real
vehicles. The security problems of the CAN bus have been highlighted in many publications, for
instance in [11, 52, 92, 103] to name but a few. Vasile et al. [99] evaluated the performance of
several proposed CAN message authentication solutions on CAN-FD and FlexRay.

CONTRIBUTIONS AND THEIR IMPLICATIONS. With help from industry experts, we identi-
fied five requirements that a CAN bus authentication solution would have to fulfill in order to be a
viable option for practical use. We provide a comprehensive overview of the most promising CAN
authentication solutions, and evaluate them according to five industrial criteria: cost-effectiveness,
backward compatibility, support for vehicle repair and maintenance, sufficient implementation

details and acceptable overhead. We find that no solution meets all five criteria, with backward
compatibility and acceptable overhead being the biggest adoption hurdles for the proposed CAN
authentication schemes. We therefore conclude that the wide-spread use of CAN is questionable
from a cybersecurity point of view. By investigating how the attributes of the CAN bus influence
the implementation of message authentication, we contribute further insights to RQ3.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Nasser Nowdehi, Aljoscha
Lautenbach and Tomas Olovsson. The original idea for the paper was born from discussions
between Nasser Nowdehi and Aljoscha Lautenbach, and the paper was written in equal measures
by Nasser Nowdehi and Aljoscha Lautenbach, with feedback and quality assurance from Tomas
Olovsson throughout all stages of the project.

Paper G - A preliminary security assessment of 5G V2X

PROBLEM STATEMENT AND RELATED WORK. Intelligent transportation systems (ITS) play
an increasingly important role in modern traffic and automotive applications. Given that some
of ITS functions are safety-critical, ensuring the security of ITS communications is paramount.
The European Telecommunication Standards Institute (ETSI) has defined standards for all net-
work layers of ITS, ranging from application to access and physical layers. The ETSI access
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layer standard, ITS G5, is based on IEEE 802.11p, which lacks inherent cybersecurity features,
requiring such protections to be provided by higher layers. Alternatively, the access layer can
employ LTE-V2X, 3GPP standard for cellular-based vehicle-to-everything (V2X) communication,
which offers basic security through the telecommunication network. With the advent of the 5G
telecommunication standard and its associated New Radio (NR) technology, which is compatible
with C-V2X, it is worth investigating whether 5G technology can offer enhanced cybersecurity
capabilities at the lower layers of the protocol stack, thereby surpassing the security provided by
existing technologies. Previous research has investigated V2X and C-V2X with a focus on safety
and performance [32, 100], as well as emerging 5G technologies [2, 37, 91] and security [3, 7].

CONTRIBUTIONS AND THEIR IMPLICATIONS. We analyze the ETSI ITS use cases for
Active Road Safety, Cooperative Traffic Efficiency, Cooperative Local Services and Global Internet

Services with regards to their required cybersecurity attributes. Additionally, we review existing
research on the properties of 5G New Radio technology and evaluate its applicability to these
use cases. The inherent features of 5G New Radio are expected to enhance confidentiality and
privacy, while potentially reducing authentication times in specific scenarios. By investigating how
this emerging technology impacts potential cybersecurity measures, this work contributes to the
broader understanding of its impact and provides partial insights into addressing RQ3.

STATEMENT OF CONTRIBUTIONS. This paper was co-authored by Aljoscha Lautenbach,
Nasser Nowdehi, Tomas Olovsson and Romi Zaragatzky. The initial research, forming the
foundation of the paper, was conducted by Romi Zaragatzky as part of her master’s thesis [105],
which was partially supervised by Nasser Nowdehi and Aljoscha Lautenbach. The paper was
collaboratively written and prepared for conference submission by Nasser Nowdehi and Aljoscha
Lautenbach, with the consent of Romi Zaragatzky. Tomas Olovsson provided feedback and quality
assurance throughout all stages of the paper.

5 Summary and concluding remarks

This thesis covers different aspects of automotive cybersecurity risk management, from risk
assessments to the appropriate mitigation and management of these risks. This includes questions
on requirements engineering, vulnerability and incident handling, the influence of automotive
technology on cybersecurity measures and the perception of cybersecurity issues.
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5. Summary and concluding remarks

We make several contributions to improve the state of automotive cybersecurity. The first three
papers address issues around risk assessment and standardization. In paper A, we propose a risk
assessment framework to identify and rate threats to automotive systems with a security level,
known as the HEAVENS model. Alignment with the functional safety standard ISO 26262 was a
design goal of the framework, and the security levels can guide the development process of security-
relevant functions similar to how automotive safety integrity levels (ASILs) guide the development
process for safety-critical functions. Through its inclusion in the first automotive cybersecurity
standard SAE J3061, the HEAVENS model has influenced the risk assessment framework in
the succeeding automotive cybersecurity engineering standard ISO/SAE 21434. In paper B, we
present HEAVENS 2.0 which further refines the approach of paper A by making it compliant
with the ISO/SAE standard and by incorporating insights gained from practical application in
industry. This results in higher utility and usability of the framework. In paper C, we analyze
ISO/SAE 21434 for weaknesses in the requirements of the threat analysis and risk assessment
processes, as well as regarding vulnerability and incident handling. We propose enhancements for
future versions of the standard, which have been submitted for consideration to the relevant ISO
committee, ISO/TC 22/SC 32/WG11 Cybersecurity.

The remaining four papers provide insights into the design and implementation of cybersecurity
risk mitigation measures. In paper D, we investigate cybersecurity practitioners’ perception of
various issues and demonstrate that comprehensive documentation and access to cybersecurity
expertise is crucial for successful development projects. In paper E, we examine the architecture of
a resource-constrained electronic control unit for its susceptibility to exploitation through memory
corruption vulnerabilities. Our analysis confirms that stack-based buffer overflow vulnerabilities
are exploitable; however, this risk can be mitigated using protective measures such as stack canaries
and non-executable RAM, which are commonly employed in desktop and server systems. In
paper F, we explore authentication solutions for the most prevalent automotive bus, the CAN bus,
and examine the reasons behind the industry’s slow adoption of such measures. Discussions with
industry experts identified five criteria that authentication solutions must meet to be viable for
practical application: cost-effectiveness, backward compatibility, support for repair and mainte-
nance, sufficient implementation detail and acceptable overhead. Our evaluation of ten proposed
authentication solutions reveals that none fully satisfy all these criteria. Finally, in paper G, we
conduct a preliminary cybersecurity assessment of 5G telecommunication technology, specifically
New Radio (NR), in its role within the physical and access layers of intelligent transport systems.
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Our findings suggest that NR possesses characteristics that could inherently enhance confidentiality
and privacy while also offering potential advantages for authentication.

As cybersecurity risk assessment is now legally mandated in many countries, and since the
HEAVENS model has impacted the widely used standard ISO/SAE 21434, the related contributions
of papers A, B and C in Part II should remain relevant for a long time to come. Moreover,
certain aspects in Part III such as the identification of requirements for industrial applicability of
cybersecurity measures in paper F should retain long-term usefulness.

Although this thesis primarily focuses on automotive systems, many of its findings are appli-
cable to embedded systems across other domains that face similar challenges, including certain
industrial systems, medical systems, and other forms of transport such as marine transport. The
risk assessment methodology, in particular, is well-suited for domains that utilize safety-critical
systems. Additionally, the insights on the influence of automotive technology on cybersecurity
measures are equally relevant to other sectors employing comparable technologies.
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