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Quantum key distribution (QKD) networks offer scalable secure communication, while efficient integration
with existing optical infrastructure requires careful consideration. This paper investigates enhancing the secu-
rity of multipath QKD over multi-band systems by exploring the trade-offs between multi-band separation and
multipath techniques. A novel, to our knowledge, framework, incorporating blocking ratio analysis for a single
and multipath QKD, is proposed, comparing bitwise product and concatenated key generation methods. Our
model considers propagation delays and key pool synchronization’s impact on the secret key rate (SKR). Our
simulations using a U.S. long-haul network model demonstrate significant benefits of implementing QKD in
alternative spectral bands. The results show substantial improvements in SKR at various span lengths in single-
path scenarios. Additionally, increasing the number of quantum channels led to noticeable reductions in network
blocking rates, enabling higher classical traffic loads throughout the network infrastructure. We introduce, to
our knowledge, new KPIs: the blocking rate (Bcq) and a comprehensive security rate (C), assessing the final key’s
overall secrecy. For multipath schemes, simulations reveal that concatenated multipath QKD, while exhibiting a
superior blocking rate, showed 12% less compromised secrecy at 4000 km (32% to 20%), compared to less than
10% for bitwise product multipath QKD under the same conditions. These findings provide valuable insights
into designing efficient and secure quantum-enhanced optical networks, highlighting the complex interplay
between security and efficiency in multipath QKD architectures.
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1. INTRODUCTION

QKD systems leverage the principles of quantum mechanics to
ensure unconditionally secure communication, as any attempt
to eavesdrop disturbs the quantum state and can be detected
[1]. QKD offers resilience against potential quantum com-
puting attacks, improving sensitive information protection.
It ensures that the keys exchanged are authentic and intact,
making it suitable for critical applications such as financial
transactions and secure government communications [2,3].

A point-to-point QKD connection involves a dedicated
communication channel between two parties, such as a sin-
gle optical fiber, used exclusively for key exchange. Although
this setup is straightforward and highly secure, its scalability
is limited since a new channel must be established for each
additional connection. To overcome this limitation, QKD
networks have been developed, interconnecting multiple nodes
through various communication channels. These networks
enable QKD in larger, decentralized systems, supporting

1943-0620/25/121105-12 Journal © 2025 Optica Publishing Group

multiple users and applications such as network-based financial
transactions and critical infrastructure protection [4].

While QKD networks improve scalability and flexibility,
widespread deployment remains challenging due to the high
cost of laying new optical fibers dedicated to quantum chan-
nels. To address this, integrating QKD with existing optical
backbone infrastructure has emerged as a practical solution,
allowing QKD to operate alongside classical communication.
This approach enables secure, high-speed data transmission
for applications such as cloud services, secure data centers,
and inter-city communication links [5]. However, integrating
QKD with classical optical networks introduces challenges.
Nonlinear effects in optical fibers, such as four-wave mixing,
Raman scattering, and cross-phase modulation, can degrade
quantum signals, causing noise and errors in key generation.
These effects pose significant obstacles to ensuring secure
QKD performance when sharing fiber channels with classical

data [6].
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One solution to tackle these nonlinearities is to take advan-
tage of the channel spacing between classical and quantum
channels. This allows the simultaneous transmission of multi-
ple signals within different frequencies over the same optical
fiber. This method not only maximizes the utilization of the
existing infrastructure but also enables better spectral effi-
ciency and scalability, reducing the need for additional physical
resources or fibers [7]. However, suppose only the C-band
is used for quantum and classical signals using wavelength
division multiplexing (WDM) techniques. In that case, a
significant portion of the band will remain underutilized due
to the need for spacing between the quantum and classical
channels to prevent interference.

Space-division multiplexing has been proposed as a viable
approach for classical-quantum coexistence, enabling parallel
transmission through multiple spatial channels in a single
fiber [8]. A more efficient and affordable approach might
involve using multiple bands to allocate separate portions of
a wider spectrum to classical and quantum channels, maxi-
mizing bandwidth usage and reducing wasted capacity [6].
For instance, the O-band can be used to separate QKD signals
from classical ones. This helps minimize crosstalk and leaves
the C + L + S-band free for classical channels [9]. Studies and
implementations have demonstrated the effectiveness of the
O-band for QKD, particularly in optical networks over various
distances and applications [10], though dedicating specific
bands inevitably reduces flexibility for classical communication
and slightly lowers overall spectral efficiency.

However, despite a reduced chromatic dispersion, the O-
band introduces additional attenuation in optical fibers, which
can impact the secret key rate (SKR), especially in QKD sys-
tems deployed over long-distance backbone networks. One
practical solution to this issue is implementing trusted nodes
(TNs). These nodes act as intermediary relays that extend
the range of the QKD system, similar to long-distance QKD
implementations over the C-band. TNs effectively divide
a long-distance link into shorter segments, each capable of
securely transmitting quantum keys, thus mitigating the
impact of attenuation and enabling scalable QKD deployment
over large optical backbone infrastructures [11].

Due to the higher attenuation of the O-band, QKD net-
works require more TNs to maintain secure key distribution
over long distances. However, this introduces security con-
cerns. TNs must be physically secure and operated in a trusted
environment, as they temporarily store and retransmit sensi-
tive key material [11]. If a trusted node is compromised, the
security of the QKD system may also be in jeopardy, rendering
the exchanged keys vulnerable to attacks. This reliance on the
physical and operational security of multiple TNs reduces the
theoretical end-to-end security promise of QKD systems [12].

The multipath approach can improve the efficiency and
the security of trusted node-based QKD systems [13]. Unlike
traditional setups that depend on a single transmission path,
multipath QKD distributes quantum keys across multiple
network routes. This design enhances resilience against attacks
and reduces the risk of key compromise, as an adversary would
need to intercept multiple paths simultaneously to retrieve the
final key. There are two primary methods for key transmission
between QKD transponders (Qponders) in multipath QKD

systems: concatenated multipath (CM) QKD and bitwise
product multipath (BPM) QKD. Notably, Qponders encom-
pass all functional entities within a QKD system, including
the QKD transmitter (QTx), QKD receiver (QRx), and their
respective key distillation engines.

CM QKD methods divide a key into multiple segments,
each transmitted through a different path. Once these seg-
ments reach the QRx, they are concatenated to reconstruct
the original key. This approach enhances security by ensuring
that an eavesdropper cannot obtain the complete key without
successfully intercepting all the selected paths. Additionally,
CM QKD reduces network congestion, as fewer quantum bits
are transmitted between Qponders from a single path at any
given time. BPM QKD methods transmit multiple independ-
ent keys simultaneously over different routes. Once received at
the QRx, these keys are combined using bitwise operations to
generate a final key. An adversary cannot deduce the final secret
key without compromising multiple keys across different chan-
nels. However, BPM QKD may introduce additional QKD
network congestion due to the increased volume of quantum
bits being transmitted [14]. The choice between these two
methods depends on the specific security and performance
requirements.

2. STATE-OF-THE-ART AND CONTRIBUTION

Multipath QKD networks are increasingly recognized for
improving network efficiency and resilience. The authors
of [15] propose multipath connections to enhance network
workloads by addressing network failures, load balancing, large
bandwidth implementation, and low-delay time selection.
Similarly, the authors of [16] explore the feasibility of using
quantum memories for entangled state distribution, using
multipath approaches to mitigate blocking issues. Likewise,
the authors of [17] demonstrate that employing multipath
routing protocols can exponentially increase the distribution
rate of entangled states compared to single-path techniques,
highlighting the performance benefits of this method.

Security is a critical consideration in the design of mul-
tipath quantum networks. The authors of [18] present a
security analysis showing that joint paths offer higher security
than non-overlapping or disjoint paths in multipath QKD
networks, where disjoint path selection refers to the use of
multiple routes between Alice and Bob that do not share any
common TNs. The key security enhancement by routing
through diverse paths was also discussed in a TN-based QKD
network [19]. However, the presence of TNs can create vul-
nerabilities if they are compromised. To address such risks,
the authors of [20] propose separating quantum and public
channels across different paths, ensuring that even, if TNs
are compromised, the classical information encrypted by the
QKD protocol remains secure. Additionally, researchers have
explored methods to optimize security and adaptability in
multipath quantum networks. The authors of [21] propose
separating high- and low-security requests, assigning semi
and fully TNs for routing, enhancing network security, and
decreasing congestion. While fully TNs offer high reliability
and security at a significant cost, semi TNs can perform the



Table 1. Summary of the Related Works
Multipath Quantum Networks
Blocking Bitwise versus C+L+S Quantum  Key Propagation Singleversus  Classical and
Ratio  Security Concatenated Nonlinearitieson Signalin  Pool Delay Multipath Quantum

References  Analysis Analysis Comparison Quantum Signal ~ O-Band Analysis Analysis Comparison  Traffic Aware
[13] X v X X X X X 4 X
[14] v v v X X X X X X
[16] v X X X X X X 4 X
(18,19] X 4 X X X X X X X
[23] X X X X X v v v X
[22] v/ X X X X v/ v v X
[21] v X X X X v/ v v X
This study v v v v v v v v v

expected functions more affordably, albeit with increased vul-
nerability to attacks. The authors of [22] develop a multipath
QKD approach that balances quantum key storage while
strengthening security requirements.

Recently, the QKD network blocking issue has been
addressed in the literature. The authors of [23] introduce
a cost-efficient path prioritization method based on the
number of TNs and distances, optimizing path selection to
reduce the blocking ratio and prevent the waste of quantum
keys. Collectively, these efforts demonstrate how multipath
approaches improve the performance and security of quantum
communication systems, paving the way for scalable and secure
quantum networks.

While these prior works lay the groundwork for multi-
path QKD, a comprehensive analysis that connects blocking,
delay, coexistence, traffic awareness, and key synchronization
remains missing. This paper aims to fill that gap by intro-
ducing a unified framework that addresses these interrelated
challenges holistically. Multipath QKD networks improve
security against potential attacks and tackle blocking issues;
they are affected by propagation delay differences between the
paths, a challenge while meeting the required SKR of a QKD
system [24]. This paper, as illustrated in Table 1, introduces a
comprehensive analysis of multipath QKD systems, addressing
critical challenges in security and performance. We propose a
novel framework that includes blocking ratio analysis for single
and multipath QKD, alongside a comparative security and
performance study of BPM versus CM QKD systems. The
paper also examines synchronization mechanisms involving
key pools at QKD endpoints to efficiently manage keys from
multiple paths of varying distances, though this approach raises
security concerns. Additionally, we investigate the propagation
delay effects in single and multipath scenarios, offering insights
into delay minimization strategies.

A significant focus is on the interaction of classical and
quantum signals in multiplexed networks, particularly the
impact of C+ L + S-band nonlinearities on quantum signals
and the benefits of using O-band quantum signals to mitigate
these effects. We also analyze the balance of quantum and
classical traffic loads, identifying the required quantum chan-
nel resources to synchronize quantum and classical blocking
events. This study provides a holistic view of the trade-offs
and enhancements achievable in multipath QKD systems,

advancing the state-of-the-art in secure and efficient quantum
communication networks.

The contributions outlined below are structured to
reflect key dimensions of multipath QKD system design—
performance optimization, delay mitigation, secure key
management, and coexistence with classical channels—
providing an integrated solution to the open issues discussed
above.

* Quantum-Classical Traffic Awareness: develops a
framework to balance quantum and classical traffic loads,
ensuring synchronized blocking events and optimal resource
allocation.

* Blocking Ratio Analysis: provides a comparative evalu-
ation of blocking rates in a network composed of a C+ L 4 S-
band classical network, along with an O-band single-path ver-
sus a multipath QKD network.

e Impact of Classical-Quantum Coexistence: analyzes
C + L + S-band nonlinearities on quantum signals and pro-
poses O-band quantum signal placement to mitigate these
effects.

* Propagation Delay Analysis: examines the delay effects
in single and multipath QKD scenarios and suggests strategies
for minimization.

* Key Pool Synchronization: introduces mechanisms to
manage and synchronize quantum keys across multiple paths
while addressing security concerns.

* Security Enhancements: investigates the trade-offs
between bitwise and concatenated key generation for improved
security.

The rest of this paper is structured as follows: Section 3
provides details of the physical layer model assumed for the
QKD-classical network. Section 4 introduces our system
model, including the proposed classical-quantum resource
assignment and routing algorithms with their security and
performance analysis. Section 5 introduces the simulation
results and discussions on performance and security analysis
for classical and quantum communication in the long-distance
backbone network. Finally, Section 6 concludes this paper.
Moreover, Tables 2 and 3 summarize the notation used
throughout the rest of the paper.
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Table 2. Table of Notations (Part 1) Table 3. Table of Notations (Part 2)
Symbol Description Symbol Description
ag Number of buffered bits per second in the Qponders’ pool MF Modulation format
for a specific lightpath M Number of QRs in the QKD network
Beq Network blocking rate I Average number of photons per pulse
B Second-order dispersion coefficient NLI Nonlinear interference
B3 Third-order dispersion coefficient P Average number of background noise photons
B Fourth-order dispersion coefficient Pdak—curene  Background noise from dark current
Bir Classical blocking ratio for each request i Probability that the memories in the Qponders are
Bog Number of blocked paths for each QKD request over the compromised
number of paths for the request PNLI Background noise from nonlinear interference
C Compromised secrecy of the final key PSpRS Background noise from spontaneous Raman scattering
CPs Compromised secrecy of all paths between the Qponders PRE Noise generated by a doped fiber amplifier
d Destination node pRU Nonlinear interference noise power
D, Propagation delay in microseconds/km Py Received power at the end of the span s
AT, Path p’s additional time to retrieve its key compared to the S, Opverall secrecy of path £ having VTN
time needed for the retrieved key of the shortest path Pr Probability that one of the /V trusted nodes on the path
e Error rate of single photons is compromised by an eavesdropper
ey Phase distortion error probability Py, Launch power at the start of the span s + 1
EGGN  Enhanced Gaussian noise model Q Gain of single photons
E, Quantum bit error rate Qy Length of the keys
n Probability of receiving at least one photon out of 7 photons Qy Length of the final keys in the QKD system
Nee Error correction inefficiency Qu Opverall gain
f Channel frequency QR QKD requests
fo Frequency reference (at wavelength 1550 nm) Ry, Channel symbol rate
G DFA gain s Source node
GSNR  Generalized signal-to-noise ratio S Set of spans
y Lower bound for SKR in the Decoy-state BB84 protocol Sk Secrecy of the divided key for each path in the CM QKD
Vs Improved SKR with key buffering at Qponders system
Y SKR between Qponders Oag Additional SNR margin for aging effects
Vs SKR in a single-path QKD connection with TNs OFlc SNR penalty due to WSS filtering
(minimum SKR between spans) OTRx Transceiver SNR
h Planck’s constant 1, Time required to retrieve a key between the Qponders
H Shannon binary entropy function along the path p
ISRS Inter-channel stimulated Raman scattering A Laser pulse repetition interval
K Number of different paths BPM Bitwise product multipath
L, Distance between Qponders CM Concatenated multipath
MBON  Multi-band optical network QPonders  Quantum transponders
QRx QKD receiver
3. PHYSICAL LAYER MODELING FOR O-BAND Qo QKD mansmiver
rusted nodes

QUANTUM AND C + L + S-BAND CLASSICAL
CHANNELS

We assume a multi-band optical network (MBON) with links
fully utilizing the C+ L + S-band for the classical channels.
Following the incoherent Gaussian noise (GN) model for
optical transmission links without dispersion compensation
[25], the generalized signal-to-noise ratio (GSNR) for a given
lightpath on channel 7 is determined using

GSNRip|dB =10- log10 [(UASE + onip + O'T_Rlx)_l] s (1)

where the terms oasg and ony; are computed as follows:

P: i
OASE = Z Aok (2)

s+1,7°
seS P
P:,z‘
NLI
onui =Y ML @)

se§ T

In these equations, P31 represents the launch power at the
start of span s 4+ 1, and S denotes the set of spans, while the

nonlinear interference (NLI) noise power P}, is determined
using

. 16 .
P:,i — _1)5+1,t
NLI 27 ©
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M=MAX[10 x [2a! /o] +1,
(5)

where B, B3, and B4 denote the second-, third-, and
fourth-order dispersion coefficients, respectively [20].

Additionally, P;g%:, which accounts for noise generated by a
doped fiber amplifier (DFA) with a dynamic gain equalizer, is
given by

e =ng b f (G = 1) R, 6)

where g, b, f, G**, S, and Ry, denote the DFA noise figure,
Planck’s constant, channel frequency, DFA gain, set of spans,
and channel symbol rate, respectively. Here, f; denotes the
frequency reference, which is associated with the wavelength
1550 nm, where B8;, B3, and B4 are measured. It should be
noted that, without loss of generality, we assume the channel
bandwidth and the symbol rate are identical. The DFA gain is
expressed as in

G =Pt pt (7

where P: is the received power at the end of span s.
Furthermore, orry, O, and oy represent the transceiver
SNR, the SNR penalty due to wavelength selective switch
(WSS) filtering, and the additional SNR margin for aging
effects, respectively.

The MBONSs considered in this study feature state-of-
the-art flexible transceivers capable of dynamically adjusting
the modulation format (MF) as long as the GSNR require-
ments for a given MF are met. This research evaluates the
performance of MBONs operating across the C+ L+ S-
band, covering a total bandwidth of 20 THz (6 + 6 + 8 THz).
The spectrum is structured into 268 channels, each with a
75 GHz width (6 x 12.5 GHz) and a 400 GHz separation
between adjacent bands. The modeling framework employs
the enhanced Gaussian noise (EGGN) semi-closed form
model to estimate NLI noise, incorporating effects such as
Kerr nonlinearity and inter-channel stimulated Raman scatter-
ing (ISRS) [26]. This model considers frequency-dependent
parameters, including attenuation, dispersion, and nonlinear
coefficients. The Raman gain profile is derived by solving cou-
pled differential equations based on pump frequency and offset
values.

To further refine the model accuracy, corrections for modu-
lation format and dispersion are incorporated and validated
through experimental field trials [27]. Unlike previous works
[28-32], this approach assumes a fully loaded spectrum sce-
nario. It integrates a hyper-accelerated flat-received power
optimization technique, which includes amplified spontaneous

emission (ASE) noise loading in unoccupied channels, as
described in [33].

The O-band of the links is dedicated to the quantum chan-
nel, and the lower bound for the SKR (y) for the assumed
Decoy-state BB84 protocol is calculated as in Egs. (8)—(11) [1]:

Y > max {0’ Qi [1- H(é’l)]T— Nee QuH(Ey)

}, @)

where H is the Shannon binary entropy function, 7; is the laser
pulse repetition interval, 1, denotes the error correction ineffi-
ciency, and p is the average number of photons per pulse;

Qu=1—00—ppe " (9)

2neq + po

; 10
2(ps+1n) (10)

Qi=pe "(pp+mn),e1=

E 2ty (1—671“7)
w Q. )
where Q,, is the overall gain, E, is the quantum bit error
rate, and Q; and ¢; are the gain and error rates of the
single photons, respectively. Moreover, ¢, is the phase
distortion error probability, 1 is defined as the probabil-
ity of receiving at least one photon out of # photons, and
26 = (Psprs + PNLI + Pdark—current) corresponds to the average
number of background noise photons from classical and quan-
tum coexistence, including spontaneous Raman scattering
(psprs); nonlinear interference (pnri), i.e., stimulated Raman
scattering + Kerr effects; and dark current noise (p dark—current)-

(11)

4. SYSTEM MODEL AND KEY PERFORMANCE
INDICATOR DEFINITIONS

In this study, our system model integrates classical and QKD
networks, using the C+4 L+ S-band for classical and the
O-band for quantum communication. Classical connec-
tions allow grooming and shared paths, while QKD follows a
trusted-node model with strict disjoint path selection for secu-
rity. The proposed resource assignment and routing algorithm
selects optimal classical and quantum paths while managing
blocking based on channel availability. Moreover, we introduce
two new key performance indicators (KPIs) to evaluate the
performance of multipath QKD networks in a multi-band
optical system. Traditional KPIs are insufficient for assessing
this cutting-edge system model, which integrates quantum
and classical channels. We begin by examining the most well-
known traditional KPI, the SKR, and how the multipath QKD
approach influences its calculation. Additionally, buffering
techniques are considered to support synchronization within
the multipath framework. Since resource availability and
security are critical for next-generation QKD-secured optical
network operators and their customers, we then define two
essential KPIs: (i) the blocking rate, which measures network
efficiency in handling QKD requests, and (ii) the security
rate, which quantifies the secure key generation capability in
the proposed QKD-enabled multi-band multipath optical
network.



A. System Model

This section elaborates on the assumptions for the system
model, considering both classical and QKD networks operat-
ing in the C+ L+ S-band for classical communication and
the O-band for quantum communication. Each service request
corresponds to a connection between a QTx and a QRx. With
a probability of 10%, a request specifically demands the QKD
service to ensure a high level of security for the connection.
In the classical network, connection grooming is applied,
i.e., multple requests sharing the same QTx and QRx can
be aggregated to optimize resource utilization. However, no
grooming is assumed for the quantum network, as the channel
establishment follows a trusted-node chain, where quantum
links are formed between successive TNs. Furthermore, the
routing strategy differs between classical and quantum net-
works. In the former, the network does not enforce disjoint
path selection if there is more than one path between tran-
sponders, allowing multiple connections to share links. In
contrast, the QKD network employs a disjoint path selection
approach, ensuring that quantum connections are established
along separate paths to enhance security.

B. Proposed Resource Assignment and Routing
Algorithms

This subsection discusses resource assignment algorithms in
combined classical and quantum networks. As illustrated in
Fig. 1, the process begins by retrieving available channels,
frequencies, GSNR, and distances to assess network condi-
tions. First, for classical channels, the shortest paths with the
lowest frequencies are identified. The three with the highest
GSNR are selected for optimal performance. Next, multiple

[ Get available channels, frequency, GSNR, and distances ]
L2

[ Find paths with minimum distance and frequency (C) ]
L 2

[ Among them, select three paths with highest GSNR (C) ]
v

[ Find multiple disjoint paths (Q) ]

If C channels
S are occupied

For each
Q path

A 4

Increment
blocking

Increment
counter

blocking
counter in
proportion

[ Allocate channels ]—

IsQ
channel
available?

Fig. 1.

QKD-classical routing and resource assignment flowchart.

disjoint paths are determined for quantum channels. If all
classical channels are occupied, the blocking counter is incre-
mented, and the process ends. Otherwise, each quantum path
is checked, and if a quantum channel is unavailable, the block-
ing counter is proportionally increased. Once all quantum
paths are established, the process ends, ensuring efficient and
secure QKD-classical channel allocation.

C. SKR and Buffered Keys

The quantum key exchange flow diagram in a long-distance
QKD system is shown in Fig. 2(a), where TNs decrypt Alice’s
quantum key (KA) with the previous TN’s quantum key
(K1), then encrypt it with the next TN’s quantum key and
send it to the next TN/Qponder. Having more TNs due to
longer connection distances, which causes propagation delay
between edge Qponders, does not affect the overall SKR in the
single-path scenario, as they continuously send and receive keys
one after another. However, in the multipath QKD scenario,
propagation delay across different paths could degrade the SKR
due to the QKD network synchronization issue.

Here, y, is the SKR between Qponders for the multipath
QKD system. It is calculated as in

Vo kain{%a Y}Z(Dpr)+ ?k}» V:Zgﬁ{y}v
P K3
(12)

where D, is the propagation delay in microseconds/km, L,
is the distance between Qponders, 7, is the time required
to retrieve a key between the Qponders all through the path
2> and Qy is the length of the keys. y; denotes the SKR in a
single-path QKD connection with TNs, which is the min-
imum SKR between its spans. As the propagation delay in
multipath QKD decreases the SKR, a solution could be to
buffer the shorter paths’ keys at the Qponders, allowing con-
tinuous key generation in all paths. The improved SKR in this
approach (y5) would be equal to that of the longest path as
defined in

yp=min (7). (13)

The number of buffered bits per second (¢ ) in the Qponders’
pool for a specific lightpath in the QKD network is computed

asin

K
aQ=ZZk=1, E£1, (14)
=2

’bﬂ

where AT}, is the path p’s additional time to retrieve its key
compared to the time needed for the retrieved key of the short-
est path. The number of buffered keys in all Qponders in the
QKD network with respect to connection distance is studied
to evaluate the vulnerability of this approach, as the Qponders’
key pool can be potentially compromised by an eavesdropper.

D. KPI 1: Blocking Rate

In a multipath QKD network scenario, Fig. 2(b) shows an
illustrative example of a six-node MBON and how QKD
requests (QRs) from r1 to r7 are served in the network, where
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Fig. 2.
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QKD flow diagram for long-distance QKD with trusted nodes (a) and serving requests in a disjoint multipath QKD system (b).

the requests occupy available quantum channels sequentially
based on their arrival order. s, 4, and Mqr represent the
source, destination, and the number of blocked paths for each
QR over the number of paths for the request (BGg)» respec-
tively. In the example, each request occupies one channel and
asks for quantum keys passing through at most K" = 3 different
paths.

Equation (15) shows how the network’s blocking rate (Bcq)
is computed:

721 max { By, Big )

Bcq = o , (15)
where M is the number of QRs in the QKD network. The
classical blocking ratio for each request having QKD security
(Blg) is 1 if the corresponding classical request is blocked.

To compare different multipath QKD approaches, the BPM
QKD system sends the same length keys from different paths
between edge Qponders, and once the keys are retrieved from
all the paths, a bitwise product is performed on the keys to con-
struct the final key. Although this approach increases security,
it increases the blocking rate (Bcq) of the network as well. On
the other hand, CM QKD avoids increasing the Bcq while
efficiently continuing to use the multipath method, splitting
the key into different chunks based on the number of paths
and concatenating them once retrieved from all the paths. The
former is more secure, while the latter is more efficient, as the
injected traffic to the network is similar to that of the single-
path approach. As mentioned before, we also assume that the
node and link selection in the multipath QKD network is
performed so that different nodes and links are selected for
different paths, which would enhance the security of the QKD
system.

E. KPI 2: Security Rate

We evaluate the security of the QKD system before encounter-
ing any blocking issues. This ensures that the analysis reflects
the baseline secrecy performance of the network. The overall
secrecy of the final key is influenced by the security of individ-
ual keys, paths, and the method used to combine keys from
these paths. The universal compromised secrecy of the final key
between two distant parties is mathematically represented as in

C=l_[Ci (16)

where C; denotes the compromised secrecy of each separate key
retrieved between the Qponders transmitted over one or more
paths, and 7 represents the number of keys involved in the
bitwise product that forms the final key. These formulations
are grounded in classical probability theory, where the joint
probability of independent simultaneous events is the product
of their probabilities. In the BPM QKD system, in which the
final key is derived by performing a bitwise XOR operation on
keys obtained from multiple paths, the formulation leverages
the properties of the XOR operation, where the presence of a
single secure key can mask the compromise of others, thereby
significantly enhancing the overall security of the QKD system.

On the other hand, in the CM QKD system, where keys
from different paths are concatenated to form the final key, the
effective secrecy is determined by the probability that all paths
remain uncompromised [# =1 in Eq. (16)]. This implies that
the overall secrecy decreases as more paths are added, especially
if each path has a non-zero probability of being compromised.
The compromised secrecy C; of the concatenated final key is
defined as in

b
Ci=1-[]sq-cp. (17)
k=1
where S is the secrecy of the divided key passing through

the path 4, and CPs is the compromised secrecy of all paths
between the Qponders as defined in

?
cr=[]a-rsp. (18)
k=1

where PS; is the overall secrecy of the path £ having /N TNs in
between, and it is derived as

N
rs=[Ja-rn. (19)

=1

where Pr is the probability that one of the /V trusted nodes on

the path is compromised by an eavesdropper. It is important
to note that, in BPM QKD, p =1 in both Egs. (17) and (18),
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since a distinct key is obtained from each individual path, and
the bitwise product operation is performed across the keys
generated from different paths.

The secrecy of the divided key for each path in the CM
QKD system (§;) is computed as defined in

XQPk
Sr=1 o (20)
where o is the buffered bits collected from the path £, p; is
the probability that the memories in the Qponders are com-
promised, and Qy is the length of the final keys in the QKD
system.

These formulas are derived from fundamental principles of
probability theory and cryptographic security analyses. While
specific studies focusing on multipath QKD systems may not
directly present these exact formulas, the underlying concepts
are well-established. For instance, the security analysis of QKD
protocols often involves evaluating the probabilities of different
attack scenarios and their impact on the overall secrecy of the
key distribution process. Recent research has explored various
aspects of QKD security, including using multiple paths and
combining keys to enhance robustness against potential eaves-
dropping. These studies contribute to a deeper understanding
of how multipath strategies can be employed to strengthen the
security of QKD systems [22,34].

5. SIMULATION SETUP AND RESULTS

In this study, we simulate the U.S. long-haul network, con-
sisting of 14 nodes and 22 links, with distances ranging from
150 to 2400 km, as described in [5]. This network provides a
framework to explore the integration of quantum and classical
communication systems within a hybrid multi-band archi-
tecture. Our analysis primarily focuses on the coexistence of
quantum and classical signals and their resulting impacts on
network performance and security.

The parameters for the QKD channel simulation in the
O-band are carefully chosen based on operational laboratory
setups described in [6]. The bandwidth of each quantum
channel is set to 12.5 GHz, while the launch power of the
quantum channels is set as low as —80 dBm. In contrast, classi-
cal channels operate at a significantly higher power of 0 dBm.
Additional simulation parameters include a pulse repetition

(b)

Research Article

time in the single-photon detector of 10 ns, an error correc-
tion efficiency n,¢ of 1.16, and a quantum bit error rate ¢,
of 0.015. The single-photon detectors are assumed to have
a quantum efficiency of 0.3, a timing jitter of 100 ps, and a
mean photon number p of 0.5. The receiver’s dark-current
count rate pdark—currenc is extremely low, set at 1078, The opti-
cal fiber nonlinearity coefficient is set to 1.20 1/W/km, and
attenuation varies with channel frequency in the range of
[0.18-0.38] dB/km, reflecting realistic variations in fiber loss.

The SKR (y) for all possible 1400 quantum channels
defined in the O-band is analyzed under different span
lengths of 50, 80, and 100 km. These results are depicted
in Fig. 3(a). While the E-band is strategically employed as
a guard band to separate the classical and quantum signals,
ensuring reduced interference, the SKR gradually declines
after 226 THz. This decline is attributed to the increasing
nonlinearity effects caused by the interaction of classical signals
within the C+ L+ S-band. Nonlinear interactions, such as
four-wave mixing and cross-phase modulation, become more
pronounced as quantum channels are placed closer to classical
signals, particularly at lower channel frequencies.

After analyzing all possible 1400 quantum channels in the
O-band for evaluating the maximum SKR across diverse
span lengths, we assume a maximum capacity of 1000
quantum channels operating within the frequency range
of 223 to 238 THz for our QKD network, considering a
single-path QKD scenario. This upper bound reflects the
practical constraint that establishing quantum channels is
resource-intensive. These channels demonstrate varying SKRs
depending on the span lengths and the relative proximity to
classical channels. At these O-band frequencies far from clas-
sical channels, the maximum achievable SKR is 800, 100, and
25 kbit/s for span lengths of 50, 80, and 100 km, respectively.
It is worth mentioning that, at the highest frequencies, the
SKR is significantly decreased to less than 25 and 1 kbit/s for
the same span lengths due to the high attenuation rate.

Figure 3(b) illustrates how the span length impacts the SKR
when considering a total connection distance of 2500 km. As
the span length increases from 70 to 100 km, the SKR experi-
ences a sharp decline, dropping by a factor ranging from 4 to
35, respectively. This confirms that shorter span lengths result
in higher SKR due to reduced loss and error accumulation
between trusted nodes. However, this improvement comes at
the cost of requiring more trusted nodes, which introduces a

(¢)  Quantum Key Traffic Load (Mb/s)
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trade-off: while the SKR increases with shorter spans, more
trusted nodes raise system vulnerability—each constitutes
a potential likelihood of being compromised—and add sig-
nificant deployment and maintenance costs. This highlights
the need to carefully optimize span intervals to balance both
network performance and security.

In this setup, we establish an SKR of 51 kbit/s for
each request that requires the security provided by QKD.
Furthermore, we estimate that only 10% of the total requests
arriving at the classical network will demand quantum keys
to ensure their security through quantum encryption mecha-
nisms. The remaining 90% are assumed to function without
the need for quantum-level unconditional security, relying
instead on standard security protocols. By incorporating these
assumptions, we can effectively model the resource allocation
and performance of the quantum-enhanced network.

A. Blocking Rate Evaluation

In our QKD network configuration with a 256-bit key length
and a propagation delay of 5 s per kilometer [5], Fig. 3(c)
provides a comparative analysis of network blocking ratios
under varying quantum channel deployments in the O-band
under a single-path QKD scenario. As previously outlined in
the system model, network request blocking can occur due to
classical or QKD service limitations. In the simulation, the
network requests are generated sequentially, with randomly
selected source—destination pairs and randomized capacity
demands for both classical and QKD traffic. When 750 QKD
channels are allocated in the O-band, the first blocking event
occurs relatively early, at a classical traffic load of 311 Tb/s
and a QKD traffic load of approximately 5 Mb/s. In contrast,
increasing the number of QKD channels to 1000 significantly
improves performance, reducing the blocking ratio by approx-
imately 55% and delaying the onset of blocking to a classical
traffic load of 482 Tb/s and a QKD traffic demand of around
7 Mb/s.

Further detailed examination of the aforementioned net-
work performance is illustrated in Fig. 4. In the scenario with
750 QKD channels, up to 195 Tb/s of classical traffic might
be blocked due to insufficient QKD service availability (at
least 3 Mb/s of SKR) before classical traffic blocking becomes
predominant. Conversely, when 1000 QKD channels are pro-
visioned (serving 7 Mb/s of SKR), classical traffic congestion
emerges as the primary blocking mechanism, substantiating
the network’s enhanced blocking ratio performance with a
55% reduction in service interruptions.

In the multipath QKD scenario illustrated in Fig. 5(a),
without Qponder buffering, the analysis demonstrates a sig-
nificant degradation of the SKR as longer paths are introduced,
which delays key retrieval—since keys from shorter paths
must wait for those from the longer ones before the final key
can be generated. This synchronization requirement leads
to reduced efficiency and contributes to the SKR drop, par-
ticularly with increasing connection distances. Specifically,
the SKR declines by more than a factor of 3 and 6 when the
distance between Alice and Bob extends to 2400 and 7000 km,
respectively, contrasting with the stable SKR observed in
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Fig. 4. Classical versus QKD relative blocking probability having
750 and 1000 QKD channels.

single-path configurations where span lengths range between
90 and 100 km.

Figure 5(b) presents the alternative approach utilizing a
key pool to mitigate SKR performance limitations. While
this method restores multipath QKD performance to levels
comparable with the single-path system, for the SKR, it intro-
duces increasing buffered bits of the keys retrieved from shorter
paths as connection distances expand. This buffering strategy
potentially introduces security vulnerabilities in the QKD
system. Comparative results indicate that the BPM QKD sys-
tem necessitates greater bit storage than the CM QKD system
at Qponder sites due to increased QKD traffic transmission.
For instance, when the connection distance reaches 7000 km,
the BPM QKD system stores three times more bits in the
Qponders than the CM QKD.

Figure 5(c) evaluates network blocking rates based on simu-
lated requests for 750 QKD channels, comparing single-path
and multipath scenarios across all node combinations. As
mentioned before, the network requests are generated one
by one with random node pairs and traffic demands for both
classical and QKD services. The BPM QKD scenario demon-
strates a higher blocking rate compared to the single-path
QKD approach, primarily due to increased link occupation
under equivalent traffic loads. The CM QKD system exhibits
the lowest blocking rate, outperforming even the single-
path scenario. This approach enhances network security and
improves performance through reduced blocking probability.
Consequently, the CM QKD system enables more efficient
QKD, serving 7 Mb/s of quantum key traffic load to achieve a
blocking ratio comparable to the 1000 QKD channels in the
single-path system illustrated in Fig. 3(c).

B. Security Evaluation

The security analysis is performed under the assumption
that TNs might be compromised with a 10% probability. At
the same time, Qponders’ buffers are significantly less sus-
ceptible, with a 1% likelihood of being compromised. The
assumed compromise probabilities (10% for TNs and 1%
for Qponders) are based on prior modeling studies and threat
projections reported in [35], as well as security risk estimates
consistent with existing telecommunication infrastructure
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assessments [36]. Buffers at end nodes are less vulnerable
because they store keys in secure environments with mini-
mal access. In contrast, TNs are often intermediate repeaters
placed across less secure infrastructure. Urban deployments
(Qponders) may face increased risks from insider threats,
whereas rural infrastructure (TNs) is more exposed to physi-
cal tampering or geographic vulnerabilities. This structured
approach establishes a quantitative foundation for evaluating
potential vulnerabilities within the QKD system, ensuring a
clear and measurable framework for assessing security.

Figure 6(a) demonstrates the deterioration of compromised
secrecy in the CM QKD system as the connection distance
increases. By selecting three SKRs (25.6, 51.2, and 512 kbit/s),
the analysis reveals how increased leakage of information from
buffered keys at Qponder sites compromises system security.
The simulated setup assumes fixed distances for the shortest
(150 km) and second shortest (1000 km) paths, with the
third path varying from 1000 to 7000 km. This configuration
exposes two critical factors affecting compromised secrecy: the
number of TNs in the third path and the increasing buffered
bits from the first and second paths, consequently increasing
the probability of eavesdropper interception. As illustrated,
the compromised secrecy is increased by more than 11%
when the connection distances of the first, second, and third
paths are 150, 1000, and 2000 km, but the SKR increases from
25 to 512 kbit/s. This highlights how increased buffered keys

(leakage information) can compromise the secrecy of the CM
QKD system.

However, in Fig. 6(b), the BPM QKD system demonstrates
superior security performance compared to the CM QKD
scenario. While the CM scenario exhibits up to 20% secrecy
compromise, the BPM scenario keeps it below 1% under the
same network conditions. This enhanced security is achieved
by transmitting different keys through multiple paths, albeit
at a significantly higher blocking ratio when utilizing 750
quantum channels. The analysis reaffirms that higher SKRs
inherently increase the probability of eavesdropper compro-
mise due to the increased potential for information leakage at
Qponders.

Figure 6(c) comprehensively analyzes compromised secrecy
in QKD scenarios with fixed second and third paths con-
nection lengths of 5000 and 7000 km, respectively, while
systematically varying the shortest path distance between
Qponders from 150 to 4000 km. The analysis reveals critical
insights into network security performance, demonstrating
that multipath approaches offer distinct advantages as shortest
path distances increase.

For shortest paths under 250 km, multipath QKD provides
no substantive security enhancement and merely increases
network blocking rates. However, as the shortest path distances
extend beyond 250 km, multipath scenarios progressively
outperform single-path configurations. Specifically, for a



512 kbit/s secret key rate, the single-path approach’s perform-
ance falls between the CM and BPM scenarios. When network
capacity permits and high security is essential, the BPM
scenario is recommended, particularly for shortest path dis-
tances exceeding 1500 km, where both multipath approaches
significantly improve QKD network security.

6. CONCLUSION

Using a U.S. long-haul network model, our simulation eval-
uates the performance of O-band QKD in counteracting
C+ L+ S-band nonlinearities from the perspectives of
quantum-classical traffic awareness, blocking ratio, co-
existence, propagation delay, key pool synchronization, and
security enhancement. The results show a maximum SKR of
800 kbit/s at 50 km span length in single-path configurations,
which decreases to 25 kbit/s when spans extend to 100 km.
Notably, deploying 1000 O-band quantum channels instead of
750 reduced the network blocking rate by 55%, enabling the
network to support classical traffic loads of up to 482 Tb/s.

These findings confirm the critical equilibrium needed when
optimizing concurrent transmission of quantum and classical
signals in shared infrastructure. Our findings demonstrate
that mitigating nonlinear effects is essential for maintaining
a robust SKR, particularly when quantum channels operate
in proximity to classical wavelengths. Performance of hybrid
quantum-classical networks can be considerably enhanced
through strategic management of span lengths, guard bands,
and channel configurations, establishing a foundation for
scalable and secure long-distance communication systems.

Implementing multipath QKD offers dual benefits:
enhanced security and delayed network blocking. However,
our analysis reveals that, under high traffic conditions, multi-
path QKD systems experience greater network load compared
to single-path implementations. This pattern extends to
concatenated disjoint multipath QKD systems, which demon-
strate the lowest and most delayed blocking under light
traffic conditions but experience the highest blocking rates
when the traffic increases. This behavior highlights the trade-
offs involved when traffic conditions vary across single and
multipath QKD systems.

Our evaluation confirms that multipath QKD’s security
advantages can be realized without substantial performance
drawbacks considering propagation delay analysis and key
pool synchronization. The proposed path selection strategies
allow for efficiency levels comparable to single-path systems,
particularly in low-traffic environments, offering a practical
pathway toward next-generation, reliable, and secure long-
haul quantum networks. These outcomes align closely with
the six contributions outlined in Section 2, offering both
theoretical insight and practical design guidance for future
quantum-secure backbone networks.

A comprehensive sensitivity analysis on compromise prob-
abilities is identified as an important direction for future
research to assess the robustness of multipath QKD networks.
Future studies should also address deployment, scalabil-
ity, and maintenance trade-offs in heterogeneous network
environments as QKD systems move toward large-scale imple-
mentation. Moreover, physical-layer threats and location-based

vulnerabilities remain important topics for future investiga-
tion to enhance the practical resilience of QKD deployments.
Finally, ethical considerations, including equitable access
and the potential misuse of quantum-secure communica-
tions, warrant dedicated examination as QKD technology
advances toward widespread societal adoption. It is worth not-
ing that the proposed framework can be extended to advanced
protocols, such as measurement device independent (MDI)-
QKD and twin field (TF)-QKD [37], with protocol-specific

adaptations.
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