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Abstract

Background: Machine learning (ML) systems are increasingly being deployed
in complex and safety-critical domains such as autonomous driving, healthcare,
and finance. ML systems learn using big data and solve a wide range of
prediction and decision-making problems that would be difficult to solve with
traditional systems. However, increasing use of ML in different systems has
raised concerns about quality requirements, which are defined as non-functional
requirements (NFRs). Many NFRs, such as fairness, transparency, explain-
ability, and safety, are critical in ensuring the success and acceptance of ML
systems. However, many NFRs for ML systems are not well understood (e.g.,
maintainability), some known NFRs may become more important (e.g., fair-
ness), while some may become irrelevant in the ML context (e.g., modularity),
some new NFRs may come into play (e.g., retrainability), and the scope of
defining and measuring NFRs in ML systems is also a challenging task.

Objective: The research project focuses on addressing and managing issues
related to NFRs for ML systems. The objective of the research is to identify
current practices and challenges related to NFRs in an ML context, and to
develop solutions to manage NFRs for ML systems.

Method: This research follows a design science methodology and consists
of a series of empirical and design-oriented studies. First, we conducted an
interview study to explore practitioners’ perceptions of NFRs and the chal-
lenges associated with defining and measuring them in ML systems. Then we
conducted a subsequent survey study to validate and expand these findings
with broader practitioner input. To complement these studies, we conducted a
partial systematic mapping study to assess the coverage of NFRs in the aca-
demic literature, revealing discrepancies between research focus and industrial
needs. Additionally, we conducted group interviews with domain experts in the
automotive industry to uncover requirements engineering (RE) practices and
challenges specific to ML-enabled perception systems. Based on these insights,
we proposed a structured, five-step quality framework and evaluated it through
practitioner interviews. Finally, we proposed revised maintainability metrics
adapted to the unique structure of ML systems, and we evaluated them using
ten real-world open-source ML projects.

Findings: We found that NFRs are crucial and play an important role in
the success of the ML systems. However, there is a research gap in this area,
and managing NFRs for ML systems is challenging. To address the research
objectives, we have identified important NFRs for ML systems, such as accu-
racy, reliability, fairness, transparency, retrainability, and explainability. We
also identified challenges in defining, scoping, and measuring NFRs, including
domain dependence, lack of standardized metrics, and difficulty in tracing
NFRs across ML system components. Furthermore, we found that practitioners
face significant challenges in applying RE to ML systems—particularly in
autonomous perception—due to uncertainty, evolving components, and lack
of systematic approaches for managing quality trade-offs, data quality, and
cross-organizational collaboration. To address these gaps, we proposed a five-



step NFR management framework, covering NFR selection, scoping, trade-off
analysis, measurement planning, and structured specification using templates.
Finally, given that maintainability is an important NFR for ML systems, we
proposed scope-aware definitions and measurement strategies for maintain-
ability in ML systems and demonstrated their usefulness through empirical
evaluation.

Conclusion: NFRs are critical for ML systems, but they are difficult to
define, allocate, specify, and measure due to challenges like unintended bias,
non-deterministic behavior, and the high cost of thorough testing. Industry
and research lack well-structured solutions to manage NFRs for ML systems ef-
fectively. This research addresses this critical gap by providing a comprehensive
understanding of NFRs and the unique challenges they pose in the ML context.
Through a combination of empirical studies and the development of a structured
NFR management framework, this research offers a solution for identifying,
prioritizing, scoping, measuring, and specifying NFRs across granular-level com-
ponents of ML systems. Contributions also include scope-aware definitions and
measurement metrics of maintainability for ML systems. These findings enrich
the theoretical understanding of NFRs for ML systems, provide empirically
grounded insights into their challenges, and introduce artifacts and metrics to
support future research. These outcomes also provide valuable guidance for
practitioners to build trustworthy, maintainable, and high-quality ML systems.
This research will help practitioners make better engineering decisions, improve
quality assurance processes, and provide a foundation for more systematic and
accountable ML system development.

Keywords
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Chapter 1

Introduction

Machine learning systems are software or systems that integrate or use machine
learning (ML) to perform different tasks. ML has increasingly become a
central component in a wide range of software systems. The integration of
ML into software systems has revolutionized the way modern software is
conceived, developed, and deployed. ML systems use algorithms that learn
from large amounts of data, enabling the system to perform tasks that would
be difficult to do manually or using traditional software [2]. ML has seen
unprecedented growth in recent years, and ML is increasingly and extensively
being used in many domains, including healthcare, finance, e-commerce, and
most notably, complex and safety-critical domains such as autonomous vehicles
and medical diagnostics to perform decision-making and prediction tasks,
including object detection, image processing, and natural language processing.
Despite the transformative potential of ML, the integration of such systems into
the safety-critical and high-assurance domains raises significant engineering
challenges, particularly in terms of quality assurance. There is growing concern
about potential biases [3] and unintended consequences |4[5] that may result
from ML algorithms’ influence on critical decisions and prediction operations.
Additionally, the non-deterministic behavior of ML makes the development
of ML systems more complex, expensive, and effort-intensive than traditional
systems. As a consequence, ML systems require the fulfillment of certain quality
requirements or deal with constraints such as fairness |3|, transparency [4],
privacy [6], security |7], and safety |5]. From a requirement engineering (RE)
perspective, these quality aspects are known as non-functional requirements
(NFRs) [8l[9].

For traditional software, NFRs such as performance, reliability, maintain-
ability, and usability have relatively well-understood and established definitions,
metrics, and methods for specification and validation. However, for ML so-
lutions, many of these NFRs have different meanings, ambiguity, and are
not yet well understood [10]. For example, the meaning of maintainability
and adaptability is unclear in the ML context. Maintainability in an ML
context may encompass retraining, data drift detection, or model lifecycle
management—concerns that differ significantly from traditional software. Addi-
tionally, emergent NFRs such as fairness, explainability, and transparency have
become critical in the context of ML due to ML’s reliance on data and statistical
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inference, while some NFRs such as compatibility and modularity may have
reduced importance [3[11]. Moreover, new NFRs, such as retrainability, may
become relevant for ML systems. In addition, we observe common quality
trade-offs among NFRs (e.g., security vs. performance) in traditional systems,
but there are a few works that explored quality trade-offs in an ML context |[3].

Furthermore, NFR-related challenges may become more critical when ML
systems are deployed in safety-critical domains, such as automotive software,
where perception systems rely heavily on ML to interpret sensor data and make
real-time decisions in safety-critical environments and different edge scenarios.
Failure to meet quality expectations can have severe consequences in such
safety-critical domains. Recent research has shown that current RE approaches
are insufficient to support the development of ML-based perception systems,
and future research is needed to understand best practices and propose suitable
approaches [12|. There is a lack of clarity regarding how to define, specify, trace,
and validate NFRs throughout the ML pipeline, including the data, model,
and system levels [12/[13]. Measuring NFRs for ML systems has also remained
underexplored. For example, while accuracy is a widely discussed metric, it
is unclear how to measure other NFRs comprehensively, such as robustness,
fairness, or explainability, in ways that are actionable in practice |14]. Therefore,
understanding and managing NFRs for ML can be challenging and requires
a rigorous RE approach. Hence, researchers and practitioners working with
ML and RE must recognize the importance of RE as a foundational element
of quality assurance for ML and incorporate it to ensure the success of ML
systems [15]. RE practices can help ensure that ML systems are designed,
developed, and deployed with attention to their quality attributes, thereby
improving overall performance, usability, and trust while mitigating the risk of
failure.

ML is a part of a larger system |16], and ML can be decomposed into several
granular levels, e.g., training data, ML model, and results. Therefore, different
NFRs may apply to different aspects of the system. For example, some NFRs
may be relevant to the algorithm used for learning. In contrast, others may
apply to the training data or the model trained using that data, and some
NFRs may apply to the results of applying the model or to the broader ML
system that utilizes those results. Therefore, determining the scope of NFRs
for ML systems, including identification, definition, and specification, remains
challenging. Furthermore, measuring NFRs in an ML space and different
granular levels of the system has not been explored, e.g., how to measure the
accuracy of the ML algorithm or system as a whole.

Therefore, it is necessary to identify important NFRs for ML systems,
NFR and NFR measurement-related challenges, and RE-related challenges in
different example contexts. For a better understanding of the NFRs and NFR
scopes, it is important to define specific NFRs for ML with generic definitions,
identify NFRs for ML that received less attention in the literature, identify the
initial scope of defining and measuring NFRs in ML systems, and cluster them
based on shared characteristics. ML systems involve heterogeneous components,
evolving models, and complex dependencies, that make ad-hoc handling of
NFRs inconsistent and error prone. Therefore, we need to develop frameworks
and/or solutions to manage NFRs as part of the ML systems development
process and continue to evaluate, refine, and improve the frameworks and
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solutions that guide practitioners in systematically specifying, prioritizing,
measuring, and monitoring NFRs throughout the ML system development
process. Although large language models (LLMs) and generative Al (GenAl)
have reshaped many AI applications, traditional ML-based systems for analytics
and decision-making still remain essential—especially in safety-critical and
cyber-physical domains like autonomous driving and medical devices. As such,
research on RE for ML systems (RE4ML) continues to be important, and much
of effort to define, measure, and manage NFRs for ML will potentially apply
and remain highly relevant in the GenAl era.

This thesis is organized as follows: Section describes the research goal
and formulated research questions to address those research goal. Section [1.2
discusses the background and studies related to this thesis. The research
methodologies used to answer the research questions in order to fulfill research
goal is discussed in Section [[.3] Summary of results of the Ph.D. research
thus far is presented in Section [[.4] Threats to the validity of the studies
conducted as a part of the thesis is described in Section The summary of
contributions of Ph.D. research is presented in Section [1.6] Further research
plan and future work is described in Section [I.7] Section [I.8] concludes the
thesis with a summary of the works. The appended publications are presented
in Chapter [2) Chapter [3] Chapter [l Chapter [f] Chapter [} and Chapter [7]

1.1 Research Goal and Research Questions

The PhD study focuses on identifying the challenges related to NFRs for
ML, developing and demonstrating artifacts as solutions, and evaluating those
artifacts in practice. The overall research goal of this thesis is to understand
challenges and practices in NFRs for ML and create solutions to
manage NFRs for ML systems.

To guide our study on understanding and managing NFRs for ML systems,
we formulate a number of research questions (RQs), as follows:

RQ1 What are some of the key RE topics and challenges for ML
systems in industry?
Non-functional requirements (NFRs) are a type of requirement for sys-
tems and software that are identified and managed by the requirements
engineering (RE) process. By answering this research question, the aim
is to understand the current practices and challenges perceived by the
practitioners working with ML and RE in the industry. To explore these
aspects in depth, we focused on autonomous perception systems (APS) in
the automotive domain as a representative example of ML systems. APS
are a critical part of driving automation systems (DAS) and heavily rely
on ML models for tasks such as perception, detection, and recognition —
as part of large and complex software systems — making APS a suitable
exemplar for studying RE topics and challenges for ML systems. For
this RQ, we conducted a group interview study with practitioners in the
autonomous vehicle industry who work with driving autonomous systems
(DAS). The description of the study is elaborated in Paper B and Paper
C. The results are also complemented by our published paper |17] E

I'Which is not included as an appended paper because of overlapping content.
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RQ2

RQ3

RQ4

RQ5

RQ6

How are NFRs for ML systems currently measured, and what
are the current perceived NFR and NFR measurement-related
challenges for ML systems in practice?

NFRs measurements are required to track and manage the quality of
an ML system. We also aim to understand NFR-related and NFR
measurement-related challenges experienced by the practitioners working
with ML. We conducted an interview study and then a broader survey to
answer this research question. Paper A contains the description of the
study. The results are also complemented by our published paper |18FD.

Which NFRs are more or less important for ML systems than
they are for traditional systems?

The NFRs that are important for traditional systems may not be im-
portant for ML systems or may not have the same level of importance.
Hence, it is crucial to identify and understand important NFRs for ML
systems. An interview and a broader survey were conducted to answer
this research question, and the studies are described in Paper A. The
results are also complemented by our published paper |18|m.

Which NFRs for ML systems have received the most—or least—
attention in existing research literature?

After identifying important NFRs for ML, we are interested to understand,
among important NFRs for ML, which NFRs received more attention
and which ones received less attention in research. We performed a part
of a systematic mapping study to answer this research question, which is
described in Paper D.

Over what aspects of an ML system are NFRs defined and
measured?

ML systems can be decomposed into several smaller parts, and further-
more, ML is part of a larger system. Therefore, it is important to identify
over which part of the system NFRs should be defined and measured.
In the interview and survey study described in Paper A, we tried to
understand the scope of defining and measuring NFRs for ML systems. In
Paper D, we performed initial scoping of certain NFRs for ML systems,
and in Paper F, we provided a breakdown of ML system elements and
scoping of NFRs for ML systems.

What structured approaches or framework(s) can support the
identification, scoping, specification, and management of NFRs
for ML systems?

The solutions to manage NFRs for ML are not well developed and
organized, and their consideration is in the initial stage. Therefore, it is
important to develop solutions to manage NFRs for ML in a structured
way. We have begun to address this question in Paper D with an
early conceptualization of NFRs for ML scoping and clustering and a
more comprehensive and systematic treatment of NFR scoping is done
and presented in Paper F. Furthermore, we extended these results and
developed a quality framework to identify, specify, measure, and manage
NFRs for ML systems, described in Paper E. We have performed a
preliminary evaluation based on expert interviews.
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RQ7 How to develop ML-specific measurements of NFRs for ML
systems?

We conducted a study to define, scope, and measure maintainability, as
an example NFR that is important for ML systems. ISO/TEC 25059
specifies eight high-level quality requirements for ML systems, including
maintainability [19]. Maintainability comprises five sub-characteristics,
including modularity, reusability, modifiability, analyzability, and testa-
bility [19]. In particular, in this study, we focus on modularity. We
evaluated our proposed solution over ten open-source ML systems. The
study is described in Paper F. The measurement approaches proposed
in Paper F can be integrated into the solutions addressing RQ6.

The overview of this thesis is presented in Fig. that maps the activities,
research questions, and methods used in this thesis, and activities and research
methods that will be used in future work to achieve the overall research goal.

Explore Problem Space Formulate Solutions Validate / Evaluate the Proposed
_ - Solutions
Activity 1: Activity 2: Activity 4: Activity 5: Pl T Activity 8:
RQ2-3, RQ5 RQ2-3, RQ5 RQ4-5, RQ7 RQ3, RQ5-7 CUVItyAL: -
Q: Q! Q Q RQ6 RQ7
N NFR Scope Exploration,
Interview N " " o Open Source
Survey: [A] Clustering + Systematic Artifact Design: B ML Project
Study: [A] i . g Interview [E] rojects
y: [A] Mapping Study: [D] IE, F1 [E] Evaluation [F]
Activity 3: RQ1-3, RQ5 Ll Activity 6: Activity 9: RQ6, RQ7
RQ3, RQ5-7 Al
Group Interview Study: [B, C] ‘ ‘_ ‘ Artifact Refinement: [E, F] ‘ ‘ Further Evaluation: Future Work

Figure 1.1: Overview of the thesis. The activities with purple backgrounds
represent problem exploration activities, the yellow backgrounds represent work
related to solutions, and the gray backgrounds represent solution evaluation
and future work.

1.2 Background and Related Work

This section provides terminology and background information on the basic
concepts, such as artificial intelligence (AI) and ML, RE, and NFRs used in
this thesis. This section also provides an overview of the related work that
pertains to the background information of this thesis.

1.2.1 Machine Learning (ML)

Machine learning (ML) is a sub-field of artificial intelligence (AI) that involves
the study of algorithms and statistical models that allow software and computer
systems to learn and make predictions or judgments based on data. By recogniz-
ing patterns in the data they are trained on, machine learning (ML) algorithms
are developed to automatically improve over time [20]. ML has emerged as
a paradigm-shifting technology in recent years that promotes innovation and
growth in different industries, including healthcare, finance, transportation,
and entertainment |21]. Machine learning has been used to develop applications
for personalized recommendations, fraud detection, predictive maintenance,
and image and speech recognition.
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Although ML has many proven and potential benefits, there are also sig-
nificant challenges associated with developing and deploying ML systems in
different aspects and domains |22|. ML systems development challenges include
a lack of identifying and understanding requirements, defined development
processes, and data-related challenges [23]|. Furthermore, one key challenge
is to ensure that ML systems meet NFRs, such as performance, adaptability,
safety, reliability, and security [24]. Though ML has the potential to transform
many aspects of modern life, it is important to ensure that these systems are
developed following standard guidelines, structures, and processes and meet
certain quality aspects, such as performance, reliability, and security, so that
they can be trusted and relied upon in practice.

Furthermore, the deployment of ML in real-world and safety-critical systems
(e.g., autonomous vehicles, health care) has further amplified the need for
rigorous quality assurance and engineering practices that account for both
the variability and complexity of ML systems [25]. In such domains where
human lives are at stake, ML systems must operate reliably, transparently, and
safely in open, uncertain environments and different edge cases. Therefore,
researchers and practitioners must rethink how software quality and assurance
are ensured in the ML context [26].

Finally, the ML system development process no longer ends with code
completion but extends to data collection, feature engineering, model selec-
tion, evaluation, deployment, and monitoring, which is more complex. As a
result, traditional software engineering (SE) and requirements engineering (RE)
methods require substantial adaptation to remain effective in ML contexts.

1.2.2 Requirements Engineering (RE)

Requirements are the specific services, capabilities, and qualities that a software
system must have to meet the demands of stakeholders [27]. Requirements serve
as a foundation for the design, development, testing, and maintenance activities
of the software system and play a crucial role in achieving software quality [28].
A clear set of requirements ensures that the software meets business goals,
provides the desired value, and meets the stakeholders’ needs by following
regulations. However, RE is one of the most critical and complex phases in
software engineering and involves processes such as domain analysis, elicitation,
specification, assessment, negotiation, documentation, and evolution [29]. High-
quality RE directly contributes to the success of software projects by minimizing
misunderstandings, reducing development costs, and improving the alignment
between stakeholder expectations and the delivered system. In contrast, poor
RE contributes to the software system’s failure because of vague requirements,
scope deviation, or misaligned goals [30].
There are two main types of requirements in software engineering:

e Functional Requirements: Functional requirements (FRs) are specifi-
cations of the specific tasks, functions, or operations that the software
system must perform [31]. FRs specify the behavior of the system—what
the system should do in response to specific inputs or events. For example,
one of the FRs for a word processing system might be, “The system must
allow users to produce, modify, and format text documents.”
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e Non-Functional Requirements: A non-functional requirement is an
attribute of or a constraint on a system, where attributes are perfor-
mance or quality requirements [9]. Accuracy, dependability, usability,
and security are some examples of NFRs. In this thesis, we adopt a
narrower notion of NFRs, focusing on quality requirements and excluding
constraints, with a focus on managing quality attributes of ML systems.
This perspective aligns with the interpretation of NFRs by Mylopoulos
et al. and Rebertson & Robertson [32}(33].

Understanding, defining, and comprehending different types of requirements
is very crucial and important as a part of software engineering because it guides
and enables software developers to develop high-quality systems that satisfy
the stakeholders’ needs.

RE is the process of gathering, analyzing, documenting, validating, and
maintaining a system’s requirements [34]. In traditional or contractual RE
processes, software engineers identify the needs of stakeholders and translate
those needs into precise and understandable requirements to develop and test a
system. However, in exploratory or agile development contexts, RE tends to be
more iterative and lightweight, with requirements evolving incrementally rather
than being fully specified upfront. The following steps are usually involved in
a traditional RE process, and are also often applied to some extent in agile
RE [35,/36]:

e Elicitation: In this step, the requirements engineers gather information
from stakeholders about the system. Requirements elicitation can be done
through interviews, surveys, seminars, workshops, or other techniques.

e Analysis: Requirements engineers examine the requirements and look for
inconsistencies, ambiguities, and conflicts in the requirements.

e Specification: In the requirements specification step, requirements en-
gineers list the FRs and NFRs in a specification document (e.g., SRS
document). This document can act as a formal contract between the
development team and the stakeholders.

e Validation: In this step, the development team and stakeholders evaluate
the specified requirements to ensure that the requirements appropriately
reflect the demands of stakeholders.

e Management: This step includes monitoring and managing changes in
requirements (if any) to ensure that changes do not affect the overall
project schedule or budget.

RE is an iterative process, and the requirements are monitored and managed
throughout the development process.

1.2.2.1 Non-functional Requirements (NFRs)

NFRs are specifications that define a software system’s qualities, attributes,
or constraints [8,/9]. A software system’s utility is usually determined by both
its functionality and its non-functional characteristics, such as performance,
usability, flexibility, accuracy, and security [37]. NFRs are considered essential
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for the success of software and have been widely researched, but there is still a
lack of standard guidelines for eliciting, defining, documenting, and validating
NFRs [9]. There is also debate among the RE community about when NFRs
should be considered in the RE process [8]. Montgomery et al. conducted a
systematic mapping study and found that empirical research on requirements
quality mainly focuses on improvement techniques, emphasizing attributes like
ambiguity, completeness, consistency, and correctness, with a little research on
evidence-based definitions and evaluations of quality attributes. The authors
highlighted the need for more diverse, empirically grounded research [3§].
Doerr et al. applied a systematic and experience-based method for eliciting,
documenting, and analyzing NFRs, with the aim of creating a comprehensive
set of traceable and measurable NFRs [39]. Ameller et al. conducted an
interview-based study and revealed that model-driven development adaptation
is a complex process with little or no support for NFRs [40]. Adams et al.
claimed that identifying NFRs early in the design process is crucial to avoid
increased cost later and then introduced a taxonomy of 27 NFRs that are
organized into four categories to provide a framework for addressing them
during early system design [41]. Sachdeva et al. conducted a case study
that proposed a new solution to address performance and security NFRs in
big data and cloud projects using Scrum. Their results illustrate that the
proposed approach effectively balances performance and security needs, even
when conflicts exist between them, within an agile methodology [42]. However,
while most research on NFRs has focused on traditional software systems, there
is a growing focus on NFRs for ML systems. However, while most research on
NFRs has focused on traditional software systems, there is a growing focus on
NFRs for ML systems.

1.2.3 RE for ML Systems

RE provides a systematic approach to identify and manage requirements for
ML systems. By incorporating RE principles into the ML systems development
process, practitioners can ensure that the ML system’s design, development,
and deployment meet the necessary stakeholders’ requirements and quality
aspects. Following RE principles can improve the overall performance and
usability of ML systems and minimize the risk of failure.

The development and implementation of ML systems include diverse stake-
holders’ involvement, and RE can facilitate simplified communication and
collaboration between them [43]. Easy and efficient collaboration and commu-
nication are crucial in ML systems development, as ML systems often involve
complex interactions between multiple components and stakeholders, including
data scientists, software developers, and end-users [44]. By using RE techniques,
stakeholders can collaborate to ensure that the system meets the necessary
quality requirements and satisfies the needs of all involved parties.

There have been many approaches and research on using ML to improve
RE processes (e.g., model extraction [45L[46], prioritization [47], and categoriza-
tion [48]), there has been a growing focus on RE research for ML systems [15].
However, researchers have recently begun identifying and highlighting challenges
and solutions in RE for Al-based systems.

Yoshioka et al. identified RE-related research challenges for ML systems
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and recommended the need for monitoring requirements for concept drift [49].
Ahmad et al. performed a systematic literature review and a mapping study and
investigated current approaches in writing requirements for AI/ML systems |50,
51]. They analyzed the key tools and techniques used to specify and model
requirements for AI/ML systems and highlighted that current RE applications
are not sufficient to manage most AI/ML systems. They emphasized the
need to provide new techniques and tools to support RE4AT and suggested
further research in Al ethics, trust, and explainability. Vogelsang & Borg noted
that the development process for ML systems is more complex, with the need
to effectively use large quantities of data, and dependence on other quality
requirements (NFRs) [15]. Belani et al. highlighted, discussed, and addressed
issues for RE disciplines in constructing ML- and Al-based complex systems.
They stated that one of the difficulties in developing ML-enabled software
is identifying NFRs throughout the software lifecycle, not just in the first
phases of dealing with requirements. ML-based systems require interventions
to SE processes on different aspects, such as versioning of the ML models,
dataset availability, and the whole system’s performance [52]. Villamizar et al.
conducted a systematic mapping study and proposed a catalogue of 45 concerns
to be considered when specifying ML systems, covering five different perspectives
they identified as relevant for such ML systems: objectives, user experience,
infrastructure, model, and data [53|. Pei et al. performed a literature review
and a step-by-step collaborative requirements analysis process to provide an
overview of the collaboration among the different roles in RE for ML systems.
Then they summarized the typical patterns for collaborations, and proposed
high-level guidelines for evaluation and selection of viable patterns [54].

Heyn et al. reported challenges in defining data quality attributes, testing,
monitoring, reporting, and human factors in AI context [55]. Nagadivya et al.
explored ethical guidelines for the development of transparent and explainable
Al systems, defined by various organizations. They found that transparency
and explainability are related to several quality requirements, such as fairness,
trustworthiness, understandability, traceability, auditability, and privacy [56].
They suggest a structured way for practitioners to define explainability as an
NFR for Al systems. Further research focuses on specific types of requirements
for AI, such as transparency (e.g., [57]) or legal requirements (e.g., [58]).

Along with the research discussed above, we focus on a wider view of NFRs
for ML in research and in industry, collecting an overview of NFR perception
from practitioners, and aim to address the challenges related to NFRs for ML
systems.

1.2.3.1 NFRs for ML Systems

As the adoption of ML in software systems grows, addressing NFRs has become
one of the key areas of research. This section highlights key studies that
explore the challenges, directions, and emerging practices related to NFRs in
ML systems.

Horkoff discussed the challenges of NFRs for ML and research direction,
including how RE can be adjusted for solutions to address the challenges related
to NFRs for ML systems [13]. Kuwajima et al. illustrated that ML models
lack processes and methods in terms of requirements specification, design
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specification, interpretability, and robustness [59]. The authors also compared
the conventional system quality standard SQuaRE with the characteristics of
ML models to identify quality models for ML systems, and the results revealed
that the absence of requirements specification and robustness has the greatest
impact on quality models. Similarly, Gruber et al. stated that less research
has been done in the ML context on modeling NFRs, and research tends to
focus on functional requirements more [60].

Vogelsang & Borg stated that RE practitioners need to understand ML
performance measures to state good functional requirements for ML systems [15].
They also emphasized that RE for ML should focus on requirements over
both data and the whole system. Khan et al. discussed the importance of
documenting NFRs for ML systems, reviewed the relationship between RE and
software architecture with respect to ML, and analyzed three methods (SysML
extensions for functional and non-functional requirements, GORE-MLOps
methodology, and methodology for specification, analysis, and verification in
autonomous systems (SAV) for documenting and handling NFRs for delivering
quality software systems [61]. Recently, NFRs are getting more attention in
research, and researchers are focusing more on specific NFRs, such as bias and
fairness in machine learning systems [62], transparency [63|, uncertainty [64],
explainability [65], and safety |66].

Villamizar et al. identified quality characteristics relevant to ML systems and
NFR-related challenges, such as incomplete and fragmented understanding of
NFRs for ML and lack of validated RE techniques to manage RE [12]. Martino
et al. classified 30 NFRs for ML systems and identified 23 SE challenges in
addressing them [67]. Bajraktari et al. proposed a template to document
NFRs for ML systems, addressing the challenges in RE for such systems [68].
Martinez et al. performed a systematic mapping study and found that safety
and dependability are the most studied properties of Al-based systems [69].
Previous studies have discussed the challenges and opportunities of addressing
NFRs in ML system development. However, while there is some research
on NFRs, there is limited research specifically focused on solutions to NFR
challenges and on understanding the current practices and processes that
professionals use to define, allocate, and measure these NFRs. Gezici et
al. conducted a systematic literature review and provided a road map for
researchers for deeper understanding of quality challenges, attributes, and
practices in the context of software quality for Al-based software |70]. Ali et al.
conducted a systematic mapping study to understand, classify, and critically
evaluate existing quality models for Al systems, software, and components.
The authors found quality characteristics (e.g., privacy, accuracy, fairness) for
AT systems and software, but they did not find any quality characteristics and
models for Al software components [71].

Prior research focused on understanding NFRs for ML systems, highlighting
challenges, proposing taxonomies, and focusing on specific quality attributes.
However, most existing work remains either conceptual, limited to particular
NFRs (e.g., fairness, safety, transparency), or focused on abstract models and
high-level frameworks. In contrast, this thesis focuses on a comprehensive and
empirical approach to understand current industrial practices and challenges
in RE for ML, identify critical NFRs and measurement-related challenges, and
propose actionable, scope-aware solutions to manage NFRs for ML systems.
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Unlike previous work, this thesis proposes a step-by-step framework for identi-
fying, prioritizing, scoping, measuring, and specifying NFRs across different
ML system components. Furthermore, it introduces adapted maintainabil-
ity measurement metrics tailored to ML system components. By integrating
detailed empirical evidence with practical solutions, this thesis will support
both researchers and practitioners to understand NFR-related challenges and
manage NFRs for ML systems.

1.2.4 Software and Systems Methods for ML Systems

Current systems and software development methods often do not account well
for ML systems [72]. Wan et al. stated that adding ML to software systems
significantly changes software development practices across requirements, de-
sign, testing, and process [73]|. A recent study highlighted the challenges in
developing ML systems using traditional SE practices, including the difficulties
in integrating ML models into software systems, by emphasizing the need for
improved practices |74]. Giray reported that the non-deterministic nature
of ML systems complicates the SE aspects of engineering them. As a part
of a systematic literature review, Giray also reported that there is a lack of
mature tools and techniques to support the development and verification of
ML systems |75].

Recently, researchers have started exploring the solutions and introducing
some methods for the development of ML and Al systems. Indykov proposed a
component-based approach to integrate ML functionality into complex systems
by addressing challenges in system architecture and development workflows [76].
Lavin et al. proposed an ML technology readiness level framework that ensures
robust, reliable, and responsible ML system development [77]. Hesenius et al.
provided a structured engineering process framework named EDDA (engineer-
ing data-driven applications) that bridges existing gaps, supports data-driven
application development, and ensures the required quality levels for critical
components of ML systems |78]. Amershi et al. conducted a case study and
described how various Microsoft software teams developed software applica-
tions with customer-focused Al features—integrating existing Agile software
engineering processes with Al-specific workflows [79].

Although the aforementioned studies focus on adapting general software
engineering processes, architectures, or readiness frameworks for ML systems,
our work takes a more specific and empirically grounded approach, focusing
on the challenges and solutions of NFRs for ML systems. In addition, our
work includes in-depth insights into requirements and software engineering for
autonomous perception systems and the complexities of managing data and
annotation quality—areas largely overlooked in the literature.

1.3 Research Methodology

This Ph.D. thesis investigates and develops solutions for managing NFRs for
ML systems by understanding existing challenges related to NFRs and ML
systems. This thesis follows Design Science Research (DSR) as the primary
methodology to answer the research questions outlined in Section [I.I] DSR is a
systematic approach to designing, developing, and evaluating artifacts that are
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intended to solve real-world problems [80]. DSR emphasizes the relationship
between theoretical rigor and practical relevance, ensuring that the developed
artifacts are knowledge-based and applicable to real scenarios [81]. We chose
DSR as the primary research method as it provides us with a structured way
to explore NFR for ML-related challenges and allowed us to iteratively design,
evaluate, and refine our proposed solutions. The steps of the DSR method
followed in this research are inspired by multiple well-established guidelines
and adaptations of the methodology proposed in the literature [80,82-87]. An
overview of the adapted DSR cycles is presented in Fig.
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« Adapted NFR (Maintainability) Measurement for ML systems [F]

Figure 1.2: An overview of the adapted DSR cycles employed in this thesis.
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Furthermore, Table provides an overview of the research methodologies
used across the included articles, along with the data collection methods and
references to the papers that contributed to this thesis.

Table 1.1: Included articles with their research methods

Paper Research Method Data Source

A Qualitative exploratory study 10 interviewees & 30 survey respondents

B Qualitative exploratory study 7 group interviews, 19 interviewees

C Qualitative exploratory study 7 group interviews, 19 interviewees

D Part of systematic mapping Extracted information from literature
study

E Artifact design and qualitative 4 interviewees
study

F Artifact design and Open- 10 open-source ML projects

source ML projects evaluation

1.3.1 Problem Space Exploration

Interview Study (RQ2-3, RQ5): We conducted an interview study with
10 participants working with ML and RE to explore NFRs for ML-related
challenges and how NFRs are perceived, specified, measured, and managed
in practice. A detailed description of the research methodology, including
instrument design, sampling, and analysis techniques can be found in Paper A.
The study was driven by the primary research question: What is the perception
and current treatment of NFRs in ML in industry? To guide the study and
ensure the collection of rich and detailed data, we refined this question into
more detailed sub-questions, such as, Which ML-related NFRs are more or less
important in an ML context, and over what aspects of the system are those
NFRs defined and measured in industry? How are NFRs for ML currently
measured, and how are NFRs and their measurements captured in practice?
Finally, what NFR- and NFR-measurement-related challenges are perceived?

In the interview study, the sample selection was a combination of conve-
nience, purposive, and snowball sampling. This strategy allowed us to ensure
that participants possessed practical experience with ML system development
and RE while also ensuring diversity across roles, organizations, and domains.
Data was collected through semi-structured interviews, allowing the flexibility
to adapt follow-up questions based on participants’ responses. Each interview
followed a set of predetermined open-ended questions and follow-up questions
to gather detailed information. We interviewed a total of 10 engineers and
researchers who have varying levels of experience working with ML in different
sectors of the ML industry, including automotive, healthcare, and information
technology. Based on the interviewees’ demographic information, we believe
that the selected interviewees are representative of the practitioners who work
in the data science and ML field, including their knowledge of NFRs.

With the interviewees’ consent, we recorded each interview session, and
for analysis, all interviews were transcribed and anonymized. The collected
data was qualitative in nature, and we used thematic analysis and coding for
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data analysis that is inspired by [88}/89]. The coding process involved starting
with high-level codes aligned with our research questions, and refining and
modifying them as we analyzed the transcripts.

Survey (RQ2-3, RQ5): To validate and expand the findings of the interview
study and gain broader empirical insights, we conducted a survey, targeting
professionals and researchers working with ML and RE. Paper A discusses
the survey in detail. The primary objective of the survey was aligned with the
interview study, focusing on the perception, importance, scope, and challenges
related to NFRs for ML system development. Additionally, the survey was
designed to explore potential differences in perspectives between participants
from different professional backgrounds—specifically comparing those working
in industry, academia, or across both domains. The survey allowed us to
identify whether the participant’s background influences how practitioners
prioritize important NFRs and NFR-related challenges for ML systems.

We used a combination of purposive and convenience sampling to select
survey participants, including practitioners from both academia and industry
with experience in ML and requirements engineering. We used email to
distribute the online survey to our contacts. To increase reach and diversity, we
also distributed the survey through social media platforms such as Facebook,
Twitter, and LinkedIn. We posted in groups and communities focused on
AI, machine learning, and software engineering. The survey remained open
from September 22, 2021, to April 7, 2022, which provided ample time for
participation across multiple geographic regions and professional contexts. In
total, 42 individuals responded to at least part of the survey, with 30 responses
analyzed based on the demographic information provided and completion of
the questions. The survey was designed with semi-structured questions to
allow participants to express their opinions freely while collecting in-depth
information.

The survey was divided into three main sections. The first section gathered
demographic information that includes participants’ current role, years of expe-
rience, primary domain (industry or academia), and familiarity with ML and
NFRs. Demographic data provided a foundation for interpreting the results
and identifying patterns across subgroups. In the second set of questions, we
collected participants’ general impressions of NFRs, whether the participants
think NFRs play an important role in ensuring the quality of ML systems,
the degree of importance of each NFR, and the scope of which part of the
ML systems NFRs should be defined and measured. We provided a list of
important NFRs (25 NFRs) identified as important in the interview study and
their general definition of each NFR to help respondents answer the questions.
This helped ensure that all respondents interpreted the terms similarly and
could reflect more precisely on their relevance and scope. In the third set
of questions, we collected information on NFR challenges, including whether
respondents agreed that the identified challenges could affect the development
of ML systems. Not all questions were mandatory, which allowed participants
to focus on areas most relevant to their experience. The respondents were
also given the space to write qualitative comments for most questions. We
conducted a test survey with one Ph.D. student, one postdoctoral researcher,
and one associate professor to improve the reliability, validity, and quality
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of the survey questionnaires. Most of the data collected was quantitative
and analyzed using descriptive statistics. Qualitative data was also collected
through comments made by a few participants.

Group Interview Study (RQ1-3, RQ5): In a further study, we conducted
a group interview study that focuses on examining NFRs, and broader SE and
RE in ML in a specific application domain: autonomous perception systems
(APS). APS are a critical part of driving automation systems (DAS). These
systems rely heavily on ML to perform tasks such as environment perception,
object detection and recognition, and situational awareness. Paper B and
Paper C describe the group interview study in detail.

The goal of the study was to explore and examine the SE- and RE-related
topics, particularly the treatment of NFRs and challenges faced by practitioners
in the development process of ML-based APS. Along with meeting functional
requirements, these systems must also achieve demanding quality attributes
such as safety, robustness, reliability, and explainability. In this interview
study, we aim to understand how these requirements are currently captured,
traced, validated, and communicated, and to identify recurring gaps in existing
development practices. To explore these questions, we conducted interviews
with 19 participants from five automotive companies.

In order to maintain the flexibility to add follow-up questions, we employed
semi-structured group interviews with a series of preset open-ended questions.
Each session was guided by a series of open-ended questions designed to probe
into participants’ experiences with RE, SE, and NFRs in ML systems while
leaving room for spontaneous elaboration, clarification, and follow-up questions.
The interviews lasted between 1 hour 30 minutes and two hours. We used
Microsoft Teams to conduct the interviews between December 2021 and April
2022. With all participants’ consent, we recorded every interview session.
After transcribing, we anonymized the recordings for analysis. At least three
researchers were present in each interview session, with the same two researchers
participating in all sessions.

We used thematic analysis to analyze the collected qualitative data, inspired
by [88,[90]. We used a mixed form of coding. We started with a number of
high-level deductive codes, then identified inductive codes while going through
interview transcripts. At least three researchers coded each transcript together
to ensure reliability and reduce individual bias. The researchers discussed and
resolved any disagreements during each coding session. In a second round,
a new group of at least two researchers reviewed the interview transcripts
and verified the codes. This multi-stage coding and cross-validation approach
enhanced the rigor of our analysis and ensured that the resulting themes were
well supported by the data.

Preliminary Systematic Mapping Study (RQ4-5, RQ7): We performed
an exploratory study to establish an initial scoping of the academic treatment
of specific NFRs and an initial estimation of the level of research performed on
specific NFRs. This investigation aimed to identify which NFRs have received
notable scholarly attention, which have been comparatively underexplored, and
how the academic discourse aligns—or fails to align—with practitioner concerns
identified in our previous empirical studies. We performed a preliminary
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systematic mapping of the selected NFRs for ML systems. We utilized Scopus,
a comprehensive meta-database that includes research from peer-reviewed
journals and conferences from various publishers, such as IEEE, ACM, and
Elsevier. We developed search strings for the database search by identifying
relevant terms and synonyms from related literature and our discussions. We
split the major terms into more specific terms and concatenated them to
form the search strings. The goal of this mapping was understanding the
current research landscape related to NFRs for ML systems, highlighting
knowledge gaps, and guiding the design of further empirical work and framework
development. Paper D describes the partial systematic mapping study in
detail.

To estimate the number of relevant publications for each selected NFR, we
applied a sampling-based relevance screening procedure. We first retrieved the
total number of publications returned by each search string and then randomly
sampled 50 papers per NFR for manual screening. Three researchers indepen-
dently evaluated the relevance of each paper based on established inclusion and
exclusion criteria. We resolved discrepancies through our discussion, utilizing
the inclusion and exclusion criteria to create a final list. We calculated the
final estimation by multiplying the total number of identified publications by
the percentage of the relevant sample. Although approximate, this estimation
provided valuable insights into the relative academic attention devoted to
different NFRs in ML contexts.

1.3.2 Artifact Design

Initial Scoping and Clustering (RQ5): Using the result from the mapping
study (Paper D) and the interview and survey studies (Paper A), we ask whether
ML system NFRs can be grouped into clusters based on shared features, and
what scopes (e.g., data, model, system) NFRs can be defined over in an ML
System.

We selected important NFRs for ML from the interview study, and defined
these NFRs based on our previous experience and a review of literature from
research papers, websites, blogs, and forums. To categorize these NFRs into
manageable clusters, we employed a group discussion approach to group NFRs
that shared similar meanings or purposes. Paper D describes the clustering
in detail.

We proposed an initial scoping of NFRs for ML systems in Paper D. To
identify the scope of NFRs for ML systems, we identified the key elements of
an ML system. We then utilized our prior definitions and experience, along
with the titles and abstracts of relevant studies to determine the applicability
of each NFR to these system elements. We improved the initial scoping and
proposed the final version in Paper F. We first propose that ML systems can
be divided into “ML components’—responsible for supporting and performing
ML operations—as well as components that interface with ML and components
with no relationship to ML. We can then further break down these groups of
components. Through a series of meetings, we reached a consensus through
discussion, addressing any disagreements by providing concrete examples of
how the NFR is applied to the respective ML system element.
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A Framework for Managing NFRs for ML Systems (RQ3, RQ5-6): We
proposed a quality framework to specify, allocate, measure, and manage NFRs
for ML systems. The proposed quality framework consists of five steps—each
consisting of one or more concrete tasks. Although the steps are presented in
an ordered sequence, practitioners can jump between steps and tasks, as it is
expected that NFR identification, definition, scoping, trade-off, measurement,
and specification will be iterative in nature. We discuss NFR management
at two levels. Steps 1-4 (identifying, prioritizing, defining, scoping, balancing
trade-offs between NFR types, and measuring NFRs for ML systems) of the
framework relate to broad high-level types of NFRs (e.g., ‘performance”). Step
5 of the framework relates to specific instances of those types (e.g., “PE003:
the object detection function should detect objects defined in the operational
design domain within 0.001 seconds.”).

Maintainability Definition, Scoping, and Measurement (RQ5, RQ7):
We conducted an artifact-focused study described in Paper F. We designed
the research to develop a scoping-aware definition of maintainability tailored
for ML systems, propose revised modularity metrics that reflect dependencies
beyond traditional structured code, and empirically evaluate these metrics on
real-world ML systems.

We began by analyzing the limitations of existing definitions and measure-
ments and found that they do not account for heterogeneous components such
as datasets, models, or ML scripts. We proposed an updated definition of
maintainability that explicitly recognizes ML-specific components and scopes.

Modularity, a sub-characteristic of maintainability, can be measured using
coupling and cohesion. We introduced revised coupling and cohesion metrics
that capture dependencies between code files, datasets, models, and ML library
functions.

1.3.3 Evaluation of the Proposed Artifacts

We evaluated our proposed artifacts and solutions to manage NFRs for ML
using different empirical methods such as interviews and open source ML
project evaluations. The further evaluation and refinements of our developed
artifacts will be done in an iterative process.

Quality Framework Evaluation (RQ6): We conducted semi-structured
interviews to collect qualitative data that contained the perceptions of domain
experts about our proposed quality framework. A detailed description of the
evaluation process is provided in Paper E. The sampling method was a mix
of convenience and purposive sampling. We contacted people in the industry
who have RE and ML experience and then asked them if they knew any
qualified candidates we could contact. We interviewed five practitioners who
have six to 25 years of experience working with RE and ML. We believe that
our interviewees are representative of those working with RE and ML. The
interviews lasted 50 to 60 minutes and were conducted between September
and October 2023 via Microsoft Teams. We recorded all interviews with the
permission of interviewees, then transcribed and anonymized them for further
analysis.



18 CHAPTER 1. INTRODUCTION

We used semi-structured interviews with a set of predetermined open-ended
questions so that we could have the freedom to add follow-up questions to
collect in-depth information. The collected data were qualitative, and we used
thematic analysis as a data analysis method. We used a mixed form of coding,
where we started with several high-level codes based on our interview guide,
then refined and adapted those codes when we went through the transcripts.
One author started to code one transcript, then refined the codes based on
feedback from two other researchers, and coded the rest of the transcripts.
At last, all the authors discussed the codes and refined those based on the
discussion.

Maintainability Measurement Approach Evaluation (RQT7): To
evaluate the applicability and usefulness of our proposed maintainability mea-
surement approach for ML systems, we selected ten popular open-source ML
projects from GitHub. We selected the projects based on the systems tagged
with "ML" and ranking highest by star count. Our selected ML projects span
various domains, such as image processing, conversational Al, and facial recog-
nition. We ensured that the selected systems represent realistic, non-trivial
ML-based software solutions that include different granular-level components.

We manually decomposed each system into four functional scopes: Data
Acquisition, Training Pipeline, ML Interfacing, and Non-ML Components.
This decomposition allowed for a scope-aware evaluation of maintainability,
based on the assumption that maintainability varies across these heterogeneous
components. We applied both traditional maintainability metrics—Coupling
Between Object Classes (CBO) and Loose Class Cohesion (LCC)—and our
proposed ML-specific extensions— CBOM% and LCCM¥ over the scopes.

We calculated the metrics per file and then aggregated at the system and
scope levels. We used descriptive statistics (i.e., average values and distribution
characteristics) to compare CBO, C BOME LCC, and LOCM¥ values between
projects and scopes within and across projects. This measurement allowed
us to compare how maintainability characteristics differ among systems and
among different ML-specific scopes. We also performed qualitative inspection
of selected codebases to explore the causes of high or low maintainability scores,
focusing on how data, ML models, and code structuring affect the metrics. This
mixed-methods evaluation provided empirical support that the revised metrics
offer more accurate and context-sensitive insights into the maintainability of
ML-based systems than traditional approaches. A detailed description of the
evaluation process is provided in Paper F.

1.4 Results

In this section, we present the results and answer the research questions based
on the research conducted to date. Detailed results can be found in our
published research articles: Paper A [91], Paper B [92], Paper C 93|, Paper
D [94], Paper E [95], and Paper F [96].
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RQ1: What are some of the key RE topics and challenges for ML systems in
industry?

In ML systems, RE involves identifying the problem domain, specifying
the system’s functional and non-functional requirements, and validating these
requirements throughout the development life cycle. We chose autonomous
perception systems (APS) as a representative of such ML systems in our
study, as ML is an integral part of APS. Based on thematic analysis of the
group interview data, RE-related sub-themes, and topics are summarized in

Figure
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Through the group interview study, we identified many RE-related chal-
lenges practitioners face in the development of these systems due to the complex-
ity and uncertainty inherent in ML-based perception systems. One recurring
theme was the difficulty of defining complete and precise requirements upfront.
Instead of conventional requirement specifications, practitioners often rely on
representations such as operational design domains (ODDs) and scenario-based
modeling as foundational RE artifacts.

Several specific RE challenges emerged in relation to the definition and man-
agement of ODDs, the decomposition of high-level goals into detailed, actionable
requirements, and the difficulty of tracing these requirements throughout the
ML pipeline. RE-related challenges for autonomous perception systems also
include detection and exit detection of ODD, the specification of plausible
scenarios and edge cases, decomposition of requirements, traceability, quantifi-
cation of quality requirements, and the creation of specifications for data and
annotations. Another key RE task highlighted was the development of clear
and testable specifications for both data and annotations—an emerging area of
RE artifacts that is critical in ML workflows.

Practitioners also identified important NFRs specific to autonomous percep-
tion systems, such as system-level, mentioned performance, comfort, integrity,
trust, reliability, robustness, and explainability are the most important NFRs.
At the function level, the interviewees mentioned performance, accuracy, and
suitability. Quality-related sub-themes and topics are summarized in Figure 1.4
In addition, trade-offs among different NFRs were frequently discussed, such as
safety vs. cost, accuracy vs. usability, and cost vs. comfort. These trade-offs
highlight the complex balancing acts practitioners must manage, especially
when deploying ML systems in safety-critical environments.
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Figure 1.4: Mind map illustrating relevant quality topics and challenges for
driving automation systems with perception.

Moreover, large annotated datasets are required for the development of such
ML systems, specifically for the training and validation of the ML components.
Therefore, maintaining data quality is very important to ensure the overall
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quality of autonomous perception systems. Data requirements can also entail
specific data quality aspects or data-related NFRs. The most important
data quality aspects mentioned by the interviewees do not describe physical
properties of data, such as pixel density, contrast, resolution, brightness, etc.,
but instead focus on the represented information in the data. The important
data qualities mentioned by practitioners are bias, data correctness, data
reusability, and data maintainability.

On the other hand, collaborations between original equipment manufacturers
(OEMs) and their suppliers of software components, data, and annotations
are hampered by the widespread challenges in defining data and annotation
requirements. The lack of common metrics defining data variance as a way
of conveying data quality, the lack of process guidelines, and non-transparent
data selection as part of the data gathering process have a negative impact on
the ability to specify data needs. The most critical challenges we found are
inconsistent manual annotations and missing specifications and guidelines for
annotation processes.

Although our study focused on autonomous perception systems, many
of the identified RE topics and challenges are likely to be relevant in other
ML-intensive domains, particularly where data plays a central role in system
behavior. Our findings suggest that traditional RE practices require substantial
adaptation to accommodate the uncertainties, dependencies, and emergent
properties inherent in ML systems. We suggest practitioners include itera-
tive and continuous requirements refinement, improved methods for specifying
and validating data-related requirements, and enhanced tools to support com-
munication and traceability across interdisciplinary teams. Detailed results
regarding these topics are discussed in Paper B and in Paper C.

RQ2: How are NFRs for ML systems currently measured, and what are the
current perceived NFR and NFR measurement-related challenges for ML sys-
tems in practice?

In the interview and survey study as described in Paper A, all interviewees
stated they measure or need to measure NFRs over ML-enabled software, but
the measuring technique varies depending on the functionalities of the software.
For example, NFRs can be measured based on response time, statistical analysis,
different performance metrics, or user feedback. Measurement can be done by
machine and human judgment combined, along with statistical analysis (e.g.,
precision, recall, and F1 score). According to the interviewees, many NFRs,
such as explainability, fairness, and robustness, are difficult to measure, as
they are not quantifiable. We asked the interviewees how NFR measurements
were captured for ML-enabled systems, such as using a tool or via some
documentation. Interviewees were able to name some methods and tools to
capture NFR measurements (e.g., checklists, custom code, traceability), but
answers varied, and participants often found this question difficult to answer.

Through the interview study, we also gained an understanding of the
perceptions and challenges related to NFRs in an ML systems context, described
in detail in Paper A. We found that practitioners working on ML systems
consistently face different challenges in how NFRs should be defined, prioritized,
and assessed. Several NFRs were identified as particularly challenging (e.g.,
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Figure 1.5: NFR-Related Challenges with ML Systems.

safety, transparency, accuracy, consistency, privacy, and completeness), but
additional challenges included uncertainty, dependence on domains, and a lack
of knowledge of NFRs and regulations. Practitioners also described how the
lack of shared understanding or precise definitions—especially for NFRs, such
as transparency and robustness—leads to difficulties in translating abstract
goals into concrete engineering tasks.

NFR-related challenges for ML systems are presented in Fig. where
leaf-level challenges include interviewee counts (c) and frequencies (f).

Furthermore, unlike traditional systems, where NFRs can often be directly
specified and verified through statistical analysis or formal testing, the dynamic
behavior of ML components introduces uncertainty that affects both the elici-
tation and validation of NFRs for such systems. For instance, the safety and
reliability of ML systems depend on the model’s accuracy and the quality and
representativeness of the data on which the model was trained, which are often
hidden or poorly specified. Similarly, achieving consistency or fairness in ML
model outputs does not depend solely on code correctness but also depends on
how well the training data align with real-world operational scenarios and con-
texts. Although some of the challenges we identified (e.g., domain dependence,
dependency among requirements) are also exist in traditional systems, their
impact is amplified in ML systems due to non-deterministic behavior, evolving
data distributions, and the tight coupling between data and system behavior.

We also found many challenges regarding the measurement of NFRs in ML
systems, including a lack of knowledge, complexity, costly rigorous testing,
and finding data. Fig. summarizes NFR measurement-related challenges
experienced by the interviewees, where leaf-level challenges include interviewee
counts (c) and frequencies (f). Although many challenges, such as domain
dependence, could apply to both NFR challenges and NFR measurement
challenges, the issues discussed here specifically arise during the measurement
of NFRs.
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Figure 1.7: Opinions of survey participants on specific NFR and NFR-
measurements related challenges.

We also received insights regarding NFR and NFR measurement-related
challenges from survey participants. To validate the challenges identified
through interviews, we asked survey participants for their opinion on the listed
challenges, and the result is presented in Fig. Sixteen participants (62%)
agreed that lack of awareness among engineers is a challenge, while four (15%)
disagreed. Lack of awareness among customers about NFRs is also a challenge—
20 participants agreed (77%), while two disagreed (8%). Similarly, we could
confirm challenges found in the interviews related to the uncertainty of defining
and measuring NFRs for ML systems, the domain dependency of NFRs for ML
systems, and implementing rigorous testing of NFRs for ML systems. Most of
the participants agreed on these statements, while very few disagreed. Specific
challenges may not emerge in all projects. However, 76% of survey respondents
have encountered at least one of these challenges in their ML projects.



24 CHAPTER 1. INTRODUCTION

RQ3: Which NFRs are more or less important for ML systems than they are
for traditional systems?

Our interview and survey studies offer perspectives on which NFRs are
perceived as more or less important for ML systems compared to traditional
systems. The identified important and less important NFRs for ML systems
are described in detail in Paper A. According to the interviewees, most NFRs
as defined for traditional software are still relevant and important in an ML
context, while only a few become less prominent. Important NFRs, according
to our interviews, include fairness, flexibility, usability, accuracy, efficiency,
correctness, reliability, and testability. Fig. [I.8|illustrates the important and
less important NFRs for ML systems. These NFRs are crucial to ensuring the
quality and success of ML systems, particularly in high-stakes or safety-critical
domains like autonomous perception systems, where the stakes of model failure
are substantial. It is also important to note that there was a disagreement
among the interviewees about which NFRs are less important.

For example, some interviewees suggested that portability is less important
for ML systems, as ML systems are often developed with specific hardware
or runtime environments in mind. Some others considered portability an
important NFR, considering that models can be reused across platforms or
transferred into new deployment environments. The NFRs (yellow-colored
background) in Fig. indicate precisely this kind of disagreement, with the
same NFR being viewed as important by some and less important by others.

The survey study validated the qualitative insights from the interview study
with broader quantitative data. In the survey study, participants strongly
agreed that NFRs play an important role in ensuring the quality of ML systems,
and there is a difference in how NFRs are defined and measured between
traditional systems and ML systems. Participants from a blended context (both
academia and industry) placed a higher importance on fairness, transparency,
explainability, justifiability, and privacy than other groups. They also placed
the highest average importance on NFRs but had the largest variance as well.
They placed a lower emphasis on fault tolerance, portability, and simplicity.
We also compared the results for those with a more industrial or academic
background. For example, accuracy, completeness, integrity, and reliability
are the most important NFRs for ML among the academic participants. On
the other hand, reliability, accuracy, integrity, and justifiability are the most
important NFRs from the industrial participants’ perspective.
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RQ4: Which NFRs for ML systems have received the most—or least—attention
in existing research literature?

We conducted a literature search in the Scopus database to estimate the
number of relevant publications on each of the selected NFRs for ML. The
number of identified publications is presented in the second column of Table [T.2}
We found that performance, accuracy, efficiency, security, complexity, privacy,
and safety received the most attention in research. In contrast, retrainability,
justifiability, testability, repeatability, traceability, and maintainability got the
least number of publications. The detailed result is described in Paper D. The
number of papers for accuracy is very high since researchers and practitioners
are particularly interested in prediction accuracy. We also found more papers
for usability than we expected, even when excluding papers using usability as a
synonym for applicability, and find it encouraging that research is focusing on
human-oriented aspects. Even while practitioners in the interview and survey
study (Paper A) noted retrainability as an important NFR for ML systems,
we were surprised that no literature was found for retrainability.
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Table 1.2: NFRs with number of search results, number of relevant publications,
kappa values (agreement on sample), and final paper volume estimation for
select NFRs. We only examined a second sample in cases where we wanted to
see if agreement would improve.

NFR Search Relevant Kappa Relevant Kappa Est.
Results (1) (1) (2) (2) Pubs.

Performance 114853

Accuracy 92669

Efficiency 22247

Security 19142

Complexity 16997

Privacy 6388

Safety 5848

Reliability 5620

Bias 4118

Scalability 3595

Consistency’ 2936

Flexibility 2764 23 (46%) | 054 ]

Interpretability 2418

Trust 1965

Reproducibility 1796

Domain Adapt. 1732 47 (94%) 0.63 1628

Usability 1270 21 (42%) 0.50 29 (58%) [ 0.44 635

Adaptability 1177 34 (68%) 0.50 800

Fairness 1089 45 (90%) 0.41 980

Correctness 1045 16 (32%) 0.53 334

Integrity 1015

Transparency 851 44 (88%) 0.70 749

Explainability 706 11 (88%) 0.22 621

Fault Tolerance 553 26 (52%) 0.68 288

Interoperability 532 9 (18%) 0.45 96

Completeness 372 23 (46%) 0.40 25 (50%) | 0.58 179

Portability 346 21 (42%) 0.45 145

Ethics 331 31 (62%) -0.03 205

Reusability 321 24 (48%) 0.55 154

Maintainability 277 6 (12%) 0.30 9 (18%) [ 0.72 42

Traceability 214 1 (3%) 0.61 6 (12%) | _0.61 21

Repeatability 171 17 (34%) 0.44 58

Testability 77 1 (3%) 0.54 2 (@%) | 1.00 5

TJustifiability 3 0 (0%) 1.00 0

Retrainability 0 0

RQ5: Over what aspects of an ML system are NFRs defined and measured?

Our results show that while traditional systems often associate NFRs with
the system as a whole or at the module and component level, NFRs in ML
systems present new challenges due to the presence of ML pipeline and the
heterogeneous nature of such systems.

The interview study result described in (Paper A) shows that the partic-
ipants expressed uncertainty in clearly identifying the scopes for both NFR
specification and measurement. We observed inconsistency in how different
practitioners interpreted and applied scoping of NFRs over different elements
of ML systems. Some practitioners explicitly defined NFRs (e.g., performance
or robustness) over ML models, while others framed them at the system level,
especially when discussing safety, usability, or integrity. We also note that
this question was not so easy to answer for many participants. We see even
more disagreement on the scope of measurement than on the scope of NFR
definition, with still a slight focus on measuring over the model rather than
the data or whole system.

From the survey study described in (Paper A), we found that most
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practitioners (72%) focused on defining NFRs over the whole system. While
many interviewees and some survey respondents (17%) also define NFRs on
models, a few practitioners (11%) have explicitly considered NFRs for ML-
related data. Almost all respondents (93%) agreed that NFR measurements for
ML systems are dependent on the context, while one participant added that
measurement for NFRs in ML is dependent on the domain. For the statement,
“NFR measurements for ML-enabled systems can be dependent on another
NFR defined for the other parts of the same system, the whole system, the
ML model, or the data,” we received 26 responses; among them, 85% of the
participants agreed with the statement , while one disagreed (4%) and three
gave neutral responses (12%).

RQ6: What structured approaches or framework(s) can support the identi-
fication, scoping, specification, and management of NFRs for ML systems?

ML System Scoping: In Paper D, we performed an exploratory scoping of
selected NFRs in terms of which elements of the system they can be defined
and measured over (e.g., training data, ML algorithm, ML model, or results).
To illustrate our determinations, we select several examples. For example, NFR
usability can be defined over the ML algorithm, the ML model, the results,
and the whole system; but may not be applicable over the training data. If we
take the simple definition of usability from Paper D, “how effectively users
can learn and use a system,” this definition makes sense over the whole system.
We can also define this NFR over specific ML elements. The usability of an
ML algorithm depends on how effectively users can learn and use it to train an
ML model as part of a system. The usability of an ML model is how effectively
users learn to use an ML model at run-time to get results. The usability of the
ML results is how effectively users can understand and apply ML results for
some practical purpose. However, we struggled to create a definition for the
usability of the training data. Does a user learn data? Although a user uses
data, is some data more usable than others, or is that more a matter of data
quality and data appropriateness?

To explore NFR scoping in greater depth, a more comprehensive and system-
atic treatment of NFR scoping is done and presented in Paper F. We argue that
ML systems should not be viewed as monolithic entities but as assemblies of
heterogeneous components with distinct roles, formats, and behaviors. We first
propose that ML systems can be divided into “ML components”—responsible
for supporting and performing ML operations—as well as components that
interface with ML and components with no relationship to ML. These groups
of components can then be broken down further.

In Fig. [[.9] we present typical components of an ML system based on
supervised learning. However, it could be extended for unsupervised and
reinforcement learning. The ML components include the trained models that
perform predictions, as well as the data and training pipeline used to train
and tune those models. ML-interfacing components include code that loads,
invokes, and monitors the models. There is also data ingested at runtime, as
well as code components that deliver traditional forms of functionality, separate
from ML. ISO/IEC 23050:2022 also provided a breakdown of the elements of an
ML system [97]. While the ISO/TEC 23053:2023 standard provides a high-level
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ML System
/ \\ Non ML
ML Components Components
Data Acquisition Training Pipeline Backend
Data Extraction Data Cleaning Frontend
Data Ingestion Data Preprocessing Other Code
Data Labeling Model Training
Hyperparameter Tuning
Development Data | | Model Validation and Testing ML Interfacing
Training Data Components
Validation Data Trained ihlaelEl e g
Test Data Models Model Use
Model Monitoring
\ / Model Governance

Figure 1.9: ML system components, separated into groups.

functional framework for the lifecycle of Al systems using machine learning,
emphasizing phases such as data preparation, model learning, deployment, and
operation—our decomposition adopts a system-level architectural perspective.

When scoping NFRs, the “type” of components contained within a prospec-
tive scope may influence specification and measurement. In Fig. we
also break down these components into four types of information represented,
including data—input data to either the training process or to the system at
runtime—trained models, structured code, and scripting.

‘ ML System ‘

ML

Non ML
Components

Components

‘ Runtime Data ‘ LEIL e GrTeg

Components

Trained Data
Models Acquisition

Figure 1.10: Components, grouped by the type of information represented.

Training
Pipeline

Development

In summary, our findings across empirical and conceptual studies indicate
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that NFRs in ML systems cannot be uniformly defined or measured over a
single scope or only over the whole system. Instead, the scoping must be
explicit, granular, and tailored to the different system components.

A Framework for Managing NFRs for ML Systems: Toward addressing
NFR-related challenges, we propose a framework to help practitioners manage
NFRs for ML systems. The details of the framework can be found in Paper
E. This framework, consisting of five steps, guides NFR specification from a
high level (Steps 1-4)—identifying, prioritizing, defining, scoping, balancing
trade-offs between NFR types (e.g., accuracy), and measuring—to template-
based specification (Step 5) of low-level individual specific NFRs (e.g., “The
lane identification model must have an accuracy of 99.99%”). Each of the five
steps of our proposed NFR management framework consists of one or more
concrete tasks—presented in Fig. Although the steps are presented in
an ordered sequence, practitioners can jump between steps and tasks, as it is
expected that NFR identification, definition, scoping, trade-off, measurement,
and specification will be iterative in nature.

Task1.1 || Task1.2 Task 2.1 Task 2.2 Task 3.1 Task 4.1 Task 5.1
Select ||Prioritize thel| Create NFR || o o llll Balance || SPee™ /|| il out NFR
important selected ype NFR type it instance
NFR t definition type scope trade-off measurement t at
NFR types ypes catalogue rade-ots catalogue emplate
Step 1 Step 2 Step 3 Step 4 Step 5

Figure 1.11: Overview of the framework. Tasks in blue are performed on NFR
types, tasks in red compare NFR types, and tasks in green are performed on
specific NFR instances.

As a first step (Task 1.1 and Task 1.2), practitioners are advised to identify
and prioritize NFR types that are important for their context. By selecting
important NFR types, practitioners can ensure research allocation (time, effort,
and budget) more effectively, mitigate risks, prevent potential issues that
could arise later, and make informed design decisions that prioritize aspects of
system architecture, infrastructure, and implementation that contribute most
significantly to meeting performance objectives. Practitioners can identify and
prioritize important NFRs on an ad hoc basis or using established requirements
engineering techniques. In Step 2 (Task 2.1), we recommend that practitioners
create a definition catalogue by adapting the general definitions of the prioritized
important NFRs to their particular system. The adjustment is needed as the
definition of an NFR type may vary depending on context. Furthermore, in Task
2.2, we recommend practitioners to scope NFR types over different elements
of ML systems. An ML system is typically a monolith; some components
are related directly to ML, while others do not. Scoping is important, as the
definition, importance, and measurement of NFR types may differ depending
on the components considered. Practitioners may observe trade-offs among
different NFR types—e.g., performance, usability, and security often conflict.
In Step 3, we recommend practitioners balance trade-offs between conflicting
NFR types, highlighting that these conflicts are often inevitable and context-
dependent. In Step 4, we suggest practitioners specify an NFR measurement
catalogue for the prioritized NFRs for their system. Practitioners can adapt
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a measurement catalogue for the selected NFR types. Having a clear and
comprehensive measurement catalogue is crucial, as it provides a systematic
method to identify how to assess the attainment of each NFR. In the final step,
we suggest practitioners fill out a template as part of the process of specifying
the low-level individual NFRs of the types selected and defined in the previous
steps. To uphold the overall system quality, each NFR type may require the
fulfillment of many specific NFRs. It is important to have stable, unambiguous,
and complete NFR documentation so that stakeholders can form a shared
understanding of the NFR and ensure that the NFR is satisfied.

We summarize how the elements of the framework address the challenges
in NFR management identified through literature studies and our interview
studies in Table For example, “new” NFR types like fairness can be
discovered and considered as part of Task 1.1—where important NFR types
are identified—with the help of a list of potentially relevant NFRs.

Table 1.3: Mapping between NFR challenges for ML systems and our framework.

Challenges Framework Aspect
New NFR types are needed |13[[14[[91] Task 1.1
NFR types change in priority for systems with or without ML [91}[94] Task 1.2
NFR type definitions need to be adjusted [14][91] ) Task 2.1
NTRs type definitions need to be scoped over components [14]91[[94] Task 2.2
Trade-offs between NFR types are important and unclear [51[[91[[98] Step 3
Difficulty measuring attainment of different types of NFRs |91 Step 4
Lack of documentation [91] Step 5
Lack of management guidance, practices, and knowledge |14:91| All
Lack of management solutions (e.g., frameworks or tools) [15L[51[91] All

We use autonomous perception systems—part of driving automation systems
(DAS)—as a running example to describe our proposed framework. Autonomous
perception systems use ML, trained on complex sensor data, to identify and
analyze objects within a vehicle’s environment. We preliminarily evaluated
our proposed framework through four interviews with five practitioners. This
evaluation demonstrates the potential of this framework and also provides
feedback for future revisions.

RQT7: How to develop ML-specific measurements of NFRs for ML systems?

Maintainability Definition, Scoping, and Measurement for ML Sys-
tems: In Paper F, we focus on maintainability—and, specifically, modularity—
as an example of how NFR definition and measurement can be adapted to ML
systems. In Fig. we present a breakdown of ML systems into common
components that can be used to scope measurements and requirements. We
have also introduced a modified definition of maintainability, along with metrics
to assess cohesion and coupling, which take into account both structured and
unstructured code, as well as dependencies on models and data.

We propose that the ISO/IEC 25010 and 25059 definition of maintainabil-
ity [19,/99] should be adapted to consider this breakdown:

Maintainability refers to the degree of effectiveness and efficiency with
which modifications, including corrections, adaptations, or improvements, can
be applied to the ML system as a whole or to scopes (individual components
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or subsets of components) within the system.

ML systems consist of complex heterogeneous components. Maintainability
of ML systems is impacted by both individual components and subsets of
components in ways that are still unclear. Though this is a simple change
textually, we suggest that maintainability—as well as its five sub-characteristics
(modularity, reusability, modifiability, analyzability, and testability)—must be
reconsidered in a way that reflects a scoping-aware view of an ML system, as
different scopes may have unique maintenance needs and challenges.

Modularity, a sub-characteristic of maintainability, plays a crucial role
in software design and has a significant impact on maintainability and on
other NFRs. In traditional software systems, modularity is typically assessed
using coupling and cohesion. However, existing metrics and measurement
approaches only consider structured code, potentially overlooking the diversity
of components and interactions found in modern systems. As such, new
or revised measurements and metrics may be needed at different scopes to
capture interactions between different subsets and types of components. Two
concepts are often used in quantitative modularity metrics—cohesion and
coupling [100+102|. Coupling refers to the degree of interdependence between
code-based components in a system, while cohesion refers to the degree to which
grouped sub-components—e.g., functions collected within a single class—belong
together [103]. Both concepts indicate how easily a system can be understood,
modified, and extended. High coupling indicates low modularity, as components
are more interdependent |104]. Similarly, low cohesion indicates low modularity,
as components lack focused responsibility [105]. One of the most common
coupling metrics is “Coupling Between Object Classes” (C'BO) [106]. One
of the most common cohesion metrics is Loose Class Cohesion (LCC) [107].

Modified Coupling Measurement: We introduce a modified form of the
CBO metric, CBOME  that differs from the original in the following ways:

e Rather than calculating the metric over each class in the project, which
assumes structured code, we calculate one value for each distinct code
file in the project.

e Rather than the number of classes that the code file-under-assessment
is coupled to, we count: (1) the number of other code files that the
file-under-assessment is coupled to, and (2), the number of other data
files or models that the file-under-assessment is coupled to.

Coupling between structured code and scripting is determined based on
a reference to a variable or method in another code file. In our current
implementation, coupling between code and external data files is determined
by detection of invocations of read, write, and load functions referencing a
particular ﬁlenameﬂ CBOMY can be calculated using the following formula:

c d
CBOME(C) =>"1(C,Ci)+ Y I(C,Dy) (1.1)
=1

Jj=1

20ur concrete implementation is based on Python, but could be adapted to similar
functions in other languages.



32 CHAPTER 1. INTRODUCTION

Where C is the code file-under-assessment, ¢ is the total number of code files
in the system, and d is the total number of data or model files in the system.
I(C,C;) and I(C, D;) are equal to 1 if C' is coupled to the code or data/model
file and 0 otherwise. We can take the average CBOM¥ as an indicator of the
modularity of the project as a whole.

Modified Cohesion Measurement: LCC' considers a class to be cohesive if
many of its methods read from or modify the same variables within the class.
We introduce a modified version of LCC, which we refer to as LCCML:

e Rather than calculating for each class, we calculate LOCML for each
code file.

e In addition to considering two methods to be cohesive if they have direct
or incorrect connections to the same variables, we consider methods to
be cohesive if they access the same data files or models.

e We also consider two methods to be cohesive if they invoke the same
functions from a common ML libraryﬂ Many ML systems depend on
such libraries, and methods contained in the same code file that use the
same library functions are likely to be related in their purpose.

LCCME can be calculated using the following formula:

. M, UMy UM,
- n(n—1)
2

LoccME(C) (1.2)

Where M, is the number of method pairs that are directly or indirectly
connected by sharing at least one attribute, My is the number of method pairs
that are directly or indirectly connected by accessing at least one common file,
M; is the number of method pairs that are directly or indirectly connected by
accessing the same library function, and n is the total number of methods in
the class. As with the traditional formula, LCC™? values range between 0 and
1, with 1 indicating maximum cohesion. When n = 0—i.e., a class contains no
methods—LCC™MZ is undefined.

Our sample implementations perform static analysis to detect dependencies
on code and data files. To select representative systems, we have searched for
systems in GitHub with the “ML” tag and chosen the 10 systems with the most
stars—that is, the most popular on GitHub.

Table presents the average C BOML for each of the 10 ML systems,
where the colored cells indicate an increase from the traditional metric, with
the magnitude of the increase in parentheses.

Table presents the average LOCML for each of the 10 systems. The
average LCC for six of the systems are greater than 0.5, indicating that the
systems tend to be relatively highly cohesive.

We hypothesize that LCC™? is more accurate than LCC for assessing
cohesion within ML systems, as it considers methods to be cohesive through
sharing the same variables, data files, models, or library functions, and not just
variables. Like with C'BO, the magnitude of the increase indicates that cohesion
through traditional code-based mechanisms is more common than cohesion

3The specific libraries are listed at https://anonymous.4open.science/r/
maintainability-for-MLSystems-3C12/cohesion_improved.py.
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Table 1.4: Average CBOMY for each system and scope. Colored cells indicate
difference from C'BO.

‘Whole Data - ML
System Sys- Acqui- Training Inter- Non-
s Pipeline . ML
tem sition facing
face recogni- |5 55 x 2.50 2.65 1.00
tion
faceswap 46.16 % 43.09 50.24 41.72
Open Assis- 15.25 10.67 28.61 12.02 11.81
tant (0.33%) | (2.79%) (0.32%) ) (0.08%)
DeepFaceLive| 22.47 17.00 35.00 27.18 27.18
CLIP 1.60 2.00 2.00 1.50 1.00
EasyOCR (101_‘256‘% 13.00 11.62 12.58 ®
. 8.80 - 11.11 7.96
DocsGPT (0.80%) 15.00 (9.89%) (0.51%) 12.19
8.91
Chatterbot (0.56%) b 3 13.75 11.47 12.83
DeepFace 24.94 x 27.39 28.97 10.56
LaTeX-
OCR. 6.08 4.00 6.71 6.00 6.00
14.81 10.28 18.18 16.06
Average (0.14%) | (0.49%) | (0.61%) | (0.06%) | 138!

Table 1.5: Average LCCM¥E for each system and scope. Colored cells indicate
difference from LCC.

‘Whole Data Trainin ML Non
System Sys- Acqui- ralning yhter- on-
s Pipeline . ML
tem sition facing
face recogni- |, 7, ® 0.50 0.05 0.00
tion
0.69 0.64 0.59
faceswap 3.79%) | * (5.83%) | (4.82%) | *-61
Open Assis- | 0.45 0.64 0.44 0.20 0.41
tant (5.95%) | (0.95%) | (9.75%) | (3.16%) | (1.25%)
DeepFaceLive (02'%%%) 0.54 0.97 0.87 0.88
CLIP 0.54 0.00 0.38 0.00 1.00
0.55 0.33 0.52 0.37
FasyOCR (17.45%) | (51.36%) | (15.11%)| (133.75%)| *
DocsGPT 0.49 0.00 0.65 0.20 0.59
Chatterbot 0.87 E3 0.21 0.57 0.73
DoenFace 0.53 % 0.39 0.23 0.68
P (5.40%) (5.95%) | (13.00%) | (5.78%)
LaTeX- 0.49 0.40 0.03
OCR (6.15%) | 900 (12.86%) | (180.00%)| 947
Averago 0.60 0.25 0.51 0.31 0.60
8 (3.41%) | (8.35%) | (3.98%) | (10.53%)| (0.66%)

through data files or library functions. However, LOCMT still highlights
dependencies that are missed by the traditional metric.
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Overall, the values of CBOML and LOCML are higher than CBO and
LCC because the revised metrics capture dependencies on data and library
functions missed by traditional metrics. However, we see minimal differences in
coupling between CBO and C BOM! and a small-—but more distinct—increase
in LCCME, compared to LCC'. This indicates that code-based dependencies
remain more common than data or library-based dependencies. However,
the revised metrics still highlight dependencies missed by traditional metrics,
especially with regard to cohesion.

1.5 Threats to Validity

Construct Validity: In the work presented in Paper A, in terms of construct
validity, some of our interviewees asked for examples of NFRs because they were
not familiar with either the concept or terminology of NFRs. One potential
explanation for this is that the interviewees are representative of the data
science and ML field and may not have formal software engineering expertise.
As a result, they might not be familiar with specific terms or concepts in
software engineering. To exemplify NFRs, we showed a version of McCall’s
software quality hierarchy [108]. We could have used other available NFR
hierarchies, as there are many. However, we chose this example because of its
prominence in RE literature.

The questions concerning how NFR measurements were captured were diffi-
cult for the interviewees to understand. Therefore, they might have interpreted
and understood each NFR differently. In retrospect, this question could have
been written more clearly. Still, we believe that the collected results were
interesting. In addition, we see that several survey respondents had experience
with RE and NFRs of less than a year, so some questions may have been
confusing to them because they were unfamiliar with the terminology. To
reduce this threat, as part of each question, we included short definitions of
terms. In the survey introduction, we also provided a description of the survey
context and definitions of terms.

In terms of construct validity, in PaperF, we focused only on modularity,
one sub-characteristic of maintainability among five— specifically on cohesion
and coupling measurements. However, modularity is one of the most critical
sub-characteristics of maintainability, and cohesion and coupling are the most
common means of assessing modularity. Although these metrics are widely used,
some studies have found that they are too narrowly focused on code-level depen-
dencies, rendering them insufficient for characterizing maintainability [109,{110].

External Validity: In the interview and survey study presented in Paper A,
we had a large number of respondents from the Nordic countries, even though
our participants came from different parts of the world. However, we found
participants from a wide range of product domains, and we believe that the
Nordic countries have a strong and international Al-oriented industry. Thus,
our participants are fairly representative of the software development industry
as a whole.

In Paper D, we have only used Scopus, which may mean that we might
miss relevant articles in other databases. However, Scopus is a meta-database
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that is rich in content on computer science research from multiple publishers.
We searched for articles in Scopus up to September 2021, and there may be
newer papers that were missed.

In the studies described in Paper A, Paper B, Paper C, and Paper E,
we used a combination of purposive and snowball sampling to find participants.
As our study needed a certain set of expertise to answer the research questions,
we could not perform a random sampling. Still, due to the size of the study,
with participants covering a wide variety of roles with varying experience
levels and covering different companies, we believe our participants are fairly
representative of the software development industry as a whole. Furthermore,
we deliberately chose not to link participants to specific interviews or companies
to protect their anonymity. Although this may affect the transferability of our
results, we feel that this level of anonymity does not greatly hurt our results.
We argue that we reached a sufficient point of saturation with our interview
data, as we noticed a sharp decline in emerging codes after analyzing the last
few interviews.

Though the results of our study in Paper B and Paper C are limited
to autonomous perception systems in DAS, we argue that some findings can
be applied to other safety-critical or perception systems. DAS represents
ML systems that integrate heterogeneous components such as sensors, data
pipelines, trained models, and embedded software—and relies heavily on large-
scale data for perception and decision-making. Similar factors are found in
other domains, such as robotics, industrial automation, and medical devices.
Consequently, RE and SE practices and challenges identified in DAS, such as
NFR management, traceability, and V&V complexity, are expected to also
apply in these domains. Applicability to a wider variety of systems outside of
the embedded and safety-critical domains should be explored in future studies.

In Paper E, the number of interview participants may affect the reliability
of the evaluation. In addition, three out of five interviewees were from the
automotive domain. However, we selected the interviewees based on deep
knowledge of both NFRs and ML, and their suggestions are applicable to
other domains. Importantly, the goal of this evaluation was simply to gain
preliminary feedback.

Although the focus of the framework has been on ML systems, as mapped
to findings in this work, it is likely that elements of the framework could be
generally useful for managing NFRs for all types of systems. However, our
focus was on ML systems.

In Paper F, we focused on maintainability as a representative NFR as
maintainability is an important software quality attribute that is widely studied,
important for ML systems, and can be measured using cohesion and coupling.
Demonstrating an approach to measure maintainability for ML systems in an
ML specific way provides a methodological foundation for the measurement of
other NFRs. However, we acknowledge that not all NFRs behave similarly. For
example, NFRs such as safety, security, or performance often require context-
specific definitions and domain-dependent evaluation methods. Consequently,
our focus on maintainability offers a starting point for NFR measurement in
ML systems, its generalization to all NFRs should be validated in future work.

For evaluating our proposed maintainability measurement, we analyzed
ten ML systems. This sample size was selected to balance the coverage of the
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domain with practical constraints on time and resources. We chose systems
based on popularity (GitHub stars). However, many of these systems are based
on the use of images as a data source. Thus, this subset may not represent the
full diversity of ML systems, including types of ML (e.g., we do not currently
consider unsupervised or reinforcement learning) or application domains. Still,
we believe this selection is adequate for illustrating and preliminarily evaluating
our proposed component breakdown and metrics, while also offering direction
for future research.

Additionally, our evaluation focused exclusively on ML systems implemented
in Python. However, Python is currently the most popular language for ML
system development, and the proposed measurements and component break-
down are not language-specific.

Internal Validity: In Paper A, Paper B, and Paper C, we applied
thematic coding that may suffer from internal validity threats. Although
qualitative coding always comes with some bias, we mitigated this threat by
following established literature [90], performing independent coding over half
the interviews and comparing results, finding sufficient agreement for Paper
A; coding in multiple rounds, using inductive and deductive codes, and having
multiple authors participate in each round of coding, with in-depth discussion
on code meanings for Paper B and Paper C.

In Paper A, Paper B, and Paper C, we conducted a pilot interview
and conducted an internal peer review of the interview guide to improve the
guide and procedure. All interview participants received an email from us
outlining the details and aim of the interview study. We can consider whether
our interview findings were close to reaching saturation. We found towards the
end of our analysis that the codes were generally converging to a stable set but
did not reveal any new results. Thus, we believe further interviews could help
to enrich our findings, but would not produce significant additions.

In Paper A, our sampling technique for the interview and survey study
found several participants straddle the boundaries between industry and
academia. This may be a result of our circle of contacts and reflective of
the practitioners interested in responding to the studies. However, we also
believe that those who are interested in the topics covered in this paper are
often mid- to upper-level management and often have a strong academic or
research-oriented background. Another potential issue is that the length of the
survey may have discouraged people from participating. However, we sent the
survey questionnaire to three other researchers to test whether they understood
the questions before widely distributing the survey. We changed the wording
and reduced the number of questions according to their suggestions.

In Paper C, there is potential bias in determining paper inclusion, and we
defined shared inclusion criteria, each of the authors examined each title and
abstract separately, and we made a collective decision in cases of disagreement
to mitigate this risk.

The clusters we created in Paper C may be subjective to our experiences
and opinions. NFRs could be arranged differently, but we believe our clusters
provide a suitable foundation for organizing and guiding future research. Our
evaluation of the NFR definition’s scope may also be subjective. We made
these judgments in agreement between all authors, discussing difficult cases.
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We have tried to justify our selection for a sample of NFRs.

In Paper F, our maintainability metric implementations are based on static
analysis and could miss dependencies, leading to potentially misleading values.
However, we performed manual tests on two projects to ensure the accuracy of
the measurements.

1.6 Summary of Contributions

This thesis contributes a set of empirical insights and artifacts with a focus
on the identification, definition, and management of NFRs for ML systems.
The contributions span empirical findings and concrete artifacts that support
both research and industry practice. Table. presents a mapping from the
contributions of this thesis to the addressed RQs, and to the corresponding
published papers. The studies were generally designed to answer specific
RQs. However, some studies generated side contributions beyond their primary
objectives. For example, the SE practices and challenges for ML systems in
Paper B and the in-depth analysis of data-related specification, challenges,
and quality management in Paper C emerged as supplementary results while
addressing RQ1.

Table 1.6: Mapping among the contributions of this thesis, RQs, and published
papers.

Contributions RQs Papers
A list of important NFRs for ML systems RQ3, RQ4 A B

A comprehensive set of NFR and NFR

measurement-related challenges for ML systems RQ2 A, B, C
Insights into RE practices and challenges for ML RQ1 B
systems

Insights into SE practices and challenges for ML Supplementary B
systems results

In-depth analysis of data-related specification, | Supplementary c
challenges, and quality management results

NFR clustering and scoping over ML system ele- RQ5,RQ7 D, E,F
ments

A quality framework for managing NFRs in ML RQ6 E
systems

Maintainability metrics specific to ML systems RQ7

The major contributions of the thesis are:

e A list of important NFRs for ML systems: We identified important
NFRs for ML systems based on extensive empirical data from interviews,
surveys, and group studies involving ML practitioners across different
sectors. Our findings included how traditional NFRs shift in relevance
in the ML context and revealed the emergence of new NFRs such as
fairness, explainability, retrainability, and justifiability. We also identified
some NFRs (e.g., portability) that may be less important for ML systems.
Our results open an opportunity for further research to be done on those
NFRs with a newly increased focus in an ML context, e.g., fairness,
explainability, transparency, bias, justifiability, and testability.

e A comprehensive set of NFR and NFR measurement-related
challenges for ML systems: We identified NFR-related challenges—
such as uncertainty, domain dependence, challenging regulations, and lack
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of awareness among practitioners. We also identified NFR measurement-
related challenges, including missing measurement baseline, complex
ecosystem, expensive rigorous testing, unclear metrics, and lack of knowl-
edge among practitioners and stakeholders. These findings serve as a
reference point for researchers aiming to mitigate NFR challenges for
ML systems and help practitioners benchmark their own organizational
objectives.

Insights into RE practices and challenges for ML systems: We
identified RE-related topics and sub-topics for ML-based autonomous
perception systems. Although perception systems have been the primary
focus of this work, many of the RE practices and issues would be more
broadly applicable to other areas that rely on ML. Practitioners experience
RE challenges related to uncertainty, ODD detection, realistic scenarios,
edge case specification, traceability, creating specifications for data and
annotations, and quantifying quality requirements. We also collected
quality requirements (NFRs) at different system levels. At the function
level, the interviewees mentioned performance, accuracy, and suitability.
We also identified quality trade-offs, such as safety vs. cost, accuracy vs.
usability, and cost vs. comfort. By summarizing the views and challenges
of different experts on RE for ML-enabled perception systems, our results
are valuable for practitioners working to advance this area. Additionally,
our findings contribute to improving RE knowledge more broadly in
other domains reliant on ML. The results of this study offer guidance to
practitioners and suggest future research directions in the intersection of
requirements engineering, software quality, development methodologies,
and machine learning to help mitigate the challenges practitioners are
facing.

Insights into SE practices and challenges for ML systems: We
explored how the integration of ML influences software and systems engi-
neering practices in the development of ML-based autonomous perception
systems. Our findings reveal that traditional and agile methodologies are
insufficient on their own for large-scale ML development, leading practi-
tioners to adopt hybrid approaches that combine top-down engineering
with iterative, bottom-up workflows supported by continuous feedback
cycles. Effective V&V depends heavily on data selection, quality assess-
ment, and in some cases the use of synthetic data, which raises additional
quality and realism challenges. These results provide actionable insights
for practitioners adapting engineering processes to the unique demands
of ML-driven perception systems and contribute to the broader under-
standing of SE in ML-enabled domains. Although this work primarily
focuses on perception systems, many of the SE practices and challenges
are likely relevant to other domains that rely on ML.

In-depth analysis of data-related specification, challenges, and
quality management: Recognizing that ML systems are fundamentally
data-driven, we investigated the challenges of specifying, selecting, and
annotating data in industrial ML development. We found that unclear
data collection processes, a lack of metrics for data quality, inconsistent



1.6. SUMMARY OF CONTRIBUTIONS 39

annotation practices, and poor transparency in annotation workflows all
hinder effective requirements specification. Furthermore, we investigated
current practices in the business environment and ecosystems deployed
in the automotive industry, especially concerning a new trend toward
emphasizing joint development projects over the traditional OEM sup-
plier relationship in data-intensive developments. We provided several
recommendations to the practitioners based on our observations. The
results of our study suggest a number of further research topics: the
problem of defining clear metrics for data quality and annotation aspects
and how partners can agree on proper metrics is not solved.

e NFR clustering and scoping over ML system elements: We
created six clusters of important NFRs for ML systems based on shared
characteristics and meanings. These clusters provide practitioners with
simplified views of which NFRs are closely related and which are unique.
These clusters also facilitate informed decision-making about which NFRs
to prioritize, define, and measure during development. In Paper D, we
further introduce the notion of preliminary NFR scope—that is, the
parts of an ML system (e.g., model, data, pipeline, result) to which a
given NFR applies. In Paper F, we revised the scoping and introduced a
breakdown of ML systems into typical components that could be used to
scope requirements and measurements. This scoping concept helps clarify
where in the system each NFR is defined and measured, and supports
trade-off decisions between conflicting NFRs.

e A quality framework for managing NFRs in ML systems: We
proposed a framework for managing NFRs for ML systems, which in-
cludes structured steps for identifying, prioritizing, defining, scoping,
measuring, and specifying NFRs for ML systems. This framework can
help practitioners and researchers to systematically deliver high-quality
ML systems by offering step-by-step guidance for defining, prioritizing,
scoping, measuring, and specifying NFR types and specific NFRs during
the development process. Although our proposed framework could be
useful for NFR management in any type of system, the challenges specific
to ML systems indicate that this type of guidance and management is
particularly needed, and the framework has been designed with these ML
system challenges in mind.

e Maintainability metrics specific to ML systems: We proposed a
component-based breakdown of ML systems, introduced a scoping-aware
definition of maintainability, and ML-specific measurements of modularity,
tailored to these ML components. Modularity is often measured for tradi-
tional systems using coupling and cohesion. A major contribution of this
paper is the adaptation of traditional modularity metrics—specifically,
coupling (CBO) and cohesion (LCC)—into new metrics (CBOME and
LCCML) that include dependencies not only within structured code but
also between code, data files, and ML models. We investigated how our
proposed breakdown and adapted metrics can be used to assess the main-
tainability of 10 real-world ML systems. We found that our breakdown
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is applicable, and that the modified metrics capture dependencies missed
by traditional metrics. The contributions and observations in this paper
offer a starting point for future research on measurement and improving
the maintainability of ML systems. Our proposed scoping can also be
applied to other NFRs important for ML systems.

1.7 Future Work

We gathered early feedback on our developed artifact — the quality framework—
using interviews with the practitioners working with RE and ML. Based on the
input from the domain experts, we will refine our proposed quality framework
and perform a further evaluation in practice using a case study. In addition,
we plan to conduct further evaluation of our quality framework using an
interview and/or survey study. We also plan to develop a rigorous NFRs
definition catalogue and NFRs measurement catalogue specific to ML systems
as a part of the framework that will pose features such as NFR measurement
techniques, tools, measurement baselines, measurement capturing techniques,
measurement challenges, and so on. Furthermore, our future work includes
framework tooling. A tool based on our framework could provide users with
suggestions for potentially incomplete or overlooked aspects (e.g., trade-offs,
measurements, templates), thereby offering a form of quality or completeness
check. In addition, we will explore how our proposed framework will facilitate
compliance with the EU AT Act [111].

Another important direction of future work involves evaluating our mea-
surements and scoping on further projects and other sub-characteristics of
maintainability. We plan to consider additional metrics in future work. In
addition, our current approach looks only at code modularity, not at the mod-
ularity of data, models, or other parts of ML systems. Future studies should
consider adapted or new measurements for those components and for other
sub-characteristics of maintainability and other NFRs, which are important for
ML systems.

1.8 Conclusion

This PhD thesis focuses on addressing the challenges related to NFRs and
managing NFRs in the development process of ML systems. ML systems are
composed of diverse and interdependent components, such as data pipelines,
ML models, and ML interface components, which can influence the overall
system quality differently compared to traditional systems. These unique
characteristics, along with the non-deterministic nature of ML systems, intro-
duce challenges in defining, measuring, and managing NFRs specific to ML
systems. To tackle these issues, the research develops a structured approach to
NFR management, grounded in empirical studies and guided by design science
research methodology. At first, we conducted an interview and survey that
identified important NFRs along with NFR- and NFR measurement-related
challenges for ML systems. We also conducted an exploratory study and part
of a systematic mapping study, where we clustered important NFRs based on
shared characteristics, identified the initial scope of defining and measuring
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NFRs for ML, and identified important NFRs for ML that are less explored in
research. Furthermore, we conducted a group interview study and identified
RE practices and challenges in ML-enabled autonomous perception systems.

In the solution space, we proposed a structured five-step framework for
managing NFRs in ML systems. The framework supports NFR identification,
prioritization, defining, scoping, trade-off analysis, measurement planning, and
template-based specification. The framework was validated through interviews
with practitioners from different domains. Finally, we proposed a breakdown of
ML systems into granular-level components as well as a revised definition and
measurements of maintainability that take into account these components. We
focused on modularity, a sub-characteristic of maintainability, as an example
of how NFR definition and measurement can be adapted to ML systems. We
adapted traditional metrics and revised them to assess cohesion and coupling,
considering both structured and unstructured code, as well as dependencies on
models and data.

Overall, this thesis contributes to a deeper understanding of how NFRs can
be managed in ML systems by addressing key challenges in their definition,
scoping, and measurement. The proposed framework, along with its supporting
insights, serves as a bridge between traditional software engineering practices
and the evolving needs of ML system development.
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