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Abstract

Developing safe and reliable autonomous vehicles is crucial for addressing contemporary mobility
challenges. While the goal of autonomous vehicle development is full autonomy, up to SAE Level 4
and beyond, human intervention remains necessary in critical or unfamiliar driving scenarios. This
article introduces a method for gracefully degrading system functionality and seamlessly transfer-
ring decision-making and control between the autonomous system and a remote safety operator
when needed. This transfer is enabled by an onboard dependability cage, which continuously
monitors the vehicle’s performance during its operation. The cage communicates with a remote
command control center, allowing for remote supervision and intervention by a safety driver.
We assess this methodology in both lab and test field settings in a case study of last-mile parcel
delivery logistics and discuss the insights and results obtained from these evaluations.
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dvancements in autonomous driving systems are

transforming transportation technology. Market

leaders such as Waymo [1] aim to revolutionize
personal transportation by implementing self-driving
systems in vehicles. Autonomous vehicles (AVs) have the
potential to enhance traffic safety by reducing human
error and driver fatigue through advanced driving assis-
tance systems (ADAS) and autonomous driving systems
(ADS) [2].

Features pertaining to ADAS include electronic
stability control (ESC), anti-lock braking systems (ABS),
and collision avoidance systems (CAS), all designed to
assist drivers with the execution of the dynamic driving
task (DDT). Some of these systems, e.g., ABS, ESC, and
CAS, are part of the more general category of active
safety measures, with the main goal of ensuring the safe
and predictable behavior of the vehicle, regardless of the
driver’s involvement [3].

Throughout this article, we use the concept of ego-
vehicle to refer to the vehicle, which is partially or
completely controlled by ADAS or by ADS [4]. Its compo-
nents and subsystems are subject to development and
testing during the different phases of the system devel-
opment process and the vehicle as a whole is subject to
monitoring during its operation.

Abdel-Aty and Ding [2] analyzed accidents involving
AVs and human-driven vehicles using a matched case—
control logistic regression model. Their research indicates
that ADS is less likely to cause accidents in rainy condi-
tions compared to human drivers, due to high-perfor-
mance sensors such as RADAR, which can detect obsta-
cles over 150 m away in adverse weather, e.g,, fog or rain
[5], while human perception is limited to about 10 m [6].

Moreover, the integration of various sensors, including
cameras, LIDAR, GNSS, and RADAR [7, 8], enables AVs to
detect pedestrians and vehicles in diverse weather condi-
tions such as cloudy, snow, rain, and darkness [9, 10].
However, the study in [2] noted that AVs have a 5.25 times
higher accident rate during dawn and dusk compared to
human drivers, likely due to changing lighting conditions
affecting obstacle detection accuracy, leading to potential
errors in recognition, e.g., false positives or false nega-
tives. Additionally, AVs have a lower risk of causing
rear-end and sideswipe accidents, i.e., accidents in which
the front of one vehicle hits the side of another vehicle
[2]. This is because AVs, equipped with sensors that
monitor the vehicle’s surrounding environment, may
detect and react much faster to potential rear-end or
sideswipe conditions [2]. An example of such a system is
an adaptive cruise control (ACC) system, which may use
LiDAR sensor data to keep track and regulate the distance
between the ego-vehicle, i.e., the vehicle on which the
ADS or the ADAS operates, and the vehicles in front of it
[11]. The ACC system alerts the driver if the distance
becomes smaller than the safety distance [12], in this way

reducing the risk of rear-end accidents. Compared to the
accident data of ADS, the accident data pertaining to
accidents caused by human drivers exhibit a tendency of
the latter to have larger velocity differences at larger
spacing ranges between the ego-vehicle and the vehicles
in front of it [13]. This contributes significantly to the higher
frequency of occurrence of rear-end and sideswipe acci-
dents [14], e.g,, in case the vehicle in front applies the
brakes and the driver of the ego-vehicle has no time to
adjust its speed and avoid a rear-end collision. The likeli-
hood of an accident is influenced by the movements made
by the ego-vehicle prior to the incident [2]. Accidents
involving ADSs are less common than those involving
human-driven vehicles when the ego-vehicle is proceeding
straight, running off the road, or entering a traffic lane
[2]. This is likely due to the faster and more precise reac-
tions of AVs, which can quickly detect hazardous situa-
tions and implement corrective measures, such as
adjusting speed and steering angle, more effectively than
human drivers [2].

The standard SAE J2016 [15] defines six levels of auto-
mation? for driving systems, ranging from SAE Level 0,
where no automation is implemented and the driver is
solely responsible for the DDT and the vehicle safety, up
to SAE Level 5, where the ADS manages all aspects of
the DDT in all kinds of operating environments and initi-
ates necessary safety measures to bring the vehicle to a
safe state when required. Starting at SAE Level 3, the
ADS is responsible for executing all aspects of the DDT,
including monitoring of the vehicle’s environment. For
ADSs at SAE Level 3 and above, it is crucial that the
system operates correctly within its predefined condi-
tions, maintaining both safety and operational require-
ments to ensure fail-operational performance.

Various verification and validation (V&V) methods are
necessary to ensure that ADSs of SAE Level 3 and above
can safely operate in real-world environments. During
their development, these systems undergo extensive
assessment to demonstrate compliance with international
safety standards, specifically for functional safety (FuSa)
and the safety of the intended functionality (SOTIF),
outlined in ISO 26262 [16] and ISO 21448 [17], respectively.

T Automated driving features at SAE Level 1: ACC and lane keep assis-
tance system (LKAS) controlling either the longitudinal or the lateral
vehicle motion [15]. Automated driving features at SAE Level 2: an ADS
incorporating both ACC and LKAS features, with the driver remaining
in overall control of the vehicle [15], e.g.,, Autopilot from Tesla and
Ditronic+ of the steering assistant in the Mercedes S-Class. Automated
driving features at SAE Level 3: a highway pilot with ACC and LKAS
functionalities, in low-speed, stop-and-go freeway traffic [15], e.g., the
drive pilot from Mercedes S-Class and EQS. Automated driving
features at SAE Level 4: valet parking system performing the entire
DDT (curb-to-door or vice versa) without the driver’s supervision [15].
Automated driving features at SAE Level 5: an ADS that, once
programmed with a concrete destination, is capable of operating the
vehicle throughout complete trips on public roads, regardless of
starting and end points, intervening road traffic, or weather conditions
[15], e.g., shuttle buses for passenger transport on company premises
or at trade fairs.
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Notice that, in the V&V processes for ADSs, many
verification tasks are carried out through different testing
methods, i.e., unit testing, integration testing, or field tests,
depending on which level in the system hierarchy the V&V
process is applied. For example, unit tests are used for
checking the functionality of individual software compo-
nents, whereas integration tests are carried out as the
software components are integrated gradually with one
another in order to create the whole software system.
The target vehicle platform on which the software system
is deployed is then subject to extensive field tests, in order
to check if the final product fulfills the lawful regulations
as well as the customers’ requirements.

ISO 21448 complements ISO 26262 by presenting
measures to achieve SOTIF in ADSs, which is defined as
the absence of unreasonable risk due to hazards arising
from functional insufficiencies of the ADS. Such insufficien-
cies may occur when the ADS operates in environments
that do not comply with the system'’s operational design
domain (ODDJ)? specifications. One approach to complying
with SOTIF for ADSs of SAE Level 3 and above is to
monitor the system and its environment during operation
to check that both the operating conditions and safety
requirements are being met. On one hand, the current
operating conditions must align with the system’s oper-
ating conditions as defined in the ODD specification. This
involves verifying whether the current environment falls
within the predefined ODD. The ego-vehicle’s sensors
continuously monitor its surroundings, and the collected
sensor data is analyzed to determine if the ADS operates
within its predefined ODD or if the ODD constraints are
no longer satisfied. On the other hand, the system’s
behavior must meet the safety requirements established
during the requirements elicitation and safety analysis
phases. For example, consider the lane-changing assis-
tance (LCA) system analyzed by Mauritz in [18]. The ODD
constraints specify an operational environment limited to
German highways. A key safety requirement for this
system states: “The system shall be able to consider fast
objects on the neighbor lane approaching the ego-vehicle
from behind with at least 5 m/s relative velocity for a lane
change to the left neighbor lane.” This safety requirement
requires that the LCA system must not initiate a lane
change to the left lane if a vehicle in that lane is
approaching from behind the ego-vehicle at a relative
velocity exceeding 5 m/s.

If the ODD specification or safety requirements
become invalid during operation, a fallback mechanism
must take over responsibility for the AV control and safety.
Notice that, despite the advantages brought on by ADS
and ADAS, the study in [2] discovered that there are some

2The ODD consists of operating conditions under which a given ADS
is specifically designed to function, including, but not limited to, envi-
ronmental, geographical, and time-of-day restrictions, and/or the
requisite presence or absence of certain traffic or roadway charac-
teristics [15], e.g., weather conditions, road surface, urban area,
or highway.

driving scenarios that seem to be challenging for AVs, i.e.,
execution of lane changes and turning into heavy traffic,
such as turning at intersections [19, 20]. One reason may
be that AVs have difficulties in gaining situational aware-
ness, which consists of perceiving elements in the vehi-
cle’s environment, assessing the importance of these
elements, and anticipating future changes in their state
[21]. One challenge an AV faces when trying to gain situ-
ational awareness is the generation of sufficient informa-
tion about and the comprehensive detection of its
surrounding environment from a single independent
source due to limited sensor ranges and limited coverage
of the environment by the AV sensors [11, 22]. Since some
AVs may be programmed to follow specific rules, not all
driving scenarios are necessarily considered when the
vehicle is built [23-25]. Complex driving scenarios may
become a challenge for the AV, e.g., unprotected left turn
at intersections [26], and this complexity can be enhanced
by further factors, e.g., limited priority and variations in
trajectories of the oncoming traffic in intersections [27].
There is a tendency for AVs to be overcautious at inter-
sections [27], i.e., they exhibit longer startup delays in
intersection scenarios, which can lead to rear-end or side-
swipe accidents with human-driven vehicles [28]. In
comparison to AVs, human drivers seem to react and
adapt their behavior more seamlessly when faced with
a complex driving scenario [28]. Additionally, due to their
limited understanding of social cues and psychological
insights [29-31], AVs may face challenges in performing
lane changes, merging into heavy traffic [32], or accurately
interpreting pedestrian intentions [33].

Since there is no requirement that a safety driver
be present in a vehicle controlled by an SAE Level 4+ ADS,
the fallback mechanism involves a human safety operator
who can remote intervene when necessary. Indeed,
European regulations now require technical oversight for
ADS at SAE Level 4 and above. In May 2021, the German
parliament enacted a law allowing AVs in Germany to
operate on public roads without a physical driver. This is
initially limited to designated areas, approved in advance,
e.g., such as shuttle services on company premises or at
trade fairs. The law mandates that a technical supervisor
must continuously monitor the vehicle’s operation. The
human operator is responsible for remotely intervening
when necessary, either by stopping the vehicle or autho-
rizing specific driving maneuvers [34].

The human safety operator, located in a remote
command control center (CCC), monitors the AV’s opera-
tion using live sensor data and intervenes when neces-
sary. Additionally, a system for the gradual degradation
of the ADS is required to ensure a smooth transfer of
responsibility for the DDT and the vehicle’s safety to
the operator.

Consider an example where an ADS is controlling a
vehicle on a German highway. The vehicle’s sensors detect
another car with its hazard lights on, partially obstructing
the lane of the ego-vehicle. While there is no general
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minimum speed limit on German highways, vehicles are
prohibited from driving at unnecessarily low speeds to
avoid disrupting traffic flow and reducing collision risks.
In this situation, after evaluating the live sensor data from
both the AV and roadside sensors, a human safety
operator may decide to intervene and temporarily reduce
the ego-vehicle’s speed as it passes the stationary car.
Once the ego-vehicle has successfully overtaken the
stationary car, the safety operator restores full autonomy
to the ego-vehicle, allowing it to return to its maximum
allowed speed on the highway.

Research Focus. Although the idea of graceful degra-
dation of the ADS functionality was posited in [35], the
actual concept of graceful degradation and its develop-
ment has never been fully discussed. This article presents
a formally verifiable method for implementing graceful
degradation of decision-making and control responsibili-
ties in ADS. The proposed method ensures that the ADS
always meets its safety requirements by clearly defining
and separating responsibilities between the ADS and the
human safety operator in the CCC.

The graceful degradation concept is supported by
an integrated system safety architecture for ADS,
consisting of several distributed subsystems. This inte-
grated safety architecture includes a dependability cage
(DC) responsible for onboard monitoring of safety
requirements for a single AV, and a remote CCC that
allows a human safety operator to supervise and inter-
vene in a fleet of AVs at various levels, depending on the
AV’s current driving situation. The safety requirements
subject to monitoring through the DC are defined and
refined during the requirements elicitation and safety
analysis phase of the system development process.
These safety requirements are formulated at the system
level, where the AV is considered to be the system
under analysis.

The concept of the DC was first introduced in [36]
and has been continuously developed since then [37-40].
The DC establishes a safe zone around the AV, which
must be obstacle-free for vehicle-safe operation. Further
technical details on how the safe zone is computed can
be found in [37, 38]. The integrated safety concept
consisting of onboard monitoring via the DC and offboard
monitoring through the remote CCC is presented in [39].

The concept of graceful degradation, supported by
human intervention through the remote CCC, is scalable.
The CCC operates similarly to an aviation control tower,
overseeing only the aircraft within its designated jurisdic-
tion. Similarly, CCCs can be strategically placed at various
points along the road network, each responsible for a
specific area. When an AV enters the jurisdiction of a
particular CCC, it begins communicating with the center,
transmitting sensor data. Upon exiting that area, the AV
disconnects from the current CCC and establishes
communication with the next one as it enters its jurisdic-
tion. Furthermore, the jurisdiction area of a remote CCC
can be divided into smaller areas, with each of the smaller

areas falling under the supervision of one human safety
operator. Naturally, the design and implementation of a
distributed system consisting of multiple remote CCCs is
a challenge for the future.

Effective communication between the remote CCC
and the AV requires a high-speed, low-latency network
for the real-time transmission of large sensor data
volumes. The concept presented in this article assumes
the existence of such infrastructure. In fact, a communica-
tion network is already operational in Lower Saxony,
Germany, covering 280 km along the A2, A7, A39, and
A3971 motorways, as well as the B3, B6, B243, and L295
federal and regional roads [41]. As an example, 71 masts
equipped with camera and communication technologies
have been installed on the A39 motorway to anonymously
track road users and other objects in the traffic area. This
system provides valuable data on the requirements for
future ADSs. Masts can communicate with each other
and with vehicles equipped with the necessary tech-
nology. In addition to the permanent masts, mobile masts
are also used for testing outside the motorway, enabling
analysis of automated driving maneuvers on various road
types and locations. This network integrates with the
Intelligent Mobility Application Platform (AIM), which has
been fully functional in Brunswick’s city center since 2014
[42]. We envision in future work the integration of a
remote CCC, which supports the concept of graceful
degradation with this infrastructure and, therefore, do
not address this topic any further in this article.

Contributions: The contributions of this article are
three-fold:

1. A formally verifiable method for the graceful
degradation of decision-making in ADS,

2. A case study in parcel delivery logistics on which
the method for graceful degradation is
evaluated, and

3. Scenario-based evaluation of the graceful
degradation in a controlled lab setting and on a
test field track.

Notice that previous work in [36-39] describe parts
of DC, e.g,, the concept of the safe zone in [37, 38] and
the remote CCC in [39]. None of these papers provide
details on the concept of graceful degradation and its
concrete implementation.

Paper Structure. The rest of the article is structured
as follows. Section 2 presents related work in human-
robot collaboration (HRC) and teleoperation of AVs.
Section 3 introduces the concept of graceful degradation
of system functionality. Section 4 introduces a case study
in the application area of last-mile delivery logistics, which
is being used in Section 5 as a basis to evaluate the
graceful degradation concept both in a controlled lab
setup and on a test field track. Section 6 concludes this
article with a summary of its contributions and an
overview of potential future work.
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HRC has emerged as a promising area of research due
to the increasing need for communication between
humans and complex robotic systems. This indicates that,
in addition to effective interactions demonstrated in the
field of human—machine interaction, strong collaboration
between humans and robots is essential for success [43].

Although AVs strive for full autonomy by reaching
SAE Level 4 and beyond, human operators are still
required to take control of the vehicle in critical and novel
situations when needed. Even companies such as Waymo,
which operates at SAE Level 5, acknowledge the limita-
tions of fully AVs in handling all system failures, empha-
sizing the necessity of human involvement [44].

In 2006, Cooke highlighted a common misconception:
the assumption that the absence of a human’s physical
presence in a vehicle equates to no human involvement
[45]. Instead, the challenges that require human interven-
tion will persist. To effectively assess situations and ensure
autonomy, it is essential to keep humans in the loop [46].
Companies engaged in autonomous taxi or shuttle
services often integrate remote operations into their
business models, incorporating interfaces that support
remote management, monitoring, and assistance modes
[47]. Consequently, collaboration between remote opera-
tors and AVs is often considered a prerequisite for
deploying AVs on public roads [47], enabling real-
time monitoring.

In 2020, Swedish project HAVOC [47] developed a
simulator platform and prototype to explore the remote
control and monitoring of heavy vehicles for safety assur-
ance. The user tests were carried out with 15 participants
and the input obtained from these tests was used to
develop guidelines for remote control and monitoring.
Mutzenich [46] and Stayton [44] proposed an extension
of the taxonomy of ADS introduced in the standard SAE
J3016 [15] with an additional level, which involves remote
intervention from a separate location, emphasizing in this
way the necessity of control centers for remote moni-
toring and teleoperation.

In 2021, a study introduced a design prototype for
the human—machine interface (HMI) used in teleoperating
highly automated vehicles in public transport, highlighting
the importance of usability, situational awareness, and
user acceptance [48]. Another study by Fabris et al. [49]
addressed the challenges of maintaining high situational
awareness and navigational efficiency during teleopera-
tion by proposing a remote-control center for unmanned
ground vehicles. Kalinov et al. [50] proposed an application
interface to provide remote control for human interaction
with autonomic robotic systems for performing safety
tasks such as assessing, monitoring, and teleoperation,
limited to virtual reality (VR).

Teleoperation of AVs becomes crucial in safety-critical
scenarios. Neumeier et al. [51] presented a possible archi-
tecture for a teleoperated system and teleoperation

station. Additionally, an approach was developed that
allows the visualization of the real-time environment
surrounding the teleoperated system via a video stream.
Shen et al. [52] demonstrated immersive teleoperation
possibilities for a physical test vehicle using 3G, 4G, and
WiFi technologies. Hosseini [53] introduced an HMI-based
interface to visualize in real-time the 360° field of view
around a remote vehicle using LIDAR and camera sensors,
thereby improving vehicle performance in driving
scenarios that require precise control. However, their
approach was limited to mixed reality and low additional
data transmission. With ongoing exploration of teleopera-
tion, Graf [54] provided a comprehensive framework for
AVs' teleoperation interfaces focusing on situational
awareness requirements and analysis.

Kalamkar [55] assessed scenarios for remotely tele-
operating a vehicle for brief durations with the assistance
of a human operator, ensuring stability while monitoring
other vehicles in a fleet. Although the study involves
collaborative teleoperation, the current bottleneck is
primarily associated with VR technology.

In addition to human intervention, significant research
has been dedicated to developing fail-operational systems
that enable AVs to maintain functionality during compo-
nent or system failures, but with limited functionality. The
work in [56] highlights the importance of fail-operational
software architecture as critical to sustaining vehicle
operation during faults, avoiding full system disengage-
ment or dangerous stops. In addition to that, some more
studies focused on minimal risk maneuvers (MRMs), which
are actions that a vehicle can execute to achieve minimal
risk conditions during system failures, as well as on strate-
gies to handle emergency situations autonomously. In
[57], the authors explored the use of MRMs to reduce
risk when automated driving transitions to manual control,
ensuring a safer fallback mode. Another study presents
a fail-operational control architecture incorporating real-
time trajectory planning for emergency scenarios, allowing
vehicles to continue operating at reduced functionality
until reaching a safe stop [58].

In parallel, the use of degraded operational modes
has been proposed as a critical approach to managing
system failures without relying solely on remote interven-
tion. These modes enable vehicles to continue functioning
at reduced capacity, preventing sudden halts or dangerous
roadside stops. Reference [59] focused on safety diag-
nostics and degraded operational strategies emphasizing
the need to incorporate autonomous fallback mecha-
nisms that ensure vehicle safety even when components
are partially impaired.

The research reviewed in this section illustrates that
while significant emphasis is placed on situational aware-
ness and teleoperation, equally important are the systems
designed for fail-operational autonomy and degraded
emergency responses. This underscores the need for a
comprehensive system that combines onboard moni-
toring of a single vehicle with offboard monitoring of an
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entire vehicle fleet. Such a system should also address
how responsibility is transferred between the human
operator and the vehicle, ensuring effective collaboration
in the evolving landscape of AV technology.

In this section, we introduce the concept of graceful
degradation and provide a brief overview of the inte-
grated system safety architecture designed and imple-
mented in this research to support it. Additionally,
we define a safety requirement and an ODD constraint
and illustrate how they are monitored during the
AV'’s operation.

Overall Concept of Graceful
Degradation

Figure 1 gives an overview of the concept of graceful
degradation of the ADSs’ functionality depicted as a state
machine. Three types of intervention levels are defined
in the concept of graceful degradation:

* IL,—is used when there is no human intervention,
and the ADS can complete the driving task on
its own.

IL ntermmediate—EPrESENLS intervention levels in which
the responsibility over the DDT is shared and
distributed between the ADS and a human safety
operator remote CCC.

* ILyx—expresses the intervention level at which the
ADS is not able to complete its driving task at all
and the human safety operator is required to take
over full responsibility for the vehicle’s safety
and control.

Notice that an increase in the intervention level corre-
sponds to a degradation of the ADS’s functionality,
whereas a decrease in the intervention level means an
upgrade of the ADS'’s functionality.

Integrated System Safety
Architecture

To support the concept of graceful degradation of system
functionality and enable practical demonstration,
we implemented a cooperative system safety architecture
with several distributed subsystems.

Although the integrated safety architecture has
already been introduced in [39], we will briefly revisit it in
this section for the sake of completeness.

This architecture includes a DC for onboard moni-
toring of the AV'’s safety. A remote CCC maintains constant
communication with the DC, allowing a human safety
operator to interact with the AV remotely. This interaction
facilitates the gradual transfer of responsibility from the
ADS to the human operator, achieving a graceful degrada-
tion of the AV’s functionality.

The integrated system safety architecture consists
of four layers for deploying various subsystems, as illus-
trated in Figure 2 (right side). The highest layer represents
a logistics center that handles the global logistical planning
of an autonomous car fleet. The lowest layer manages
the modular ADS, which includes components such as
environment and self-perception, situation comprehen-
sion and action decision, and trajectory planning and

m Overall concept of graceful degradation of the system functionality represented as a state machine with the
intervention levels in and the transitions between them. (Adapted with permission from Ref. [60].)

/ w Degradatlon of \

HSO

//; HSO
/ Upgrade of\i
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Legend:
ILy—no human intervention, full autonomy

HSO ILyq,—maximum level of intervention, no autonomy
ILntermmediate—intermediate level of autonomy
HSO—Human Safety Operator (remote)
ADS—Autonomous Driving System
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m Integrated system safety architecture for autonomous driving systems. (Adapted with permission from Ref. [39])
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s Dependability cage for onboard runtime monitoring of individual autonomous car
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=y —>| Reconfigurable Modular Autonomous Driving System }—>
a
g ’@ Legend:
8 1 Collection of ROS2 components <>--> Monitoring interface -====> Logistic center interface —> Data flow
8 “ ROS2 component --->C  Reconfiguration interface ----> Human operator intervention

vehicle control (see Figure 2). This layer is deployed on
each individual autonomous car in the fleet.

The modular ADS within the safety architecture is
designed to be reconfigurable. This means that each
module implements a specific, self-contained functionality
relevant to the DDT in the autonomous system and can
be individually switched on or off. In critical situations,
such as a functional failure, a module can be replaced by
a redundant one. This reconfigurability allows for appro-
priate fail-safe and fail-operational responses to
be realized.

Above the modular ADS layer lies the DC layer,
responsible for onboard runtime monitoring of each AV’s
safety. The DC layer comprises two primary components:
a software runtime monitor, referred to as the qualitative
monitor, and a software component for Fail-Operational
Reaction (see Figure 2). The qualitative monitor processes
sensor data from the vehicle’s systems, including speed,
wheel angle, LIDAR point clouds, and camera images. It
continuously evaluates safety requirements established
during the requirements elicitation and safety analysis
phases conducted early in the system development
process. The qualitative monitor communicates the
results of its safety verification to the fail-operational
reaction component. This component takes input from
the qualitative monitor and the remote CCC’s request for
a specific driving mode. Based on this input, it computes
a new driving mode and sends it to the reconfigurable
ADS to ensure continued safe operation.

The remote CCC layer interfaces with the DC layer,
providing oversight for the entire fleet of AVs from a
remote location. This layer features a centralized remote
CCC that performs real-time offboard safety monitoring
by analyzing live data streamed from the vehicles’ sensors.
Functioning as a redundant safety system, it comple-
ments the onboard DCs that monitor the AVs. Additionally,
the remote CCC, along with the human safety operator
supervising the AVs through live sensor data streams,

works in parallel with the onboard systems to ensure
comprehensive safety oversight.

System Safety Requirements and
ODD Constraints

During operation, the qualitative monitor ensures that
the AV complies with both the safety requirement speci-
fication SR1and the ODD constraint specification ODD-C1.
These specifications were defined early in the develop-
ment process during the requirements elicitation and
safety analysis phases. The informal specifications, written
in structured natural language, are as follows:

e SR1: The ADS shall not cause a collision of the ego-
vehicle with static obstacles ego-vehicle's environment.

* ODD-C1: The ADS shall operate only under
appropriate lighting conditions that can be determined
from the sensor data provided by the ego-vehicle’s
camera sensors.

Before delving into how the safety requirement and
the ODD constraint are monitored, it is important to first
examine their specifications and understand the distinc-
tion between the two. The objective of the safety require-
ment (SR1) is to define the desired behavior of the ADS
that controls the ego-vehicle. In contrast, the ODD
constraint specifies requirements imposed on the opera-
tional environment of the ego-vehicle.

Monitoring Safety Requirements
and ODD Constraints

Safety requirement SR1 ensures that the AV maintains
the required safety distance by focusing on a dynamically
calculated safe zone in front of the vehicle, aligned with
its direction of travel. This requirement mandates that
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the safe zone remains obstacle-free to ensure safe opera-
tion. The qualitative monitor calculates the safe zone
dynamically based on the vehicle’s movement parame-
ters, such as steering and acceleration or deceleration
[37, 38]. This calculation is performed by the safe zone
component and defines two areas: the focus zone, marked
in orange, and the clear zone, marked in green, surrounding
the ego-vehicle (see Figure 10). The LiDAR Detector
component uses the defined safe zone to analyze the
LiDAR point cloud. If the number of LIDAR points within
the safe zone exceeds a specified threshold, an obstacle
is considered present. When this occurs, the LiDAR
Detector component triggers the Fail-Operational Reaction
component, which activates a fail-safe driving mode
through graceful degradation, thereby maintaining the
AV'’s safety.

The ODD constraint ODD-C1 ensures the accuracy
of the camera sensor data. The Camera Detector compo-
nent validates this data by assessing the sharpness of
the camera image [39]. If the camera sensor is obstructed
by objects, such as falling leaves, or if its performance is
compromised by low-light conditions, such as nighttime,
then the sharpness of the image falls below a given
threshold. The Camera Detector triggers then the Fail-
Operational Reaction component to activate a fail-safe
driving mode.

The Fail-Operational Reaction system includes a Mode
Control component, which manages the decision-making
process. This component determines when to switch to
either fail-safe or fail-operational driving mode and
communicates with the ADS to implement the
appropriate response.

The graceful degradation of ADS functionality is trig-
gered when either the safety requirement or the ODD
constraint becomes invalid during vehicle operation. In
this article, both the safety requirement and the ODD
constraint are closely associated with safety hazards, such
as the risk of collision when obstacles enter the AV's safe
zone. If either the safety requirement or the ODD
constraint is violated, it indicates a potential hazard, and
such a failure to meet these specifications is categorized
as a critical failure.

The handling of non-critical failures, as well as the
differentiation between critical and non-critical failures,
are areas for future research. Furthermore, the recovery
from non-critical failures, using the principles of graceful
degradation and dependability cages, will also be explored.

In the previous section, we introduced the high-level
concept of graceful degradation in system functionality.
This section presents a case study in last-mile delivery
logistics, which will later be used to evaluate the concept.

We begin by discussing the challenges of the standard
parcel delivery logistics process, followed by an overview
of the proposed solution. We then present the practical
development of graceful degradation. Finally, we focus
on key application scenarios that demonstrate the
graceful degradation of system functionality.

Challenges in Standard Last-Mile
Delivery Processes

The case study stems from the VanAssist project [60], a
research initiative aimed at developing reliable, mostly
emission-free, and autonomous parcel delivery logistics
for urban areas. A key partner in the project was a German
parcel delivery operator. The challenges faced by this
operator in their parcel delivery processes reflect broader
issues within the entire parcel delivery logistics sector.

The standard last-mile parcel delivery process of the
parcel delivery company follows the following pattern. In
the morning, parcels are sorted according to the delivery
route and loaded into the delivery vehicle by the driver.
The journey begins with traveling to the destination area,
typically 10 km to 50 km away [6Q]. For urban centers,
multiple vehicles often follow the same route from the
company’s branch headquarters. At the destination,
parcels are distributed based on the stop distribution and
density. Commonly, the delivery person parks the vehicle
at a suitable location and completes several deliveries on
foot from that point. They may carry or transport all items
at once or return to the vehicle as needed between
deliveries [60Q].

The delivery driver delivers each consignment indi-
vidually, traveling from stop to stop. This approach allows
the driver to carry only the current consignment but
requires frequent starting, stopping, moving, and parking
of the vehicle. Often, finding suitable stopping points is
challenging, leading to significant traffic disruptions [6Q].
After completing the delivery route, the driver returns to
the branch, often sharing the same return route with
multiple vehicles. Upon arrival at the distribution center,
undelivered and collected parcels are unloaded at desig-
nated gates. Depending on the volume of returning
vehicles, drivers may experience waiting times [60].

Solution for Last-Mile Delivery
Logistics

The concrete objectives of the project were to increase
the efficiency of delivery by minimizing and automating
redundant work steps, as well as relieve the burden on
the delivery driver through an intelligent automated
vehicle system [60]. In order to achieve this objective, the
solution proposed by the project was to develop a proto-
type for an autonomous driving delivery van, which would
be remotely monitored by a control center on company
premises, e.g., when the van is autonomously
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maneuvering at the gate to unload its cargo, as well as
in urban environments [60]. Additionally, the postman is
given intelligent assistance in the parcel delivery task
through autonomous driving functions of delivery
vehicle [60].

The delivery process should become more efficient
by integrating intelligent autonomous delivery vehicles
into the existing workflow. The envisioned optimized
delivery process would follow the following workflow [6Q]:

1. Vehicle Loading: The delivery vehicle is loaded at
the delivery company branch according to
predetermined sorting and route planning.

2. Autonomous Transit to Meeting Point: A
meeting point near the delivery area is designated
where the delivery vehicle meets the driver. The
vehicle travels autonomously and unmanned to
this location, allowing the delivery driver to
dedicate more working time to the
delivery process.

3. Parcel Distribution Support: During parcel
distribution, the delivery driver is supported by
the intelligent delivery vehicle. The driver and
vehicle remain connected via a control interface,
enabling the driver to issue commands or check
the vehicle’s status. Deliveries are conducted in
“rendezvous mode,” where the driver optimizes
their route by taking a specific number of parcels
from the vehicle. The driver then directs the
vehicle to the next stop, which it autonomously
reaches and waits for the driver.

4. Return to Collection Point: After completing the
delivery tour, the driver and vehicle return to the
original meeting point. At this point, the driver
logs out, and the vehicle autonomously returns to
the depot.

5. Post-Delivery Operations: At the depot, the
control center directs returned vehicles to unload
undelivered parcels at designated ramps or to
proceed to charging stations. The vehicles
manage these tasks autonomously, ensuring
efficient utilization of resources.

Practical Development of Graceful
Degradation for ADS

As already depicted in the overall concept in Figure 1,
graceful degradation of a system’s functionality is realized
through various intervention levels. Figure 3 illustrates an
instantiation of the overall concept for ADS in the context
of the last-mile parcel delivery case study. The levels
defined for the autonomous parcel delivery vehicle define
how responsibility for the vehicle’s control and safety is
distributed and transferred between the onboard ADS
and the human safety operator in the remote CCC. Eigure
3 shows these intervention levels and the transitions
between them, with each transition’s responsibility clearly
indicated as belonging to either the human safety
operator or the ADS. There is a clear correspondence to
the concrete intervention levels defined in Figure 3 for
the autonomous delivery vehicle and the abstract inter-
vention levels introduced in Figure 1: (1) ILy corresponds
to full autonomous driving, (2) IL jntermmediate TEPTESENES the
concrete intervention level limited autonomous driving,
and (3) ILyax illustrates the intervention levels (Remote)
Manual Driving and Emergency Stop.

We implemented the concept of graceful degrada-
tion, as illustrated in Figure 3, using a SCADE automaton
modeled within the Ansys SCADE toolchain. Ansys SCADE

m Instantiation of the overall concept for graceful degradation of system functionality for autonomous driving systems.
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is a model-driven development environment for creating
reliable embedded software [61]. It uses the SCADE
language to model both the data flow within software
components and the control flow between them. The
language is based on the declarative Lustre language [62]
for data flow modeling, while hierarchical state machines
in SCADE manage the control flow between components.
The implementation was generated in C++ using KCG, a
qualified code generator included in the toolchain. KCG
ensures a one-to-one correspondence between the
behavior modeled in the SCADE automaton and the
generated C++ source code. The resulting code was inte-
grated as the Mode Control component in the overall
software architecture, as depicted in Figure 2.

The behavior defined by SCADE automata is inher-
ently deterministic, making them well-suited for formal
verification through model checking [63, 64]. Model
checking is a computer-aided formal verification technique
used to analyzse dynamic systems modeled as state-
transition systems [65]. This method involves providing a
model checker with a formal system model, such as a
finite state machine, and a formal property specification,
often expressed in temporal logic [65]. The model checker
exhaustively explores the system’s state space in search
of system states that disprove the system property. If no
such states are found, then the specified system property
holds. If the model checker finds an error state, it returns
a trace from the initial state of the system to the error
state, to show why the error state occurred [65].

The SCADE automaton that implements the concept
of graceful degradation can be formally verified against
system safety requirements using the SCADE Design
Verifier, 2 model checker integrated into the Ansys SCADE
toolchain [63, 64]. By verifying the SCADE automation
against the safety requirements, we demonstrate that
the ADS operates within one of the following defined states:

1. Full Autonomous Driving: The ADS independently
controls the delivery van.

2. Limited Autonomous Driving: The ADS operates
with assistance and supervision from a remote
safety operator.

3. Remote Manual Driving: The ADS relinquishes
control entirely to the remote operator.

4. Emergency Stop: The vehicle comes to a
complete stop to ensure safety.

This formal verification process ensures that the
system consistently adheres to safety requirements
across all operational states. Provided the latency between
the AV and the remote CCC (see Section 1) as well as the
latency between the vehicle sensors and the rest of the
ADS components are negligible, formal verification of the
SCADE automaton ensures that the AV remains in a safe
state throughout the transfer of responsibilities between
the ADS and the remote safety operator.

Additionally, proposed “graceful degradation” is
aligned with key safety standards, i.e., ISO 26262 (FuSa)

and ISO 21448 (SOTIF). At the core of the workflow is the
ability to transition between different levels of autonomy
in response to operational challenges, ensuring that the
AV remains within safe boundaries, even when it faces
unforeseen issues such as sensor failure/covered, envi-
ronmental factors, and the like. In terms of SOTIF, when
the AV encounters a failure caused by an adversary envi-
ronment, such as a sensor blocked by leaves or the
inability to navigate safely, it transitions to a fail-safe state
(e.g., emergency stop or limited autonomous driving),
preventing unsafe operation. This mechanism ensures
the system remains within safety boundaries, allowing
for human intervention when necessary, aligning with ISO
21448 standard.

Application Scenarios

Two application scenarios were defined in the VanAssist
project in order to demonstrate the concept of graceful
degradation of the system functionality: (1) narrow road
and (2) covered camera sensor.

Scenario 1—Obstacles in the Vehicle’s Path. The first
scenario involves an obstacle that partially or completely
blocks the ego-vehicle’s path. The obstacle can be static,
such as a garbage can sitting on the roadside, or dynamic,
such as children playing on the street, which completely
obstructs the ego-vehicle’s lane. The AV must maintain a
specified safety distance around these objects to prevent
potential collisions, as outlined by safety requirements.
However, adhering to this safety distance can prevent the
AV from successfully navigating through narrow roadways.

As previously discussed, the DC functions as a
runtime monitoring system designed to ensure that
safety requirements are met during autonomous opera-
tion. In this scenario, the DC detects that the AV is unable
to comply with the safety specifications due to the
presence of obstacles in the vehicle’'s safe zone.
Consequently, it triggers a fail-safe operation, initiating
an emergency stop. Following this, the DC informs the
remote CCC of the safety issue and requests an increase
in the intervention level.

From this point onward, control and safety respon-
sibilities for the autonomous driving task are transferred
from the AV to the human safety operator in the remote
CCC. The operator makes intervention decisions based
on the live streaming of sensor data, such as camera
images. Depending on the type of obstacle blocking the
AV’'s path, the human safety operator has different
handling alternatives at his disposal.

Thus, in case of a static obstacle partially obstructing
the AV’s lane, the operator decides to remotely recon-
figure the ADS by activating the limited autonomous
driving mode, which reduces the required safety distance.
The intervention level is switched from emergency stop
to the intermediate intervention level, limited autonomous
driving. Consequently, the AV, now operating in limited
autonomous mode, attempts to navigate through the
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narrow road again. This scenario demonstrates that the
safety assurance capability of the ADS is constrained by
the manual reconfiguration performed by the human
safety operator.

Control responsibility is then returned from the
human operator to the AV. However, during the limited
autonomous driving mode, both the human operator and
the ADS share the responsibility for the safety of the
vehicle. Thus, during this driving mode, the human
operator monitors continuously the safety status of the
AV via the live streaming of sensor data and can intervene
manually to stop the vehicle if necessary.

Once the AV successfully passes through the narrow
section, it requests a return to the initial intervention level,
full autonomous driving. Given that the human operator
remains in the loop and retains partial responsibility over
the AV’s safety, they must confirm that the issue has been
resolved and reconfigure the ADS to its full autonomous
driving mode with the original safety requirements.

In the case of dynamic obstacles in the AV path, the
remote safety operator monitors the situation using live
data streamed from the AV’s camera sensors. Once the
obstacles have cleared the path, the operator reduces
the intervention level from emergency stop to full auton-
omous driving. Consequently, full control and responsi-
bility for the AV’s safety are returned to the ADS, allowing
the AV to continue its journey autonomously.

Scenario 2—Covered Camera Sensor. The second
scenario involves the status of the AV's sensors. Onboard
sensors may display reduced performance due to changes
in environmental conditions. For instance, in autumn,
fallen leaves can cover camera sensors, impairing their
ability to accurately detect the environment, even if the
sensors themselves are functioning correctly.

In this scenario, the DC on the AV is responsible for
monitoring the quality of camera data to ensure it meets
the specified safety requirements. If the data quality falls
short of these requirements, the DC initiates a fail-safe
operation by initiating an emergency stop. Consequently,
the AV transitions from full autonomous driving mode to
an emergency stop, triggered by a request to increase
the intervention level.

Additionally, the DC communicates with the remote
CCC to report the fail-safe operation. Based on the live
streaming of the camera sensor data, the human operator
at the CCC assesses the situation. Since the camera
sensors are obstructed by fallen leaves, this issue cannot
be resolved remotely. The human operator must request
local human intervention to remove the leaves.

In this case, the intervention level is increased from
full autonomous driving to emergency stop, indicating
that the offboard human operator has fully assumed
control and safety responsibility from the AV. The offboard
operator then delegates the responsibility to a local
operator near the AV. After the local operator removes
the leaves, they contact the offboard safety operator at
the CCC to return to the control.

Once the offboard safety operator confirms that the
issue has been resolved through live streaming of sensor
data, they request a decrease of the intervention level
from emergency stop back to full autonomous driving.
This restores the AV to fully autonomous mode.

Note that the definition of the two application
scenarios is closely linked to the safety requirements
outlined in Section 3. Specifically, the first application
scenario is designed to check safety requirement SR1,
while the second application scenario is to validate ODD
constraint ODD-C1.

Both scenarios outlined demonstrate a comprehen-
sive chain of transferring and distributing safety and
control responsibilities for the AV. These scenarios address
significant challenges associated with SAE Level 4+ fail-
operational autonomous driving, e.g,, legal liability, and
the concept of graceful degradation of the AV’s function-
ality along with the combination of onboard monitoring
through the DC and offboard monitoring through the
remote CCC is a possible solution approach, which is
implemented and demonstrated.

In this section, we present the evaluation process and
discuss the results. We begin by introducing a compre-
hensive use case scenario designed to demonstrate and
assess the concept. This overarching scenario is further
divided into multiple steps to evaluate each component
of the concept against the safety requirements specified
in Section 3. The evaluation is carried out qualitatively in
two stages:

1. Controlled Lab Setting: Initial assessments are
performed in a controlled laboratory environment.

2. Test Field Track: Subsequent tests are conducted
on a test field track.

Overall Use Case for the
Evaluation

The demonstration and evaluation of the graceful degra-
dation concept focus on parcel delivery from a logistics
center to end customers. The scenario comprises eight
sequential steps, illustrated in Figure 4. The process
begins with the AV parked in the parking area and driving
out onto the road to the parcel depot (1). At the depot,
the parcel is loaded, and the AV proceeds to pick up the
postman at his house (2). After picking up the postman,
the AV drives to the first recipient’s home (3). The postman
delivers the parcel on foot (4), while the AV circles the
pedestrian zone to pick him up. As it circles the pedestrian
zone, the AV detects obstacles in its path, which are
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m Overall view of the evaluation scenario.

(Reprinted with permission from Ref. [39])
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narrowing the road through its LIDAR sensor. Since the
detected obstacles are inside the AV’s safe zone, an emer-
gency stop is triggered by the DC, and the remote safety
operator at the CCC is notified (5). The remote driver
switches the AV to a limited autonomous mode, allowing
it to navigate the narrow road and reach the first meeting
point (6). The postman retrieves the second parcel and
delivers it, while the AV proceeds to the second meeting
point. At this point, the AV encounters a person playing
with a ball on the road. The DC triggers another emer-
gency stop and alerts the remote operator (7). The
operator waits for the person to leave and, once the road
is clear, switches the AV back to fully autonomous mode.

While waiting at the second meeting point, the AV
detects that its camera sensor is obstructed, triggering
a fail-safe operation initiated by the DC, which causes the
vehicle to perform an emergency stop. Remember that
as a redundant offboard monitoring system, the human
safety operator oversees the AV's status through live data
streaming from the vehicle’s sensors, facilitated by the
remote CCC. Thus, the remote operator is able to recog-
nize that there is a blockage on the front camera and
instructs the postman to clear the camera sensor. Once
the postman removes the obstruction from the camera
sensor, the safety operator reactivates fully autonomous
mode. The AV then returns to the parking area, completing
the scenario (8).

Steps 5 and 7 from Eigure 4 illustrate the first applica-
tion scenario from Section 4, but they involve different
types of objects. In step 5, a static obstacle such as a
garbage can partially block the ego-vehicle’s lane, while
in step 7, a person playing with a ball fully blocks the lane.
In both cases, the AV increases its intervention level from
full autonomous driving mode to emergency stop.

According to the definition of the first application
scenario in Section 4, the remote safety operator has
different handling options for these two steps. In step 5,
the operator switches to limited autonomous driving
mode, allowing the AV to navigate the narrow road at a
reduced speed. In step 7, the operator monitors the situ-
ation via the AV's camera sensors and, once the person
clears the street, switches back to full autonomous driving
mode, enabling the AV to continue its journey autonomously.

© 2023 Springer Nature
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Evaluation in a Controlled Lab
Setting

The evaluation of the graceful degradation concept in a
controlled lab setting entails the evaluation of the HMI
between the remote human safety operator and the AV
on the CCC as well as checking the safety requirements
defined in Section 4 based on the application scenarios
defined for the lab environment.

Evaluation Setup. For the evaluation conducted in
the lab environment, a 1:8 scaled model vehicle was
utilized (see Figure 5). This model is equipped with five
primary sensors: a 2D LIDAR, an RGB camera, an inertial
measurement unit (IMU), wheel encoders, and an indoor
positioning receiver. These sensors enable monitoring of
both the vehicle’s current state and its surrounding envi-
ronment. Additionally, the model features a wireless
transmitter and receiver for remote communication.

In the lab, the road track used in the scenario was
constructed with modular black mats measuring T m x
1m each, featuring road markings that closely resemble
real roads, as depicted in Figure 6.

m Track in the lab environment as a replica of the
overall scenario.

© Institute for Software and Systems Engineering, Clausthal University of Technology
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Il Panels in the remote command control center: car selection panel for fleet overview (left) and control panel for

individual vehicles (right).
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Evaluation of the HMI on the Remote CCC. For this
test, consider step 1 of the use case scenario shown in
Figure 4. The graphical user interface of the remote CCC
includes several panels: Car Selection and Car Control
(Eigure 7), Map (Eigure 8), Destination List (Figure 9), and
Sensor Visualization (Figure 10). The human safety
operator utilizes these panels to monitor the vehicle's
current state, analyze its surrounding environment, and
interact with the AV in real-time.

Upon selecting a specific AV in the Car Selection
panel (Figure 7, left), the remote operator can view the
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current state of the AV. Each attribute displayed repre-
sents specific information about the vehicle, as illustrated
in Table 1.

Once the human safety operator selects an AV,
control rights are granted to the remote CCC over the
AV and all driving modes become available to the remote
safety operator, and they can set the AV in a specific
driving mode. In this way, the remote operator can super-
vise the safety of multiple AVs through the CCC.

At the start of the evaluation, the human safety
operator activates the DC on the AV. With the cage active,
the operator sets the vehicle to full autonomous driving
mode using the car control panel (Figure 7, right) and
selects the first destination, the parcel depot, on the desti-
nation control panel (Figure 9). As the AV navigates the
track, its position is displayed on the CCC's mini-map
panel, with the red dot indicating the vehicle’s current

location (Figure 8).

m Panel displaying the list of destinations for the
selected autonomous vehicle.
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TABLE 1 Information with respect to the current vehicle state
depicted in the remote command control center.

Possible attribute values

{Valid, invalid}

{Inactive, active, blocked, complete}

Attribute name
Sensor validity
Mission state

Driving mode {Fully autonomous driving, limited
autonomous driving, remote manual
driving, in-place manual driving, and
emergency stop}

Cage state {Safe zone free, focus zone occupied,

clear zone occupied}

© Institute for Software and Systems Engineering, Clausthal University of Technology

Scenario-based Testing of the Safety Requirements.
For the test of the safety requirement, SR1 requires the
components safe zone and LIDAR Detector of the qualita-
tive monitor. The LIDAR Detector continuously monitors
for obstacles in the AV’s driving path. If an obstacle is
detected inside the calculated vehicle’'s safe zone, then
the DC triggers an upgrade of the intervention level from
full autonomous driving to emergency stop (Figure 11,
right). The calculated safe zone area along with the LiDAR
points indicating obstacles are displayed on the Sensor
Visualization panel of the remote CCC (Figure 10), where
the human safety operator can view this information in
real-time.

In addition to the sensor visualization panel, the CCC
provides real-time access to front camera data via the
camera panel (see Figure 11, left). This allows the human

m Panel for the visualization of the safe zone and
the LIDAR sensor data.
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safety operator to assess the situation and, when the
environment is safe, decreases the intervention level from
emergency stop to full autonomous driving mode through
the car control panel.

Testing the ODD constraint ODD-C1 makes use of
the Camera Detector, which is part of the qualitative
monitor and continuously checks the validity of images
transmitted from the AV’s front camera. For instance, in
step 8 of the defined use case scenario, the Camera
Detector detects obstruction by leaves on the lens (Figure
12), triggering an increase in the intervention level from
full autonomous driving to emergency stop.

The human operator then uses the camera panel to
view the issue and instructs the postman to clear the
lens. Once the postman gives notice to the human safety
operator that the issue has been resolved, the human
safety operator decreases the intervention level from
emergency stop to full autonomous driving, provided also
that the vehicle’s safe zone is clear of obstacles.

Evaluation of the Test Field Track

The evaluation on the test field track was done using a
full-sized automated vehicle named PLUTO. The test track
is situated at the NFF campus in Brunswick, Germany.
PLUTO, an all-electric vehicle, was equipped with multiple
LiDAR sensors, front and rear cameras, a GPS positioning
system, and other sensors. More details on the setup of
PLUTO can be found in [6Q], Section 3.4.

The transition from the model vehicle (see Figure 5)
to the full-sized PLUTO vehicle ([60], Section 3.4) presented
several challenges due to differences in sensor configura-
tion and environmental conditions. PLUTO’s sensors
included a higher number and different types of LIDARs,
which provided 360-degree coverage and generated
significantly more data than the model vehicle’s sensors.
This increased data volume, combined with environmental
factors such as sunlight, introduced additional noise and
affected LiDAR functionality. Additionally, PLUTQO'’s vehicle
dynamics differed markedly from those of the model
vehicle, impacting the calculation of the safe zone.

To address these issues, vehicle dynamics data for
PLUTO were collected through multiple test drives,
allowing for adjustments to the safe zone parameters.
LiDAR data noise was reduced using a Z cut-off and a
clustering algorithm to eliminate ghost points, see the
work in [38] for more details.

Similar to the lab evaluation, a scenario-based testing
approach was used to evaluate the graceful degradation
concept on the PLUTO vehicle. To test the safety require-
ment SR1, PLUTO was driven at speeds of 5 m/s—-20 m/s
toward a static object. After adjusting the safe zone and
LiDAR settings, the system successfully detected the
obstacle and requested an increase in the intervention
level from full autonomous driving to emergency stop
1T m before impact. The human safety operator could
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m Emergency stop due to obstacle in the path of the vehicle: front camera with visible obstacles (left) and emergency

stop on the car control panel (right).

© Institute for Software and Systems Engineering,

Clausthal University of Technology

assess the situation and interact with the vehicle via
the CCC.

Based on the definition of the first application scenario
in Section 4, rather than choosing the lowest intervention
level, full autonomous driving, the safety operator
switches to the intermediate intervention level, limited
autonomous driving, which reduces the required safety
distance. Operating in limited autonomous mode, the AV
attempts to navigate through the narrow road again.
During the limited autonomous driving mode, both the
human operator and the ADS share the responsibility for
the safety of the vehicle, with the human operator moni-
toring continuously the safety status of the AV via the
live sensor data streaming. Once the AV successfully
passes through the narrow section, it requests a return
to the lowest intervention level, full autonomous driving.
since the human operator retains partial responsibility

m Front camera panel on the CCC showing the
camera lens blocked by leaves.

Front Camera o @

Front Camers = @

Car Control °Q

| Take Over Control | ‘ Release Control

Cage Mode
| on I ‘ Off

Driving Mode
‘ Fully Autonomous Driving ‘ ‘ Limited Autonomous Driving
‘ Remote Manual Driving ‘ ‘ In Place Manual Driving
‘ E2E Driving
I Emergency Stop

over the AV’s safety, they must confirm that the issue
vehicle’s path is free of obstacles, before decreasing the
intervention level to full autonomous driving mode.

For the test of the ODD constraint ODD-C1, a trans-
lucent bag was deliberately placed over the camera lens
of the AV. The Camera Detector in the DC detected the
obstruction and the DC requested an increase in the
intervention level from full autonomous driving to emer-
gency stop. Based on the definition of the second appli-
cation scenario in Section 5, at this point, the offboard
human operator has fully assumed responsibility for the
AV’s decision control and safety. The offboard operator
then delegates the responsibility to a local operator near
the AV to solve the issue of the camera sensor. After the
local operator removes the leaves, they notify the
offboard safety operator at the remote CCC to return
control. Once they confirm that the issue has been
resolved through live streaming of sensor data, the
human safety operator requests a decrease of the inter-
vention level from emergency stop back to full autono-
mous driving. this restores the AV to fully autonomous
mode. The results reported in this section are also avail-
able in the form of videos [56, 65, 66].

6. Summary and Future Work

This article presented a concept for the graceful degra-
dation of system functionality in ADSs accompanied by
an integrated safety architecture for ensuring system
safety using connected dependability cages. The inte-
grated safety architecture supports the graceful degra-
dation concept by providing two runtime monitoring
systems: (1) the connected DC monitors the ADS
onboard the AV and (2) the remote CCC supervises
offboard an entire fleet of AVs with the cooperation of
a remote human safety operator. The graceful
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degradation of system functionality enables the recon-
figuration of the ADS and the smooth share and transfer
of responsibility over the DDT between the ADS and
the remote safety operator. A qualitative evaluation of
the graceful degradation concept was carried out both
in a lab environment using a scale 1:8 model car and
on a test track in Brunswick using a full-sized automated
test vehicle. The results of the qualitative evaluation
demonstrated the feasibility of the proposed graceful
degradation concept for the ADS functionality through
its application in scenarios from the domain of parcel
delivery logistics.

Numerous promising routes for potential work
include expanding the capabilities of DC. Currently, when
a static obstacle detected by DC triggers a maximum
intervention level, emergency stop is a fail-safe reaction
for AV. In further developments, the aim is to enhance
the dependability cage to support fail-operational reac-
tions as well. We envision these fail-operational reactions
to be akin to those of a human driver. For instance, the
ADS might request an increase in the intervention level
from full autonomous driving to limited autonomous
driving, bypassing the emergency stop. This would allow
the AV to gently steer away from the obstacle and
maneuver around it while in limited autonomous driving
mode. During this maneuver, the human safety operator
would remain engaged, supervising the AV and ready to
initiate an emergency stop if needed. After successfully
driving through the obstacle, the AV could then request
a return to full autonomous driving mode and continue
its journey.

Additionally, we plan to conduct a quantitative evalu-
ation involving a broader range of driving scenarios,
including more classes of dynamic obstacles. We also
intend to incorporate a quantitative monitor into the
dependability cage, capable of assessing the novelty of
current driving situations. The insights from this monitor
will inform decisions regarding the graceful degradation
of the system’s functionality. Moreover, we aim to extend
the remote CCC functionality to facilitate cooperation not
only between the AV and the postman but also with a
delivery robot, which would handle the transfer of parcels
from the AV to the end customer.

The research presented in this article is an outcome of
the VanAssist project. The project was carried out
between October 2018 and June 2021 under the project
lead of ZENTEC Center for Technology, Business Start-ups,
and Cooperation GmbH. The authors express their grati-
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acknowledge the funding from the Federal Ministry for
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