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Abstract

Large Language Models (LLMs) are among the most popular Generative
Al models. They bring benefits like a natural language interface and the
automation of complex tasks. Despite their potential, few studies have im-
plemented LLMs for network management. This paper addresses that gap,
showcasing in a practical scenario how network management can be efficiently
enhanced by automating tasks such as network configuration and traffic anal-
ysis, thereby reducing downtime and improving efficiency.

This study presents a LLM agent integrated with a cloud-native SDN
controller (ETSI TeraFlowSDN) designed with Retrieval-Augmented Gener-
ation (RAG) capabilities to operate with intent-based network operations.
The LLM agent understands the context and triggers different operations,
such as intent creation, query, and explanation. The results demonstrate a
system capable of automating network operations with a factual accuracy of
93% with reasonable computation times, demonstrating how the developed
LLM agent can enhance network management.

Keywords: large language models, software-defined networking,
intent-based networking and network slices.

1. Introduction

In modern network management, achieving efficient and automated net-
work operations is critical. Intent-Based Networking (IBN) transforms user
requests into necessary network operations, configurations, and maintenance
tasks to meet the specific needs of the request. IBN address several challenges
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in traditional networks, including robust security, flexibility, and enhanced
efficiency [22]. Additionally, Software-Defined Networking (SDN) and IBN
are reshaping how networks are managed, offering programmability and au-
tomation to traditionally static infrastructures. However, current methods
cannot effectively interpret user intents written in natural language and man-
age complex configurations. This leads to inefficiencies, potential increased
downtime, and a high level of human intervention needed for operations.

Natural Language Processing (NLP) can simplify network configuration
by enabling administrators to use commands simply using natural language,
reducing the need for specialized coding skills. This results in error reduction,
increased efficiency, and automation, as configurations can be specified more
intuitively [4]. Among the noteworthy NLP techniques, several approaches
stand out. Large Language Models (LLMs) have emerged as a transforma-
tive technology in the field of NLP. Their ability to understand and generate
human language has revolutionized applications across industries, including
text generation, sentiment analysis, and machine translation [9, 10, 23]. The
vast training on diverse datasets enables LLMs to perform robustly across
various languages and domains, offering the potential for automation and
efficiency in complex tasks. One example of such potential is the integra-
tion of agents, which expands the capabilities of LLMs. Their adaptability
also facilitates fine-tuning for specific tasks, making them versatile tools for
numerous applications in both academic and commercial settings.

To mention a few studies, the authors in [24] combine text mining and a
LLM, which results in a question-and-answer system able to understand the
topic of materials used in optical networks and to answer appropriately using
natural language. Other studies like [21] have also implemented a LLM for
the same purpose, covering the topic of alarm compression and fault analysis.

However, LLMs are a very powerful tool and can be useful in many sce-
narios. Using them as an expert system and creating a question-and-answer
tool is only one of the multiple functionalities that they can offer. LLMs can
handle complex tasks like context understanding, text analysis and even the
generation of complex data structures on demand.

To contribute to the field, a LLM agent is presented, which is capable
of understanding the context, inferring the desired operation of the user and
acting accordingly. The LLM agent also performs text analysis to validate the
user ‘s inputs to finally trigger the necessary network operations according to
the user “s needs. The LLM agent has proven to be quite robust by reaching
93.3% of factual accuracy.



The presented paper extends the previous work in [17], where a minimum
viable product permits the users to generate intents implementing NLP tech-
niques. These NLP techniques are based on a keyword search and one-hoot
encoding to generate different intent s based on the user’s requests. Despite
presenting a promising use case, the paper does not integrate a LLM in itself.
Instead, it takes advantage of a simpler NLP to trigger a single operation,
which is the intent generation.

The next step of the research has evolved into an interactive chatbot able
to trigger different network operations and partially implemented in an SDN
architecture [18, 19]. This work has been published on [2]. The presented
paper consists of a natural step forward from the previously presented studies
(17, 2], showcasing a LLM which is not merely used as a question-and-answer
system as it is generally implemented [5, 14].

In a nutshell, the presented LLM agent leverages novel technologies such
as autonomous agents and LLMs, resulting in a practical implementation for
IBN, reaching robust accuracy results when tested with real data. The main
findings of this study can be summarized in the following points:

e The study showcases a practical implementation of a LLM agent pow-
ered with Retrieval-Augmented Generation (RAG) and assembled in a
method composed of four different steps to automate network manage-
ment.

e The implementation of RAG capabilities permits an enhancement of
the LLM capabilities by providing a knowledge base adapted to every
situation, reaching an average of 96.6% factual accuracy.

e Instead of using LLMs as a mere expert system, the presented solution
leverages the capabilities of the LLMs to assist in a wide variety of
tasks, such as intent creation, querying and intent explanation. This
has been demonstrated in an environment with a cloud-native SDN
controller.

The paper is organized as follows. Section II overviews the state of the
art, concluding with the main novelty of the presented LLM agent in con-
trast with the reviewed literature. The proposed solution is then described,
illustrating its architecture, its data sources and the respective processes that
compose the solution. The experimental evaluation is then described with
three different use cases and their corresponding outputs provided by the



LLM, the significance of the results and the execution time results. The pa-
per then concludes with the limitations of the study, future works and the
main extracted conclusions.

2. State of the art

A variety of approaches have been proposed in the field of IBN. For in-
stance, [13] integrates intents to perform reconfiguration tasks at a router
level using P4 language. This approach has proven effective in real-world
scenarios. However, the studies focus on a particular use case, making it
challenging to directly compare them with the presented approach. In con-
trast, studies like [16] present a proof of concept for implementing End-to-
End (E2E) IBN within a 5G architecture. This approach supports ubiquity
and enhances network efficiency through machine learning (ML) algorithms.
While this proof of concept aligns with IBN trends such as ubiquity, Al in-
tegration, and increased flexibility, it remains theoretical and lacks practical
implementation. Alternatively, other studies such as [1] showcase the ongoing
evolution of the IBN technologies by integrating an E2E network slicing sys-
tem and automating the configuration process and managing orchestration
and network slices.

NLP techniques are a perfect complement for IBN systems. They cover
the gap between human expressions and machine-executable policies, which
results in more accessible and efficient network management. Within the
studies that integrated NLP with IBN, it is worth highlighting [12], where a
hybrid system is presented combining NLP and neural networks to generate
intents within a SDN architecture. This approach has demonstrated practical
effectiveness, but it relies on traditional NLP techniques, such as sequence-to-
sequence learning models, rather than exploring more advanced technologies
like LLMs as it happens in the presented approach.

Despite LLMs being a novel concept, their potential impact on the telecom-
munications sector is significant. Although not yet widely implemented, there
is considerable interest in leveraging these models to revolutionize telecom-
munications projects and open new opportunities [25].

Current research implementing LLMs in telecommunications can be cat-
egorized into two groups. The first group focuses on simplifying network
configuration and enhancing human interaction. For instance, [20] demon-
strates how LLMs translate high-level policies and requirements into low-level
APIs. It has a different scope than the presented paper, which is, however,



useful in its context. Alternatively, some studies emphasize using LLMs as
a question-and-answer system. For example, [8] presents various approaches
for implementing LLMs to understand telecommunications standards. How-
ever, LLMs are a very powerful tool to cope with many different tasks, such as
text categorization and context understanding, as it has been demonstrated
in the presented paper.

The existing literature on IBN and NLP in network management demon-
strates significant advancements in enhancing network automation and user
interaction [7]. Various approaches, such as reconfiguration tasks using P4
language and integration of ML in 5G architectures, have shown promising
results in improving network efficiency and flexibility [13]. However, these
methods often lack adaptability to broader use cases. Similarly, NLP ap-
proaches have made strides in simplifying network configurations, but many
rely on traditional techniques that do not fully exploit the capabilities of
more advanced technologies like LLMs that are able to perform context rea-
soning and bring some flexibility regarding the user’s inputs. In addition to
that, the few studies that explored LLM [5, 14]. They merely use it as a
question-and-answer system or for translating high-level policies into APIs,
and their integration into comprehensive network management solutions re-
mains limited.

Retrieval Augmented Generation (RAG) plays a crucial role in enhancing
the capabilities of the LLM. It permits access to up-to-date, factual, and
domain-specific information beyond their static training data. LLMs are
trained on vast, but fixed, corpora, which can limit their relevance for recent
or niche topics. By retrieving real-time or specialized data during generation,
RAG enhances the accuracy of LLM, and it allows for more scalable and
adaptable solutions [6].

Some examples of studies that implemented RAG in the field of telecom-
munications are Telco-RAGI5], which has been designed as an expert system
to deal with problems related to telecom standards, a handy tool to deal with
these particular problems. In a similar way, [14] also integrated a LLM with
RAG to enhance a question-and-answer system.

The presented method goes one step further by fully implementing LLMs
powered with RAG to carry out different tasks like understanding the con-
text, validating the users’ inputs and triggering the desired network opera-
tions. As a result, network management becomes more intuitive, less complex
and more efficient in terms of time.



3. Proposed solution

The proposed solution is designed to simplify and automate complex net-
work configuration operations. The system follows a series of processes de-
picted in Figure 1.

Task - - Trigger
identification Request KPIs

Figure 1: Main processes composing the presented solution.

The workflow is triggered by a user query, followed by the LLM under-
standing the context and inferring the operation desired by the user. Sec-
ondly, the LLM asks for the necessary information to carry out the operation
for the user. Thirdly, it triggers the necessary network operation and presents
the results to the user to proceed with its confirmation. Finally, the desired
network intent would be deployed in the network.

3.1. Proposed architecture

The presented solution has the overall goal of IBN management. It can
be seen as an independent component capable of interacting with an SDN
controller. The main components of the solution are illustrated in Figure 2.

The workflow starts with the user communicating interactively with the
chatbot interface. The chatbot interface serves as the initial touchpoint to
establish a communication channel with the user, providing an interface that
merely uses natural language. All the inputs and the outputs of the con-
versation are being progressively registered in a session variable, generating
an increasingly bigger amount of information referred to as conversational
memory. This information is given to the LLM agent to process it and to
ensure that the workflow is indeed being accomplished.

The LLM acts as a secondary layer, handling tasks like complex validation
of user inputs, text interpretation and text generation. It also copes with
most of the validations of the user’s inputs. The capabilities of the LLM are
enhanced with a set of sample utterances designed to provide the LLM with
a knowledge base. This will be explained in detail in the following section.
The LLM agent provides functionalities like adapting the data structures to
make them compatible with teralowSDN, and it provides a straightforward
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Figure 2: Components architecture of the IBN Generative Al solution.

validation of the user’s inputs. Finally, the intents dataset represented in
Figure 2 contains a registry of the generated intents with their corresponding
queries for consultancy.

The proposed architecture has been designed to be integrated with Ter-
aFlowSDN. However, its architecture has been designed to be adaptable and
to leave the possibility of making it compatible with other SDN controllers
in the future. For this purpose, all the components of the architecture would
play the same role.

The chatbot interface would interact with the user in the same manner,
the LLM would play the same role and would access the same set of sample
utterances, and the biggest amount of changes would be in the LLM agent,
which would need to ensure that the generated intents fit a different standard.
Finally, the generated intent objects would need to be handed over to the
new SDN controller to perform the same job as TeraFlowSDN.

3.2. Dataset

The previously presented architecture contains two different datasets with
information stored in various formats. One of the datasets includes a set of



sample utterances, with a wide variety of user requests to help the LLM
infer the desired operation by the user, whereas the other dataset contains
a register of the different generated intents and user queries to make them
available in case the user wants to consult them.

3.2.1. Sample utterances

To help the LLM understand the context and infer the desired action of
the user, the LLM takes advantage of a set of 240 sample utterances. This
dataset is the final result after carrying out a multi-step process, which com-
bines a domain expert validation, the augmentation of paraphrased samples
to cope with the problem of linguistic variation and context enrichment.

It is worth remarking that, in some cases, the instances contain words
that are considered as “keywords”. For example, given the following input:
“Can you describe to me the LOCATIONS of the intent request with the ID
13”. In this case, the user not only indicates that he wants to get an intent
described, but he also expresses that he wants to describe only the locations
of an intent with a given ID. The words locations and ID, and their respective
synonyms and their associated values are particularly remarked for the LLM
and by the LLM agent to correctly classify the user request and to better
identify the needs of the user.

The small size of the dataset is justified by its uniqueness; each sample
utterance was carefully selected, providing different linguistic and contex-
tual variation and ensuring that there are no duplicities. The samples are
handpicked with expert knowledge, ensuring high quality and purpose-driven
content. The main goal of the generated dataset is to provide efficient knowl-
edge and noise-free information to potentiate accuracy and efficiency.

To avoid bias in classification, the sample sentences were divided equally
depending on each action: 80 of them are for creating an intent (Use case
described in Sec. 3.4.1), 80 of them are for explaining an intent (described
in Sec. 3.4.2)and the remaining 80 are for inspecting the traffic (described in
Sec. 3.4.3). It is important to remark that the LLM takes into account the
whole dataset to make the classification process, and not only a subset. For
clarification, some sample sentences are included below:

e Sample sentences for creating an intent: “can I generate an in-
tent?”, “Can I create an intent based on a location?” and “I want to
describe some requirements and get an intent”.



e Sample sentences for explaining an intent: “Hello, are you able
to explain to me in detail the intents with an id number ...”, “Can you
describe to me an intent?”, “Explain to me an intent”.

e Sample sentences for inspecting the traffic: “Can you retrieve
intents from a database?”, “get all the intents”, “I would like to inspect
the traffic regarding the historically added intents”.

After the action of the user has been identified, the text analysis is carried
out by two components: The LLM and the LLM agent. The LLM forwards
the generated outputs to the LLM agent to retrieve the important input
information for each action. The LLM is capable of performing a first layer
of validation, and it discards some users’ inputs when the provided reply is
not in the desired format or does not contain the required information.

However, some sophisticated validation techniques are addressed by NLP,
which is managed by the LLM agent. For example, if the user requests to
create an intent with the description of locations, the NLP techniques search
for relevant keywords regarding the location such as “origin”, “destination”,
“domain”, or “warehouse” to ensure that the user is describing correctly the
locations of the expected intent.

3.2.2. Stored intents
All the user requests are stored in a database containing the following
attributes:

e User requests: Contain the strings included by the user, such as the
description of the locations and the bandwidth restriction.

e Date posted: A timestamp including the exact date when the user
requested that operation.

e Service Level Agreement reference (SLA): A reference to the
SLA that best matches the user request.

e Policy reference: A reference to the policy that matches the user
request, some policy examples can be “deploy”, “group”, or “monitor”.

In the case where an intent is deployed in the network, its information is
stored in a data structure composed of the following attributes: recognized
operations, resources, identified time restrictions and identified locations.



3.3. The workflow of the solution

The proposed solution consists of a linear workflow composed of four se-
quential steps, as has been previously described in Figure 1. Firstly, the
user’s requests are being interpreted; secondly, the necessary information for
each use case is being extracted and validated; thirdly, the solution requires
the user’s validation to finally trigger and deploy the necessary network op-
erations. A detailed description of each step is presented below:

e Task Identification: The system interprets the user’s natural lan-
guage input to determine the intended network operation. This is a
critical step because it sets the foundation for all subsequent actions.
The process begins with the user providing a request in natural lan-
guage, This information is forwarded, in a first step to Amazon lex,
and in a second step, to the LLM to analyze the text and identify the
desired operation that the user intends to carry out. For this purpose,
the LLM leverages a set of sample utterances which were carefully se-
lected to facilitate the task identification. The LLM also harnesses its
advanced language understanding capabilities to comprehend the con-
text of the request. This involves parsing the input to detect the user’s
intent by examining verbs and contextual cues that indicate the desired
action.

The LLM is also trained to recognize synonyms and variations in phras-
ing to ensure robustness against different user expressions. Once the
context is established. The presented method classifies the request into
one of three predefined operations: creating an intent, explaining an
intent, or consulting historical intents. This classification relies heavily
on the strong capabilities of the LLM and a set of sample utterances
that encompass a wide range of user scenarios and linguistic variations.
By accurately identifying the user’s intent, the system can proceed to
the next step, ensuring that the workflow aligns with the user’s objec-
tives.

e Request and validation of the Key Performance Indicators
(KPIs): Once the task has been identified, the next step is to extract
the important information. This step involves an interactive dialogue
between the system and the user, facilitated by the chatbot interface.
The required information would vary depending on the identified oper-
ation. For instance, in the case of intent generation, the user would be
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required to introduce information regarding the location parameters
(origin and destination), bandwidth requirements, availability levels,
and time constraints.

The inputs provided by the user are constantly being registered in a
separate session variable and validated to capture all relevant details
and ensure that the required information is included and validated cor-
rectly. During this interactive query, the system offers guidance to the
user by providing sample responses and suggestions, helping to clarify
the type of information needed. This approach minimizes user errors
and enhances input accuracy. For example, when specifying location
requirements, the system might suggest phrases like “From origin A
to destination B on port 2000” to guide the user. The system also
performs real-time validation of the inputs, ensuring that the data is
complete and logically consistent. It checks for valid location iden-
tifiers and verifies that bandwidth requirements are feasible given the
network’s current state and resources. By validating inputs in real time,
the system ensures that the collected KPIs are accurate and actionable,
setting the stage for successful intent generation.

Confirmation: After collecting the relevant information, the user ver-
ifies the accuracy and completeness of the gathered information before
executing the task. Although this step limits somewhat the automa-
tion, it is crucial for ensuring that the user’s intent is accurately cap-
tured and that any misunderstandings are resolved before proceeding.
As a main result, the reliability of the system is increased with a mean-
ingful reduction of critical errors that could otherwise degrade trust
in the system. The system compiles the collected KPIs into a concise
summary and presents this information to the user through the chatbot
interface. The user reviews the summary to confirm that it accurately
reflects their request. The system waits for explicit user approval be-
fore moving forward, providing an opportunity for the user to make
any necessary corrections or adjustments. This confirmation step acts
as a safeguard against errors, allowing users to identify and rectify any
discrepancies or omissions in the information. If the user detects any
issues, they can provide corrections, which the system integrates into
the operation. This iterative process ensures that the user’s intent is
clearly understood and accurately represented, paving the way for the
next steps in the workflow.
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e Trigger Operations: As a next step, the gathered information is
transferred to the LLM agent, which plays the role of triggering the
required network operation. In the case where the user requires in-
tent generation, the LLM agent generates the data object based on the
user ‘s restrictions. The data object respects the correct format to con-
nect to the SDNcontroller. This data structure uses the 3rd Generation
Partnership Project (3GPP), including attributes such as origin, des-
tination, bandwidth, availability, and time constraints, encapsulating
the user’s requirements in a machine-readable format. The system then
performs a feasibility check to ensure that the proposed intent can be
successfully executed within the network’s current conditions. This in-
volves assessing network capacity, existing loads, and SLA constraints
to verify the intent’s viability. By creating a detailed and accurate in-
tent, the system lays the groundwork for successful deployment within
the SDN architecture, effectively bridging the gap between user intent
and network action. Finally, the approved intent is executed within the
network. This step involves applying the necessary configurations and
policies to bring the user’s intent to fruition.

Alternatively, when the user requests an intent to be explained. The
LLM agent would communicate with the intent database to retrieve
the identified intent. This process is enhanced by the RAG. The user
is also able to choose to get everything explained or only a part of the
intent. Finally, the LLM agent would communicate with the LLM and
the chatbot interface to show the requested explanation to the user.

Finally, if the user requests to inspect the available intents, the LLM
agent will communicate with the intent database to perform the nec-
essary filters, process the obtained information to make it more user-
friendly, and show the information to the user through the chatbot
interface.

3.4. Proposed Use Cases
This paper focuses on the following three use cases.

e Creating an Intent: When the user aims to generate an intent and
deploy it within the network based on a verbal set of requirements.

e Explaining an Intent: When the user requests a detailed explanation
of an intent using natural language.
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e Consulting Historically Added Intents: When the user wants to

consult a single intent or a group of historically added intents using
flexible filters.

3.4.1. Use Case: Creating an Intent

The presented use case describes the set of processes executed by the
solution in a scenario where the user wants to generate an intent and deploy
it in a network based on a verbal set of requirements.

Task Identification: This process aims to understand the context and
to identify the action that the user wants to perform. For that purpose, and
as described in section 3.2, the LLM has been trained with a subset of thirty
different sentences, including different variations of the same instruction with
other structures and synonyms. As a main result, the LLM understands the
context and identifies the intended action with robust accuracy.

Request and validation of the KPIs:The interactive chatbot asks
the user for location and bandwidth requirements. It also provides sample
sentences to facilitate the process. Some sample sentences where they explain
the location could be: “From the origin A on port 2000 until destination
B” or “on port 2001 in the domain W12”. Some samples of bandwidth
restrictions could be “medium availability and high capacity during 7200
seconds” or “medium bandwidth limitation during 2 hours”. To make the
autonomous agent support types of intents, it would be necessary to define
a different set of KPIs, but the functionality of the process would occur
similarly

Confirmation:The chatbot presents the user with the already gathered
information, and it waits for its approval.

Trigger Operations: Firstly, the presented method implements differ-
ent NLP techniques to translate the user request into numerical information
predefined by the network operator. For example, “medium bandwidth lim-
itation” would be interpreted as 20 Gbps or a “low availability” would be
considered as 30%. Secondly, the algorithm constructs the data structure in
JSON format based on the extracted information, and it shows it to the user
to wait for its approval to finally deploy the intent in the network. To make
the solution support other types of intents, this step would need to provide
the same functionality, but in a different manner, generating different hier-
archical objects and taking into account different KPIs. The result of this
step would be the same: the generation of a data structure and the approval
of the user.
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3.4.2. Use Case: Explaining an Intent

The presented use case describes the processes and actions taken when
the user wants the chatbot to describe an intent using natural language.

Task identification: To identify what the user wants, the LLM model
was trained with a set of 80 different sentences containing different variations
of the same request. Although this is explained in detail in Sec. 3.2, for
clarification, we can mention that some of these sentences could be: “Can
you explain to me what’s inside a network request?” or “Describe to me an
intent”.

Request and validation of the KPIs: The chatbot asks in real time
the user for which intent and which part of the intent needs an explanation,
distinguishing three options: If the user only wants to explain the location
contents of the intent, if the user only wants to get explained the network
restrictions such as bandwidth, availability and time restrictions or if the
user wants all the contents of the intent to be explained to him.

Confirmation: For robustness purposes, the provided solution gathers
the included information for the user and waits for its confirmation.

Trigger Operations: Firstly, the LLM agent communicates with the
intent database to retrieve the corresponding intent information. Secondly,
the LLM agent processes the information stored in the intent and extracts
relevant information: In the case of the location attributes, the method ex-
tracts the following attributes: The unique universal global identifier (UUID)
of the intent, the switch and the port where it is placed for all the location
points.

In the case of the other constraint values, the following attributes are
being extracted: constraint values in terms of required availability, requested
capacity, bandwidth constraints and time restrictions.

As a main result, the most important information is extracted and pro-
cessed to finally write the intent explanation in natural language. To compose
the final message, a big subset of templates containing different ways of say-
ing the same message will be used to create the feeling of a more organic
language inside the LLM agent, and this information is forwarded to the
LLM.

3.4.3. Use Case: Consulting historical intents

The user can also request the chatbot to consult a single intent or a group
of them by applying flexible filters. To achieve that, the system would need
to go through the following processes:
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Task identification: The LLM understands context based on a subset
of 80 sample sentences that permits building the underpinning for task iden-
tification whilst being flexible in the language used. Some examples of these
sentences are: “Can I retrieve the information from the intent X?” or “Can
I retrieve all those intents with low availability and medium capacity?”

Request and validation of the KPIs: The chatbot interactively asks
if the user wants to apply a filter and retrieve more than one intent. In that
case, the user has to specify the attribute name to filter and its value. The
user can also request a specific ID number to receive a single object.

Confirmation: The gathered information is also shown to the user for
his confirmation.

Trigger Operations: The LLM agent connects with the intent database,
triggers the necessary query, retrieves the necessary information and pro-
cesses it to make it more user-friendly. The results are shown to the user as
a reply from the chatbot.

4. Experimental evaluation

4.1. Implementation details

Regarding the architecture implementation, it is worth mentioning that
the chatbot interface is constructed using Amazon Lex version 2, which serves
as the user interface for human-machine interaction. Amazon Lex is an in-
teractive chatbot that allows users to input commands and receive responses
in natural language, enabling intuitive communication with the system. This
component directly interfaces with the Web UI within the TeraFlowSDN ar-
chitecture, allowing users to initiate network operations seamlessly. By lever-
aging natural language understanding, Amazon Lex interprets user intents
accurately, facilitating streamlined management of network configurations
and operations.

The chatbot interface integrates Amazon Bedrock, with a ready-to-use
LLM which has been trained with a huge amount of data. However, to
enhance the accuracy of the LLM in this particular scenario, a dataset of
sample utterances has been included.

The LLM agent is developed using Python version 3.11, and it runs on
Amazon Lambda to trigger events and implement the logic coded in Python,
whereas the information would be stored in two different DynamoDB [15]
datasets.
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The two different datasets, which have been described in the architecture
section 3.1, are in DynamoDB version 2019.11.21 [15], a NoSQL database
that is responsible for maintaining up-to-date information on network con-
figurations, conditions, and existing intents. The use of a NoSQL database
like DynamoDB offers scalability and flexibility, making it well-suited for
handling the large volumes of data typically associated with network man-
agement.

Although the solution is integrated into the TeraFlowSDN architecture, it
is designed to be adaptable and can be modified to work with other Software-
Defined Networking (SDN) controllers. This flexibility ensures that the sys-
tem can be deployed across various network environments, offering a versatile
solution for addressing network management challenges.

4.2.  Implementation of RAG.

The RAG techniques significantly improve the performance and the ac-
curacy of the LLM by allowing it to leverage external domain-specific knowl-
edge. In this particular scenario, the RAG mechanism amplifies the capabil-
ities of the LLM by retrieving relevant information from the set of sample
utterances and the conversational memory. This retrieved information is
dynamically injected into the input information of the LLM, allowing it to
generate responses that are more aligned with the user’s needs.

The set of components and their interactions are illustrated in Figure
3. The user triggers the workflow by directly communicating with the Chat
UL In a first layer, Amazon Lex applies NLP techniques to enhance the
communicational system, whereas the LLM carries out more complex text
processing tasks. The LLM is enriched by both the conversational memory
accumulated throughout the session and the retrieval of relevant data in-
stances. The Amazon Lambda function, corresponding to the “LLM agent”
described in Section 3.2, provides an additional validation and interpretation
of the user’s inputs with the integration of NLP techniques. For example,
if the user intended to create an intent with “low bandwidth requirements”,
this information would be converted into “50 Mbps”.

Hence, the RAG permits the system to get a combination of static lan-
guage generation capabilities with dynamic information which results in an
improvement of contextual awareness, efficiency and higher accuracy.
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Figure 3: Description of the workflow and the different components to carry out the RAG
techniques.

4.8.  Security considerations.

The suggested paper presents a proof of concept for an autonomous agent
working in a real-world scenario. It has been acknowledged that LLMs are
vulnerable to adversarially crafted inputs designed to bypass safety mech-
anisms. To mitigate this threat, the following security actions have been
taken.

First of all, the chatbot interface would always await the confirmation
of the user to the proposed system before triggering the network operation.
This action is helpful not only to ensure the adequacy of the intents but also
to mitigate some malicious attacks.

Second of all, the used TeralowSDN controller ensures that the generated
intent requests comply with one of the available Service Layer Agreement
(SLA) policies and the intent passes through a set of verifications before
being deployed on the network.

4.4. Use case examples

Even though there are a large number of potential use cases for imple-
menting LLM into intent management. The presented solution focuses on
three main use cases corresponding to common operations that occur rarely in
network configuration. These use cases are explained through walkthrough
examples to demonstrate the system’s capabilities in creating, explaining,
and querying intents. Each example includes the inputs provided by the
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user, the responses received by the chatbot, and the operations carried out
in the network.

4.4.1. Use Case: Creating an Intent

Firstly, an example presuming that the user wants to create an intent is
being provided, presuming that the user included the following input: “Can I
create an intent based on a description?” The chatbot was able to understand
the context and offer two messages as an automatic reply:

“I can generate an intent based on a set of requirements using natural
language!”, “Can you tell me the action of your intent? create, delete or
inspect”.

Right after understanding the context, the interactive chatbot asks for
the relevant information to fulfil the request. The identified action in this
example would be “create”.

The chatbot also asks the user to include the location requirements for
the intent and provides the user with a sample response with a text like
this:  “Can you tell me the location requirements?” For example: “From
origin A to destination B on port 2000”. The user would then indicate the
following information regarding the location requirements: “from origin C
to destination D”.

Finally, the chatbot asks for other bandwidth requirements: “Can you tell
me the restriction requirements?” For erxample: “medium availability, high
capacity during 7200 seconds” receiving the following response from the user:
“with medium availability, low capacity and medium bandwidth requirements
during 2 hours”.

After receiving the confirmation, the chatbot triggers NLP functionalities
to construct the intent based on the user’s specifications. The interpreted
information in this particular example has been summarized in Figure 4.

Figure 4 shows that the user indicated that it wants medium availability,
which was translated into 70% of availability. It has also requested low
capacity, which has been interpreted as 40 Gbps.

The algorithm has automatically matched these requirements with two
different internal SLAs. In this case, the algorithm would select the most
restrictive SLA to fulfil all requirements.

In Figure 4, it can also be appreciated that two locations were identified
where the origin would be C and the destination D. In this particular case,
since no ports were specified, it would automatically assign them. The user
has also requested a lifetime of 2 hours, which has been converted to 7200
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Extracted information:

Identified Slice group parameters:

Requested capacity:

Matching with the following policies:

Availability: €XED. capacity:
&) Availability: @XED. capacity:

Indentified locations: @ Lo il O g

Requested availability:

Identified times: (L ala) Whereas the calculated total time would be @) seconds

Other identified restrictions:

Figure 4: Extracted information to generate an intent based on the information included
by the user.

seconds and medium bandwidth requirements, which, in this case, has been
converted to 20 Gbps.

Finally, the developed solution would take this extracted information as
input to construct the 3GPP data structure of the intent, and it would per-
form a simplified feasibility check to ensure that it can be successfully de-
ployed into the SDN architecture.

4.4.2. Use Case: Fxplaining an Intent

For clarification, in this use case, it has been presumed that the input
would be the generated intent in the previous case with the same character-
istics and as an output. The user would expect to receive a description in
natural language based on the contents of the intent.

The use case starts with the following input from the user: “Can I get
the description of an intent?”. The chatbot was capable of understanding the
context and inferring what the user wanted. The chatbot also asks for the
identifier of the intent in the databases and the part of the intent that has to
be explained, leaving three options: The locations, the network limitations
and both of them.

“Can you provide me the intent ID?” where the user replied with the
correct number and received the following response requesting the second
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KPI: “Can you tell me which part of the intent you would like me to explain?
Locations, network limitations or all.”

In this case, the user would request to explain all the contents of the
intent, and the interactive chatbot would request a confirmation with the
following response: “Ok. I am going to explain to you the contents of the
intent with the number XX. Is that correct?”

Generated description:

There are 2 indicated locations
points on the specified request:
First, The location labeled as C
is placed on the port 2/5.
Second, The location labeled as
D is placed on the port 2/35.
There are 2 limitations on the
specified request: First, The
request will be valid during
7200 seconds which is 2:00:00.
Second, A medium quality
bandwith limitation is included (
20.0 Mbps.)

Figure 5: Chatbot response when the user wants to get an intent explained.

After acceptance, the LLM communicates with the LLM agent to imple-
ment different NLP processing techniques, generating text based on a set
of predefined templates to generate the feeling of a more organic language.
These results will be forwarded to the LLM and shown to the user through
the chatbot interface. As the main result, the chatbot presented the re-
sponse gathered in Figure 5. Where it is possible to appreciate that the
chatbot found two different locations that were automatically placed on dif-
ferent ports, regarding the medium restrictions, it did not merely mention
its values stored in the database but also interpreted them. For example, it
specified 7200 seconds, which corresponds to 2 hours or a medium bandwidth
restriction.

20



4.4.3. Use Case: Consulting historical intents

The inputs of the conversation in the case where the user wants to consult
the existing intents have been gathered in Figure 6, where it is possible to
see that the chatbot identified the desired action for the user to later ask for
the relevant information in this specific operation.

can | check the already available
intent requests?

Can you tell me which attribute
you would like to filter?
(jsonid,intentid,endpointsid,
time) Answer no if you want no
filters

endpointsid

Can you tell me which value
would you like to have for that
attribute?

Figure 6: Chatbot response when the user wants to get an intent explained.

After the input parameters have been included and validated, this use
case implements RAG. The LLM forwards the information to the LLM agent,
which communicates directly with the database to retrieve the information
from the intent database. This information will be filtered to retrieve only the
required information by the user and processed to make it more user-friendly.

In this particular case, the user wants to retrieve all the intents that
include location A and hence, the algorithm would reply with a list of intents
that refer to location A, regardless of whether they are from the origin or
destination. However, it is also important to point out that the user is also
able to retrieve a single intent by specifying the attribute “intentid” and
providing the corresponding number identifier. For clarification, an example
response from the chatbot containing only one intent in the A location is
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provided in 7.

Figure 7: Chatbot response when the user wants to get an intent explained.

4.5. Accuracy results

The presented walkthrough examples illustrate the behaviour and steps
the solution takes under typical circumstances, demonstrating its function-
ality across various scenarios. The results indicate the LLM’s robustness in
understanding user intent and performing accurate operations.

To assess the efficacy of the LLM, 180 sample cases were generated; 60 of
them would be intended for the create operation, 60 of them should trigger
the explain operation, and finally, the remaining 60 should trigger the query
intents operation. In each case, the intent JSON-generated object provided

{'jsonid": Decimal('1"),
'ilsonObject": '{"services":
[{"service_id": {"context_id":
{"context_uuid": {"uuid™
"admin"}}, "service_uuid":
{"uuid™: "intent-1"}},
"service_type": 1,
"service_status":
{"service_status": 1},
"service_endpoint_ids":
[{"device_id": {"device_uuid™
{"uuid™ "A"}}, "endpoint_uuid"™:
{"uuid": "2/5"}}],
"service_constraints":
[{"custom™: {"constraint_type"™:
"time[sec]", "constraint_value":
"9000"}}], "service_config":
{"config_rules™ [{"action": 1,
"custom”: {"resource_key":
"/settings”, "resource_value":

(MY}
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by the LLM will be compared with the JSON object with the expected
information. This concept of validity is known as factual accuracy.

61 100%
99%
60 98%
59 97%
58 96%
95%
57 94%
56 93%
55 92%
91%
54 . 90%
create explain query
I successful attempts 60 56 58
—percentage 100% 93.30% 96.60%

I successful attempts  ==percentage

Figure 8: Success rates of the LLM identifying and triggering operations.

The breakdown results for factual accuracy have been gathered in Fig-
ure 8. The Figure shows that all the operations obtained a robust success
rate. The create operation reached 100% of factual accuracy, being success-
ful 60 out of 60 times. Otherwise, the LLM was able to correctly identify
the explained operation 56 out of 60 times, achieving an accuracy of 93.30%.
That is because the LLM misinterpreted the explain operation with the cre-
ate operation since the user can use some words in common with the other
operation, like “intent” or “JSON object”. However, with a high success rate
in all the operations, it is possible to ensure that the LLM performed very
robustly by correctly identifying this operation in the vast majority of the
cases. Finally, the query operation was successfully identified 58 times out
of 30, achieving 96.6% of accuracy.

To complement the factual accuracy results, the confusion matrix for all
the operations has been extracted, and the results are commented on. For
instance, the factual accuracy results indicate a 100% of factual accuracy for
the create operation, but Table 1 indicates that there were 5 instances with
false positives, which means that the LLM considered a user request as a
create operation 5 times and it was not in that category, which suggests that
perhaps the classification mechanism of the LLM is slightly biased towards
the create operation. This corresponds to a precision of 0.92 and a recall of
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1, resulting in an F1 score of 0.48

Table 1: Confusion matrix for the create operation
Real Values — Predicted values | True | False

True 60 5!

False 0 0

However, the confusion matrix from Table 2 indicates that there were 56
instances correctly classified, whereas there were four user requests that were
wrongly classified. For this operation, there was only 1 case where the LLM
wrongly considered a query operation, which shows some strengths regarding
the false positives. This implies a precision of 0.98 and a recall of 1, which
results in an F1 score of 0.49.

Table 2: Confusion matrix for the query operation
Real Values — Predicted values | True | False

True 56 1

False 0 4

Finally, the confusion matrix from Table 3 indicates that 58 instances
were classified correctly, whereas the remaining two were wrongly classified;
the absence of false positives in this operation reassures the fact that the
LLM was slightly biased towards the create operation. These results imply
a precision of 1 and a recall of 1, which results in an F1 score of 0.5.

Table 3: Confusion matrix for the query operation
Real Values — Predicted values | True | False

True 58 0

False 0 2

To clarify this aspect, a case where the LLM misled the desired operation
by the user is provided in Figure 9, with the input “Can I get explained
an already generated intent?”. The user has used important keywords like
“generated” and “intent” which made the LLM believe that the user wanted
to generate an intent. However, in this particular case, what the user wants
is to get an intent explained.
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can | get explained an already
generated intent request?

Sure! | can generate an intent
using natural language!

Can you tell me the action of
your intent? create, delete or
inspect

Figure 9: A sample case where the LLM misinterpreted the desired operation by the user.

Regarding the usage of the NLP techniques. It is difficult to infer whether
the user wanted to generate an intent with those specific values or to receive
certain information from that intent. The inner way of working on the NLP
techniques consists of keyword identification with one-hoot encoding. The
identified values are automatically converted into numeric values. For in-
stance, “low bandwidth” is identified as 40 Gbps.

In this case, the way to cope with these misinterpretations and ensure
100% accuracy is to show the user the results before the operation is triggered
in the network. For example, the algorithm would show the intent generated
based on the user’s information and await its confirmation before sending
that intent to the network.

4.6. Comparison with other LLMs

To complement the results for factual accuracy, the same scenario has
been recreated with the same sample of 180 different instances equally dis-
tributed among the three types of actions. Three different options were
considered: The suggested LLM implementing AWS suite (integrating RAG
capabilities in the same manner as the previous experiment) and the latest
version of ChatGPT with and without the implementation of the RAG ca-
pabilities. For the sake of this experiment, the LLMs were only instructed
to identify the desired operation by the user with the main aim of assessing
the differences between different LLMs and the impact of the implemented
RAG capabilities.
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Figure 10 summarizes the number of successfull attempts for each of the
operations, whereas the create operation managed to acquire a 100% of accu-
racy with all the options, the explain operation seems to be a bit more chal-
lengeful for all the LLM, the usage of ChatGPT 4.0 without RAG reached
only 54 successful classifications out of 60, the remaining 60 instances were
wrongly classified as a query. In contrast, the Amazon bedrock classified cor-
rectly 56 out of 60 instances. Finally, the usage of ChatGPT implementing
the RAG capabilities seems to outperform its comparables, with only one
misclassified instance out of 60. Finally, the query operation seems to be
only a bit misleading for Amazon Bedrock, classifying correctly only 58 out
of 60 instances.

62

g 60 60 60 59 60 60
g 60 58
£ 58 56
=R 54
@ 54
(3]
S 52 I
?
50
create explain query
Type of operation
B Amazon Bedrock B ChatGPT 4.0 without RAG

B ChatGPT 4.0 with RAG

Figure 10: Successful attempts when implementing the AWS suite and ChatGPT with
and without RAG capabilities.

The aforementioned results contribute to quantifying and demonstrating
the contribution of the RAG, increasing the accuracy by 8.3% and to assess
and quantify the impact of implementing different LLM algorithms.

4.7. Execution time results

The efficiency of the solution has also been assessed. The method has
been tested 24 times, having 8 samples for each of the use cases, and the
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time taken to carry out the different processes has been measured, providing
the following results.

Within the use case for generating a new intent, the following four pro-
cesses have been distinguished: The time taken for the LLM to identify the
desired operation by the user, the total time taken to request and validate
the KPIs, the time taking constructing the intent and performing a simplistic
validation and feasibility check and the time taking sending the request to
the network.

The time results have been gathered in Figures 11 and 12, where the
Y axis represents the time taken in seconds and the X axis expresses the
CDF values of each operation. The graphs have been broken down into two
different figures for clarification, since the scale of the processes varies greatly
between them.

0.50
0.45
0.40 ./k—__"’—__'—__.__—/.___*
0.35
0.30
0.25
0.20
0.15
0.10

0.05
0.00

seconds

° —"

2 g

0.0 0.2 0.4 0.6 0.8 1.0

CDF values
—e— identifying the desired operation —&— sending the intent request

L 2

Figure 11: Cumulative distribution values for identifying an operation and sending a
request.

Figure 11 shows that the algorithm took a very short time to identify the
desired operation by the user, with all the results taking between 0.37 and
0.46 seconds. Regarding the process of constructing the intent represented
in 12, it is possible to see a clear difference between the samples. That is
because the algorithm has to take more time generating the intent in those
cases where more restrictions enumerated by the user result in more child
objects appended to the intent object. Additionally, the feasibility check for
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Figure 12: Cumulative distribution values for validating KPIs and constructing the re-
quest.

ensuring that the intent can be deployed in the network might have different
performances depending on the traffic and the type of intent.

Finally, Figure 11 also shows the time taken for the E2E process when
requesting and validating the KPIs, which varies from 30 to 80 seconds. That
is because this process relies on the user’s input, which might take longer or
not, depending on the situation. Finally, the Figure also shows the very short
time taken to deploy the intent in the network with a set of values ranging
from 0.001 to 0.012.

Within the use case for searching between the existing intents, four dif-
ferent processes can be distinguished: To identify the desired operation, to
request and validate the required KPIs, to carry out the DB search and to
send the request to show the results to the user.

Figure 14 shows the number of seconds (sec) on the y-axis and the or-
dered samples on the x-axis. The algorithm was able to identify the desired
operation by the user in a very short time, i.e., in a range of 0.37 and 0.42 sec,
the request and the validation of the KPIs shown in Figure 13 are slightly
shorter for this use case since less information is required by the user, with
the times ranging from 9 until 63 sec.

Alternatively, Figure 13 shows that the process for performing the database
search turned out to be pretty stable and fast, although it is not possible to
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Figure 13: Cumulative distribution values for the time taken on three processes checking
the available intents.

appreciate it very well in the graph, the times were distributed between a
minimum of 0.225 Sec. and a maximum of 0.263 Sec. Finally, sending the
request to the user was done within 0.001 and 0.081 Sec.

Finally, the time for four different tasks has been measured for the case
of getting an intent explained: a)To identify the correct operation by the
LLM, b) request and the validation of the KPIs, ¢) to carry out the database
search and d) to implement NLP to write the reply to the user.

The CDF values for the time taken on the different processes have been
gathered in Figure 15 and Figure 16. The process for the request and val-
idation of the KPIs was done in a range of 17 and 35 sec., since not too
much information was required by the user. Whereas identifying the correct
operation represented in Figure 16 ranges from 0.31 to 0.43 sec.

Finally, the database search obtained similar results to the previous use
case but with slightly lower values, ranging from a minimum of 0.255 to 0.263
sec. As expected, the results for the user were carried out in a short period,
varying from 0.001 to 0.081 sec.
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Figure 14: Cumulative distribution values for the time taken requesting the KPIs.

4.8. Comparison with other studies

To establish a comparison between the results shown in the study and its
peers, it is worth considering that the context presents a significant innova-
tion, meaning that few studies offer direct comparisons with the presented
work. Additionally, it is worth considering that the LLMs are implemented
in different scenarios and receive inputs of different kinds. Hence, it is nec-
essary to be cautious when comparing results. However, it is equally fair
to say that the presented LLM overperformed its comparables, obtaining an
accuracy of at least 93.3% when identifying the desired operations by the
user.

The following study [11] presented a LLM that has been assessed de-
pending on the understanding of the context and its factual accuracy, which
means to check whether the LLM understood the context appropriately and
provided the desired outputs, reaching a factual accuracy of 82% to 86%.
Alternatively, other papers on the same topic assessed LLMs’ understanding
of the “long-term context”, reporting only 59% accuracy [3].

5. Conclusion

LLMs have proven to be a powerful tool to simplify complex network
operations. The intent explanation process that this paper showcased is just
a sample of the potential capabilities that the LLM have to make the process
of network configuration more understandable. This method harnesses the
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Figure 15: Cumulative distribution values of the time taken on three tasks in the use case
for the intent explanation.

combination of three different technologies, which are LLM, NLP techniques,
and data science , that are assembled to create a fully automated system.

The LLM agent is flexible enough to understand the context, infer the
desired operation by the user and act accordingly. Additionally, using a
chatbot provides a user-friendly interface for network operations, which per-
mits interaction with the system by merely using natural language. That
simplifies and makes the process of network configuration more understand-
able. Finally, leveraging Al to interpret and execute network intents reduces
human iteration and hence decreases the response time to network changes
and demands by increasing automation. This leads to a more dynamic and
adaptable network infrastructure.

Implications: This study extends beyond merely using the LLM model
as a question-and-answer system, fully integrating its capabilities into a
broader system to facilitate network configuration. The solution directly
communicates with the SDN architecture, allowing it to understand user
intent and autonomously deploy operations after receiving the user’s con-
firmation. This highlights the potential applications of LLMs in network
configuration, showcasing their transformative capabilities.

Limitations: While the results show that the LLM can understand con-

31



40
35
30
25
20
15
10

seconds

0.00 0.20 0.40 0.60 0.80 1.00
CDF values

—@— requesting and validating KPIs
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the KPIs.

text and trigger user-desired operations, it’s important to recognize that the
LLM is currently programmed for three specific actions. This limitation
serves as a starting point for aiding network configurations, but there are nu-
merous other potential use cases where this technology could further enhance
network management.

Alternatively, the validation provided by the user greatly contributes to
enhancing the quality of the inputs to the system. However, it also limits
true automation.

Finally, it is worth mentioning that the system automatically converts
the user’s inputs into a number. For instance, low bandwidth requirements
are converted to 20 Gbps, which boosts automation and simplifies the config-
uration task for the user, but also limits flexibility in the conversion process.

Future work: Future improvements could focus on increasing the LLM’s
flexibility in identifying context and performing various operations related to
network configuration. The inclusion of broader functionalities (e.g., dele-
tion, update, anomaly detection) could be implemented easily. The LLM
would need to be fed with new cases that identify these operations and that
would trigger the new functionalities coded in a similar manner to use cases
already included. Scalability analysis is also an important aspect that should
be addressed in future work, since the LLMs consume nowadays a big amount
of resources to promote the efficiency of the system and carry out a scala-
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bility analysis would be a relevant work line. Additionally, integrating novel
techniques such as autonomous agents could complement LLM functional-
ity, enabling greater automation and task completeness. Another potential
enhancement could be the elimination of the user validation to provide com-
plete automation of the system. Although the user validation acts as a filter,
this scope could meaningfully reduce the computational times in the other
steps. Finally, another future work could be to carry out a systematic test
against adversarial prompts and assess the effectiveness of the intent veri-
fication methods or in ensuring a robust authentication authorization, and
role-based access control mechanisms to prevent unauthorized use of the sug-
gested agent to ensure it is not being used by a malicious actor.
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