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Abstract—The sixth-generation wireless communications (6G)
is often labeled as ”connected intelligence”. Radio sensing, aligned
with machine learning (ML) and artificial intelligence (AI),
promises, among other benefits, breakthroughs in the system’s
ability to perceive the environment and effectively utilize this
awareness. This article offers a panoramic view of radio sensing
by unifying physical object sensing and spectrum sensing. To
this end, while staying in the framework of integrated sensing
and communication (ISAC), we expand the term “sensing” from
radar, via spectrum sensing, to miscellaneous applications of
radio sensing like non-cooperative transmitter localization. We
formulate the problems, explain the state-of-the-art approaches,
and detail Al-based techniques to tackle various objectives in
the context of wireless sensing. Finally, we discuss the potential
integration of various radio sensing functions into a common
Al-enhanced framework, emphasizing the possible benefits and
the challenges to overcome. In addition to the tutorial-style core
of this work based on direct authors’ involvement in 6G research
problems, we review the related literature, and provide both a
good start for those entering this field of research, and a topical
overview for a general reader with a background in wireless
communications.
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I. INTRODUCTION

It is generally accepted that wireless networks, once
designed solely for transmitting voice calls, will continue
to evolve, becoming significantly more capable and intelligent.
Similarly to how the five human senses perceive raw data from
our surroundings for subsequent processing and interpretation
by the brain, radio sensors can feed the wireless network
with diverse environmental data, enabling the network’s
capability to adapt and optimize autonomously. Nowadays,
the research community is exploring data-driven solutions
as promising alternatives to traditional algorithms based on
domain knowledge, statistics and mathematical models.

A. Motivation and Background

Since around a decade ago, algorithms based on artificial
intelligence (AI) and machine learning (ML) have prevailed
in speech recognition, visual object recognition, and object
detection [1], [2], [3]. Meanwhile, a relatively small number
of enthusiasts tried to leverage ML-based techniques for
wireless communications. Though ML was long envisioned as
a natural way to adapt wireless networks based on spectrum
sensing in the context of cognitive radio (CR) [4], [5], its
potential for wireless communication systems was clearly
and systematically articulated only in the second half of
the 2010s [6], [7], [8]. Moreover, around that time, wireless
networks were predicted to go well beyond mobile Internet
and be ML-powered in early roadmaps for sixth-generation
wireless communications (6G) [9]. As of 2026, ML-based
algorithms have become mainstream in wireless research on
the physical layer, while practical implementations are mostly
still in their infancy.

Although the ML origins can be traced back to 1950s, the
recent exponential advancement in data-driven methods is
mainly due to the following three factors: (i) improvement
in algorithms and model architectures; (ii) breakthrough in
computational capabilities, notably with the development of
graphics processing units (GPUs) and specialized hardware
like Google’s tensor processing units (TPUs); (iii) availability
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Fig. 1. A taxonomy of sensing capabilities discussed in this article, along
with some of their potential applications ([J). In ISAC, physical perception
and channel measurements are typically obtained with cooperating TXs and
RXs, while emitter analysis is often non-cooperative.

of huge amounts of data. In the wireless domain, (i) and (ii)
can be expected and attributed to natural technological progress
over time, while (iii) seems to be the bottleneck. Compared
to audio or image signals, high quality wireless raw data is
more difficult to obtain. For instance, such data frames might
need to include details like interference patterns, channel
conditions, and user behavior, which are not trivial to collect
or label in plenty. The data shortage problem is understood
and currently being tackled by the 3rd Generation Partnership
Project (3GPP). In particular, enhanced data collection is part
of the recently frozen 3GPP Release 18 [10].

Sensing ubiquitous wireless signals will facilitate the extrac-
tion of abundant data and help to achieve complete environ-
mental awareness. Following [11], we roughly categorize radio
sensing as follows: (i) radar sensing to extract the information
about the physical world; (if) channel measurements to
understand the propagation characteristics and parameters,
and (iii) electromagnetic (EM) analysis of the environment,
or spectrum monitoring. Fig. 1 illustrates this classification
with a few details on each type of radio sensing. In this work,
we group the first two as spatial awareness enablers with their
own transmitter (TX), with the underlying goal of extracting
information regarding physical objects. In addition, objects
are assumed to be passive, i.e., they do not have any capability
to transmit signals themselves. In contrast, the aim of the last
category is to obtain EM awareness by identifying who is
transmitting and where. EM awareness is purely passive and
mostly non-cooperative.

The consideration of physical object sensing and spectrum
analysis together stems from (i) their shared physical founda-
tions and (ii) the growing need for efficient, intelligent, and
adaptive wireless systems. Traditionally treated as separate
domains, these sensing paradigms actually rely on analyzing

radio wave interactions with the environment, whether to detect
objects or to characterize spectral occupancy. Furthermore,
technological convergence is already occurring at the hardware
level, as modern wireless devices can support both spectrum
analysis and physical environment sensing using the same radio
frequency (RF) front-ends [12]. Unifying these approaches
enables more holistic environmental awareness, reduces hard-
ware redundancy, and aligns with the vision of future wireless
networks, where communications and different types of radio
sensing are integrated into a network infrastructure.

As a concrete use case example, consider smart factory
environments, where automated guided vehicles (AGVs)
rely on radar sensing to detect obstacles and ensure safe
navigation among machinery and workers [13]. Simultaneously,
spectrum sensing unit(s), which might be mounted on AGVs,
exemplifying so-called ego-view, or be a part of the factory
infrastructure potentially distributed in the area, monitor the
wireless environment for interference from malfunctioning
devices or unauthorized emitters operating in shared bands. By
combining both radio sensing modalities, the system can not
only identify physical hazards and signal disruptions, but also
correlate them, e.g., linking a moving interferer to a specific
object. This enables proactive responses such as frequency
adaptation, power control, or triggering maintenance. Signal
classification can subsequently distinguish between benign
and harmful interference, enabling anomaly detection. Unlike
isolated sensing approaches, the unified method improves
situational awareness, communication reliability, and safety,
which are among the key requirements for Industry 4.0 and
future 6G-enabled industrial automation [14].

Processing large amounts of diverse sensing data is chal-
lenging, and mathematical models often cannot capture the
dependencies that may occur due to their dynamic nature or the
peculiarities of an environment. ML approaches can be better
than algorithms based on mathematical models, particularly
in the context of radio sensing, due to the following:

e Model mismatch and oversimplification: Model-based
algorithms are based on idealized assumptions, such as
Gaussian noise and linearity. In real RF environments,
these assumptions are often not valid, leading to poor
performance under complex conditions.

o Scalability and high dimensionality: Analytical models
struggle to scale with high-dimensional inputs, such as
raw 1Q samples and multi-modal data. In contrast, ML
models can learn directly from large, complex datasets
without requiring tractable mathematical models.

o Unknown or time-varying environments: Traditional al-
gorithms are typically static or rule-based and fail to
adapt to dynamic changes (e.g., mobility or hardware
variability). In contrast, ML can adapt or be retrained
online to maintain performance in evolving scenarios.

o Lack of good explicit models: In many applications
(e.g., interference classification, anomaly detection), the
available analytical models are not reliable or require
manual work which is impractical [15]. ML excels in
such cases by learning patterns directly from data without
requiring expert knowledge.



Therefore, it is worth noting that via radio sensing, the
increased number of devices and overall complexity in
wireless environments can be turned from a challenge into
an opportunity. For example, localization algorithms might
exploit signals broadcasted by TXs and captured by RXs
to find the coordinates of objects or emitters. At the same
time, ML-based algorithms can refine this process, increasing
accuracy and robustness in complex environments. Further-
more, expansion of available frequency bands for 6G have
been under consideration.! This added diversity can also be
used to better understand the propagation environment by
leveraging multi-band channel sounding, which provides a
frequency-dependent view of how radio waves interact with
their surroundings.

Despite potential advantages of ML-based algorithms for
radio sensing, their design faces common challenges, which
can be summarized as follows:

o Scarcity of labeled data, particularly captured over the
air.

o Limited explainability of deep learning models.

o Need for generalization to unseen environments.

« Integration of domain knowledge, e.g., signal structure,
propagation structure, statistical features, into learning
pipelines.

o Diverse computational resources available at network
devices, ranging from memory-constrained embedded
systems to GPU-accelerated platforms.

These challenges are relevant to both spectrum and object
sensing applications and further motivate the need for a unified
perspective.

3GPP is examining the integration of ML from the 5G
foundation to the emergence of 6G, which is promised to
be the first Al-native generation [17], [18], [19]. In Release
18, finalized in 2024, 3GPP, for the first time, investigated
the potential of Al for a 5G air interface, while the ongoing
Release 19, scheduled for completion at the end of 2025,
continues this work with the focus on beam management
and positioning. In parallel, 6G is envisioned to be the first
generation that enables ISAC technology by both 3GPP [20]
and International Telecommunication Union (ITU) [21], with
ML being a natural choice to tackle various associated prob-
lems [22]. It is worth mentioning that spectrum sensing and
analysis have received much less attention from standardization
bodies, compared to radar-like sensing. In this context, the
IEEE 802.15.22.3 standard seeks to unify the fragmented
landscape of proprietary spectrum sensing and measurement
systems by introducing a broadly applicable framework called
”Spectrum Characterization and Occupancy Sensing” [23];
however, at the moment the working group activities seems
to be on hold [24]. Enhanced with ML, radio sensing will
provide a foundation towards building a digital twin (DT) of
the radio environment [25], where the complete information
about the physical and electromagnetic environment can serve

IThe bands available for 5G, which are also expected to be used in 6G,
are categorized into two distinct frequency ranges (FR), where FR1 is from
410 MHz to 7.125 GHz, and FR2 from 24.25 to 52.6 GHz. The new FR3 ,
which spans the range between 7.125 and 24.25 GHz is under consideration
since 2023 [16].

as a foundation for automated communication performance
optimization, spectrum management, detection and localization
of threats, as well as unveil new use cases for customers.
Finally, yet equally significant, the trend towards ML in
wireless networks is accepted and driven by traditional
telecommunication stakeholders from all over the globe like
Nokia [26], Ericsson [27], and Huawei [28]. At this point, the
topic has attracted significant attention and investments from
other domain big tech players like Nvidia [29], prominent for
accelerated computing hardware, currently also offering tools
for designing, simulating, training, and deploying Al-based
wireless networks [30]. The recent announcement of a strategic
partnership between Nvidia and Nokia, focused on integrating
Al into the next generation of networks, marks the beginning
of a new era in the telecommunications industry [31].

B. Related Works and Key Contributions

In the context of 6G, integrating sensing and ML capabilities
into wireless networks is one of the hottest research topics,
regardless of whether sensing and ML are considered together
or separately. Here, we first familiarize the reader with key and
recent works that fall into the review, tutorial, or perspective
article categories. Then, we highlight the main contributions
and novelty of this paper.

1) Focus on (passive) spectrum sensing: Two early surveys
of ML for spectrum sensing in the context of CR, a concept
formalized in the late 1990s, can be found in [32] and [33].
In [32], the authors formulate the ML-empowered CR ob-
servation through spectrum sensing with subsequent system
reconfiguration and learning the impact of these actions on
the performance of the radio. While [32] focuses on spectrum
sensing to implement a practical CR and the relative merits
of various proposed techniques in different CR applications,
a later study [33] addresses supervised and unsupervised ML
algorithms for both spectrum sensing and signal classification.
A recent work [38] provided a survey on ML-driven CR
wireless networks, including Internet of Things (IoT), mobile
(namely vehicular and railway), and unmanned aerial vehicle
(UAV) networks. This comprehensive survey also goes beyond
spectrum occupancy detection techniques, reviewing various
aspects of non-cooperative TX signal classification, which is
denoted here as ’intelligent spectrum sensing’. A review of
ML-driven jamming detection and interference management
presents a slightly different angle of view on spectrum sensing
in [39], where the authors presented a detailed taxonomy
of intentional and unintentional spectrum-related troubles
and ML-based mitigation techniques in various wireless
communication scenarios, including proper resource allocation
through spectrum sensing. In [42] and [43], surveys on ML
methods for standard spectrum sensing, sharing, and access are
provided. The authors of both reviews treat sensing as part of
the classical CR technology scenario, in which secondary users
detect the unutilized bands through sensing, thus facilitating
better spectrum utilization. The paper [45] overviews Al in the
context of multiple access for 6G, with spectrum sensing issues
discussed along with protocol design and protocol optimization.
The paper also briefly mentions a few works on automatic
modulation classification (AMC) without going into detail.



TABLE I
COMPARISON OF RELEVANT SURVEYS AND TUTORIALS ON SENSING FOR WIRELESS NETWORKS. SYMBOLS v'AND v' DENOTE PARTIALLY AND DETAILED
COVERED TOPICS, RESPECTIVELY. CHECKMARKS IN THE "WIRELESS” AND ”AI/ML” COLUMNS MARK WHETHER THE CORRESPONDING PAPER HAS A
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(321 2010 a clear focus on Al for CR v/ Ve
Overviews supervised and unsupervised
[33] 2013 | ML techniques for both v Ve Ve
spectrum sensing and signal classification
Identifies key localization and sensing
[34] 2021 enablers for B5G Vo Vo Vo Vo Vo Vo v
Historical overview, performance trade-
[35] 2022 | offs, waveform and receiver design v v v v VO v
of ISAC systems
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[36] 2023 for ISAC in 6G Vo Vo Vo v
Architectures, use cases, signal processing
(3] 2024 and hardware aspects of ISAC for B5G v v v
Overview of the principles in ML and DL
[37] 2024 | and their potential applications in ISAC, v VO VO VO V&Y VO v
ML-enhanced ISAC
Comprehensive survey on ML-driven
38] 2024 cognitive radio for wireless networks v Ve Ve v
Review of AI/ML-driven jamming
1391 2024 detection and interference management v Ve Ve v
Signal processing, applications
[40] 2024 and vision of ISAC systems Vo Vo Vo Vo Vo Vo v
Discussion on synchronization and
[41] 2024 overview of the other problems of ISAC Vo Vo v v
A survey on ML for spectrum sensing
[42] 2023 and signal classification Ve Ve
(43] 2004 ‘Comprehensnv/‘e survve?y‘on ML flor , v /e v
spectrum sensing, sharing, and access
Bird’s eye overview of Al-enhanced ISAC,
(221 2024 including key challenges and perspectives Vo Vo Vo v
Discussion on multimodal sensing and
[44] 2024 computation convergence in 6G V| ve Ve Ve Ve v
Al for spectrum sensing in the
451 2024 context of multiple access for 6G Ve Vo v
Highlights principles, architecture,
[46] 2025 | and potential applications of VO V&Y VO VO VO v v
distributed ISAC (DISAC)
Up-to-date standardization activities,
[47] 2025 prototypes and testbeds for ISAC Vo Vo Vo Vo Vo v
A broad survey of ML for ISAC in 6G also
48] 2025 reviewing radar-communications coexistence Ve Ve Ve Ve Ve Vo Vo
Our work ‘ 2026 ‘ A tutorial on various aspects of Al-Enhanced ‘ v ‘ v ‘ e ‘ e ‘ e ‘ e ‘ e ‘ e ‘ e ‘ e ‘ v

radio sensing for 6G

2) Focus on (active) radar sensing: Narrowing down the
term sensing purely to radar, [35] reviewed the historical devel-
opment of ISAC, its performance gains and trade-offs, signal
processing, potential waveforms, and the RX design. Interest-
ingly, as one of the open challenges, the authors mentioned
the importance of ML-based signal recognition in the context
of radar-communication convergent systems. Similarly, the
perspective paper [13] considers only radar sensing integration
into 6G networks. The authors introduced the architectures of
ISAC and reviewed use cases, waveforms, signal processing,
and hardware aspects of ISAC, only mentioning ML as a
potential performance enhancer. Another recent milestone
work [40] provides a detailed overview and vision of ISAC
in cellular networks, focusing on signal processing aspects
for localization of sources and passive targets. Furthermore,
this article discusses sensing-aided communications, with a

focus on beam training for overhead reduction and blockage
prediction in practical scenarios. In [41], additionally to
the state-of-the-art ISAC overview as of 2024, the authors
provided design guidelines and ten open challenges for ISAC
systems. An early pre-standardization vision of 6G networks as
convergent communication, localization, and sensing systems
is formulated in [34]. That paper identifies key localization
and sensing enablers for beyond 5G (B5G). This work focuses
on futuristic integrated radar sensing solutions with fine-
range, Doppler, and angular resolutions. It also notes the
vital role of the flexible use of the RF spectrum and Al
in 6G. A more recent study [49] took a step further and
highlighted the importance of distributed observations of the
environment, discussing principles, architecture, and potential
applications of the distributed ISAC (DISAC). The survey
[47] focuses on sensing of targets with an up-to-date overview



of standardization activities and testbeds. It also correctly
mentions the need for spectrum sensing as a solution to
accurately identify and effectively mitigate interference in [47,
Sec. VIII.A]. ML-based approaches are only mentioned among
others. On the other hand, another recent survey [48] is
specifically dedicated to ML-enhanced ISAC. Since this survey
contains a subchapter that reviews works on communication-
radar coexistence, we consider it to be the closest to our paper
in its scope. However, [48] is predominantly radar-dominated.

While some papers mention the value of the convergence of
various sensing capabilities in 6G, their focus is often limited
to only one modality. Hence, there is a need for a broader
perspective on the different modalities of radio sensing. To
the best of our knowledge, no reviews consider sensing of
physical objects and EM sensing together. Meanwhile, to
realize the expectations of 6G, e.g., build a DT of the wireless
network, knowledge of both physical and EM worlds is equally
essential. The main objective of this article is to present a
holistic overview of various radio sensing aspects and open
research and implementation problems, providing pointers
towards Al-native 6G wireless systems. In this context, our
paper aims not only to serve as a tutorial and survey, but also
to act as a bridge between two radio sensing communities that
at the moment seem to be quite separated, potentially leading
to novel research. The key contributions can be summarized
as follows:

o Since we view early career researchers as the primary
audience of our article, we provide the reader with a com-
prehensive background, covering fundamental concepts of
wireless channels and ML. In addition, we discuss the role
of ray tracers and over-the-air measurements to collect
wireless data, metrics to evaluate sensing performance,
and different ways to represent and process data within
modern ML frameworks.

« Based on our practical experience, we offer guidance
on ML-enhanced radar sensing for the perception of
physical objects with its possible integration into wireless
networks. Widely regarded as one of the cornerstones in
6G, this new capability is presented from fundamental
trade-offs to customer applications such as gesture
recognition. The main focus is, however, on ML-enhanced
target detection and parameter estimation.

o Similarly, we formulate the problems in the context
of what we roughly categorize as passive/opportunistic
emitter analysis, including CR-like standard spectrum
sensing to detect underutilized parts of the spectrum and
waveform classification, while providing ML-based exist-
ing solutions. Additionally, we provide unique insights
on ML-empowered TX localization and channel charting,
which is a self-supervised learning technique that can be
used to facilitate non-cooperative TX localization.

« Finally, our paper summarizes previous efforts and con-
siders the integration of various radio sensing functions
enhanced by Al algorithms into future wireless net-
works, highlighting potential advantages and challenges
to overcome. In this context, we discuss the hardware
and architectural challenges of implementing such an

TABLE II
GLOSSARY: NOTATION

Variable Explanation
t Time (slow-time)
T, Tp Delay (fast-time)

fe Carrier frequency
L, with £ € {0,1,...

,L —1} Number of propagation paths
ayp Complex path weight
Nis) Doppler shift
h(t,7), hi(t,T) Channel impulse response
By Dopplgr sp'read
Ts Sampling time
fs Sampling frequency
Te Coherence time
STx Transmit signal
SRx Received signal
n(t) Noise process
Pp Detection probability
T, T True and estimated number of targets
7? ={p1,- PP} True target positions
P ={p1,-.., ﬁlﬁ\} Estimated target positions
D Dataset
DeD Sample of dataset
() Trainable parameters of ML algorithm
T(D) Task (e.g. class of dataset sample)
f(D,®) Trainable function

Performance measure

Al-powered system capable of simultaneously sensing
physical and EM environments and communicating data.
Table I structures the scope of this work and compares it
with other existing surveys, tutorials, and vision articles. This
table focuses on recent articles, while a few selected older
publications are introduced for completeness.

C. Organization of the Paper

Fig. 2 illustrates the article’s organization. In Section II, we
introduce the background in Al and wireless basics that make
it easier for a general reader to follow the content of this
work. Section III provides guidance to the Al-empowered
physical perception of passive objects, focusing on radar
capabilities integrated into the wireless network. Section IV
aims to help navigate in the broad area of passive radio
sensing, including spectrum sensing, signal classification,
and TX localization. Section V highlights the importance of
different types of radio sensing for the envisioned 6G wireless
applications, discussing potential advantages and challenges.
Finally, Section VI concludes the article with final remarks.

II. PRELIMINARIES

In this section, we first review the fundamental concepts
and analytical expressions that are vital for understanding
different types of wireless systems. Then, we summarize
some ML basics and related terminology used throughout
the article. Readers familiar with these preliminaries or those
more interested in the overview can skip this section.

A. Band-Limited Wireless Channel Model

Knowledge of the channel is crucial in wireless networks
because it enables efficient transmission and reception of sig-
nals, as well as effective use of resources. For communication
systems, accurate channel estimation is essential to mitigate
the effects of fading and multipath propagation. Furthermore,
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Fig. 2. The organization of the article.

since the channel estimate provides valuable information on
how radio waves interact with the environment, its knowledge
is a critical component in radio sensing. For example, it helps
to detect, track, and characterize objects, as well as map the
environment. Various signal processing algorithms are based
on this information. Since real-world systems can only transmit
signals within a specific frequency range defined by hardware
and regulations, wireless channels are typically limited in
bandwidth.

The channel impulse response (CIR) h(t,7) describes how
a single impulse at time 7 is affected by the channel. When
the transmitted signal is stx(¢), the received signal spy(t) is
given by

+o0
srx(t) = / stx(T)h(t, T)dT + n(t), (1)
where n(t) ~ CN (0, Np) is a Gaussian process correspond-
ing to the additive white Gaussian noise (AWGN) with the
noise power spectral density Ny.2

The received signal in (1) is the weighted sum of all time
instances of the transmit signal. The weights are caused by
multipath propagation in the environment, including signal
reflection, diffraction and scattering.

The wireless propagation channel can be modeled as a
superposition of incoming signal components that travel
through multiple propagation paths. Therefore, they arrive
at the RX with different delays, amplitudes, and phases. The

2Noise is often assumed to be AWGN after sampling and filtering.

combination of the signal components at the receiving antenna
results in a signal that varies extensively both in amplitude
and phase. Moreover, each signal component experiences a
frequency shift that arises due to the relative motion between
transmitter and receiver or moving reflectors, i.e., the Doppler
shift. The complex baseband CIR at time ¢, with relative
channel delay 7, after mixing the signal down from the carrier
frequency f. is expressed by
L(t)—1
h(t,7) = Z ()0 (1 — 1o(t)) e 2ot
£=0

where L(t) represents the number of propagation paths, a(t),
T¢(t) represent the complex path weight and delay associated
with the ¢-th path, respectively, fp . denotes the Doppler shift,
and 0(-) the Dirac delta function [50], [51], [52]. To get a
better insight into (2), let us imagine a TX in a room with an
RX as a visual aid. The signal is transmitted directly through
the line of sight (LoS) component, but also reflected by the
walls. Through the different geometrical paths, the reflections
arrive with a delay 74, experience additional loss |ay| and can
be shifted in frequency by a Doppler shift fp . if any relative
movement is lengthening or shortening the propagation path.

@

Equation (2) models the channels as a function of two
time variables by assuming the channel is underspread such
that By, - 7 < 1, where By, is the Doppler spread, which
quantifies how much the received signal is spread in frequency
due to motion, such that the Doppler shift changes only with ¢.
The two time variables are commonly referred to as fast-time
7 and slow-time ¢ in radar sensing.



In digital receivers, the channel is sampled at a given
sampling frequency fs = 1/7y Hz, where Ty is the sampling
time interval in seconds. When the difference among delays
from propagation paths is smaller than 75, these are vectorially
combined into a single tap. The time dependency ¢ can be
dropped if the symbol time is smaller than the coherence time
T.. During the coherence time, channel responses are highly
correlated, and the desired correlation level in a given time
interval defines the relation between the coherence time T,
and the maximum Doppler shift fp max-

Lastly, we introduce the impulse response in antenna arrays
that enable fundamental ISAC tasks such as beamforming
and aiding radar localization through angle of arrival (AoA)
estimation. If multiple RXs antenna elements are present, and
they are spaced closely together, we can assume that similar
signal components are received by all RXs. There is a small
residual time delay between the different receiver nodes for
each different path which can be modeled by rephrasing (2)
for an antenna element ¢ as

hi(1) = Z agd (T — T — Tig) elAPie 3)
£=0
with an additional geometric time delay 7; o between antenna
¢ and a reference point. This extra delay caused a phase shift
Ay; ¢ depending on the delay difference with respect to the
antenna elements.

B. Sensing Performance Metrics

Once this information is extracted from the CIR, the
sensing performance can be evaluated using different metrics,
depending on the goal of the sensing application. In the
following, we describe the most common sensing performance
evaluation metrics.

1) Detection probability: The detection probability is
associated with the event that a target is detected when
there is a target in the environment. In the single-target case,
if 7 € {0,1} is the estimated target appearance, where
T = 0 means that we do not detect a target and vice
versa; and T € {0,1} is the true target appearance, then
Pp =p(t = 1]t = 1)

2) False alarm probability: The probability that a target is
detected when there is no target in the environment, expressed
as Pra = p(t = 1|t = 0). The probability of detection
and false alarm follow an optimal trade-off according to the
Neyman-Pearson lemma [53, Chap. 10]. The curve describing
the detection probability as a function of the false alarm

probability is called the receiver operating characteristic curve.

3) Mean squared error (MSE): The MSE describes the error
in the estimation of target parameters (AoA, ToA, position,
etc.). Assuming that the parameters to estimate from the
received signal are @ = [f;,...,0x]" and their estimates
are 0, the MSE is E[|| — 6]|2], where the expected value is
taken over realizations of the received signal.

4) Generalized  optimal  sub-pattern  assignment
(GOSPA) [54]: This metric combines the detection and

3We denote probabilities with p(-) as P(-) is used for the performance
measure.

position estimation errors in one objective and it considers the
association between the set of estimated targets and the true
set of targets. The GOSPA objective is defined as follows. Let
P ={p1,....,pp|} and P = {ﬁl,...,ﬁm} be finite subsets
corresponding to the true and estimated target positions,
respectively, with 0 < |P| < Trax, 0 < |”ﬁ| < Tax. Let
d(p,p) = ||p — P||2 be the Euclidean distance between true
and estimated positions, and d(p,p) = min(d(p, p),7),
where v is the cut-off distance. Let II,, be the set of all
permutations of {1,...,n} for any n € N and any element
7 € II,, be a sequence (w(1),...,m(n)). For [P| < |P|, the
GOSPA loss function is deﬁne‘:gl as
T (P, P) = (Trre%lr; zd’y(pigﬁﬂ(i))p
oo :

+Zgpi-1p)). @
It [P| > [P|. 77" (P.P) = ;7" (P.P). In (4). 7 > 0,
0<pu<2and1 < p < . For larger p, a more severe penalty
is applied to those estimates far from all ground-truth targets.
The value of ~y dictates the maximum allowable distance error.
The role of u, together with ~, is to control the detection
penalization.

5) Cramér-Rao bound (CRB) [55]: The previous evaluation
metrics empirically assess the performance of a sensing system,
which are valuable to compare the performance of two different
algorithms, but they do not convey any information about the
optimality of an algorithm. The CRB gives a theoretical lower
bound on the variance of an unbiased estimator and can be
used for sensing applications. Assuming the received signal
Srx, the variance of the estimated parameters 0 is expressed
according to the CRB as

var(6;) > [I71(0)], )

where I(0) is the Fisher information matrix defined as
9 log p(sryx; 6)

e (©)

In principle, all metrics described above can be used in the
context of both spectrum and radar-like sensing. Detection
and false alarm probability can be attached to the problems
of finding the object’s presence or occupation of a certain
frequency band. MSE and CRB are used to characterize the
localization algorithm’s precision and achievable performance
bound, and can be applied equally to object and emitter
localization. Finally, GOSPA, a metric merging probability
detection and localization precision, can be used in advanced
scenarios, which involve either multi-target tracking or multi-
source cognitive radio.

C. Machine Learning Basics

ML is a branch of Al that focuses on enabling computers
to learn patterns from data and make predictions or decisions
without being explicitly programmed [1]. Instead, a function
f(D,®) with input data D and parameters © is used to
approximate the prediction or decision task. The parameters ©
of the function are then obtained using a dataset D with D € D
and a performance measure P(f(D,®),T (D)), where the
task to be learned is represented by T'(D). The performance



measure of numerous ML approaches is expressed as a loss
function.

There are three primary learning paradigms: Supervised
learning is based on a labeled dataset, where T'(D) is the
known intended output, e.g., the ground truth of a parameter
that f(D,®) estimates. Unsupervised or self-supervised
learning (SSL) finds patterns and structures in unlabeled data.
In this case, T'(D) can include the variance of found patterns
or different structures for clustering. Reinforcement learning
(RL) teaches an agent to make decisions by rewarding or
penalizing it based on its actions in an environment, potentially
changing the environment with each action. The environment
replaces D, as each input D is dependent on previous actions
taken by the agent. RL is of particular interest in the context
of wireless networks, since it is researched as a candidate for
complex decision-making in dynamic environments [56].

Focusing on supervised learning, random subsets B of D
called batches (or mini-batches), with |B| < |D| are usually
propagated through f(D,®). Then, the parameters © are
optimized iteratively using different 5. In each iteration, the
loss function evaluates the mean performance over the current
data batch. The MSE is a common choice for regression
problems, i.e., tasks where a value dependent on D should be
predicted such as estimating the delay from a received signal.
For a batch B, the MSE creates a criterion that measures the
mean squared error between each element of the estimated
value f(D;,®) = Z,(®) and the corresponding ground truth
value T(D;) = x; as follows:

Lyse(©) = % D (@i — #:(©))% (7)
The categorical cross-entropy loss is used for multiclass
classification, i.e. f(D,®) is tasked to differentiate between
a number of different classes or types of samples in D.
Commonly, classification tasks are represented using one-hot
notation, i.e., a sample of class ¢ of C' classes can be labeled
using a vector ¢ of size C' with a 1 at the cth element and zeros
otherwise. The categorical cross-entropy loss between the true
one-hot labels T(D;) = t; and the predicted distribution
f(D;,®) = p;(©) is given by
|B]
LCrossEntropy(@) = _|T{>,| th -log pi(e)- (3
i=1

For digital communication, the binary cross-entropy is often
used for distinguishing between the binary states 0 and 1. This
is a special case of the categorical cross-entropy with C' = 2.
It can be expressed as

|B|

Lac(©) = —% D ti-log pi(©)+(1—1:)-log(1-pi(©).
= ©)

After the loss function is calculated, the parameters ©® are
updated during training of f(D, ®). In supervised learning,
an iterative gradient-based update is usually performed through
backpropagation. By choosing different optimizers and opti-
mizer parameters, the amount of change of ® is controlled in
each optimization iteration. Then the next batch 3 is generated,
allowing to iteratively update ® until a predetermined number

of iterations is reached or the performance measure reaches a
target value.

There are multiple architectures in the literature that are
used to implement f(D, ®). They often consist of so-called
neurons that calculate a weighted sum of all inputs and add a
bias. To enable approximation of non-linear functions, non-
linear activation functions o(-) are often applied to neuron
outputs. Multiple neurons, whose outputs can be calculated in
parallel, are grouped in a layer. In fully connected deep neural
networks (DNNs), every neuron of one layer is connected to
every neuron in the adjacent layers. Three other important
neural network (NN) classes are convolutional neural networks
(CNNs), recurrent neural networks (RNNs), and graph neural
networks (GNNSs). On the one hand, CNNs use convolutional
layers that perform convolution of the input data with a
trainable impulse response, denoted kernel in deep learning
(DL) jargon, with parameters ®. They are well suited to detect
structures inside an input frame and therefore often utilized in
computer vision tasks [57], including processing of spectro-
grams, range-Doppler maps, or constellation diagrams, where
their shift-invariance is utilized. On the other hand, RNNs and
transformer architectures are designed to capture (possibly
long-term) temporal dependencies, and therefore suitable, e.g.,
for processing sequences of in-phase and quadrature (IQ)
samples. The recently introduced transformer architecture is
based on a self-attention mechanism, which relates different
positions within a single sequence to compute a representation
of the sequence [58]. Finally, GNNs are suitable for problems
formulated as graphs. A graph is a mathematical representation
of the relationships between different entities (called nodes)
and their intrinsic attributes. GNNs can learn the attributes of
the nodes, their relationships (called edges), or the full graph
[59, 60]. In summary, however, there are no strict rules, and
NN architectures allow a high degree of freedom to combine
different layer types in application-specific architectures.

If the amount of training data is too limited or too specific,
overfitting (or underfitting) can occur. In many ML domains
like natural language processing or image processing, large
text corpora or picture datasets are readily available. In contrast
to that, wireless communications and wireless sensing research
often relies on channel models instead of measured data.
Depending on the ML task, obtaining models that approximate
the real-world behavior well enough can be very challenging.
A selection of stochastic geometry-based channel models has
been standardized [61] by generalizing measured behaviors
into a statistical model. Based on standardized models, channel
simulators like QuaDRiGa [62] produce channel realizations,
so that the performance of various algorithms can be evaluated
and compared on these channels. Geometry-based stochastic
channel models are less suitable for sensing applications,
where deterministic quantities like target locations need to
be estimated. In these cases, electromagnetic ray tracers
like Sionna RT [63] or Remcom Wireless InSite [64] offer
a reasonable compromise between the prohibitively high
complexity of a finite element method (FEM) simulation of the
electromagnetic field equations and oversimplified geometric
models. Even with ray tracers, it is a good idea to specify
and categorize particular environment scenarios to ensure



comparability, like in the DeepMIMO datasets [65]. There are
also efforts to collect and publish datasets for various frequency
ranges, for example, the NextG Channel Model Alliance by the
National Institute of Standards and Technology (NIST) [66].

Remark. While ray tracing is sufficient when the dominant
effects are geometric and deterministic, over-the-air data
collection is required to replicate all real-world imperfections.*
For example, real data is mandatory to validate the perfor-
mance of the algorithms under real propagation, interference,
and hardware impairments. Additionally, mobility effects
or weather influences cannot be captured by deterministic
models. Finally, empirical evidence is needed in the context
of regulatory or standardization testing. In short, ray tracing
can be seen as a tool for fast, scalable, and easily tunable
modeling, while over-the-air data is required to prove the real
life applicability of the designed algorithms.

Raw measurement data can often be represented in various
domains and formats, such as time domain, frequency domain,
beamspace, and sample autocorrelation. Digitized data is
usually acquired as a complex-valued signal, which comprises
the in-phase (I) and quadrature (Q) components taken at
specific time intervals. These IQ samples are considered to
be one of the richest representations of wireless signals for
NNs that can be practically obtained. Conventional NNs with
real-valued inputs and outputs remain common in wireless
communications and sensing research. Usually, the real and
imaginary parts of the complex-valued input vector are simply
stacked and provided to the NN. Even though complex-valued
neural networks (CVNNSs) have been a research topic for
a long time [68] and can natively process complex-valued
signal representations, they have seen little adoption in the
community, potentially due to limited support in common ML
frameworks like PyTorch or TensorFlow at the time of writing.

Although NNs can adapt to arbitrary input domains, pro-
viding data in a reasonable format can significantly improve
performance and reduce training time. Hence, feature engineer-
ing, i.e., converting the input into an appropriate format for
processing by the NN, can lead to efficient ML solutions. For
many sensing tasks, a common preprocessing step is to convert
raw signal measurements and a known transmit signal into so-
called channel state information (CSI) by performing channel
estimation. Note that the dataset size can be reduced if only
CSI instead of TX and RX signals needs to be saved, but this
framework is limited to sensing scenarios where pilot signals
are utilized for sensing or where a known transmit sequence
is assumed at the sensing RX. The CSI is independent of
the transmit signal and instead only depends on the wireless
channel, which could potentially include the hardware effects
of the TX and RX chains, as long as the transmission system
is sufficiently linear. Since this is a useful signal representation
for many sensing tasks, aforementioned channel datasets and
channel simulators often directly contain or produce CSI
instead of raw IQ samples. For communication problems,
CSI can be used to simulate channel effects for particular
transmit signals. On the downside, preprocessing input data

4We note that accuracy of ray tracers can be improved via calibration by
over-the-air collected measurements [67].

into features can also lead to loss of information. Models
with higher capacity, e.g., those fed by multidimensional raw
input data, can inherently learn the features of the wireless
channel, including model deviations caused by hardware [6].
This approach often yields better performance at the cost of
longer inference time and complexity.

There are multiple challenges in ISAC systems that seem
uniquely suited to be addressed with ML. General models
for channels and receivers exist, yet when components
developed on classical channel models are integrated into
a measurement setup, some loss of performance might be
observed. This performance degradation can be due to model
mismatches caused by hardware imperfections, distorted noise,
quantization, or many other effects that have been ignored for
the modeling of the channel. By training an ML system on real
measurement data or even online using reinforcement learning,
these effects can be addressed during optimization, even if only
used for fine-tuning. Another point making ISAC specifically
suited to approach using ML is that joint optimization of
communication and sensing algorithms is often non-convex. It
can be very hard to (approximately) solve these optimization
problems, e.g., optimal resource allocation in ISAC, with
classical approaches. It is still possible for ML solutions to
get stuck at a local minimum, and one cannot guarantee that
the found solution is a global minimum. Nevertheless, e.g.,
comparison with theoretical bounds known from estimation
and information theory can help verify the convergence of
ML systems.

D. Complexity Reduction

Efforts to reduce complexity include reduction of computa-
tional complexity, simplification of data acquisition, increased
flexibility of algorithms, and increased accessibility of training
methods. As ISAC research includes both spectrum and passive
object sensing, we discuss it in a general section here.

The computational complexity of ISAC algorithms is
an important factor for associated power consumption and
hardware requirements, and can play a role in the algorithm’s
latency. Consequently, achieving similar performance while
reducing complexity remains a vital direction to explore. For
ML methods, we need to differentiate between the training
and inference complexity. While training is usually performed
once offline, being limited only by the time and hardware
resources dedicated to training, the algorithm will be run
many times with inference complexity on hardware with more
limited resources. Research activities for complexity reduction
tend to compare different ML solutions based on complexity
that achieve similar performance. For trainable algorithms,
the complexity of training and inference has to be considered
separately. Complexity reduction is not unique to ISAC, but
as ISAC algorithms are to run on cost-effective hardware with
low latency, it is of special interest.

Model-based learning (MBL) [69] merges traditional model-
based signal processing with DL by parameterizing traditional
model-based signal processing to overcome the limitations
of conventional methods. Assuming g(D) is a function with
no learnable parameters (e.g., a conventional model-based



algorithm), it can be enhanced with learnable parameters &
to g(D,®). How the classical and trainable components
are entangled is up to the designer, often some tuning
parameters of algorithms, such as weighting parameters, are
made trainable. The function ¢ and g must be differentiable to
enable backpropagation and learning of ®. By incorporating
domain knowledge, such as conventional receiver structures
and algorithms, into the design of the NN architecture, this
approach improves interpretability while improving training
and inference efficiency and reducing the amount of training
data required. Instead of training a DNN to perform a
specific task from scratch, ML is employed to optimize the
performance of existing algorithms, e.g., by tuning parameters
to particular channel conditions and environments. A special
type of MBL is deep unfolding, where g is an iterative
algorithm, where each iteration is unrolled in order to finetune
parameters ® for each iteration.

Methods like MBL and deep unfolding limit the amount
of trainable parameters, while being able to achieve the same

performance as pure ML solutions in some scenarios [69].

Choosing the algorithm structure and which parts of a classical
algorithm benefit from being enhanced with trainable features
is vital to achieve sleek and powerful solutions for complex
problems. In [70], deep unfolding is used for bistatic joint
sensing. This work optimizes the hyper-parameters of an ISAC
algorithm for range-velocity estimation and communication
demodulation, and then compares performance and complexity

of this approach with other classical and trainable algorithms.

From a hardware-implementation point of view, complexity
is a major indicator for cost of implementation and resource
consumption. As an alternative ML paradigm, spiking NNs
promise increased power efficiency in combination with
neuromorphic hardware. In contrast to classical NNs, spiking
NNs have emerged as a paradigm of neuromorphic computing
promising higher energy efficiency [71]. Spiking NNs are
designed to emulate the function of biological neurons by
processing discrete spike events. As biological neurons are
known to be very energy efficient, emulating them promises
complex AI models with a fraction of the power consumption
compared to current models. A neuron can have multiple

inputs that contribute to the so-called membrane potential.

When the membrane potential reaches a threshold, a spike

is output by the neuron and the membrane potential is reset.

Therefore, certain features such as clock-less computing, an
inherent memory and a promise of high energy efficiency
if implemented in hardware have attracted the attention of
multiple research groups. In spiking NNs, different features
of these neurons are made trainable. We refer the reader
to [71] for a thorough introduction to spiking NNs. In [72],
spiking NNs are developed to perform object detection and
communication demodulation in an ISAC system. Although
the paradigm shift to temporal spikes can be challenging, some
applications such as impulse radio or pulse-based sensing can
potentially be represented more easily in this signal space.

III. PASSIVE OBJECT SENSING

One entirely new capability which ISAC enables in future
wireless communication networks will be the radar-like sensing
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Fig. 3. A generalized ISAC setup for spatial sensing. Here, TX sends a
signal to sense the target at RX and simultaneously communicates with the
UE.

of passive objects and the capability to get environmental
properties of the propagation environment. To this end, the
wireless signal is exploited to identify reflections of radar
sensing targets or to identify other environmental properties.
Different flavors of ISAC radar sensing exist, ranging from
transmitting dedicated sensing signals alongside communica-
tion signals to the full reuse of the available communication
signals [13], [73].

The general sensing scenario for such an ISAC network is
shown in Fig. 3. After capturing the reflected signals at one or
multiple sensing receivers, the wireless channel is estimated
and utilized in further signal processing steps to estimate
targets or environmental properties. The foreseen deployments
of ISAC in mono- and multistatic setups, the operation with
standard communication hardware, and the constraint of
economic feasibility create challenging tasks for the sensing
signal processing. Alongside solving the actual sensing task
with often limited spectral resources compared to dedicated
radar systems, the design choices of the communication system
impose additional constraints. Compared to the high integration
of ISAC, conventional sensing solutions are employed in
dedicated systems, where they are developed, tuned, and
calibrated jointly with the dedicated measurement system to
achieve their optimal operation points. Due to the seemingly
uncountable and unforeseeable deployment scenarios of ISAC
sensing setups, a full site-specific development is infeasible,
and therefore ISAC mandates algorithmic solutions that are
generalizable and computationally efficient.

In this section, we demonstrate how ML methods can be
applied to ISAC systems to meet these challenges. Specifically,
we highlight the trade-offs between sensing and communi-
cation, detection, estimation, tracking, and classification in
ISAC radar sensing, as well as challenges in environmental
and distributed sensing. Each part provides a brief introduction
to the specific challenges, conventional solutions, issues, and
presents novel ML solutions. We specifically explore the role
of ML under the new paradigm shifts in ISAC and highlight
the associated computational complexity and flexibility.

A. Communication-Sensing Trade-Off

The fundamental ISAC challenges arise from the combi-
nation of two historically separate systems. In this section,
we consider the trade-offs unique to ISAC which arise either



from resource sharing or communication and sensing with the
same TX signal. Fundamentally, ISAC systems are subject to
both the deterministic trade-off and the subspace or power
trade-off [74].

The deterministic trade-off refers to the distribution of
the modulations symbols. On the one hand, communication
systems are designed to maximize mutual information between
two nodes. With sufficient signal-to-noise ratio (SNR), higher-
order modulations are preferred, such as quadrature amplitude
modulation (QAM). The transmit sequence needs to be random
in order to carry information. On the other hand, sensing
systems perform optimally with symbols with equal power on
each subcarrier, such as quadrature phase shift keying (QPSK).
This results in conflicting optimization goals that can vary in
importance, as the desired quality of service for both systems
can change over time.

The subspace or power trade-off refers to the transmit
resources such as power or bandwidth being shared between
sensing and communication tasks. In a general sense, it
manifests as a resource allocation problem. In systems where
time or frequency resource blocks are allocated to either
communication or sensing, the main indicator of sensing
performance is the amount of resources reserved for sensing.
However, there is a performance gap between time/frequency
sharing methods and known performance bounds [74], which is
difficult to close with rigid resource sharing methods. ML can
be used to explore trade-off spaces and find good operating
points that meet design criteria for both functionalities or
provide adaptive operating points. Additionally, it is of interest
to shed light on the synergies of both functionalities and
optimize the transmit signal. Conventional® optimization
methods can be computationally expensive and inflexible,
whereas ML can provide good-enough approximations, often
at lower computational cost. In this context, RL has been
shown as a suitable method to solve the complex resource
allocation problem with lower computational complexity. For
instance, in [75], a joint beamforming and power allocation
problem is solved via RL to maximize the communication rate
while ensuring sensing performance. In [76], power, bandwidth,
and channel allocation are solved in a two-step RL framework.
Other works also consider resource allocation with unmanned
aerial vehicles, where the trajectory of the vehicles need to be
planned to minimize flight time and avoid collisions [77], [78].

To illustrate the power trade-off, we use the example of
beamforming. Depending on the sensing task at hand, different
requirements on the beam patterns can be imposed by defining
an area of interest for sensing. This area should be illuminated
with a certain amount of power to enable detection of targets,
follow the movement of a target, or scan different sectors
consecutively. For communication, we can also define an area
of interest as the area where communication RXs can be
present. Different approaches aim to optimize the SNR at
the communication RX, directly minimize the bit error rate
(BER) or optimize a different indicator for communication
performance. In this example, the beamforming weights by

SPlease note we use conventional solely to refer to existing non-ML
solutions for simplicity.
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Fig. 4. Examples how power trade-off or deterministic tradeoff can manifest

in an ISAC system from [79].

are the output of an NN and are optimized in an end-to-end
ISAC system with the loss term
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with the NN parameters ®, trade-off weight w, and the loss
terms referring to the definitions in (7)-(9) applied to the tasks
of communication, detection and angle estimation. In Fig. 4,
the resulting beam patterns are shown. The ISAC system
trades off power between the area of interest for sensing and
for communication. Depending on the importance of sensing
indicated by wg, power gets radiated either toward the sensing
area or toward the communication RX.

Multiple research groups have addressed this trade-off using
ML methods. In [80], [81], and [79], static beam patterns
were obtained using a DNN in an end-to-end fashion, with the
MSE of the AoA estimation, the cross entropy (CE) for target
detection and the mutual information (MI) between TX and
RX contributing to the loss term. In addition to common output
normalization at the TX, legal output constraints of a wireless
transmission are considered in [82] for beamforming in UE-
centric sensing. The scenario in [82] consists of beamforming
for sensing and communications with a choice of suitable
base stations and generally leads to a non-convex optimization
problem. A predictive beamforming approach is realized by a
DNN, using the absolute error between the targeted side lobe
level and effective isotropic radiated power in the loss function.
Hybrid beamforming algorithms with multiple objectives are
implemented in [83] using deep unfolding. A classical iterative
optimizer with a fixed number of iterations is transformed into
a DNN, enabling fast convergence. Transformers have also



been considered in predictive beamforming in [84], where
a new transmission protocol is designed to reduce signal
overhead and the complex beamforming optimization problem
is solved via a transformer architecture. Other approaches
consider that ISAC networks are composed of different devices,
which can collaborate to provide optimal ISAC trade-offs. In
this context, GNNs are suitable to learn the resource allocation
of different devices in the network. For instance, in [85],
vehicles are treated as agents in an RL framework, which
can collaborate by sharing their observations to obtain a more
efficient ISAC resource allocation. Moreover, in [86], the
interference between different vehicles was also modeled and
included in the GNN to maximize the communication sum-rate
while maintaining a minimum sensing service. For instance,
in [87], an ISAC transceiver communicates with users and
senses targets in the environment. If the ISAC transceiver
knows the number of users, a GNN can model the interference
between the users and between the targets and the users to
learn the optimal beamforming while maintaining a minimum
communication service.

Concerning the deterministic trade-off, classical solutions to
find good transmit signals have been hand-designed or limited
to constant-modulus transmit signals to maximize sensing per-
formance while enabling communication. Constellation shap-
ing is being explored as a method to set flexible deterministic
trade-offs, often being implemented using a DNN mapping the
input bit to constellation symbols. Probabilistic constellation
shaping, which uses QAM constellations but attributes different
probabilities to different constellation points, is used to jointly
optimize communication and sensing performance in [88].
Geometric constellation shaping, where the position of the
constellation points is optimized, is illustrated in Fig. 4 for
16 constellation points. For high wg, as defined in (10), the
constellation tends towards a 16-PSK (sensing optimal) and
with a trade-off tending toward communication with lower
ws it resembles a 16-QAM. Constellation shaping has been
analyzed in more detail in [89] for orthogonal frequency-
division multiplexing (OFDM)-ISAC systems. The authors
showed analytically that constellation kurtosis is the deciding
factor in possible sensing performance, independent of the used
shaping method. The deterministic trade-off can therefore be
flexibly used to improve either communication or sensing
performance compared to classical methods. Therefore, a
loss function optimizing the communication performance with
an added constraint for the kurtosis can be used instead of
an end-to-end evaluation of the communication and sensing
performance, respectively.

B. Range-Doppler Detection

Target detection refers to the decision if or how many
targets are present in a given area. It is commonly used the
range-Doppler matrix (RDM), which describes the channels
2D power profile in range (measured as delay) and Doppler
shift, exemplified in Fig. 6. The detection task is to identify
which regions contain power reflected from a target, while
keeping false alarms from clutter and noise to a minimum.

Generally, any waveform can yield an estimate of the RDM
which is commonly used for estimating target parameters. We
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Fig. 5. Generalized framework for learning-based detection. The different
targets (spheres in the environment) are represented by classes encoded on a
grid, which is e.g., aligned with the bins of the RDM. Targets are detected
by classifying each point in the grid as target or no-target. By extension, this
approach is also suitable for multi-class classification of different target types.

show the calculation based on the OFDM waveform which is a
main contender of becoming the ISAC waveform for 6G. The
RDM is obtained from a series of M transmit X € CK*M
and received R € CK*M QFDM symbols with K subcarriers
after cyclic prefix removal. The M channel transfer function
estimates are obtained by element-wise division of R and X.
Then the RDM is

RDM = |F (R X) Fy %, (11)
with F and F); denoting the K- and M -point DFT unitary
matrices, respectively. This is to say, we perform a column-
wise IDFT to transform the frequency to delay domain, and
row-wise DFT to transform the time to Doppler-shift domain.

A statistically optimal detector in AWGN is a Neyman-
Pearson detector, which tests if a target is present at the
channel estimate % at the discrete time delay n. It can be
formulated as [53, Chap. 10]:

9 . T=1

Slhal> 2 X301- R, (12)

T T=0
where x3(+) denotes the chi-squared distribution with 2 degrees
of freedom, Fs is the false alarm rate of detection and 03
denotes the noise power. While the Neyman-Pearson detector
is statistically optimal, it requires an explicit estimate of the
noise power, which is difficult to obtain in practice. Hence,
more sophisticated scenarios with extended targets and clutter
often utilize more practical constant false alarm rate (CFAR)
approaches, such as cell-averaging- or ordered-statistics CFAR,
which also provide a constant false alarm rate under AWGN
noise. With CFAR the noise power for the decision threshold
is estimated using training cells patterned around the cell
under test, often accompanied by guard cells.

However, CFAR methods also observe performance impacts,
when their statistical assumptions, e.g., about the noise, are
not matched. For example, the estimate of the noise level
is affected, when other targets are inside the training cells
or the target extends over multiple cells. These also require
additional filtering techniques, such as windowing, to avoid
suboptimal performance. This not only causes increased
false alarms but also prohibits the detection of closely-
spaced targets. Other issues stem from false-detections caused
by distortions from mismatched transmit signal structure,
imperfect hardware calibration, clutter, or ghost targets. All of
which are challenging to address and require additional specific
filtering that is only applicable if the corresponding distortion
source is known. Lastly, the distinct extended target shapes or



micro-Doppler can also cause multiple CFAR detections of
the same target, resulting in additional estimation and tracking
efforts. To combat those challenges, conventional algorithms
require accurate modeling and subsequent, real-time applicable,
filtering procedures to overcome these issues. Comparably, ML
solutions may be suitable to overcome many of the presented
challenges.

ML methods for detection can be generally described using
Fig. 5. Each output of the model outputs is interpreted as
a detector which is compared to a certain threshold during
inference to decide if a target is detected. This allows general
multi-target detection or joint detection and estimation if
each class is associated with a certain estimation bin. ML
components can be deployed both at the TX and at the
sensing RX. For example, in [90] the waveform and detector
are trained to approach a Neyman-Pearson detector, which
is optimal in white noise. While no a priori information
about the target and clutter model is assumed, their results
show the trained solution achieves a more robust detection
rate in clutter and colored noise compared to conventional
approaches. Furthermore, [91] employs DL to successfully
differentiate targets, such as vehicles, from clutter based on
the RDM. It underlines how detection and object classification
can be solved jointly, as a RDM may contain distinct target
features which are lost in later processing stages. This is also
underlined in [92], where the features of space debris targets
are exploited for detection, via a combination of support vector
machines and CSI-based sensing. Notably, the algorithm is
trained based on simulated scenarios and measurement data
to achieve accurate detection and classification of the debris
type. In [93], the authors compare different CFAR versions

with the CNN-method from [94] trained on simulation data.

Their results highlight the ML models ability to separate
closely-spaced targets in scenarios with similar magnitude,

while otherwise performing similar to the CFAR methods.

The discussion further emphasizes the additional need for
further research to strengthen the understanding of the training
procedures and simulation data models on the final model
performance. In [81] considering multiple targets and [79]
considering multiple snapshots, the comparison with a trainable
detector and a classical statistical detector is performed. The
simulations show it is possible to overcome the performance
of generally optimal detectors without increasing false alarm
rate, by using training data with scenario-specific features
(e.g., derived from the area of interest).

C. Estimation

The estimation follows directly after a target is detected,
with the goal to estimate the parameters of the propagation path
caused by the target. Afterwards, the target can be localized by
computing the possible locations with respect to the TX and
RX positions. Therefore, the estimations’ goal is to find the
propagation path parameters of the target reflection with higher
accuracy compared to the grid-based detections, to improve
the overall sensing accuracy. Generally, the propagation path
parameters relate a target’s geometric position to its interaction
with the impinging and reflected wave. The geometry of the
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Fig. 6. RDM of an ISAC outdoor measurement from [95]. Strong clutter
masks target visibility and limit target detection and estimation. A background
subtraction removed clutter for better target visibility (UAV).
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Fig. 7. Example framework for learning-based estimation. Compared to the
multi-class classification task in Fig. 5, the model is trained for a regression
task to enable continuous parameter estimates.

propagation is illustrated in Fig. 3. The reflection from a target
in the signal model is described by its delay 7,, Doppler-shift
fp,¢, and direction of arrival (DoA) in azimuth ¢ and elevation
0. While the DoA estimation typically requires antenna arrays
at the RX (unless synthetic aperture radar (SAR) is used), both
7¢ and fp can be estimated from any single-input single-
output (SISO) link. To model the wireless channel at the RX
it is commonly assumed, that each path impinging on the RX
is parametrized by its magnitude and phase, as well as 7y,
fp,e, ¢ and 6. However, due to the linearity of the channel,
the measurement represents the superposition of all planar
waves, posing a challenging inverse problem for estimation.
For example, the paths can be insufficiently separated, even
with strongly different magnitudes (strong masks weak), as
the propagation paths in the channel depend solely on the
propagation scenario.

Parameter estimation in ML usually relies either on joint
detection as shown in Fig. 5 or on training a system on a
regression problem as shown in Fig. 7. In the first option,
the targets are estimated on a grid, limiting the resolution of
the estimation to the grid spacing. Comparably, regression
enables grid-less estimation, but requires separate estimation
of the model-order, e.g., the number of targets, and a learnable
parameter permutation/order. Both approaches may also be
combined, similar to well-known computer-vision models [96],



and implemented in [97].

Conventional algorithms include simple axis-reading of the
peaks detected in the RDM, and more advanced methods like
multiple signal classification (MUSIC), estimation of signal
parameter via rotational invariance techniques (ESPRIT),
compressive sensing (CS), and maximum likelihood estimation
(MLE) approaches. ISAC-suitable solutions must be real-
time capable, provide sufficient accuracy and target sepa-
rability under the spectral resource constraints of mobile
communication networks, and handle the plethora of different
hardware measurement setups, for which synchronization
and calibration are only possible within the limits of the
communication system. For example, iterative MLE estimators
like RIMAX [98] achieve the limits of the CRB, but at a
high runtime and significant computational cost, which is
challenging to reduce [99]. Other challenges for conventional
methods are imperfections arising from non-ideal measurement
hardware effects, such as non-linearities, quantization, and
imperfect calibration. Inevitably, such mismatches degrade
the performance of algorithms reliant on the idealized signal
models. Extended targets present another issue, as they appear
as a superposition of insufficiently separated paths (in terms
of sampling resolution) to an estimator based on (2). As a
consequence, these paths create an additional overhead in the
estimation, and possibly leveraging them for classification (as
possible with ML, see III-B) requires additional hand-designed
filtering.

As noted before, many flavors of the estimation task share
the same mathematical structure, and as a result, publications
in the area stem from many different scientific communities
and often contribute to domain specific solutions. Therefore,
we decided to split the presentation of the ML approaches
accordingly and present them in the context of the specific
estimation domain. We pick AoA estimation in a single
dimension to introduce the mathematical background of
harmonic retrieval problems, and then show the advances
in different multidimensional estimation fields, focusing on
the contributions of ML. We note that it is generally beneficial
to perform a joint detection and estimation, as this always
provides the optimal separation simply from more available
dimensions for the separation, and hence detection, of targets.
For example, a joint detection in range-Doppler-azimuth-
elevation will yield better results compared to a range-only
estimation. However, this is rarely possible under given
hardware and real-time sensing constraints, as large chunks
of data must be processed jointly, creating a need for lower-
complexity algorithmic approximations. We therefore also
emphasize these ML contributions where applicable.

1) Angle of Arrival: As described in (3), a waveform
impinging on an antenna may yield a phase difference in
the signal captured by different RXs. This phase difference
is related to the angle 6 from which the waveform comes.
The problem of estimating 6 from the received signal is
commonly known as AoA estimation. Assume an array
antenna estimating the AoA from M targets in the environment.
Consider that the targets are in the far-field region of the
antenna and that each target emits a signal s,,(¢) from an
angle 6,,,m =0,..., M — 1. Starting from the model in (3),

consider (i) that the targets have a LoS path with the antenna
array, i.e., L(t) = 1 and (if) the delay from each target to
the antenna array can be estimated and compensated for, i.e.,
To(t) = 0. Then, the channel model for each target is
hi(t,7) = at)d(t — Tio(t))e 2 emiol®  (13)
Here, 7;0(t) = idsin(0(t))/c, i = 0,..., K — 1, where d
is the distance between RXs, c is the speed of light, and
K is the number of sensors. In the case of a narrowband
signal s(t — 7;0) ~ s(t).% Following (1) and considering
the superposition of signals from different targets, the output

signal at the i-th RX is
M-1

yit) = D ()5 (e PR IOO) Ln). (14)
m=0
The continuous-time received signal in (14) is sampled and

T transmissions (often called snapshots) can be collected for
further processing. Aggregating the received samples across
antenna elements and snapshots, the discrete-time received
signal Y can be expressed as:

Y =A(0)S+ N, (15)
where A = [a(61),...,a(0y)] € CE*XM s a matrix
containing steering vectors of the form

a(a) — [1’ efj27rdsin (0)/)\7 s e*jQ’ﬂ‘d(K*l) sin (0)/)\} (16)
The sampled received signal for each target and snapshot
are aggregated in S = [s(1),...,s(T)], where the complex
channel gain «,, is absorbed in s, and IN represents the
additive noise.

There are different kinds of AoA estimation methods: (i)
MLE methods, (i) subspace methods, and (iii) CS methods.
MLE methods attempt to solve the following optimization
problem:

6 = arg meax£(0|Y), (17)
where @ = [01,...,0y]". The function £(8|Y) is the
probability function of AoAs given the received signal, called
the likelihood function. The likelihood function is in most
cases multimodal, which hinders the implementation of MLE
methods [100]. Several approaches have been proposed to
solve this problem [100], [101], [102], but they require high
SNR, large computational costs, or a small number of targets
to estimate.

However, a common assumption of all AoA estimation
methods is that the model of (15) holds. Under hardware
impairments, methods degrade in performance due to model
mismatch. In this context, ML can be harnessed to reduce
the complexity of CS methods or to improve the estimation
of subspace methods under few snapshots, coherent sources,
low SNRs and modeling mismatches. The first step to AoA
estimation with ML is to feed the received signal Y as input
to a NN and obtain the AoA, i.e., following the notation
of Section II-C, § = f(Y;®). To improve the angular
resolution of the estimated AoA, the field-of-view of the
receive antenna is discretized in angular candidates {6;}}
and the output of the NN is a probability vector that represents
the probability that each angular candidate is the true angle,
ie, 6 =" 6,p;, with p = f(Y;©). The AoA estimation

Extensions for wideband signals have been proposed, but we skip their
description for simplicity.



problem is regarded as a multi-class classification problem
and the categorical CE loss is used to train the NN [103]. An
extension of this approach is to discretize a smaller angular
sector instead of the entire field-of-view, which provides a
more accurate angular estimation [104]. A similar way to
consider a discrete angular grid as output to the NN is to
compute the spatial spectrum, defined as |a” (9)p| for different
values of . The estimated spatial spectrum computed from
p can be compared with the true spatial spectrum from the
true AoA [105]. Other ML methods are inspired by subspace
methods, which use an estimated covariance matrix of the
received signal Ry = YY"/T to perform AoA. By
definition, Ry is Hermitian. The upper triangular part of Ry
contains all the information about Ry and it can be used as
input to a NN instead. Another approach is to use a vectorized
and normalized version of the covariance matrix [106], i.e.,

T = [R{RLQ},I{RLQ}, e 7R{RN,N}aI{RN,NH~ (18)
The input to a MLP can be v = r/||r||? [107]. Moreover,
the vector v can be reshaped back to a matrix and use a
CNN to process the covariance matrix. The AoA can be
directly computed as the output of the CNN or estimated
with a probability vector based on a grid of candidate AoAs
[107, 108].

Most limitations of subspace methods result from the
mismatch between the true and estimated covariance matrix
Ry. To improve the estimate of Ry, a CNN is trained to
use an initial estimate of the covariance matrix (or its upper-
triangular part) to produce a more accurate estimate, suitable
root-MUSIC AoA estimation [109]. Another approach is to
compute the MUSIC spectrum and then a MLP yields the
estimated AoA [110]. Instead of training an estimation model,
another direction in MBL is to learn efficient calibration
procedures instead. In particular, for the case of hardware
impairments, learning the parameters subject to impairments
allows to calibrate the system. For instance, considering gain
and position impairments in the ULA, the impaired steering
vector becomes [@(0)]x = gr exp()2mpy sin(h)), where g and
Dy are the unknown gains and positions of the elements of the
ULA. Considering as learnable parameters © = {gi, px } =,
and using a subspace method that enables backpropagation, the
performance of the impaired system can be improved [111].
As a summary, in Table III, we collect the most recent AoA
estimation works, highlighting the problems from classical
AoA estimation that they address.

2) Range-Doppler: Estimating the range and Doppler-
shift of the detected targets enables the determination of a
target’s range and relative radial velocity. It is tightly coupled
with the target detection (see III-B), as both operate on the
same data domain. Typical algorithms include using peak
positions from the RDM, subspace methods like ESPRIT,
CS, and MLE approaches. The computational complexity of
MLE methods is addressed in both [112] and [113], which
present approaches to alleviate it through a combination of
conventional MLE methods with ML. They illustrate that
NNs can effectively initialize gradient-based MLE methods,
reducing runtime while maintaining accuracy. These hybrid
approaches combine the efficiency of data-driven methods with

the precision of model-based optimization, circumventing the
need for exhaustive iterative searches.

Recent publications introduce ML-based solutions, particu-
lary such that are trained on model-based data MBL instead
of measurement data. Here the challenge is to design and
train the model in a simulation environment such that it is
suitable for the application in for actual real-world sensing
applications. For example, [114] demonstrates it is possible to
train a CNN for estimation on synthetic data and transfer it to
measurement data, alleviating the need for costly measurement
data collection. It is noted, that models like the presented
CNN could also be re-used for target classification based on
the RDM features similar to their use in computer vision
applications. Traditional target classification typically involves
a small set of classes [115], [116], and hence, computer vision
models receives interest due to their successful classification
with many classes. However, it must be noted that radio
sensing measurements such as RDM provide less features
for classification compared to camera recordings. Yet, similar
models are successfully applied to classify targets from radar
signals, involving three classes in [117], four classes in [118],
and six classes in [119].

3) Angle-Range: The position of a target can be estimated
transmitting a signal that contains different frequency compo-
nents and using the same signal for different antenna elements.
At the RX side, an angle-range matrix can be computed from
the received signal across antenna elements and frequencies
similarly to the RDM of (11). ML has been used in angle-
range estimation to compensate for hardware impairments.
Particularly, MBL was harnessed in [120] to compensate
for hardware impairments while performing angle-range
estimation and target detection. The considered impairments
are inter-antenna spacing impairments, similarly to a(6) and
the learnable parameters are the positions of the antenna
elements in the uniform linear array (ULA). In Fig. 8, sensing
results are represented as a function of the false alarm rate
for the multi-target scenario of [120]. The MBL approach is
compared with the baseline with perfect knowledge of the
impairments and with a model-based calibration technique
that requires no gradient backpropagation. Fig. 8 suggests that
with MBL the performance of the system without impairments
can be closely approached and with MBL the performance of
model-based calibration can be outperformed. Unsupervised
learning was introduced in a similar scenario in [121], where
the received signal was processed to generate pseudo-labeled
data to compensate for the impairments.

4) Angle-Range-Doppler: Angle-Range-Doppler estimation
is a fundamental part of advanced driving assistance systems
(ADAS). Light detection and ranging (LIDAR) is commonly
used in ADAS since it is lightweight, cost-effective, and
precise. However, the operation of LIDAR is severely affected
by adverse weather conditions. Conversely, mmWave radar is
more robust under harsh conditions at the expense of sparser
clouds of points to detect targets. To improve the performance
of mmWave radar for radar estimation, in [122] the accuracy
of existing standard processing methods was improved with
DL. Another use case of ML in radar estimation is to improve
the resilience of the estimation against jamming, demonstrated



TABLE III
ML-BASED AOA ESTIMATION WORKS.
Ref. ML method Low Few Compl'exny Ha:dware Coherent Broad—band
SNR Snapshots reduction impairments sources signals
[103] | CNN v v
[104] | CNN v
[105] | CNN v v
DL [106] Enserjnl.)le DL v
[107] enoising v
autoencoder
[108] | CNN v
Data-augmented
109
[109] root-MUSIC v v v v v v
MBL Data-
[110] ata-augmented v v v v v v
MUSIC
Data-augmented
111
(1] MUSIC v
- - Baseline, known impairments a super-exponential complexity in the number of time steps to
o _| 9 Model-based learning process [128]. ML can reduce the computational complexity
—-%-- Model-based calibrati — ok . . . . .
* 7 Moderhased caltbration - of conventional tracking algorithms. At the TX side, tracking
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Fig. 8. Position error as a function of the false alarm rate. The results are
computed from synthesized data considering a MIMO-OFDM radar with
64 antenna elements and 256 subcarriers. A maximum number of 5 targets
in the scene are assumed, considering a random number in each snapshot.
Inter-antenna spacing impairments were considered in the ISAC transceiver.

in [123], where ML is utilized to improve radar estimation
against clutter and jamming. A scheme for a joint 4D detection
and estimation of targets is presented in [124], based on
MBL with data simulated for a uniform rectangular array
(URA). There the CNN approach from [113] is extended to
jointly estimate the delay, Doppler-shift, azimuth, and elevation
parameters of an unknown number of paths using simulation
data. Their results show, that joint processing of 4D radar
sensing data can enable significant runtime advantages and
high accuracy when combined with MLE methods.

D. Tracking

So far, we have considered that we obtain an estimate
of the target position and velocity every time that one or
multiple snapshots were transmitted. These estimates over
time form the trajectory of each target in the scene. If
target trajectories are considered instead of independent
estimates, the estimate of the target position and velocity
in the next time step can be improved. Tracking refers to
the estimation of these trajectories. The major challenge
of tracking is to associate new measurements with object
trajectories including: (i) creating and removing trajectories
and (i7) distinguishing clutter from targets. There have been
several algorithms proposed for multi-object tracking, such
as the probability hypothesis density [125], the generalized
labeled multi-Bernoulli [126], and the multi-scan trajectory
Poisson multi-Bernoulli mixture [127]. However, the unknown
measurement-target association makes these approaches have

is used to predict the user position and perform beamforming,
which can help in the design of narrower beams with larger
antenna arrays to increase the data rate of users. Using no
labeled data at the TX side was studied in [129] for predictive
and adaptive beamforming. An optimization problem with
complicated constraints was transformed in an unconstrained
problem, whose objective was used as pseudo-labels to train
the DL model. Predictive and adaptive beamforming was
studied in [129], where an unsupervised approach with an
long short-term memory (LSTM) network is proposed. The
work in [130] also uses an LSTM network with the raw data
instead of a two-step approach where the positions of targets
are estimated and then beamforming is performed. Strategies to
reduce the training overhead have also been proposed [131]. At
the RX, given the temporal dependencies of the observations
in tracking tasks, transformers are a suitable solution to
estimate the number of targets in the environment and their
trajectories with a suitable computational complexity [132].
This solution was also applied to improve the performance of
existing approaches for trajectory smoothing, where all noisy
trajectory samples are available and the goal is to retrieve
most likely trajectory given the noisy past observations [133].
MBL solutions have also been developed based on the Kalman
filter (KF). The KF provides the miminum mean squared error
(MMSE) estimator for a time-varying discrete system under
AWGN. It is based on linear equations that describe how
the system evolves over time, referred to as the state-space
model. However, many problems involve non-linear state-space
models. Several solutions have been proposed, such as the
extended KF [134] and the unscented KF [135]. The family
of particle filters [136] was also introduced for non-linear,
non-Gaussian state-space models, which obtains better results
than the KF with higher computational complexity. The main
weakness of the aforementioned filters is that they rely on the
state-space model and filters exhibit performance degradation if
the state-space model is not accurate. Several works deal with
some level of uncertainty in the state-space model, but they
cannot achieve the same performance as the filters with full



knowledge. MBL methods can enhance conventional filters
to adapt to unexpected deviations from the assumed state-
space models. Regarding the KF, the work in [137] augments
the KF to deal with non-linearities and model mismatches.
This approach was extended to make the NN robust against
changes in the model [138] or to quantify the uncertainty in
the estimations by extracting the error covariance matrix [139].
The particle filter was also augmented with DL to mitigate
the model mismatch [140].

E. Gesture Recognition

Apart from the propagation parameters discussed in previous
sections, targets also possess other useful features, depending
on the sensing application. For example, we already discussed
applications for target classification, such as pedestrian, bike,
car, from the radar sensing data. Here, we focus on gesture
recognition, particularly with multi-sensor fusion techniques.

Gesture recognition is one of the most important aspects
of human-computer interaction, with applications such as
the development of hearing aids, monitoring of a patient’s
emotional state, or lie detection [141]. At first, gesture
recognition was based on visual aids [142] or wearable
sensors [143]. However, these sensors exhibit issues under
inappropriate light conditions and usability issues. In contrast,
the use of radar signals is robust against light conditions
and users do not need to carry sensors. While model-based
algorithms rely on wave propagation theory and statistical
models, requiring hand-crafted feature extraction [144], ML
can combine feature extraction and classification and be trained
to jointly optimize both tasks. Gesture recognition under the
lens of Al was first considered using synthetic data. The
work in [144] performs simulations with publicly available
datasets. In [145], the radar echoes are first transformed into
range-Doppler time points, which are further processed by DL.
Recently, ML has also been successfully deployed in practical
implementations. In [146], mmWave access points were used
to perform gesture recognition and in [147], the authors use a
4D imaging radar —a type of radar that can measure elevation,
azimuth, range, and Doppler of targets— to classify between
different human postures.

F. Environmental Sensing

Environmental sensing refers to sensing applications, where
the material parameters or a particle distribution in the air
is measured instead of estimating geometrical features. An
early example is radar for weather forecasting which has been
in commercial deployment since the 1950s. With different
available bandwidths and DTs becoming more accessible,
additional environmental features become available for sensing.

A more recent example for weather prediction is given
in [149], which uses fused radar images and wind forecasts
to classify between different weather classes with an NN. In
this work, the open MeteoNet dataset was used for training
with a CE loss function to achieve more accurate predictions
compared to conventional optical flow benchmarks. In [150],
the rain fade for satellite communications is predicted using

Magnetic
board

0.0 0.2 0.4 0.6 0.8 1.0
Reflection coefficient at 45°
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of the environment. This graphic is under ©@ ®MCC-BY 4.0 International
license.

DL from satellite radar imagery, as well as link power
measurements. The authors utilize a CNN to predict the
probability of rain fade from the satellite radar images. In the
community of weather prediction, data fusion is generally well
established as multiple different sensor types are available,
including radars. In the future, this set of sensors can be
complemented by the ISAC system to enhance weather
prediction services.

In the field of material parameter sensing, [151] gives an
overview of ML algorithms for THz sensing to measure the
parameters of solid and gaseous materials. Lastly, in [148]
parameter sensing based on a known geometry is proposed as a
way to improve the accuracy of virtual twins. Through ray trac-
ing, channels accurately representing the actual environment
are simulated. It is still unclear how much detail is needed to
build the environment and materials. In Fig. 9, a hallway is
shown with the measured reflectivity of the walls, floor, and
ceiling. Depending on the complexity of the targeted material
model, the radiation environment can be approximated with
few materials or on a fine grid.

G. Distributed Sensing

Distributed sensing is generally of interest, as 6G networks
are expected to provide more sensing nodes, including mobile
nodes, such as UEs. Different concepts for distributed sensing
are discussed, such as a network composed of multistatic
links [13] and more advanced multi-sensor MIMO systems
with multi-sensor coordination [152]. Regardless, preprocess-
ing the initial measurements of the wireless channel at the
nodes, e.g., via target detection and estimation, is essential to
avoid significant signaling overhead. Therefore, we consider
distributed sensing also as a fusion task, where estimates
from multiple nodes must be jointly processed. The problem
of distributed sensing is therefore twofold. Firstly, sensing
data representation must be communicated without too much
overhead, and secondly, a fusion algorithm must be capable
of estimating the localization results. Such an algorithm must
handle fusion of different links, frequency bands, and possibly
even additional sensor types, such as cameras or LIDARs. For
such concepts, multimodal fusion based on ML is proposed
in [22]. In [153], the feature and confidence extraction for
different modalities benefit from ML, but the data fusion
itself consists of classical fusion based on the confidences



of the different sensors. This approach seems promising
from a signaling overhead perspective. On the other hand,
joint estimation and fusion through ML for more difficult
scenarios [154] could boost sensing performance. A thorough
overview of multimodal fusion of ISAC can be found in [155].
Although classical fusion is prevalent in ISAC, ML is a
common tool in the data fusion literature [156] and might show
successful applications when distributed multimodal sensing
tasks receive more attention.

H. Datasets

Most datasets for object sensing provide channel mea-
surements instead of transmit and receive signals to reduce
the dataset size. While this limits the ability to study low-
level waveform design or end-to-end signal processing, this
constraint can often be circumvented in practice by applying
any TX waveform on top of the available channel mea-
surements. For many high-level tasks, the provided channel
representations remain sufficient for training and evaluating
algorithms. TX side ML is often based on simulated channels
using channel simulators such as Sionna [30]. Datasets based
on measurement data for radar sensing include [95] which is
suitable for distributed sensing or the collection of DeepSense
datasets [157] which support multi-modal sensing and many
different application scenarios. The DISC dataset [158] pro-
vides measurements of indoor channels obtained at 60 GHz
for detection, tracking or activity recognition. Yet, simulated
datasets such as Sensiverse [159] are also prevalent in ISAC
research, as the effort in obtaining a measurement dataset
with the associated tagging of target positions is high. While
simulated data can be very helpful for prototyping ML
solutions or comparing different algorithms, real measurement
data is necessary to characterize tasks in more detail.

1. Outlook and Lessons Learned

ML research for ISAC is flourishing, with numerous ML
solutions being proposed for different sensing tasks. However,
similar tasks are required for diverse applications, leading to
variations in the scenario assumptions and rendering direct
comparisons difficult. Currently, comparisons mostly rely
on classical benchmark algorithms, as no universal dataset
for algorithm comparison is available. Most proposed ML
algorithms for sensing solve a specific sub-task within the
sensing signal processing chain. Since pre- and postprocessing
are critical, model-based learning has emerged as a valuable
technique. Looking ahead, we expect the adoption of many
specialized Al algorithms rather than a single unified solution,
which aligns well with the distribution of network functions
in a communication system. We elaborate on this vision in
Section V.

IV. SPECTRUM AND EMITTER ANALYSIS

As 6G networks are supposed to be more intelligent
and context-aware, passive radio sensing technologies are
gaining prominence. These methods allow network devices
and infrastructure to obtain environmental and spectral insights

in an opportunistic manner, i.e., without active transmission,
enabling a wide range of applications. This section addresses
sensing and localization tasks performed by sensors without
an illumination source. More specifically, we focus on ML-
powered methods for dealing with non-cooperative TXs and
aim to answer the question of who is transmitting from
which location, which is crucial, for example, for spectrum
management, resource allocation, and jammer detection. Often
overlooked in the context of ISAC, these tasks are essential
in CR and cognitive radar, and their broader implementation
could greatly improve the intelligence and resilience of future
wireless networks.

A. Spectrum Sensing

Spectrum sensing aims to detect underutilized bands in the
monitored portion of the spectrum. The concepts of spectrum
sensing and spectrum sharing underpin ideas of CR [160] and
cognitive radar [161]. Specifically, Listen-Before-Talk (LBT)
function is a part of many medium access control (MAC) pro-
tocols in wireless communications. LBT is a key mechanism
for the sharing of spectrum in an uncoordinated way, detecting
primary signals and spectrum opportunities [162]. The current
trend toward the coexistence of various wireless technologies
in the same spectrum imposes even stricter requirements for
their coordination [163]. Traditional detectors like energy
detectors, matched filters, and cyclic feature detectors achieve
good performance under ideal conditions where the assumed
models of channels and signals are accurate and known in
advance. However, this assumption is often unrealistic in
practical CR systems, resulting in problems caused by model
mismatches that can degrade performance. To overcome these
issues, the potential of Al-enhanced methods for spectrum
sensing in the context of CR became evident early on [164],
followed by reviews at the beginning of the 2010s [32], [33].

We begin by formulating the problem of wideband spectrum
sensing, which is crucial for both current and future wireless
networks as it enables multi-band opportunistic channel access.
Single-band spectrum sensing can be viewed as a special case
of this. In wideband sensing, an RX monitors the spectrum that
consists of Ny frequency sub-bands. The signal sgx received
at the RX front-end is expressed as shown in (1). Subsequently,
to extract the spectrum features of the received signal, power
spectrum density (PSD) is computed by applying the Fourier
transform to the autocorrelation function, i.e.,

Skx, = FFT[Corr(srx, )], (19)

where FFT[-] denotes the fast Fourier transform, and Corr(+)
is the signal autocorrelation. Note that since the time domain
signal from (1) contains noise, the spectrum Sgx, is also
noisy. The sub-band measurements are then concatenated to
represent the full band spectrum Sgx as

SRX - [SRXl 5 SRX2, ceey SRXn7 ceey SRXNf]'

The detector’s task is to decide on each sub-band’s n occu-
pancy based on noisy measurement vector Sgx. The decision
represents a binary hypothesis testing problem formulated as
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Fig. 11. Generalized architecture for learning-based wideband cooperative
spectrum sensing.
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where f(-) is some function of measurement Sgx, , Ho and
‘H, denote the absence and presence of (primary) signals,
respectively, and + is the decision threshold. The value of v
is associated with the detection probability, with the default
choice being 0.5. In practice, it has to be tuned to balance the
importance of missed detection and false alarm events for a
particular application. Fig. 13 shows the wideband spectrum
sensing scenario, where only a few sub-bands are occupied.

Over the recent years, a huge number of research articles
applying ML-based methods to the problem of spectrum
sensing were published. Next, we overview methods based on
a single- and multiple-node spectrum observation.

1) Single-User Spectrum Sensing: Single-node spectrum
sensing is based on independent judgment of a single user.
It allows for an easier system that does not require data
fusion at the cost of limited performance. In [165], authors
presented a CNN-based method capable of adapting to various
noise types and detecting the presence of various signals,
including those unseen. They used the signal power spectrum
as CNN input and the maximum-minimum eigenvalue ratio-
based method as a baseline [166]. The results achieved under
various false alarm probabilities show that the NN-based
approach performed better than the baseline, especially for low
SNR. The DeepSweep, another CNN-based model that exploits
real-world recorded IQ samples of Wi-Fi signals as input,
was presented in [167]. Focusing on narrowband interference
detection in the 2.4 GHz IMS band via subsequent processing
of the spectrum parts, the authors report a real-time inference
capability of less than 1 ms with up to 98% accuracy. In [168],

a spectrum detector is implemented based on a Transformer
architecture. The main idea of this work is to exploit the
self-attention mechanism to learn not only the inner-band but
also the inter-band spectral features in a wideband scenario.
To benchmark their model, the authors use an earlier CNN-
based framework called DeepSense from [169], reporting a
significant complexity reduction and higher detection accuracy.
In practical wireless systems, obtaining a sufficient amount
of training data is often challenging and not realistic. This
issue was addressed in [170], where the authors generated
additional labeled data using a GAN framework. The authors of
more recent [171] followed this concept of data augmentation
with a GAN to train their CNN-based sensing algorithm with
improved generalizability and robustness.

2) Cooperative Spectrum Sensing: Cooperative spectrum
sensing refers to an approach in which a decision on spectrum
occupancy is based on multiple observations of the area of
interest. Exploiting cooperative sensing nodes distributed in the
area of interest promises increased coverage, performance, and
robustness [172]. For instance, collaborative spectrum sensing
mitigates the hidden node problem in CR networks based on
carrier-sense multiple access with collision avoidance [173].
Furthermore, distributed observations enable the design of
more complex and flexible data fusion pipelines and learning
paradigms, resulting in diverse research challenges.

In [174], a hierarchical method that integrates convolu-
tional layers with LSTMs was proposed. This study models
sensing units (SUs) equipped with multiple antennas that
receive signals over various time slots, presenting spatial
features as correlation matrices that are processed through
the CNN and LSTM layers. Subsequently, features extracted
separately for each RX are concatenated and passed through
additional LSTM and fully connected layers, followed by a
Softmax function, which estimates the probabilities of H,
and H; and decides on channel occupancy. The authors also
provided calculations of « based on a targeted false alarm
rate. The reported inference time is 1.3 ms with simulations
performed on NVIDIA Quadro P5000 GPU 16GB RAM,
thus indicating the real-time feasibility of the algorithm. The
authors of [175] presented an unsupervised collaborative DL
method based on PCA and dimensionality reduction, obtaining
performance comparable to supervised learning. The PCA
stage performs representation learning from unlabeled data,
while the dimensionality-reduction stage provides pseudo-
labels that enable discrimination between channel occupancy
states. A recent work [176] focuses on wideband cooperative
spectrum sensing under partial observations, i.e., a scenario
where each of RXs monitors only a few consecutive sub-
channels Ny, whereas the TX can occupy any sub-channel.
The original CNN for a multi-task problem is decoupled into
sub-band relevant sub-networks, reducing the computational
cost without performance impairment.

3) Sensing-Throughput Trade-off: Unlike radar, spectrum
sensing is purely passive and opportunistic, i.e., there are no
transmit sensing signals, and no fundamental communication-
sensing trade-off similar to those discussed in Sec. III-A for
radar-communication systems (i.e., at the waveform or signal
design level). However, there is a resource trade-off between
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Fig. 13. An illustration of a multi-band multi-signal detection and type
classification. H1, Ha, and H3 denote 3 signal types, while Ho denotes the
signal absence.

how long or often one can sense and how much one can
transmit, which is called the sensing-throughput trade-off in
CR networks [177]. Longer sensing time improves detection
reliability but reduces the time available for data transmission.
Fig. 12 illustrates a generic frame structure designed for a CR
network with periodic spectrum sensing, where each frame
consists of one sensing slot and one data transmission slot.

The sensing-throughput trade-off can be improved or even

eliminated by using dedicated sensing nodes that analyze
spectrum continuously while communication nodes transmit,
thus decoupling sensing and communication in time. Further-
more, using dedicated sensing nodes enables full potential of
cooperative spectrum sensing. However, some trade-offs and
challenges remain:

o Resource trade-off: To share their results, sensing nodes
require a backhaul or control channel. This channel can
be wired or wireless.

« Extra nodes consume power, which might be relevant in
the context of power-constrained IoT networks.

o In the case of cooperative sensing, the collected data
needs to be transmitted and processed, which adds delay.

These trade-offs are not easily tractable, thus motivating their
data-driven optimization via ML approaches.

B. Signal Classification

Non-cooperative signal classification can be seen as an ad-
vanced version of standard spectrum sensing and is sometimes
referred to as intelligent spectrum sensing [38]. The main
difference is that it requires not only to decide if the subband
is free or not but also to recognize the signal type. Fig. 14
illustrates the generic signal classification problem.

For the input x, which can be raw data or feature vector, sig-
nal classification can be represented as the multiple hypothesis
testing problem:

H = argmax f(H,|x, ©), 21
neL,[S]]
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Fig. 14. Generalized architecture for learning-based wideband cooperative
signal classification for 3 TX signal types.

where # and H are the ground-truth signal type and the
predicted signal type, respectively; S is the pool of possible
signal types with |S| being the number of signal types in S;
f(©) is the mapping function from samples to signal types,
where © denotes the model parameters.

Signal classification can be roughly arranged into two
categories: (i) a broader task of waveform classification
(or radio access technology (RAT) recognition), and (i)
AMC. By classifying waveforms, networks can verify the
legitimacy of signals. For instance, detecting anomalous
or unauthorized waveforms could signal potential security
threats like jamming or spoofing [39]. This helps improve
the security and integrity of communication systems. AMC
is a more specific task that can enable real-time adjustments
to RX settings and accelerate the demodulation procedure.
The interest in AMC can be traced back to the turn of
the 1990s, with [178] and [179] exemplifying early works
on analog and digitally modulated communication signals
classification, respectively. Nowadays, wireless networks use
numerous modulation schemes, protocols, and waveforms,
making signal classification way more complex. Moreover,
wireless signals can overlap or undergo distortion due to
interference or fading, challenging the recognition task.

The methods developed over the next decade can be
categorized into two categories which are based on the
likelihood function and statistical features of the signal,
respectively [180]. Since feature-based approaches are more
practical and easier to implement, they attracted significant
interest. The list of popular statistical features includes a ratio
of in-phase and quadrature power components, the standard
deviation of the direct instantaneous phase, the standard
deviation of the absolute value of the normalized instantaneous
signal amplitude, the mean value of the signal magnitude,
etc. [181] A popular set of statistical features can be illustrated
by higher order moments (HOMs), defined for a complex-
valued input sequence x of any length as

Mg = E[xP~9 . (x*)7]. (22)

Furthermore, combinations of HOMs can be leveraged to
obtain higher order cumulants (HOCs) denoted as C'; for a
full list of formulas, refer to [181]).

Classification based on a single feature is hardly possible
due to the abundance of signals from various wireless standards



that exhibit similar statistical parameters. In principle, all
extracted features can be taken into account for signal classi-
fication problems, serving as input to the ML-based classifier.
However, the number of features used to train the algorithm
affects the computational complexity and inference time.
Hence, for practical applications, the proper feature selection
is of great importance to choose the most distinguishable
and discard those that are redundant. To this end, methods
from statistics were adopted to quantify the dissimilarity
between features. For instance, Bhattacharyya distance (BD)
is often used in feature selection tasks to compare feature
probability distributions based on their overlap and shared
information [182]. For two discrete probability distributions
P and @ in the same domain &X', BD is computed as

Dp(P,Q)=—In <Z \/P(:v)Q(w)> N k)

zeX

The BD is always non-negative: a value of 0 means that the
two distributions are identical, while higher values indicates a
greater difference between them. The task of effective feature
selection based on BD in the context of AMC was studied
and evaluated on three neural network-based classifiers for
AWGN and frequency-selective fading channels in [183].

The rest of the subsection provides an overview of popular
ML-based signal classification approaches, datasets, and the
evolution of the signal classification task with advancements
in wireless technology.

1) Knowledge-Driven Signal Classification: Vectors of
statistical features, such as moments, cumulants, and cyclic
cumulants of the signal itself, were used as input in early
ML-based signal classification applications [184]. These
features can be fed into simple decision trees [185], random
forests [186], or SVMs [187]. This approach remains popular
nowadays since it results in lightweight ML models and
promises robust performance under poor SNR conditions. For
instance, in 2016, the authors of [181] mapped 20000 signal
samples into 21 statistical features as an input to a small DNN
to classify 7 modulation types, namely BPSK, QPSK, 8-PSK,
16-QAM, 64-QAM, 2-FSK, and 4-FSK. Fig. 15(a) shows
the standard deviation of the absolute normalized centered
instantaneous frequency for the signal segment. Based on this
feature alone, it is already possible to uniquely separate 3
classes. Furthermore, the 4 rest classes have a rather small
overlap. In contrast, [188] studies waveform classification
for potential B5G scenarios, considering a synthetic dataset
comprised of various realizations of 8 waveforms, including
3GPP-compliant 4G, 5G, Wi-Fi, and Bluetooth waveforms
for communications, linear frequency modulated waveform
(LFMW) and pulsed waveforms for radar application, and two
fully integrated waveform candidates based on OFDM and
phase-modulated continuous waveform (PMCW). Fig. 15(b)
shows normalized histograms which approximate gdfs of the
underlying distribution of a cumulant Cy; = E[|x|”], where x
is an input time series. Due to significant feature overlaps, it
is difficult to expect an accurate signal classification in this
scenario. This example shows that methods driven solely by
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Fig. 15. Histograms that illustrate the probability distribution of statistical
features of signals in the datasets.

expert knowledge, which operate on a feature space of reduced
dimension, have limited potential for certain tasks.

2) Data-Driven Classification with Raw Input Data: To
circumvent the aforementioned limitations of the feature-
based approach, T. O’Shea and J. Hoydis, in their seminal
article from 2017, proposed utilizing raw time-series data as
NN input [6]. Using raw data, namely IQ samples or their
amplitude-phase (AP) representation, increases computational
complexity but promises enhanced classification accuracy.
The classifier architecture in [6] itself is a straightforward
CNN composed of narrowing convolutional layers followed
by FC layers and a dense Softmax output layer. Following that
work, many researchers studied various aspects of improving
this purely data-driven learning approach. For example, the
authors of [189] employed a similar CNN-based method and
concentrated on inference time reduction, directly targeting
real-time capability. In [190], the signals were classified into
in-network users, out-network users, and jammers coexisting
in the same wireless network. Similarly, this paper used 1Q
data as input to a CNN. A CNN-based AMC that accounts
for phase imperfections is performed in [191], where inputs
are represented by images of modulation constellations with
dimensions of 256 x 256, each containing 1000 points.
However, since the original raw time-domain IQ samples
represent a 1D time series, architectures based on standard
RNNs, LSTMs, and Transformers are of special interest and
have gained popularity. Another study on AMC for OFDM
systems leveraged various signal representations, specifically
IQ and AP, as bi-stream input, thus utilizing the synergy
between distinct signal modalities [192]. In this paper, the input



sequence length equals 2048. Additionally, an attention-based
CNN-LSTM model has been used to design the classifier.

Although data-driven methods are currently far more
popular due to their superior classification accuracy, they lack
explainability. Combining raw data with the expert-extracted
features and prior knowledge not only makes a step towards
better explainability but also aims to reap the benefits of both
approaches [193]. Finally, when exploiting raw data as an
input for classification, the performance-complexity trade-off
should be wisely considered. The signal should be adequately
represented by a sufficient number of samples to enhance
classification accuracy while avoiding excessive computational
burden to maintain low inference time.

3) Signal Classification with Spectrograms as Input:
Spectrograms are a popular alternative signal representation
for classification tasks. A spectrogram visually represents the

spectrum of frequencies in a signal as it changes over time.

They are generated by dividing the original time-domain signal
into overlapping segments and using the short-time Fourier
transform (STFT) to determine the magnitude of the frequency
spectrum for each segment [194].

The conversion of wireless signals into spectrograms allows
the application of image processing techniques for signal
classification. Specifically, an adapted version of You Only
Look Once (YOLO), a supervised CNN-based algorithm
to learn how to find and classify the objects in an image,
was successfully leveraged for wideband signal recognition
task in [195]. This work introduced a two-step lightweight
AMC framework: In the first stage, YOLO was exploited to
detect, localize, and classify narrowband signals in wideband
spectrograms, and in the second stage, a custom CNN refined
the classification results.

Since constructing spectrograms requires computationally
heavy processing stages that allow some degree of freedom,
it is vital to be aware of several involved parameters on
the algorithm performance. In this context, [196] studied the
influence of STFT window size and type on AMC accuracy
for their designed CNN-based algorithm. The reported result,
performed over 26 signal types affected by multipath fading
channels, shows the marginal dependency of AMC accuracy on
STFT with 128, 256, and 512 samples for window overlap of
25%, 50%, and 75%, and for six window functions. The study
shows some advantage of using shorter window lengths and
bigger overlaps. However, it lacks inference times for different
methods, which is important for fair trade-off estimation.

Overall, despite their apparent merits, spectrograms may
be impractical for real-time wireless signal classification
applications. First, they require additional signal processing
steps, which can be computationally expensive. Therefore,
it is recommendable to take into account preprocessing time
while evaluating the inference of the ML-based algorithms that
rely on spectrograms as input. Second, although spectrograms
ensure a rich signal representation, they lack information
regarding the signal phase [197].

4) Jamming and Anomaly Detection: Discovering jammers,
intentional interferers, and other types of spectrum anomalies
can be seen as a subproblem of signal classification, dealing
exclusively with the unwanted TXs. Jamming is often studied
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for wireless applications in the industrial domain, where it
can be a serious issue, as equipment downtime can cause
multimillion-dollar losses. ML techniques are expected to
play a crucial role in detecting jammers in wireless net-
works by identifying anomalies in environments caused by
malicious TXs. For example, [198] studied an autoencoder-
based jammer detection and mitigation for automated guided
vehicles in mmWave networks for manufacturing environments.
Further, [15] presents an ML-based framework for anomaly
and jammer detection in the context of DTs for industrial
environments. To detect spectrum anomalies, the authors
employed unsupervised learning based on distributed received
signal strength (RSS) measurements. Specifically, the algo-
rithm compares legitimate users’ expected radio environment
map estimates with actual distributed RSS measurements, thus
detecting the unauthorized TX presence and roughly localizing
it.

In summary, since jammers often target critical infrastruc-
ture, Al-enhanced detection algorithms should be able to
continuously sense the environment and detect attacks as
soon as possible. Hence, the learning algorithms’ real-time
capability and adaptability are essential. For this purpose,
unsupervised and RL techniques that allow the model to
update with new data and maintain responsibility for new types
of jamming attacks require detailed investigation. We refer
readers to [39] for a comprehensive taxonomy of anomaly and
jammer attacks along with state-of-the-art learning techniques
to detect and mitigate them.

5) Cooperative Signal Classification: Similarly to cooper-
ative spectrum sensing, cooperative signal classification by
multiple RXs observing the same environment can extend the
monitored coverage area, offer spatial diversity, and remove
the dependency on a single node and channel which might be
under poor conditions. Standard cooperative algorithms can be
exemplified by [199], which performs likelihood ratio-based
distributed fusion using multiple radios, where each RX makes
a local classification decision and then these decisions are
merged to make a global decision. An alternative approach
is to fuse the data in a centralized way, where the data can
be raw [200] or be represented as a set of statistical features,
e.g., cumulants [201]. Note that when done not properly, the
fusion of data from multiple RXs can even result in degraded
performance compared to a single RX solution.

A prominent work [202] studies DL models for signal
classification task in a distributed sensor network only using
averaged magnitude FFT data. This approach resulted in a
practical model which comprises ¢ low-cost sensors which
scan narrow bands at frequencies f; from 50 MHz to 6 GHz,
and transfer small amount of data to the cloud, where
LSTM-based models perform classification on the over-the-
air dataset which consists of 6 waveforms. The reported
accuracy varies depending on a specific network structure,
and yields more than 80% for the largest model. Further,
the CNN was used in [203] in the context of multiple-
input and multiple-output (MIMO) systems, where the RX,
equipped with multiple antennas, classifies the modulation
types. Signals received at each RX antenna are fed to CNN,
which obtains sub-results, which are subsequently merged



to make the final decision. Four cooperative decision rules,
namely direct voting, weighty voting, weighty averaging, and
direct averaging are applied to infer the final modulation
type, with weighty averaging reported to be superior. The
performance of centralized and distributed CNN-based AMC
were compared in [204]. The centralized approach performs
slightly better, but this comes at the cost of higher training
time and increased requirements for the edge computer’s
computational power. A recently proposed collaborative AMC
framework for OFDM signals [205] focuses on signal-level
fusion. As a result of multi-stage signal processing, a signal
distribution property vector is constructed, which is finally fed
to a simple lightweight NN which comprises 2 convolutional
and 2 fully connected layers with multi-class entropy loss
function.

Currently, there are relatively few papers that utilize
distributed observations for various signal classification tasks
using ML. However, this topic has significant potential, with
various problems to tackle. Table IV summarizes the literature
on spectrum sensing and signal classification.

6) Scenarios and Types of Signals to Recognize: For
decades, the standard tasks were to classify modulation
formats, waveforms or other parameters of pure communi-
cations signals. Recently, due to spectrum congestion and
cognitive radar and radio evolution, the inclusion of radar
for classification signals has become more common [209].
The advancement of radar-communications convergence will
impose more difficult challenges on wireless RXs and networks
in general to ensure correct operation.

Signal classification was recognized as an important task
that could be tackled in the future ISAC RX design [35].
Learning of modulation schemes and/or radar sensing and
communications signals waveforms can be used instead of,
e.g., successive interference cancellation (SIC), thus reducing
RX complexity and facilitating faster acquisition. A step in
this direction is [210], where the authors presented a CNN-
based waveform classifier for ISAC RX design which operates
on time—frequency images. However, this work only considers
a co-existence radar-communications scenario. In 6G and
beyond, the inclusion of potential fully integrated ISAC signal
waveforms is under investigation. For instance, in such a
case, radar-centric PMCW or communications-centric OFDM
can be added to the standard set of waveforms. Since the
ISAC waveforms are the tweaked versions of the existing
dedicated radar and communications waveforms, they retain a
strong resemblance, thus hindering the classification. It can
be envisioned that in such a scenario, only processing raw
IQ data by a relatively large DNN might obtain acceptable
classification accuracy.

In general, waveform and RAT classification are more
difficult compared to AMC because they require analyzing
the signal in a broader scope and considering a wider range
of features: Protocols, modulation schemes, access techniques,
and combinations of these parameters. For example, 4G LTE,
5G NR, and Wi-Fi waveforms are all OFDM-based and
use similar sets of modulation schemes, therefore, achieving
high classification accuracy can be very challenging. In
contrast, AMC is more focused on identifying a particular
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characteristic (modulation scheme) of the signal, making it a
less complex task overall, although still challenging under low
SNR or with high-order modulations. Fig. 15 illustrates the
difference in complexity of tasks by examples of statistical
features distributions. In literature, AMC dominates the field;
however, it can be anticipated that blind waveform and access
technology recognition will play a significant role in future
wireless networks, contributing to tasks such as interference
monitoring and management, network security, and anomaly
detection. In this context, ML techniques will be essential
to improve automation and intelligent aspects. It can be
safely envisioned that with the growth of modulation orders
used in wireless systems, types of RATs, and waveforms,
intelligent spectrum sensing in 6G networks will require novel
learning approaches capable of balancing high performance
with acceptable complexity for real-time operation.

7) Datasets: Common benchmark datasets are of high
importance to compare various ML models for radio signal
analysis. RadioML 2018.01A, a canonical dataset for emitter
types classification used in hundreds of academic research
articles since 2018, was generated in [211] and improved
in [212]. It contains signals of 24 radio signal types generated
and recorded under varying wireless propagation environment
using software defined radio (SDR) platforms. However, as
the authors themselves admit, those datasets have several
known errors, and while remaining useful for academic and
educational purposes, should not be used within real products.’
Nevertheless, these works laid the foundation for a recent
RML22 [213], where the authors claim a more realistic
and correct methodology for signal generation. Apart from
a dataset, its main contribution is the open source Python-
based framework that allows the generation of wireless signals
impaired by a variety of propagation effects, which can be
used to evaluate ML models for modulation classification.

A wideband dataset that enables detection and localization
in time and frequency domains is presented in [214]. This
dataset is represented by synthetically generated data which
emulates wideband signals through a combination of diverse
layouts of narrowband emissions. The authors of [215] provide
another wideband spectrogram images dataset containing
20000 labeled samples of Wi-Fi and Bluetooth signals along
with tools to create new data sets for specific requirements.

While the aforementioned datasets consist exclusively of
communications signals, modern wireless environments allow
radar users to use the same spectrum. Given this, [216]
provides a collection of pulse radar and 4G LTE signals
recorded over the air in the shared Citizen Broadband Radio
Service (CBRS) band (3.55-3.7 GHz), where signals coexist in
overlapping and non-overlapping manner in a number of vary-
ing signal-to-noise-and-interference ratio (SINR) conditions.
The authors also describe the data collection setup, consisting
of three Ettus X310 USRP SDR systems, one each for the
radar TX and 4G LTE signals in the CBRS band and a third
USRP for receiving 1Q samples.

Table V summarizes several important datasets for various
radio sensing modalities.

https://www.deepsig.ai/datasets/



TABLE IV
AN OVERVIEW OF THE ML-BASED APPROACHES FOR SPECTRUM SENSING AND SIGNAL CLASSIFICATION FROM LITERATURE.
Task Ref. (Year) Input ML method Distr. Reported contributions Limitations
Covariance matrices . High accuracy and robustness . . .
[174] (2023) of energy correlations Hybrid CNN-LSTM v under imperfect CSI High computational complexity
y . - Real-time capability (<1 ms inference Limited functionality,
[167] (2024) 1Q samples CNN-based time), 98% accuracy only narrowband operation
[168] (2024) Rearranged PSD Transformer Operateg in v\{lde band, rgduced Requires Yahdauon with
complexity, higher detection accuracy over-the-air measurements
o0 . - - - — - -
£ o N Wideband cooperative sensing solution High inference time, not suitable
z [176] (2024) Rearranged PSD CNN-based v under only partial observations for real-time 6G applications
g - - — - -
@» Over-the-air setup, real-time capability Relatively low accuracy and high
g [160] (2021) 1Q samples CNN-based (0.61 ms inference time), 98% accuracy inference time with a large-scale dataset
E -
*E [170] (2018) f,ﬁglgloe;;n SVM and Demonstrates advantages of GANs in Results are obtained in
2, . Random Forest training data augmentation for sensing a basic narrowband scenario
) (not detailed)
Unsupervised learn. L .
[175] (2022) Energy vectors using Gaussian mixture v Useful for scenario with little labeled Noticeable performgnce gap
data, robust in low SNR compared to supervised learning
model and PCA
. . . . . . Unclear real-time capability and
[206] (2024) Energy vectors Attention-enhanced v Reliable sensor s(;heglulmg, practical feasibility, limited
RL reduced communication overhead .
performance accuracy comparison
L . Limited and relatively simple set
[181] (2016) . Statistical Small DNN with High accuracy AMC of low-order modulated signals
feature vectors 5 FC layers . L . X
with distinct statistical properties
AMC with higher accuracy compared Brute force solution with high
(6] (2017) Raw IQ samples CNN-based to feature-based AMC computational complexity
[192] (2024) Raw IQ samples Attention-based High-accuracy AMC for OFDM systems Limited to OFDM waveform, too high
and their AP form hybrid CNN-LSTM with over-the-air captured data inference time (>15)
Studies dependency of AMC accuracy No information regarding inference
[196] (2022) Spectrograms CNN-based on STET with 128, 256, and 512 samples | time
g Averaged FFT Experimentally proven low-cost Limited accuracy (around 80%) even
S as
f= [202] (2018) magnitudes LSTM-based v efficient AMC approach with a small number of classes
% Presents a discussion on four cooperative Small number of candidate classes, low-
2 [203] (2022) Raw IQ samples CNN-based v . L P order modulations (BPSK, QPSK, 8PSK,
S decision rules in AMC . . ;
0 16QAM), no information on complexity
—_ o . . - - Only 6 low-order modulation
| [205] (2024) Signal distribution Lightweight NN v Eftectlve' AMC under unbg}dnced SNR formats, requires real-world validation,
2 property vector based on CNN and varying channel conditions . g .
2 no discussion on complexity
RAT classification in sub-GHz Only ultra narrowband signals
[207] (2020) | (i) IQ and (i) FFT CNN implemented with low-cost SDRs Y ALEOW nas,
. . A relatively high inference time
and 2 NN input types
Adoption of a popular ML object detector | Limited recognition accuracy of
[208] (2021) Spectrograms YOLO-based for efficient detection and localization some signals, required real-
of signals in wideband RF spectrum data validation
Fourier synchro- Studies waveform classification in Show good performance only
[209] (2020) squeezing trans- CNN-based radar-communications coexistence with high SNR; no information
formation (FSST) scenarios regarding inference time

Overall, pioneering RadioML 2018.01A from 2018 re-
mains the most popular dataset for testing wireless signal
classification approaches. While it is still useful to examine
the performance of the designed algorithms, this dataset
does not represent the realms of wireless standards of 2026.
More specifically, we now have moved from the middle
of 4G to 5G-Advanced, with even early experimental 6G
systems available for research, which resulted in evolved
signal standards (new waveforms, much higher order modu-
lation schemes), hardware characteristics (base stations, user
equipment, and SDR platforms with different characteristics),
wireless environments (due to ubiquitous IoT, introduction
of new frequency bands), and overall higher performance
requirements. Therefore, to embrace these developments,
the research community apparently needs to adopt a new
benchmark; however, it is difficult to dictate or predict when
and what it will be. The vast majority of articles on ML-
based signal classification evaluate models whose input is
a signal captured by a single RX. A distributed spectrum
analysis approach, where networked sensors monitor the same
environment, could be of interest for signal classification as
well as jamming and anomaly detection. Further, its potential
advantages and trade-offs (classification/detection accuracy vs.
complexity) can be investigated. In this context, novel datasets
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emulating distributed sensing scenarios are welcome. In
principle, modern software tools allow fast standard-compliant
signal generation using MATLAB Communication Toolbox,
while the realistic propagation environment can be modeled
leveraging ray tracing software like Altair Winprop or Sionna
RT. Further, over-the-air real signals can be recorded for
various scenarios using SDRs (for more details on wireless
data generation and collection, see Section II-C).

C. Machine Learning-based Remote Transmitter Positioning

Obtaining low-complexity and good-performing positioning
algorithms is often challenging due to the nonlinear relation-
ship between the signal source coordinates and positioning
parameters, i.e., as time-difference-of-arrival (TDoA), AoA
and RSS. Indoor environments likely present non-line of sight
(NLoS) propagation conditions that significantly damage the
performance of model-based position estimators. Moreover,
traditional positioning parameter modeling neglects hardware-
related impairments, such as power amplifier nonlinearity.
Dealing with such issues usually means designing computa-
tionally intensive approaches. In such a context, ML-based
techniques are able to circumvent the nonlinear characteristics
and provide a lower complexity solution.



TABLE V
OVERVIEW OF SOME DATASETS USED IN RADAR AND SPECTRUM SENSING RESEARCH. OTA DENOTES OVER-THE-AIR MEASUREMENTS.
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Dataset / Reference Paradigm Signal Rep. Mam‘ task / Scale Source Key Chflm‘me? stics
Application and limitations
Legacy benchmark,
RadioML 2018.01A [212] |  Spectrum Raw 1Q AMC 2M samples (21 Gb), Synthetic | some technical flaws
24 modul. classes i
were discovered
Improved RML22;
RML22 [213] Spectrum Raw IQ AMC 10 classes, 420'(,)00 Synthetic | generation code available;
samples, 128 pairs IQ - L
limited scenarios
[214] Spectrum Spectrograms Slgnﬂ 55 O'OOQ wideband Synthetic Frames (.)f mqltlplé
recognition signal samples overlapping signals
RF frame 20.000 samples, Generation code ava-
[215] Spectrum Spectrograms detection 512x512 pixel images, Synthetic | ilable; limited number of
mainly Wi-Fi and Bluetooth standards
L . . 55.5Gb of LTE and radar Real RF signals;
[216] Spectrum Spectrograms Signal detection samples in 3.5 GHz range OTA Timited diversity
ISAC UAV . Emitter and target | Data is captured at 3.75 GHz; Real RF signals;
Dataset [95] Radar, ISAC 1Q samples localization 100 MHz bandwidth OTA very specific scenario
RF, vision, . Mulp—mf)dal More than 1 million data Foundational dataset;
DeepSense [157] . Diverse sensing incl. X OTA L s
LiDAR, radar . points limited flexibility
beyond radio
Human activities . Dataset for human
DISC [158] ISAC CIRs detection and | Mm-wave (60 GHz) CIRs; OTA | sensing; specific
. hundreds GB in total .
recognition conditions
3D reconstruction, CIRs for TX-RX pairs Extra large, simulated,
Sensiverse [159] ISAC CIRs moving target over 4 square km scenes; Synthetic | primarily for vision-based
detection very large scale (15TB) ISAC research

Just like in radar-like sensing, the performance of the
designed TX positioning algorithms can be benchmarked by
CRB [217] (for details, see Sec. II-B). Note, however, that
CRB is a physics-informed bound on the estimation error
given the underlying measurement model (e.g., based on
TDoA, AoA, RSS and CSI statistics). In the context of ML-
based methods, it is sometimes used to tell whether the model
performs close to physical limits, since ML methods ultimately
rely on the same noisy input data [218]. However, since ML
algorithms usually introduce bias (e.g., due to regularization)
and are limited by finite training data, one should be aware
that a classical CRB should not be interpreted as the true
minimum achievable error for ML algorithms.

Related works on ML-based localization seek to represent
the positioning parameters, such as RSS, CSI, time-of-arrival
(ToA) or AoA in image-like formats to exploit the proven
capabilities of CNNs architectures used in image processing
applications [219], [220], [221].

1) Blind Transmitter Positioning: Remote positioning as-
sumes that within an area of interest, multiple SUs are
connected to a central unit (CU). The SUs receive the incoming
signals from the signal source(s) and send them to the CU,
where its coordinates are estimated. The source coordinates
can be communicated to the source, or be only employed for
network management. Positioning can be further classified
as cooperative or non-cooperative depending on whether the
devices aid in their position estimation, e.g., by transmitting
positioning-specific signaling. Private wireless networks that
are threatened by jamming transmissions can benefit from
non-cooperative remote positioning for reliability.

Within an area of interest, a total of N SUs are placed in
fixed locations and communicate their measurements to a CU.
Blind TX positioning refers to a remote positioning approach
where the sources that need to be localized do not aid in
the process. In this case, position estimation can be obtained
through AoA or RSS measurements. In the AoA case, SUs

have to be equipped with an antenna array for estimating AoA,
consequently increasing the SUs size and cost. On the other
hand, RSS measurements can be obtained through simpler
and low-cost SUs.

Large-scale propagation models are used to predict the
RSS based on the distance between the source and SUs.
These models typically combine deterministic and random
components and are applicable for distances beyond the
Fresnel distance, corresponding to far-field propagation con-
ditions. The deterministic component follows an exponential
decay, where the decay exponent varies depending on the
environment. Some models also incorporate an additional
attenuation factor to account for fixed obstructions, such as
walls, glass windows, and floors. Meanwhile, the statistical
component captures power fluctuations caused by multipath
propagation and random blockages.

The RSS at the j-th SU can be expressed by the lognormal
path loss model (PLM) given by

Pj = Py — 10Blogy, (dj/do) + nj, (24)
where 3 represents the decay exponent, n; is Gaussian
distributed shadowing noise, d; denotes the Euclidean distance
between the source and the j-th SU, and Fj is the power
received at the reference distance dy, which should be larger
than the Fresnel distance.

The lognormal PLM aligns relatively well with empirical
data, but is mainly used for coverage prediction. Thus, it is not
a positioning-specific propagation model. Unfortunately, this
model does not lead to a low-complexity closed-form position
estimator, which means that approximations must be applied to
obtain real-time solutions. Hence, ML is an attractive solution
to RSS-based positioning. Recent investigations have shown
that a relatively small fully-connected NN outperforms model-
based positioning techniques [222].

2) Coherent Cooperative Transmitter Positioning: In posi-
tioning systems, all relevant parameters are estimated from the
received signals. Theoretically, utilizing these raw signals as



input to an NN should enable positioning accuracy comparable
to classical methods, as they inherently contain all the
necessary information about the source’s location. However, a
significant challenge arises when training such a model as the
number of required training examples increases exponentially
with the input dimension, thus rendering the learning pro-
cess computationally expensive and difficult to generalize
effectively. To address this issue, one common approach
is to reduce the dimensionality of the received signals by
extracting specific features, such as the RSS. By summarizing
the signal information into a more compact representation,
the computational complexity is reduced, allowing for more
efficient model training. However, this simplification comes
at a cost, as valuable information about the characteristics of
the signal is inevitably lost in the process.

In this context, feature engineering plays a critical role in
ensuring that ML algorithms perform optimally. The success
of a model is directly influenced by how well the input data
is represented, as different representations can significantly
impact learning efficiency and accuracy. The primary objec-
tive of feature engineering is to derive representations that
capture the underlying structure of the data in a way that
facilitates learning and generalization. By carefully selecting
and transforming relevant features, it is possible to enhance
model performance while maintaining computational efficiency.
Striking the right balance between dimensionality reduction
and information retention is key to developing robust and
scalable positioning solutions.

If the SUs are clock synchronized, the CU can coherently
exploit the position-related information in the received signals,
and ML offers us the flexibility for engineering an enhanced
position information parameter. In [223], the authors define
a position information correlation matrix (PICM) where the
main diagonal matrix contains the RSS values at each SU,
and the off-diagonal elements of the matrix indicate the
correlation levels between sensing units, which depend on
their relative positions with respect to the source. By analyzing
both the diagonal and off-diagonal elements, it is possible to
gain insights into the spatial distribution of received signals,
improving the accuracy of ML models.

D. Multi-Task Learning for Spectrum Analysis

The information extracted from wireless signals via spec-
trum monitoring can be used for various tasks. It is, however,
possible to go further and leverage the same input to solve
multiple tasks jointly, thus yielding extra functionality. The
main argument behind the multi-task learning (MTL) concept
is that such an extra functionality can often be obtained at a
reasonable DNN complexity cost and, if the tasks are related, it
can even improve the performance of one or a few tasks [224].

For instance, detection of the unused or underused por-
tions of a radio frequency spectrum can be done jointly or
subsequently with signal classification. This straightforward
MTL application is explored in [225], where the authors
propose an SSL approach to spectrum sensing in which a
DNN is trained without any labeled data or prior knowledge
of the transmitting signals. Specifically, the captured radio
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signals, represented as one-dimensional FFT sequences, are
processed by a CNN-based deep clustering architecture that
jointly learns feature representations and groups similar signals
into clusters. These clusters, whose number is not predefined,
are later assigned semantic labels such as ”4G LTE®, ”5G NR*“,
”Wi-Fi%, or “noise” through a simple manual mapping step.
By adopting this SSL-based deep clustering framework, the
model autonomously learns discriminative spectrum features
from unlabeled data. When evaluated on three real-world
datasets and compared against autoencoder-based state-of-the-
art architectures, the proposed approach achieves superior
clustering performance, while also requiring fewer parameters
and lower computational complexity.

Furthermore, analysis of the same signal can be used to
extract the information related to the TX position. Based on
this premise, the authors of [226] proposed a framework to
simultaneously classify wireless signal waveforms and locate
the TX. To this end, they model an indoor scenario with
a single TX, which broadcasts a signal captured by several
distributed sensors in the form of IQ samples. Subsequently,
portions of these 1Q samples are used as input for a dual-task
DNN, which jointly estimates the wireless signal waveform
classes and the TX coordinates. The framework is refined,
extended, and further analyzed in [227]. The loss function
comprises weighted cross-entropy loss and MSE for waveform
classification and TX localization, defined by (7) and (8),
respectively. While the values of LcrossEntropy and Lvsg char-
acterize the learning of individual tasks, the DNN parameters
are optimized to minimize the composite loss

»Ctolal = [’MSE +A- CCrossEnlropya (25)
where the weight A balances individual classification and
regression tasks loss contributions since they might have
considerably different values [228]. The reported results show
that dual functionality can be implemented at a low additional
computational cost.

Fig. 16 illustrates a generic dual-task learning framework
to jointly localize the TX and classify its signal. The su-
pervised learning requires labeled training data where each
input frame sgx has attached labels of waveform class and
2D coordinates {srx, Hrx, TTx, y1x }- Input data sgx in the
original work [227] consists of raw IQ samples, however,
reduced dimensionality representations could be an option to
improve the algorithm complexity and inference time. The
shared layers are shown as a black box since their configuration
can vary significantly and their precise architecture is chosen
empirically®, the DNN outputs the estimated TX coordinates
in 2D space Ztx, yrx (Output Layer 1) and the TX waveform
class Hrx (Output Layer 2), where four neurons correspond to
the number of waveform classes in the dataset. The introduced
architecture assumes the presence of a TX. Note that it can
be further extended and trained to identify pure Noise input
by simply adding another node to the Output Layer 2. Since
this potential extension can be interpreted as spectrum sensing
functionality, the NN becomes a triple-task system.

8In [227], the input data frame comprises the stacked vectors of 256 T and
Q samples recorded by sensing units. The shared layers are represented by 4
LSTM and 2 fully connected layers.
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Fig. 16. Overview of the ML-based framework for dual-task learning for 4
waveform classes proposed in [227].
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Fig. 17. Structure of Neural Networks commonly used for channel charting:
(a) Triplet Neural Network and (b) Siamese Neural Network.

E. Channel Charting

Model-based TX positioning techniques operate on the
premise of an assumed channel model, such as a LoS channel
or a channel with limited multipath components. In contrast,
data-based techniques explicitly exploit the unique character-
istics of the wireless channel, often bypassing the need for
a predefined model. Examples include fingerprinting, which
leverages location-specific channel signatures, and channel
charting [229], a novel method that maps high-dimensional
CSI into a low-dimensional space while preserving geometric
relationships.

Fingerprinting requires a reference positioning system to
acquire labels for supervised training. Channel charting, on the
other hand, is based on dimensionality reduction techniques to
extract meaningful representations from high-dimensional CSI
data. This process facilitates the creation of a “chart” where
the relative positions of users in the environment are captured.
Unlike fingerprinting, channel charting performs positioning
via SSL without requiring absolute positioning information,
where pseudo-labels are generated by the DL model and
local positioning constraints are enforced to preserve the local
geometry of the chart. The data-based techniques only rely on
the assumption that there exists an injective mapping between
the physical location of a TX and its associated channel, which
is reasonable for sufficiently static environments.

The charting process typically involves training the so-called
forward charting function (FCF) Cg to identify and exploit
intrinsic structures within the CSI data, making it more robust
in complex environments. Often, channel charting relies on
the notion of a dissimilarity between channels: Channels (each
corresponding to a location in physical space) that are similar
with respect to some dissimilarity metric (e.g., angle delay
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Fig. 18. Reference positions and learned channel chart in a top view chart.
Measurement points are colorized and colors are preserved in the channel
chart.

profile, timestamps), are said to have a low dissimilarity. If the
FCF that performs the dimensionality reduction is realized as
a NN, contrastive learning based on the dissimilarity can be
applied. Two common NN structures for contrastive learning
are the triplet NN shown in Fig. 17(a) and the Siamese
NN shown in Fig. 17(b). In the case of the triplet NN, a
triplet selection step presents three channel feature vectors
to a weight-sharing NN: Two features vectors f(*) and £(),
which are considered to be similar to each other, and a third
feature vector f (k), which is considered to be dissimilar to
£() according to the dissimilarity metric. The triplet loss
function is then designed to be minimal for channel charts
where the low-dimensional latent space representations z(?)
and z) are close to each other over all considered triplets
(1,7, k), while also ensuring that z(*) is far away from z(%).
For the Siamese NN, on the other hand, the loss function is
designed to ensure that the Euclidean distance between any two
latent space representations z(*) and z() in the Channel Chart
matches the dissimilarity d; ; between those points as closely
as possible. In general, the Triplet NN-based approach is more
flexible and is compatible with various dissimilarity metrics.
However, training the FCF in Siamese NN can lead to better
performance, if a good dissimilarity metric is chosen [230].

An exemplary channel chart, taken from [231], is shown
in Fig. 18 next to a chart of reference positions. Every point
in the channel chart and reference position chart corresponds
to one CSI measurement between a UE and a single antenna
array with 2 X 4 antennas, operating at a carrier frequency of
1.272 GHz and a bandwidth of 50 MHz. The CSI dataset is
called dichasus-cfOx and taken from the DICHASUS dataset
collection [232]. Even though large parts of the measurement
are in a NLoS region for the antenna array or at least severely
affected by multipath propagation, channel charting is able to
reconstruct the global L-shaped topology of the environment
so that the learned FCF can now be used for localization in
both LoS and NLoS areas.

Channel charting can not only enable accurate user tracking
and navigation, but also provides relative position estimates to
the wireless network, which offers opportunities for improving
network management. For example, pilots or spectral resources
may be allocated based on user mobility patterns inferred from
the channel chart.



FE. Outlook and Lessons Learned

Passive radio sensing encompasses techniques such as
spectrum sensing, signal classification, channel charting, and
non-cooperative TX localization, all of which extract envi-
ronmental or signal information without active transmissions.
These methods rely on analyzing received signals to detect
spectrum occupancy, identify waveform types, map radio
propagation spaces, or estimate emitter positions. ML greatly
enhances passive sensing by enabling systems to learn complex,
nonlinear signal patterns and adapt to dynamic radio environ-
ments. Through data-driven feature extraction and inference,
ML improves detection accuracy, classification robustness,
and spatial awareness, making passive radio sensing more
efficient, scalable, and resilient. Availability of the environment
observations from geographically distributed nodes can greatly
improve performance and even unlock some applications,
and, therefore, is highly desirable. It can be assumed that
in the future wireless networks, raw data recorded through
opportunistic radio sensing will be used to realize multi-task
learning, especially for the related tasks (see discussion in
Sec. V). In this case, the bottleneck will be the need to collect a
massive amount of data as well as GPU-accelerated platforms
to process it in real-time.

V. EXPLORING AI-DRIVEN SYNERGIES BETWEEN
DIFFERENT RADIO SENSING MODALITIES: OPPORTUNITIES
AND IMPLEMENTATION ASPECTS

Motivated by the smart factory use case introduced in
Section I-A, this section outlines potential benefits, architec-
tural considerations, and key challenges for integrating radio
sensing modalities discussed in Sections III and IV into a
coherent framework for future wireless networks. We reinforce
the significance of both the physical and electromagnetic
environments’ awareness, while also considering the major
challenges and potential synergies between these domains.
Fig. 19 illustrates several aspects of the Al-powered ISAC
system presented in this section, and shows how system
components and functionalities could be integrated in 6G.

A. Potential Benefits

It has been envisioned that in the future, there will be more
integration between various sensing tasks [155]. By engaging
different yet logically adjacent sensing modalities, the system
can develop a holistic understanding of complex physical
and electromagnetic environments and execute various tasks,
thus fulfilling high expectations for future radio. Denoted
as multi-modal multi-task learning (MM-MTL) [233], this
paradigm is capable of simultaneously tackling tasks in a
variety of domains and promising improved generalization
and robustness. Below are a few possible examples of how
MM-MTL can benefit wireless networks.

Remark. Note that there are other types of sensors which
operate on fundamentally distinct principles, such as LIDARs
and cameras. Just like radio sensing, the complementary
strengths of those modalities show potential to enhance sensing
accuracy, robustness, and generalization. In particular, these
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modalities are prominently used for autonomous driving, where
multi-agent information fusion techniques employ diverse
cooperation paradigms, sensor configurations, data sources,
and application scenarios [234]. Another important technology,
often considered as a separate sensing modality enabler, is the
global positioning system (GPS). For instance, camera and
GPS-assisted beam prediction was presented in [235] in the
context of mmWave drone communication, where the data
fusion helped in both improving beam prediction accuracy
and considerably reducing the beam training overhead.

It is usually argued that radio sensing helps overcome
limitations of visual data sensing; however, sometimes the
opposite is true, and visual data can offset RF degradation
under unfavorable conditions, such as multipath fading and
interference. In our paper, however, we focus specifically on
radio sensing.

1) Improved Security: Radio sensing is a cornerstone of
network security. In a critical infrastructure setting (e.g., an
airport surveillance system), radar could be used to detect the
presence of unauthorized drones [13], while spectrum sensing
identifies if those drones interfere by transmitting on the same
frequencies the wireless network uses. The system could then
adapt by switching the frequency or adjusting the transmit
power to minimize the negative impact. Spectrum sensing
alone can detect an interferer, but signal classification can
provide additional insights about interference type and source.
Furthermore, after detection, radar and non-cooperative TX
localization techniques can complement each other to pinpoint
the drone. Consequently, the wireless system might initialize
counter-measures (e.g., removal) against the detected object.
This synergetic approach can be applied to other scenarios, e.g.,
industrial monitoring systems detecting unauthorized sources.

2) Optimized Waveform Representation for Sensing: Al
can not only help to perform the sensing task itself, but
also identify the optimal waveform representation for specific
sensing problems under certain conditions. For instance, it can
help choose the minimum acceptable number of 1Q samples
for signal representation for raw data-driven AMC task, given
the SINR conditions and the required accuracy. Furthermore,
in some cases (e.g., low SINR), AI might decide to switch
to statistical feature-based signal representation due to its
potentially higher robustness, aiming to balance computational
burden and traffic load according to accuracy requirements.

3) AI-Empowered Multi-Modal Radio Sensing as a Self-
Sustaining Network Enabler: Early vision papers predicted
that 6G will be a self-sustaining network (SSN) capable of
continuously maintaining its key performance indicators (KPIs)
under dynamic and complex environments [236]. Realization
of the SSN concept can only rely on a high volume of
environmental data, which can be provided via multi-modal
sensing, while Al algorithms ensure its optimal utilization.

The network’s awareness of both the physical environment

and electromagnetic situation, potentially empowered by
MM-MTL, enables SSNs as follows:

o Radar can be used to detect blockers to adapt the
beamforming.
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Fig. 19. Illustration of the envisioned Al-enhanced multi-functional radio sensing integrated into the wireless network. We consider the dynamic environment
with a complex propagation structure where multiple TX and passive objects are present. The sensing system is built on high-performance hardware, starting
with the RF frontends, which are capable of scanning multiple channels in various FRs with an instantaneous bandwidth of a few GHz. RF baseband module
is an FPGA which serves, among other things, as a DAC/ADC. In the RX mode, it outputs the complex baseband signals with high sampling frequency,
which are subsequently fed via the fiber (or, alternatively, high-speed wireless backhaul links) to the cloud/edge computer, which performs the Al-based signal
processing. Diverse information regarding the location and properties of the physical objects, TXs, and propagation structure, obtained through Al-based
algorithms, is then used to build an ultimate DT of the environment. Such a DT facilitates the network’s self-management functions, including interference
management, beamforming, threat detection, etc. Incoming from the right side connections denote a system extension opportunity to implement distributed

configurations, allowing data fusion algorithms.

o Spectrum sensing can help to identify idle spectrum,
optimize channel assignment, and transmit power.

o Signal classification can leverage interference manage-
ment, providing detailed information about TXs in the
monitored area.

o Non-cooperative TX localization and channel charts can
be used to improve the accuracy of positioning-based
services as well as refine beamforming.

Al models can automatically optimize the network parame-
ters, significantly increasing the degree of network autonomy.
The concept of SSN aligns with DTs, where building a DT
containing full knowledge of current EM and the physical
environments can be seen as an intermediate step.

B. Implementation Aspects

Integrating the multi-band, multi-modal sensing functional-
ity into future wireless networks will require tackling many
practical issues. We assume a sensing-centric system, where
communication is only used to exchange information regarding
captured environmental data and those necessary for inference
(e.g., parameters for federated learning (FL)-based model).
The sensing can be realized as a dedicated multifunctional
sensor module. Multifunctional sensors capable of spectrum
sensing in the context of cognitive radar coexisting with
communications networks were proposed in [163]. For the
considered MM-MTL system, we take a step forward and im-
ply a multifunctional sensor module as a platform integrating
several sensing functionalities — for instance, radar, spectrum
sensing, signal classification, non-cooperative TX localization,
into an Al-powered dedicated sensing module. This module(s)
could then be integrated into the radio access network, the
facility surveillance system, etc., similarly to [11].

In the following, we outline hardware and real-time learning
aspects of such a multi-task sensor module. In addition,
we discuss architectural considerations and advocate for a
distributed sensing approach to amplify the performance and
reliability of this ambitious and complex hypothetic system.

1) Hardware: Bringing the multi-task ISAC to reality
in a chaotic wireless environment will require advanced
hardware components with a high degree of adaptivity. The
hardware-related topics and challenges to be overcome for joint
radar-communications are scrutinized in [13]. To also enable
intelligent spectrum analysis functionality, high-performance
RF frontends are essential since they provide algorithms
with input raw data. This includes the need for wideband
ADCs, RF amplifiers, and antenna arrays to capture a wide
range of signal types. In particular, they should be capable
of simultaneously tracking multiple frequencies and signal
acquisition in multiple frequency bands, i.e., conversion of
analog waveforms into digital form (baseband 1Q samples) for
storage and further processing by ML algorithms, as shown in
Fig. 19. For example, an RF frontend based on direct sampling
architecture from [237] is designed specifically for diverse
sensing applications. It enables simultaneous sampling of all
frequency bands below 6 GHz used in present-day mobile
communications systems in Germany.’

In 6G networks, antennas will be reconfigurable, driving
increased interest towards dynamic metasurface antennas
(DMAs). DMAs can precisely and simultaneously control all
key properties of electromagnetic waves, including amplitude,
phase, frequency, polarization, etc. [238] This capability

9 Although most standard radar frequency ranges are above 6 GHz, it is
widely used, e.g., for long-range air traffic control and surveillance, long-range
weather, and marine radar applications.



enables operation across wide frequency ranges, making
them ideal for wideband spectrum sensing and diverse signal
classification. Metasurfaces can act as selective filters, allowing
specific signal types to pass through, simplifying signal
classification based on spectral, temporal, or polarization
characteristics. The tunable receiving patterns of DMAs
are particularly valuable for passive sensing applications,
while tunable radiation patterns are of interest for radar
or channel sounding. A recently developed DMA proto-
type, operating in the 60 GHz mmWave band, is presented
in [239]. Combined in large numbers, such DMAs form
a foundation for emerging holographic MIMO (HMIMO)
receivers, spectrally agile structures capable of recording and
manipulating electromagnetic fields with extreme flexibility
and accuracy [240]. Enhanced with AI, HMIMO technology
shows great potential for advancing 6G wireless applications,
including futuristic intelligent spectrum monitoring and ISAC
systems. A few alternative flexible-antenna systems include
movable antennas [241], 6D movable antennas [242], and
pinching antennas [243].

The bottleneck of many DL algorithms reviewed in Sec-
tions IIT and IV is that they often impose a heavy computational
burden, especially those operating on high-dimensional raw
data. It might cause problems like a slow training process and
inference time, which then fail to meet real-time constraints.
Leveraging GPUs and TPUs can help to meet real-time
requirements of present and future wireless networks. For
large capacity DNNs, GPUs and TPUs can accelerate the
process by orders of magnitude. High-performance GPUs
and TPUs are relatively expensive, leaving the question of
practicality and affordability to a specific use case and budget
constraints. Alternatives are the use of lightweight models
or reduced dimensionality data representation. However, it
usually results in performance loss. It is up to the particular
application whether the accuracy is acceptable.

Besides high-performance components for wireless systems,
an effort is underway to develop holistic testbeds for 6G
and beyond research. For this purpose, some solutions aim
not only to fulfill the communications requirements, but also
specifically focus on enabling extra sensing features, such as
distributed MIMO propagation measurements, radar target
characterization, and ISAC [12], [244]. In particular, the
broadband 6G MIMO testbed of the Open6GHub Project [12]
offers a versatile hardware platform that supports multiple
frequency bands for different use cases and scenarios, focusing
on radar-based sensing and spectrum sensing. This testbed
comprises high-performance hardware capable of wideband
sampling and a backend server system that allows running
scripts in MATLAB or Python in real time to test algorithms,
including those Al-driven.

2) Architectural Aspects: Many algorithms described in
Sections III and IV either explicitly use distributed ob-
servations or could potentially benefit from them. Being
integrated into a single node, sensing performance might
suffer from blockage and other detrimental channel effects
or the disability to monitor the whole area of interest due to
lack of sensitivity, not to mention their potential breakdown.
Moreover, some applications, such as blind TX localization,
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are infeasible through a single observation. We therefore
advocate for distributed and collaborative sensing since it
helps to overcome these issues, increasing the accuracy,
coverage, scalability, and robustness [49]. Concerning Al-
powered networks, distributed sensing will naturally ensure
more data for data-driven algorithm design.

The nodes of such a distributed sensing network might (7)
comprise ubiquitous heterogeneous IoT devices with diverse
sensing capabilities sharing the sensed data with an edge
computer, (if) be a network of high-performance dedicated
modules at predefined locations (possibly, but not necessarily
co-located with base stations or access points, or edge
computers) explicitly designed to obtain spatial and spectrum
awareness, or (iii) combine and balance contributions of
both approaches, leveraging device diversity of (i) and high
performance of individual nodes of (ii). With such a diversity
of possible sensing data, the demand for diverse multimodal
fusion models emerges. With the sensing processing at an
edge computer possibly including computer vision tasks or
the processing of many more different sensor observations,
Al is a likely contender to solve these fusion tasks.

Among the key practical challenges of distributed Al-
powered systems designed to simultaneously sense environ-
ments and communicate data are latency, synchronization,
and signaling overhead. The overall delay in ISAC originates
from propagation delays and computational bottlenecks, e.g.,
inference time. Hence, a distributed architecture must also
address how to balance the computational load and efficiently
share information across the network to ensure real-time
decision-making. Addressing multiple access issues is essen-
tial to enable efficient communication and ensure reliable
data transmission in dense, resource-limited networks [245].
Additionally, to reduce delay as well as energy consumption,
data compression techniques can be used before the data is
forwarded from one network node to another [246]. With this
in mind, the role of Al is not limited to the inference of some
sensing parameters. Al algorithms can optimize computational
load across the network by analyzing the current load on
network nodes and communication links.

Furthermore, a fundamental trade-off among latency, com-
putational capacity, and privacy arises when one chooses
between edge and cloud computing paradigms. Edge devices
usually face constraints in computing power, memory, and
energy [247]. Consequently, they use smaller models and
compressed signal formats. In contrast, cloud-based inference
enables very large models and centralized control, but it also
introduces additional latency, dependency on reliable network
connections, and a greater risk of RF data exposure. In this
context, it is important to distinguish between data privacy
and physical privacy. Data privacy refers to the protection of
collected data (in the context of radio sensing, this might be
1Q samples, spectral representations, or RDMs) and learned
features during transmission or storage. This concern is most
notable in cloud-based inference pipelines. Physical privacy,
in contrast, stems from the inherent ability of radio sensing
to extract sensitive information such as presence, location,



motion, activity patterns, etc.'” For a comprehensive review
of the current privacy-preserving techniques for protecting
cyber-physical systems and their data from cyber-attacks, we
refer reader to [248] and [249].

The concepts of FL. and RL are highly important to ensure
real-time adaptability in dynamic and unknown environments.
RL is a natural choice for practical wireless applications
since it is capable of learning while interacting with the
environment in real-time. RL is widely used for radio resource
allocation for real-time dynamic configurations in multi-device
networks [250]. Early work that leverages RL to learn the
whole MAC protocol in multi-agent networks for 6G networks
was proposed in [251]; however, the drawback of this work
is a relatively rigid centralized learning policy. Instead, [252]
proposed a multi-agent deep RL (MADRL) framework adopt-
ing a fully distributed protocol design, reporting a superior
performance in terms of throughput compared to current 5G
NR-U for various traffic types, while offering adaptability and
scalability over time. However, there are several obstacles that
make the incorporation of online RL in practical wireless
systems problematic. For instance, since RL is based on
random exploration of the environment, the process can take
too long, cause safety problems, and result in poor service
provided to users [253]. In the context of sensing applications,
addressing privacy concerns is particularly important. This
issue is explicitly tackled via FL, where the local data recorded
through sensing are not shared over the air. Furthermore, since
FL assumes only sharing the model parameters, it reduces
the stress over wireless links compared to raw data sharing.
In wireless networks, choosing the devices that share their
learned model parameters is a significant practical problem, as
the principle "the more, the better’ is not always suitable. Over-
the-air FL device scheduling has been widely accepted as an
efficient sub-optimal solution, which reduces the performance
degradation caused by imperfect model aggregation [254]. In
brief, device scheduling aims to identify the set of devices that
contribute to the aggregated model in the most constructive
way, while turning the rest off. It is worth to mention that
FL and RL can be used jointly to preserve data privacy and
simultaneously adapt behavior in real-time [255].

Training a model on data from geographically distributed
and potentially unsynchronized nodes can also be addressed by
FL. In [256], various aspects of key IoT applications such as
smart healthcare, smart transportation, UAVs, smart cities, and
smart industry are discussed in the context of FL, including
synchronization. Alternatively, time-series analysis with data
from unsynchronized SUs can be utilized via post-processing
techniques that estimate and correct the timestamps of data, or
via algorithms that process aggregated data and do not require
synchronization at all [227].

Finally, another aspect to consider is the NN architecture and
the learning scheme for the sensing problem at hand. GNNs
are particularly useful to capture the spatial interactions or
interference between connected sensing and communication
nodes. Additionally, GNNs possess unique features like

10Note that physical privacy risks remain even when all processing is
performed on the device, since they stem from the sensing modality itself
rather than data transmission.
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permutation invariance and equivalence that ensure robust
results under a different order of the sensing nodes. On the
other hand, if a history of past measurements are available,
transformers can exploit the temporal correlation between
consecutive measurements to improve predicting the next state
in transmission or parameter estimation. Regarding training of
the NN, FL provides a privacy-preserving training approach
for sensitive sensing tasks where the position of the objects or
the user cannot be revealed through the transmission of raw
data.

3) Adversarial Robustness: Adversarial robustness is a
critical aspect of ML-based radio sensing, especially given the
vulnerability of wireless environments to interference [257],
spoofing [258], and general malicious signal injection [259].
Radio sensing systems heavily rely on often barely recogniz-
able signal features that can easily be disturbed or mimicked
by adversaries, which, depending on the task, might lead
to misclassification, false detection, or degraded localization
accuracy [260].

Adversarial attacks in ML-enhanced wireless systems typi-
cally work by adding carefully designed disturbances to the
baseband 1Q samples. Alternatively, such attacks might affect
derived signal representations such as RDMs, micro-Doppler
signatures, or CIRs. These disturbances can be introduced
digitally, such as in stored datasets, or transmitted over the air
with a low-power interfering waveform aligned with the target
signal. Although these perturbations are usually kept small
to maintain signal realism, they can still significantly change
the features learned by neural networks. Common methods
include gradient-based perturbations directly applied to 1Q
samples or feature-space attacks that target cyclostationary or
time-frequency representations [261].

Defenses in radio sensing systems aim to make ML models
more reliable while still preserving the physical properties of
radio signals. A common method is adversarial training, where
models are trained using both normal data and data that has
been intentionally disturbed to simulate attacks. This can be
done with a help of data augmentation such as random changes
in phase or additive noise level [262]. Other approaches include
detecting abnormal sensing results that do not match expected
signal propagation or reflection behavior, e.g., targets suddenly
appearing at impossible distances or speeds, reflections that
jump randomly between range—Doppler bins. Together, these
methods help reduce the model’s sensitivity to small attacks
while maintaining good performance in normal operating
conditions.

A large proportion of the work on adversarial ML in wireless
research is done in the context of AMC task. Some notice-
able examples in recent literature include [263] and [264],
where adversarial training was used to increase the classifier
robustness. In the context of radar-communication systems, the
need for enhanced security and robustness against adversarial
ML attacks is investigated, e.g., in [265]. Specifically, the
paper investigates adversarial attacks in ISAC systems for an
automotive scenario, showing that attackers can inject false
sensing information by manipulating RDM to mislead target
detection. As a countermeasure, this work proposes a resilient
adaptive ISAC framework that detects such attacks using a



GAN-based detector and dynamically adapts transmission
modes to improve robustness and sensing accuracy.

Although adversarial ML and related training methods have
been extensively studied in fields like computer vision and
natural language processing, their effectiveness and adaptation
for wireless sensing are still in the early stages [266]. We
highlight adversarial robustness as one of the key research
directions for the resilient deployment of ML-enhanced radio
sensing systems in real-world scenarios and envision it to be
a hot topic in the upcoming research.

4) Build Foundation Models: Building on the success
of large language models (LLMs) across various domains,
the telecommunications industry is now developing large
telecom models (LTMs), domain-adapted foundation models
specifically designed to address the unique demands of modern
and future wireless networks [267], [268]. The concepts of
foundation models and MM-MTL are closely related, and
their design involves defining the use case, preparing large
datasets, and choosing an appropriate architecture based on
the data modality. Foundation models, with their ability to
learn generalized representations from large, diverse datasets,
can be trained to perform multiple radio sensing tasks, such
as radar sensing, spectrum sensing, signal classification, and
TX localization, within a unified framework. In the context
of radio sensing, this could mean simultaneous learning from
IQ samples, spectrograms, CIR, time-series metadata, spatial
information, etc. Recent efforts in this direction include a
self-supervised foundation model specifically tailored for
wireless localization [269]. The designed model is suitable
for ToA estimation, AoA estimation, single and multiple base
station localization. Joint wireless technology recognition and
localization based on input consisting of IQ samples and CIR
timeseries is performed by a transformer-based foundation
model in [270].

VI. CONCLUSION

Radio sensing and ML are two key intelligence enablers of
future wireless networks, which are currently in the focus
of the wireless research community and industry. Radio
sensing aims to provide 6G wireless networks with a massive
amount of raw data, which can be leveraged to extract the
information—from type to location—about objects, TXs, and
propagation environment. Meanwhile, ML-based algorithms
will ensure unprecedented accuracy, autonomy, and efficiency
of the networks. In this context, our paper provides a
comprehensive overview of radio sensing as a key enabler for
6G, covering the necessary background in wireless and ML. It
reviews ML-enhanced techniques for radar-based and passive
electromagnetic sensing, discusses their potential integration
into future networks, and highlights key challenges and design
considerations.

While the vision of ML-powered radio sensing in 6G

is promising, practical deployment faces several challenges.

Many ML models remain too computationally intensive
for wireless devices, calling for lightweight architectures
optimized for real-time, low-power execution. On the other
hand, to gain the full advantage of a large volume of sensed
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data and process it efficiently and in real time, Al hardware
accelerators, such as specialized GPUs or dedicated Al chips,
will be essential. Existing benchmark datasets used in research
community are often outdated and do not reflect emerging
technologies such as ISAC, thus limiting progress toward
generalizable up-to-date solutions. At the same time, the rise
of foundation models in the wireless community presents
new opportunities. Their ability to generalize across tasks and
modalities could significantly boost sensing capabilities, but
their size, interpretability, and adaptability to wireless-specific
constraints require further investigation. As Al becomes more
central to wireless edge intelligence, careful integration with
domain knowledge, attention to robustness, and a balance
between distributed and centralized processing will be key to
unlocking its full potential in future networks.

We hope that our work can serve as a starting point for
novice researchers and engineers to better understand the state
of the art, challenges, and possible research directions in the
field of Al-enhanced radio sensing for future 6G wireless
networks.
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