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“If you like doing crypto but your workload is too high, try delegating it.”
— A weak device





Abstract

Bilinear pairings are a fundamental tool in cryptography but computa-
tionally expensive when being run on resource-constrained devices, making
delegation or outsourcing to a server a desirable alternative. However, de-
signing a protocol that simultaneously verifies the server’s output correct-
ness and achieves efficiency over local computation has been a longstanding
open problem. This thesis provides a systematization of existing work in this
line of research, introduces the novel concepts of amortized efficiency and se-
quential delegation, and proposes new protocols that achieve significant and
concrete efficiency gains for the first time in the literature.

Keywords: Bilinear Pairing, Verifiable Computation, Secure Outsourcing,
Efficiency, IoT, Resource Constrained Environments
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Introduction

Modern cryptography underpins the security of digital communications,
e-commerce, cloud computing, and countless other applications in an in-
creasingly connected world. As cryptographic protocols become more so-
phisticated the computational demands on end devices grow correspond-
ingly. This tension between cryptographic design sophistication and compu-
tational constraints hasmotivated a fundamental paradigm in cryptography:
secure outsourcing, where resource-constrained devices delegate expensive
cryptographic operations to more powerful servers while maintaining secu-
rity guarantees. The challenge of secure outsourcing is particularly acute for
bilinear pairings, a powerful tool that has become a cornerstone of modern
public-key cryptography.

Bilinear Pairings. Acryptographic pairing is a bilinear and non-degenerate
map

e : G1 ×G2 7→GT

that maps pairs of group elements to a target group. The crucial property is
bilinearity: for group elements P ∈G1, Q ∈G2, and scalars a,b, the pairing
satisfies

e([a]P , [b]Q) = e(P ,Q)ab = e([b]P , [a]Q) = e(P , [b]Q)a = e([a]P ,Q)b.
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This seemingly simple algebraic property enables remarkably powerful cryp-
tographic constructions that would be infeasible with traditional discrete
logarithm-based cryptography.

BilinearityRelevance. As an illustration, consider Joux’s tripartite Diffie-
Hellman [59], a one-round key agreement protocol between three parties Al-
ice, Bob, and Charlie. The protocol uses a symmetric pairing (G1 =G2 =G)
and each party holds a secret scalar: Alice has a, Bob has b, and Charlie has c.
Using an agreed-upon generator P ∈G, each party broadcasts a single group
element: Alice broadcasts [a]P , Bob broadcasts [b]P , and Charlie broadcasts
[c]P . Through the bilinearity of the pairing, each party can independently
compute the shared secret key

K = e(P ,P )abc = e([b]P , [c]P )a = e([a]P , [c]P )b = e([a]P , [b]P )c

↑ ↑ ↑
Alice Bob Charlie

without any additional interaction. This construction is impossible with tra-
ditional Diffie-Hellman groups, where no such computational "shortcut" ex-
ists for combining three parties’ contributions in a single round. Since their
introduction to cryptography, pairings have enabled breakthrough construc-
tions across diverse cryptographic domains: identity-based encryption (where
email addresses can serve as public keys) [21], short signatures (achiev-
ing constant-size signatures regardless of message length) [24], attribute-
based encryption (enabling fine-grained access control based on user at-
tributes) [53], and succinct zero-knowledge proofs (allowing efficient ver-
ification of complex computations) [54, 13], among many others. These ap-
plications have transformed theoretical possibilities into practical systems
deployed in real-world settings, from blockchain technologies to privacy-
preserving authentication schemes.

Computational Cost. However in practice, pairings come at a significant
computational cost. They are generally instantiated over an elliptic curve
in which G1 and G2 are cyclic subgroups of the same prime order. The
computation of pairings is based on Miller’s algorithm [74], which evalu-
ates a rational function through a double-and-add procedure analogous to
scalar multiplication. For example, evaluating the optimal Ate pairing on
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the widely used curve BLS24-509 on a 13th Gen Intel Core i5 processor,
takes on average 7,591,268 clock cycles, whereas a scalar multiplication
in G1 takes only 373,290. This computational asymmetry creates a critical
barrier for resource-constrained devices such as IoT sensors, smart cards,
and especially hardware wallets, whose processing power directly prohibits
pairing computations. As pairing-based cryptography continues to prolif-
erate in bandwidth-constrained and energy-limited environments, the need
for efficient delegation mechanisms becomes increasingly pressing.

Pairing Delegation

The problem of pairing delegation addresses this computational bottleneck
by allowing a resource-constrained client to outsource the evaluation of bi-
linear pairings to a more powerful but potentially untrusted server. The
fundamental challenge is to design delegation protocols that simultaneously
achieve four critical properties:

1. Verifiability (also referred to as security or soundness): The client
must be able to detect with high probability when the server returns
an incorrect result, even when facing a malicious server that actively
attempts to provide false outputs.

2. Efficiency: The client’s computational workload—including prepro-
cessing, communication, and verification—must be substantially lower
than the cost of local pairing evaluation. Without concrete efficiency
gains, delegation offers no practical advantage.

3. Input privacy: For applications handling sensitive data, the server
should learn no information about the client’s pairing inputs beyond
what is revealed by the protocol’s output. This property is essential
for applications such as searchable encryption [26, 81] and forward-
secure encryption [30, 89].

4. Output privacy: In special cases, the client maywish to hide the pair-
ing evaluations it seeks to delegate. Learning these values could po-
tentially allow the server to distinguish whether the verification of the
underlying pairing-based protocol run by the client resulted in success
or failure by checking equalities between the delegated pairings (e.g.,
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to verify a BLS signature the client needs to verify the equality be-
tween two pairings).

Achieving these properties simultaneously has proven to be a challeng-
ing task. A good illustration of how pairing delegation typically looks like
can be given by describing the CDS14 protocol for public inputs proposed
by Canard, Devigne and Sanders in [29]. This protocol can be compactly
described by the verification equation

e
([
y−1

]
A+ [x]P ,

[
x−1

]
B+ [y]Q

)
· [e(P ,B) · e(A,Q)]−1

?=

e(P ,Q)x·y · e(A,B)(x·y)
−1
,

(1)

where the curve pointsA,B,P ,Q are public and x,y $← Z∗q are secret scalars.
The client in this case computes offline (at any chosen time) the value e(P ,Q)x·y

and online (when the pairing inputs A and B become available to the client)
the values

pub = (C,D) =
([
y−1

]
A+ [x]P ,

[
x−1

]
B+ [y]Q

)
which will be sent to the server. The server returns the evaluations

out =
(
e (C,D) · [e (P ,B) , e (A,Q)]−1 , e (A,B)

)
and finally the client checks the verification in Equation 1. The total client
cost can be symbolically written as

cost (CDS14) = 2m1 +2m2 +2mT+ ∈T +g1 + g2 + gT

which translates into 1.7 times the cost of locally computing a pairing on
BLS24-509 according to pairing group operations benchmarked with RELIC
[4]. Despite two decades of research since the pioneering work of Girault-
Lefranc [52] andChevallier-Mames et al. [36], no prior work has demonstrated
significant efficiency improvements over local pairing evaluation. This nega-
tive result stems from two fundamental limitations in existing approaches:
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The one-shot approach. All existing protocols treat each delegation as
an independent execution requiring a fresh offline preprocessing phase. In
many cases, this offline phase itself involves computing one or more pair-
ings, immediately negating any efficiency advantage. Even protocols with
lighter preprocessing must compensate this cost over a single delegation but
fail, making the overall client workload comparable to—or exceeding—local
evaluation. Moreover, real-world applications often require multiple pair-
ing evaluations over time (e.g., a hardware wallet repeatedly verifying zero-
knowledge proofs), but precisely because of the one-shot nature of current
protocols, this kind of composability is lacking.

The information-theoretic security level. To achieve verifiability, ex-
isting protocols rely on information-theoretic arguments that provide secu-
rity against computationally unbounded adversaries (often called uncondi-
tional security). While theoretically appealing, this strong security notion
comes at a steep efficiency cost: the client must perform sufficient computa-
tion to information-theoretically bind the server to correct outputs. Chevallier-
Mames et al. [37] explicitly identified this trade-off, noting that “an interest-
ing research direction would be to further optimize the protocols by trading off
unconditional security against computational security”. Yet this direction has
remained unexplored until now.

The goal of this thesis is to study the design of pairing delegation proto-
cols that improve client-side performance and identify sufficient conditions
for this to be done. In this context, three main research questions can be
formulated:

Research Questions

RQ1 How can pairing delegation be achieved sequentially, and in a way that
the involved computational costs are amortized over several delegations?

RQ2 What adversarial computational assumption can be formalized as an
alternative to proving security against unbounded adversaries?

RQ3 How can the answers from RQ1 and RQ2 be leveraged to settings that
require input privacy?
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Scientific Contributions

Chapters 1, 2, and 3 include contributions from the paper [66]:

“That’s AmorE: Amortized Efficiency for Pairing Delegation”
Authors: Adrián P. Keilty, Diego F. Aranha, Elena Pagnin, and Francisco
Rodríguez-Henríquez.
Appeared in: Advances in Cryptology - CRYPTO 2025 .

The material in chapters 4, 5 and 6 has not been peer-reviewed at the time
of writing this thesis.

Background (chapter 1)

This part provides notation, preliminary notions, a unified framework for
the upcoming systematization (chapter 2), and security experiments for ver-
ifiability and input privacy of a delegation protocol. The Tsang et al.’s taxon-
omy [85] is introduced and extended to classify existing constructions based
on input variability (V → variable, C → constant) and secrecy (P → pub-
lic, S→ secret), e.g. PVPV (both inputs public and variable), and a further
distinction is made according to whether protocols support single or batch
pairing delegation. The following sections are an adaptation from [66]: 1.2
(Motivation for Pairing Delegation and Application Scenarios), 1.3 (General
Delegation Framework) and 1.4 (Single & Batch Pairing Delegation).

Statement of Contributions. Elena came up with the idea of using ellip-
tic curve point distribution when formulating a new security experiment for
scenarios in which one or both pairing inputs are presumably private. Stem-
ming from this, I developed the notions of Sampled Input (SI) verifiability and
One-Way (OW) input privacy for pairing delegation protocols (subsections
1.6.1 and 1.6.2). Additionally, I provided Lemma 1.6.4 in which it is proven
that if a protocol does not conceal the output of the delegated pairing, then
it cannot be input-private in the standard sense.

Systematization of pairing delegation protocols (chapter 2)

This part presents a systematization and comprehensive survey of pairing
delegation protocols in the two-party setting (client and single server). Pro-
tocols are reviewed in historical order within each classification. The sys-
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tematization identifies two recently published protocols that claim both ver-
ifiability and high efficiency but are shown to be vulnerable to malleability
attacks. An impossibility result that identifies necessary and sufficient con-
ditions for this attack to succeed, and therefore compromises the verifiabil-
ity of a protocol, is also presented. The following sections are an adaptation
from [66]: 2.3 (Efficient but Malleable Pairing Delegation Protocols) and 2.4
(Securely Delegating a Pairing without Precomputation is Impossible).

Statement of Contributions. I discovered the malleability attacks pre-
sented in section 2.3. The impossibility result was initially formalized and
proved by Elena, and I provided a simplified version afterwards (section 2.4).

Amortized efficiency for pairing delegationwith public inputs (chap-
ter 3)

This chapter addresses research questions RQ1 and RQ2. In particular, it fo-
cuses on the design and analysis of a novel pairing delegation protocol that
achieves, for the first time in the literature, significant concrete efficiency
gains over local pairing evaluation. The key innovation is amortized effi-
ciency over sequential delegation: rather than treating each delegation as an
independent one-shot protocol requiring a fresh offline phase, KAPR25 [66,
§5] is introduced as a unified framework that amortizes a one-time setup
cost over multiple delegation rounds. This approach allows the client to
choose between single or batch pairing delegations on-demand while avoid-
ing the repeated offline phases that hindered previous design attempts. Ad-
ditionally, by leveraging a computational security assumption rather than
information-theoretic arguments, substantial efficiency gains are obtained
in return. Apart from the sequential verifiability experiment Expseq,verΠ,A , the
rest of the content of this chapter is included in [66].

Statement of Contributions. Elena and I formalized the notion of amor-
tized efficiency in the setting of pairing delegation (Definition 3.1.2) and the
security model for the sequential setting. I came up with the proposed con-
struction that unifies single and batch delegation satisfying this property
(section 3.2), a new computational assumption that allows a tunable tradeoff
between security and efficiency, and the corresponding security proofs for
the information theoretic and computational variants. (section 3.3).
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Amortized efficiency for pairing delegationwith private inputs (chap-
ter 4)

This chapter addresses research question RQ3. More specifically, it presents
a novel way of converting a type-PVPV protocol into types SVSV, SVPV, and
PVSV with minimal extra computation, and introduces new constructions
for single and batch delegation that satisfy SI-verification and IND-privacy.
The proving techniques are essentially the same as those introduced in [66]
but leverage the security parameter λ instead of the efficiency parameter
ϕ. The proposed protocols are also shown to have better performance than
previous proposals.

Performance results (chapter 5)

This chapter presents a performance comparison between existing protocols
and the ones introduced in this thesis. For the comparison with prior work,
concrete costs are derived from symbolic expressions using bilinear group
operation benchmarks obtained with RELIC. Additionally, a direct compari-
son between the KAPR25 and K26 protocols is presented using actual bench-
mark measurements from the implementations, providing empirical valida-
tion of the theoretical efficiency gains.

Future directions (chapter 6)

This final part encourages research towards public verifiability and product
pairing delegation.
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1
Background

This chapter establishes the foundational framework for pairing
delegation protocols. It begins with mathematical preliminaries
and computational motivation, introduces the Tsang et al. tax-
onomy for classifying delegation protocols based on input prop-
erties, and develops formal security models for verifiability and
input-privacy. These security notions are later revisited and gen-
eralized to the sequential delegation setting in chapter 3.





1.1 Preliminaries

1.1.1 λ-Min-Entropy Distributions

Let X be a finite set and D : X → [0,1] a probability distribution over X .
The min-entropy of D is defined as

H∞(D) := − log2
(
max
x∈X
D(x)

)
.

A distribution D has λ bits of min-entropy if

H∞(D) ≥ λ ⇔ max
x∈X
D(x) ≤ 2−λ.

In other words, a freshly sampled value x
D← X is correctly guessed with

probability less or equal than 2−λ. The set of all distributions over X with
at least λ bits of min-entropy is denoted by

Distλ∞(X ) :=
{
D ∈ Dist(X ) : H∞(D) ≥ λ

}
.

Let Distλ∞(X ×Y )
∣∣∣
marg

denote the set of joint distributions over X ×Y with
λ min-entropy whose marginal distributions also have λ min-entropy, i.e.,

Distλ∞(X ×Y )
∣∣∣
marg

=
{
D ∈ Distλ∞(X ×Y )

∣∣∣DX ∈ Distλ∞(X ), DY ∈ Distλ∞(Y )
}

1.1.2 One Way Functions

Let f : {0,1}∗ → {0,1}∗ be a function. For any adversary, A and security
parameter λ, the one-way experiment ExpOW

f ,A(λ) is defined as follows:
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1. x $← {0,1}λ, and y := f (x).

2. A is given y as input, and outputs x∗.

3. If f (x∗) = y output 1, else output 0.

f is one-way if it is computable in polynomial time and for every probabilis-
tic polynomial-time adversary A,

P r[ExpOW
f ,A(λ) = 1] ≤ negl(λ).

1.1.3 The Algebraic Group Model

The Generic Group Model: The Generic Group Model (GGM) [82] is an
idealized computational model where adversaries can only perform group
operations without exploiting any specific properties of the group represen-
tation. In the GGM, group elements are represented by random labels, and
the adversary can only manipulate these elements through a group opera-
tion oracle. This abstraction ensures that any algorithm breaking a crypto-
graphic scheme in the GGM must do so using only the algebraic structure
of the group, without relying on implementation details. While the GGM
provides strong security guarantees, it is often considered overly restrictive
since real-world adversaries have access to concrete group representations.

The Algebraic Group Model: The Algebraic Group Model (AGM), in-
troduced by Fuchsbauer, Kiltz and Loss [47], is a computational model that
lies between the GGM and the standard model. The AGM relaxes the re-
strictions of the GGM by allowing adversaries to exploit the concrete rep-
resentation of group elements, while maintaining the requirement that any
group element output by the adversary must be efficiently computable from
previously received elements. This makes the AGM less restrictive than the
GGM—an adversary can use the bit representation of group elements—yet
more structured than the standard model, capturing the intuition that effi-
cient adversaries must exploit the algebraic structure of the group.

Definition 1.1.1 (Algebraic Adversary [47]). An adversary A is algebraic
with respect to a group (G,◦) if, wheneverA outputs a group elementZ ∈G,
it also outputs a representation of Z as a linear combination of all group el-
ements it has received so far. Formally, if A has been given group elements
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X1, . . . ,Xn ∈G, then whenever A outputs Z ∈G, it must also output coeffi-
cients z1, . . . , zn ∈ Zq such that

Z =
n∏
i=1

Xzi
i = Xzi

1 ◦ · · · ◦X
zi
n ,

where the group operation ◦ is typically addition or multiplication.

The key insight of the AGM is that any efficient adversary that outputs
group elements must compute them using the group operation, and thus
can efficiently express them in terms of previously received elements. This
model excludes adversaries that might exploit specific encodings of group
elements or structural weaknesses in particular implementations, while still
being more realistic than the GGM by allowing adversaries to exploit alge-
braic relationships.

In the context of pairing-based cryptography, an algebraic adversary op-
erating on the groups (G1,G2,GT ) must provide representations for new
element outputs in any of these groups, i.e., a = logP (A) serves as a repre-
sentation for A = [a]P ∈ G1 as well as for e(A,Q) = γa

T ∈ GT . Naturally,
if the adversary has already received the group elements (A,B) ∈ G1 ×G2,
then it is allowed to output the evaluated pairing e(A,B) and use (A,B) as a
representation for this value. The AGM will be particularly useful for ana-
lyzing the security of the proposed construction in section 3.2 as will become
apparent in the proofs of section 3.3.

1.1.4 Bilinear Pairings

Let (G1,+), (G2,+) and (GT , ·) be cyclic groups of prime order q. A crypto-
graphic pairing is a bilinear map e :G1×G2 7→GT , satisfying the following
properties:

• Bilinearity: For all A ∈G1, B ∈G2, and r, t ∈ Zq, it holds that

e([r]A, [t]B) = e(A,B)r·t .

• Non-degeneracy: If P and Q generate G1 and G2, then e(P ,Q) gen-
erates GT . Equivalently, e(P ,Q) , 1GT

for all P , 1G1
and Q , 1G2

.

• Efficient computability: There exists a polynomial-time algorithm
to compute e(A,B) for any A ∈G1 and B ∈G2.
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In practical implementations, cryptographic pairings are instantiated us-
ing pairing-friendly elliptic curves E defined over finite fields Fp, where p
is a large prime. Let E(Fp) denote the set of points satisfying the elliptic
curve equation together with the point at infinity. The groups G1 and G2
are order-q subgroups of E(Fp) and E(Fpk ), respectively, where k is the em-
bedding degree—the smallest integer such that q divides pk − 1. The target
group GT is an order-q subgroup of the multiplicative group F∗

pk
.

Pairings are classified based on the relationship between G1 and G2.
A pairing is of Type 1 (symmetric) if G1 = G2, requiring a distortion map
for non-degeneracy. A pairing is of Type 2 if G1 , G2 but there exists an
efficiently computable homomorphism between G1 and G2. A pairing is
of Type 3 (asymmetric) if G1 , G2 and there are no efficiently computable
homomorphisms between the groups. Type 3 pairings typically employ a
twist to compress elements inG2, offering better efficiency and are the most
widely used in modern pairing-based cryptography.

The computation of pairings is based on Miller’s algorithm [74], which
evaluates a rational function through a double-and-add procedure analogous
to scalar multiplication. The reduced Tate pairing extendsMiller’s algorithm
with a final exponentiation step that raises the result to the power (pk−1)/q,
mapping it into the desired subgroup of q-th roots of unity.

Pairing-friendly curves and optimal pairings The state of the art in
pairing-based cryptography employs pairing-friendly curves—elliptic curves
with small embedding degrees that enable efficient pairing computation [10].
Such curves are typically specified by parameterized polynomial formulae
for the prime modulus p and the prime order subgroup q, instantiated using
seeds with low Hamming weight for efficiency.

After the Tower Number Field Sieve (TNFS) algorithm was proposed
for solving the discrete logarithm in parameterized extension fields [68],
Barreto-Naehrig (BN) curves [11] lost their performance advantage at the
128-bit security level. Currently, Barreto-Lynn-Scott (BLS) curves [9] offer
the best performance: BLS12 curves for 128-bit security, BLS24 curves for
192-bit security [8], and BLS48 curves for 256-bit security [72].

For pairing computation, the Optimal Ate pairing [86] represents the
state-of-the-art algorithm, minimizing the loop length in Miller’s algorithm
and thereby achieving optimal efficiency for pairing evaluation. Despite
these advances, the computational cost of pairings remains significantly higher
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than scalar multiplications inG1 andG2, and prohibitive for certain devices
such as smartcards or hardware wallets. This motivates the study of secure
pairing delegation protocols which are discussed in the next section.

1.2 Motivation for Pairing Delegation and Applica-
tion Scenarios

Constructive cryptographic applications of bilinear pairings emerged around
the year 2000, independently proposed by Sakai-Ohgishi-Kasahara (pairing-
based cryptosystems [78]) and Joux (tripartite Diffie-Hellman [59]). Since
then, many efficient and/or otherwise unrealized cryptographic construc-
tions have been discovered, including: the first usable identity-based en-
cryption scheme, by Boneh and Franklin [21], aggregate signatures, e.g.,
Boneh et al. [22], multiparty key agreement, e.g., Barua Dutta and Sarkar
[12], short signatures, e.g., BLS [24], attribute-based encryption, e.g., Sa-
hai and Waters [77], constant-size polynomial commitments, e.g., KZG [65],
succinct non-interactive zero-knowledge proofs, e.g., Groth16 [54], compact
multi-signatures [20]; and most recently SnarkPack [48] and hinTS [49].

ComputationalCost of Pairings: Pairing-based protocols commonly rely
on various ancillary building blocks, including membership tests, exponen-
tiation of group elements in GT , scalar multiplication in G1 and G2 ellip-
tic curves, and the hash-to-point primitive, among others. From Figure 1.1,
one can see that the computation of a single bilinear pairing can be six to
nine times more computationally costly than scalar multiplications in G1
and G2 respectively. Given this substantial computational cost discrepancy,
it is not surprising that the concept of outsourcing pairing computations
emerged early on in the development of pairing-based protocols, more than
two decades ago, especially for scenarios involving computationally con-
strained devices.

Pairing Delegation: In essence, the primary objective of pairing delega-
tion is to empower a computationally constrained device, referred to as the
client, to securely offload pairing computations to a more potent yet poten-
tially untrustworthy computational entity, known as the server. Given that
the standard securitymodel for practical applications assumes the possibility
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Figure 1.1: Comparison of computational costs for group operations across
pairing-friendly curves (see [66, Table 2] for exact numbers). Each
subplot shows the costs for a different curve with its own vertical
scale. The histograms demonstrate that pairing computation (p) is
significantly more expensive than scalar multiplications in groupsG1,
G2, and exponentiations in GT , with the cost gap widening at higher
security levels.

of server dishonesty, any delegating protocol must incorporate mechanisms
enabling the client to efficiently verify the pairing computation provided by
the server.

Candidate Clients: Secure and efficient pairing delegation is well-suited
for non-time-critical applications where client devices have reliable commu-
nication channels with the server. Examples include IoT devices, constrained
Electronic Control Units (ECUs) connected via CAN bus [80], and USB-C
hardware wallets.

IoT devices are typically constrained by battery and processing power.
For devices lacking sufficient memory to store pairing libraries or processing
power to handle pairing computations, delegation protocols offer significant
advantages.

Hardware wallets represent another suitable client class. These devices
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securely store cryptocurrency private keys offline and connect via USB to
sign transactions. Many support anonymity-preserving cryptocurrencies
like Zcash, which require computationally intensive zk-SNARKverifications.
The popular LedgerNano S Plus (2025) uses an ST33K1M5 chipwith a Cortex-
M35P processor that cannot handle pairing computations locally.

1.3 General Delegation Framework

Having established the formalmodels and security requirements, the general
framework underlying all verifiable pairing delegation protocols is described
below. All pairing delegation protocols proposed to date that include client
verifiability rely on variations of the following mechanism:

The server is provided with two elliptic curve points, denoted as A and
B, belonging to groups G1 and G2, respectively, along with several group
elements computed by the client, which will be required for verifying the
server’s computation. Subsequently, the server generates two outputs: the
pairing γ = e(A,B) ∈ GT and a proof π ∈ GT , aiding the client in verifying
the honest and accurate computation of γ . Crucially, the verification pro-
cess conducted by the client must be sufficiently lightweight to ensure that
the delegation of pairing computations indeed yields computational savings.
This is illustrated in Figure 1.2.

Naturally, the framework can be easily adapted to the batch case by re-
placing the single argument pair (A,B) with the vector pair(

A⃗, B⃗
)
= ((A1, . . . ,An), (B1, . . . ,Bn)) ,

and the pairing output γ with the vector γ⃗ = (γ1, . . . ,γn).
Moreover, pairing delegation protocols may address additional require-

ments concerning the confidentiality of the evaluated points. If one or both
of the delegated points are confidential, additional masking techniques must
be implemented to prevent the server from learning something about their
values.

1.4 Single & Batch Pairing Delegation

Models for single- and batch pairing delegation appear in a more or less
formalized fashion in many works. Here, a unifying syntax that additionally
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client
(resource-

constrained)

Server
(powerful)

A ∈G1, B ∈G2
+ auxiliary elements

1

γ = e(A,B) ∈GT

π ⊂GT (proof)

2

Verify (γ,π)
3

Figure 1.2: General framework for pairing delegation protocols. The client
sends the points to be paired alongwith auxiliary elements (step
1), the Server returns the pairing result with a proof (step 2), and
the client verifies the computation (step 3).

covers the sequential delegation setting introduced in [66] will be provided.

Generic Remarks Following established practice (e.g., [6, 62]), it is as-
sumed that the communication channel between the client and the server is
not vulnerable to integrity or replay attacks. Additionally, it is assumed that
the client is always honest, while the server is untrusted.

1.4.1 Syntax for Pairing Delegation

With straightforward adaptations, the following definition allows describing
all public input pairing delegation protocols in [85, 37, 29, 73, 42, 67, 41, 62].
The following definition presents a unified syntax that handles both single
and batch pairing delegation, where single pairing delegation corresponds
to the special case of batch size M = 1.

Definition 1.4.1 (Pairing Delegation Protocol). A protocol Π for delegat-
ing pairing computations consists of five probabilistic polynomial time algo-
rithms (GlobalSetup,OneTimeSetup,Setup,Compute,Verify)with the fol-
lowing syntax:
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GlobalSetup(λ)→ pp is a randomized algorithm that takes as input the
computational security parameter λ and returns the description of a
bilinear map pp := (q,G1,G2,GT , P ,Q,γT , e), where q is a (2λ)-bit
prime, P , Q and γT are generators of G1 , G2, and GT respectively,
and e is a pairing. (We assume pp to be readily available to all other
algorithms).

OneTimeSetup(aux.sec)→ sk is a randomized algorithm run by the client
(once, during the offline phase). It takes as input a list of auxiliary
security settings “aux.sec”, and generates long term secret material
“sk” that may be accessed by other client-side algorithms. (We assume
aux.sec to be readily available to all other algorithms).

Setup
(
sk, A⃗, B⃗

)
→ (pub,sec) is a randomized algorithm run by the client

(possibly multiple times, in the online phase). It takes as input the
client’s long term key “sk” and vectors of pairing arguments A⃗, B⃗ ∈
GM

1 ×G
M
2 for some batch sizeM ≥ 1. It returns a public tuple “pub” for

the server, and the client’s secret randomness “sec” (possibly a vector)
for the client.

Compute(pub)→ out is a deterministic algorithm run by the server (pos-
sibly multiple times, in the online phase). It takes as input the public
tuple “pub”, and returns a tuple of public outputs “out”.

Verify(sk,sec,out)→ result is a deterministic algorithm run by the client.
It takes as input the client’s long term secret sk, the secret input “sec”,
and the server’s output “out”. It returns a value result ∈ {GM

T ∪⊥},
where M is the batch size from Setup.

Single vs. Batch Delegation: The case M = 1 corresponds to single pair-
ing delegation, where the client delegates the computation of a single pair-
ing e(A,B) with A ∈ G1 and B ∈ G2 . M > 1 yields batch pairing delegation,
where the client delegates the computation of M pairings {e(Ai ,Bi)}Mi=1 si-
multaneously. This setting typically seeks more efficiency then the single
one, by amortizing costs as the size of the batch grows.

Intended usage: In all pairing delegation protocols, the GlobalSetup is
run by a trusted party once to produce public parameters for all entities in the
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system. Protocols that do not consider online efficiencymergeOneTimeSetup
and Setup, e.g., [37, 29, 67]. The procedures Setup, Compute, and Verify
are executed in this sequence to perform one pairing delegation (single or
batch). In [6, 42, 67] this triplet of algorithms identifies the so-called online
phase, and efficiency is defined only for algorithms run in the online phase
(the OneTimeSetup needs to run once per pairing delegation, but is not
accounted for online efficiency estimates).

1.5 Taxonomy for Pairing Delegation

Tsang et al. [85] proposed a taxonomy to classify pairing delegation proto-
cols based on the properties of each pairing input. The classification con-
siders whether each of the two input points is secret (S) or public (P), and
whether it is variable (V) or constant (C). This two-dimensional categoriza-
tion yields 16 possible combinations, e.g., SVPC denotesA as secret and vari-
able, B as public and constant. Cases where both inputs are constant are nat-
urally excluded, and symmetric pairs such as PVSC and SCPV are consid-
ered equivalent, reducing the taxonomy to seven distinct types. This work
further distinguishes SVPV from PVSV, since scalar multiplication in G2 is
significantly more expensive than inG1 (see Figure 1.1), making it generally
cheaper to keep the first input secret rather than the second. This yields a
total of eight delegation types.

Table 1.1 presents these eight types alongwith their applications in pairing-
based cryptography. The table separates single pairing applications (e.g., ID-
based encryption, key agreement, signature verification) from batch pairing
applications that require computing multiple pairings simultaneously (e.g.,
BLS aggregate signatures with 2 pairings, Groth16 zk-SNARKs with 3 pair-
ings, polynomial commitments, and general SNARKs with up to 21 pair-
ings [13]).

1.6 Security Models

In the public-variable input setting (Type-PVPV delegation), protocols are re-
quired to satisfy two properties: correctness (also called completeness [29])
and security (also called verifiability [29], or ϵs-result security [41]).
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Type Single Batch

PVPV [38, 46, 7, 39, 23, 59] [24, 16, 22, 54, 13, 48, 65, 3, 55,
31]

PVSV or SVPV [26, 81, 51, 40] [25]

SVSV Basis for building delegation
protocol variants in [37, 63].

(no documented applications)

SVSC [17, 34, 40] Potential but undocumented ap-
plication: verifying multiple sig-
natures from the same signer.

SVPC [70, 58] [15]

PVSC [21, 51, 78, 39, 43, 30, 89, 33,
34]

[15, 53, 1]

PVPC [21, 89, 19, 32, 46, 58, 64, 85, 3] [16, 22, 28, 38]

Table 1.1: Tsang et al. taxonomy of pairing delegation types and their applica-
tions in pairing-based cryptography.
Convention: S = Secret, P = Public, V = Variable, C = Constant.
Applications: Verifiable pairing [38]; VRF [46, 32]; Ciphertext valid-
ity checking [7, 39, 51]; Doubly homomorphic encryption [23]; Tri-
partite key exchange [59]; BLS short signatures [24]; Multisigna-
ture/blind signature [16]; Aggregate/ring/verifiably encrypted signa-
ture [22]; Groth16 [54]; SNARKs [13]; SnarkPack [48]; Polynomial
commitments [65, 3]; Homomorphic proof commitments [55]; Secret
leader election [31]; Searchable encryption [26, 81]; ID-based key
agreement [40, 34]; Trace-and-revoke broadcast [25]; Used as a ba-
sis for constructing different delegation protocol types [37, 63]; Inver-
sion IBE [17]; ID-based identification [70]; ID-based signature [58];
Ciphertext-policy ABE [15]; IBE [21, 51, 78]; Certificateless encryp-
tion [39, 43]; Forward-secure encryption [30, 89]; Key agreement [33];
ABE [53]; ID-based broadcast encryption [1]; Public key encryption
with keyword search [19]; Identity-based onion routing [64]; Trusted
computing [85]; aPlonk inner product argument [3]; Group signa-
ture [28].
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Correctness is defined in the natural way: if the server behaves honestly
the output of the verification phase is the intended (vector of) pairing(s).

Security or verifiability, on the other hand, states that a malicious server
should not be able to output an incorrect pairing value that will be accepted
by the client with non-negligible probability over the security parameters.
An output as such, that is accepted by the client is referred to as a forgery.

Additionally, in the secret-variable input setting (type SVSV, SVPV, and
PVSV delegation), protocols are also required to satisfy input-privacy (also
called secrecy [85, §3]). This property ensures that the server cannot learn
information about the pairing inputs from the public value sent by the client.
In the following, the security experiments capturing verifiability and input-
privacy for one-shot pairing delegation protocols are formalized.

1.6.1 Verifiability

The verifiability experiment is parameterized by a privacy type

type ∈ {PVPV,SVPV,PVSV,SVSV} ,

which determines the adversary’s control over the pairing inputs. This uni-
fied formulation, denoted ExpverΠ,A and depicted in Figure 1.3, encompasses
both chosen-input and sampled-input security notions:

Chosen-Input (CI) Verifiability: This notion corresponds to the case
type = PVPV in Figure 1.3, where both inputs are public and the adversary
has full control over them. This is a simplification of the security experiment
for verifiable computation (VC) presented in [50], adapted to the pairing del-
egation framework and previously introduced by Aranha et al. in [6]. In this
model, the adversary directly chooses both pairing inputs (A,B).

Sampled-Input (SI) Verifiability: Introduced in this work, this notion
generalizes CI-verifiability for type-PVPV delegation to the input-privacy
types SVSV, SVPV and PVSV in a weaker but realistic way: For each input
designated as secret by the protocol type, the adversary cannot choose its
value directly but instead selects a λ-min-entropy distribution from which
it is sampled. This notion captures scenarios where the inputs have inher-
ent distributional structure that the adversary may know but cannot directly
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control, while the actual input values remain hidden. For example, in type-
SVSV protocols, the adversary chooses a jointly λ-min-entropy distribution
D ∈ Distλ∞(G1×G2)

∣∣∣
marg

, and the actual inputsA andB are sampled from its
marginals. While weaker than CI-verifiability, SI-verifiability is a reasonable
and practically relevant security goal for input-private delegation protocols,
ensuring that distributional knowledge alone is insufficient to produce forg-
eries.

Remark 1.6.1. The λ bits of min-entropy requirement that applies to the
input-privacy types aligns with the setting of the one-way function exper-
iment ExpOW

f ,A defined in subsection 1.1.2: given f (x), the adversary needs

to find a preimage x∗ ∈ f −1(x) without learning the initial input x $← {0,1}λ
(which possesses λ bits of min-entropy). This approach however, is not suit-
able for pairing-based protocols in which inputs may encode a predictable
value, especially if plaintext is involved, e.g., “Good morning”. In these cases,
it would be better to use salting in the hash-to-point algorithm and delegate
under the PVPV type rather than delegate under a privacy type.

Remark 1.6.2. It is worth noticing that a polynomial-time adversary can
only specify λ-min entropy distributions in a compact way, i.e., it cannot
individually assign a probability to each element of a set of size≥ 2λ. Instead,
the adversary outputs a succinct parametrization consisting of polynomially
many base elements with their associated probabilities. As an example, the
adversary can specify a λ-min entropy distribution over Gι as a collection
of points {Qi}ni=1 to describe the larger set

⋃
i∈[n]

{
[t]Qi : t ∈

s
2λ

n

{}
,

for ι ∈ {1,2} and where each resulting point is assigned the probability 2−λ.
This compact representation mirrors real world scenarios, e.g., in BLS sig-
nature verification (which can be delegated as type PVSV), the public key is
pk = [x]Q for a secret value x

$← Z∗q and a public generator Q ∈ G2. The
induced distribution over G2 can be compactly specified as {Q} which re-
sults in {[x]Q : x ∈ Z∗q} and maintains logq ≈ 2λ bits of min-entropy despite
having exponential support.
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ExpverΠ,A(λ,aux.sec, type)

1 : pp← GlobalSetup(λ)

2 : sk←OneTimeSetup(aux.sec)

3 : st← (λ,aux.sec,pp)

4 : switch (type)

5 : case SVSV : // A secret, B secret

6 : Distλ∞(G1 ×G2)
∣∣∣
marg

⊃ D←A(st)

7 : A
DG1← G1; B

DG2← G2

8 : case SVPV : // A secret, B public

9 : Distλ∞ (G1) ∋ D←A(st)

10 : A
D←G1; B←A(st)

11 : case PVSV : // A public, B secret

12 : Distλ∞ (G2) ∋ D←A(st)

13 : B
D←G2; A←A(st)

14 : case PVPV : // A public, B public

15 : (A,B)←A(st)

16 : (pub,sec)← Setup(sk, (A,B))

17 : out
∗←A(st,pub)

18 : result
∗← Verify(sec,out∗)

19 : if result∗ < {e(A,B),⊥} : return 1

20 : return 0

Figure 1.3: Verifiability experiment for pairing delegation protocols. If one of the
inputs is secret, the adversary is allowed to choose a λ-min-entropy
distribution from which it will be sampled. When type is set to PVPV,
the regular chosen-input (CI) verifiability experiment is obtained.
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In order to reach the winning condition, the adversary needs to produce
an output out∗ that is not rejected by the verification (i.e., result∗ ,⊥) and
that yields an incorrect value result∗ , e(A,B). A protocol of type type
is verifiable if any adversary has only negligible probability in the security
parameters of winning the corresponding security experiment.

Definition 1.6.3 (Verifiability for pairing delegation). Aprotocol for pairing
delegation of type type ∈ {PVPV,SVPV,PVSV,SVSV} is said to be verifiable
against a class of adversaries, if for every adversary A in the class it holds
that

P
[
ExpverΠ,A(λ,aux.sec, type) = 1

]
≤ negl(λ) +

∑
δ∈aux.sec

negl(δ)

whereExpverΠ,A(λ,aux.sec, type) denotes the verifiability experiment shown
in Figure 1.3. When type = PVPV, this corresponds to chosen-input (CI) ver-
ifiability; for type ∈ {SVPV,PVSV,SVSV}, it corresponds to sampled-input
(SI) verifiability.

1.6.2 Input-Privacy

Tsang et al. [85] formalized the notion of input privacy (referred to as input
secrecy) for type-SVPC batch delegation, while Canard et al. [29] formalized
the type-SVSV case for a single pairing delegation scheme. Both approaches
used a chosen-input indistinguishability argument, where an adversary at-
tempts to distinguish between two chosen input pairs. However, another
notion of input privacy is also introduced as an alternative, with the aim of
capturing a more real-world adversarial scenario.

Two fundamentally different notions of input privacy are formalized be-
low, following standard cryptographic terminology:

• IND-privacy (indistinguishability), where the adversary attempts to
distinguish between two chosen input pairs.

• OW-privacy (one-wayness), where the adversary attempts to recover
an input sampled from a chosen λ-min-entropy distribution. This cor-
responds to the same adversarial setting as SI-verifiability from the
previous subsection.

These notions capture orthogonal security guarantees and may be indepen-
dently satisfied by a protocol.
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IND-Privacy: Following the formalization of Canard et al. [29] for type-
SVSV delegation, the adversary selects two distinct input pairs (A0,B0) and
(A1,B1) of its choice. The adversary is then given access to a delegation
oracle that, upon uniformly sampling a bit b, returns a transcript of the del-
egation of (Ab,Bb). The adversary’s goal is to distinguish which inputs were
used: it wins if it can correctly identify the bit bwith probability significantly
better than random guessing.

A fundamental requirement for achieving IND-privacy is that the pro-
tocol must also hide the pairing output value, as formalized in the following
lemma.

Lemma 1.6.4. A protocol Π that is IND-input private must also be output-
private.

Proof. Suppose Π is not output-private. Then in the IND-input-privacy ex-
periment ExpIND−privΠ,A (line 3), the adversaryA can choose pairs (A0,B0) and
(A1,B1) such that e(A0,B0) , e(A1,B1). Upon learning ρ = e(Ab,Bb), the
adversary outputs 0 if ρ = e(A0,B0) and 1 otherwise, thereby winning the
experiment with probability 1.

This lemma shows that masking the inputs while leaving the pairing
value exposed is insufficient for IND-privacy. For example, delegating the
pairing evaluation on

(C,D)← ([r−1]A, [r]B) for r $← Z∗q

information-theoretically hides the inputs, but since e(C,D) = e(A,B), an
adversary can trivially win the IND-privacy experiment.

OW-Privacy: The OW-privacy experiment is parameterized by the pro-
tocol’s privacy type type ∈ {SVPV,PVSV,SVSV}, which determines which
inputs the adversary must recover. As with SI-verifiability, for each secret
input, the adversary cannot choose its value directly but instead selects a
λ-min-entropy distribution from which it is sampled. The adversary wins
based on the privacy type:

• type = SVPV (A secret, B public): The adversarymust recoverA ∈G1.

• type = PVSV (A public, B secret): The adversary must recover B ∈G2.
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• type = SVSV (both secret): The adversary must recover A or B.

Remark 1.6.5. The OW-privacy notion mirrors the SI-verifiability one in
the sense that it models scenarios where the adversary has distributional
knowledge about secret inputs rather than control over specific input val-
ues. OW-privacy ensures that such distributional knowledge alone is in-
sufficient to recover the actual inputs from the protocol’s execution with
non-negligible probability.

Definition 1.6.6 formalizes the notions of input privacy for pairing dele-
gation protocols.

Definition 1.6.6 (IND and OW Input-Privacy for pairing delegation). For
a given computational security parameterλ, and a tuple of auxiliary security
parameters aux.sec, a delegation protocolΠ of type type ∈ {SVPV,PVSV,SVSV}
is said to be IND-private (resp. OW-private) against a given class of adver-
saries if, for any A in the class, it holds that:

P
[
ExpIND−privΠ,A (λ,aux.sec) = 1

]
≤ 1

2
+negl(λ) +

∑
δ∈aux.sec

negl(δ)

resp. P [
ExpOW−priv

Π,A (λ,aux.sec, type) = 1
]
≤ negl(λ) +

∑
δ∈aux.sec

negl(δ)

 .
where ExpIND−privΠ,A and ExpOW−priv

Π,A (λ,aux.sec, type) denote the IND and
OW input-privacy experiments shown in Figure 1.4.

Interdependence of security properties: As pointed out by Canard et
al. in [29, §3.2], when building a private input delegation scheme, the prob-
ability of success of an adversary against the verifiability property may de-
pend on the one against the privacy. Indeed, they show that Kang et al.
scheme [63, §3] allows a server that has learned the private inputs A,B to
also produce an incorrect output that will be accepted by the client. This
overlap is uncommon in cryptography, where property definitions are usu-
ally independent from one another. Designing a protocol that satisfies these
two properties independently and also achieves efficiency remains a chal-
lenging task.
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Figure 1.4: Input-privacy experiments for one-shot pairing delegation. The IND
variant is obtained by excluding the dot-boxed code, while the OW
variant is obtained by excluding the dash-boxed code.
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2
Delegating Bilinear Pair-
ings: A Systematization

This section presents a comprehensive survey of existing pair-
ing delegation protocols in the two-party setting (client and sin-
gle server). The protocols are presented in historical order to il-
lustrate the progressive improvements in efficiency and security.
Notably, two recently published protocols that allegedly achieve
both strong security and high efficiency are identified here as
malleable and therefore insecure. The goal of this survey is to
serve as a valuable resource for researchers and practitioners in-
terested in pairing delegation.





2.1 Survey of Pairing Delegation Protocols

Having established the formal framework and securitymodels, existing pair-
ing delegation protocols are surveyed below. The field has evolved signifi-
cantly since the earliest works in 2005 [52, 63, 36, 37], with various authors
introducing constructions claiming improved efficiency and enhanced secu-
rity guarantees [63, 88, 87, 29, 56, 75]. However, due to continuously evolving
computational costs of pairings and their ancillary operations, some pro-
tocols that were once considered practical are now outdated, occasionally
requiring the client to perform more computation than local pairing evalu-
ation.

This survey is organized by delegation type: single pairing delegation,
batch delegation, and alternative models. Table 2.2 summarizes the state of
the art for all described protocols classified between their taxonomy type
(PVPV, SVSV,etc) and delegation type (single or batch) in the single un-
trusted server model.

2.1.1 Single Pairing Delegation

Single pairing delegation is relevant for signature verifications and other
applications discussed in section 1.2. However, no existing work achieves
concrete efficiency for the client when considering the full computational
cost.

Early Approaches:

• Girault-Lefranc [52] introduced the first secure pairing delegation pro-
tocol through the Server-Aided Verification notion which consists in
speeding up the verification step of an authentication or signature
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scheme. In particular, the protocol serves for delegating the pairing-
based verification check

e (σ,f (pp,m,r)) ?= e(P ,Q)

where f is a public function specific to the scheme, pp the public pa-
rameters including the public key, r stands as an (optional) random
coin and σ as the signature of a message m. An application to the
ZSNS [91] signature scheme is given as an example.

• Chevallier-Coron-McCullagh-Naccache-Scott [37] (first published in
2005) propose a type-SVSV protocol and applies variants of it to obtain
protocol of types SVPC, PVSC and PVPV. This last variant requires
the client to perform seven full-range GT exponentiations, which is
at least double the cost of computing a pairing using state-of-the-art
techniques.

• Kang-Lee-Park [63] improved the type-SVSV construction of Cheval-
lier et al. requiring the client to perform seven full-rangeGT exponen-
tiations instead of ten, and proposed a variant to type-SVSC (the only
one in the literature), PVSC and SVPC. However, Canard et al. [29]
later showed that their type-SVSV construction had interdependent
security properties: if a server learned the pairing inputs with non-
negligible probability α, then it could forge a pairing with the same
probability, i.e., the scheme is not CI-verifiable.

Canard-Devigne-Sanders (CDS14): To improve client efficiency, Canard,
Devigne, and Sanders [29] divided the client’s workload into an offline and
an online phase. The offline phase performs computations independent of
the pairing arguments, while the online phase processes the actual pairing
inputs. The authors report efficiency gains solely for the online phase when
delegating on the KSS-18 [60] curve but shortly after, Guillevic and Vergnaud
[56] showed that this didn’t hold for the more widely used Barreto-Naehrig
(BN) curves. Implementation results for their type-PVPV protocol in [66, Ta-
ble 1] demonstrate that the overall cost remains slightly inefficient for the
client on all BLS curves.

Guillevic-Vergnaud (GV14): Guillevic and Vergnaud [56] proposed two
efficient protocols for secret pairing delegation targeting specific use cases
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such as Pay-TV smartcards delegating to set-top boxes and GSM sim-cards
delegating to smartphone processors. Notably, their protocols are not verifi-
able, which the authors argue is acceptable for encryption primitives where
verifiability can be achieved through other means. Their first approach uses
a generalized knapsack-based method with endomorphisms to mask the se-
cret point, while their second approach delegates only non-critical steps of
Miller’s algorithm. The latter is reported to achieve a 65% improvement
when applied to the Ate pairing on a Barreto-Naehrig curve for the restricted
device compared to local pairing computation.

Crescenzo et al. (CKKS20): Crescenzo et al. [42] follow the online/offline
setting of Canard et al. and focus mainly on online efficiency by leveraging
for the first time short GT exponentiations. They propose a type-PVPV con-
struction and four type-SVSV constructions. However, their offline phases
already require computing a pairing. The authors provide efficiency esti-
mates that are extrapolated from a hypothetical text-book implementation
using the well-known, but by now outdated, performance figures from [27].

Aranha-Pagnin-Rodríguez (APR21) Aranha et al. [6] introduced LOVE
(Lowering the cost of Outsourcing and Verifying Efficiently), which opti-
mizes the Compute and Verify phases of Crescenzo et al.’s type-PVPV con-
struction [42, §3]. Leveraging state-of-the-art implementations of pairings
and auxiliary operations, the authors reported computational savings in the
online phase compared to local pairing evaluation across five curves: BN-254
(15.7%), BN-382 (33.6%), BLS12-381 (45.7%), BLS12-383 (56.1%), and BLS24-
509 (56.2%).

2.1.2 Batch Pairing Delegation

Tsang-Chow-Smith (TCS07): In 2007, besides providing a useful pairing
delegation taxonomy, Tsang, Chow, and Smith [85] proposed batch pairing
delegation protocols for types PVPC, PVSC and SVPC, i.e., every pair of
inputs contains a constant value. Additionally, their main protocol requires
the client to perform a pairing computation during the offline phase.

Mefenza-Vergnaud (MV19): LaterMefenza andVergnaud [73] introduced
more efficient batch pairing delegation protocols by leveraging the endo-
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morphism trick outlined in Guillevic and Vergnaud [56], along with reduced
exponent sizes. Four new constructions were presented: one for the type
PVPC (Algorithm 2), two for the type PVPV (Algorithms 3 and 4) and one
for PVSC (Algorithm 5). However, in all of the proposals the client needs to
perform a pairing computation during either the offline or the online phase
for verifying the outsourced pairings. The efficiency estimations were sym-
bolically obtained based on RELIC [4] benchmarks on a BN Curve at the
128-bit security level.

Crescenzo-Khodjaeva-Caro (CKC23): Crescenzo et al. [41] proposed
batch pairing delegation protocols for hybrid input scenarios where inputs
may be available online or offline (see Table 2.1 for details). An implemen-
tation of their PVPV protocol shows that its total client cost is consistently
higher than in MV19 for all four BLS curves for batches of size M < 10 (see
[66, Tables 4 and 5]). Moreover, the authors claim “unlimited client lifetime”
without a formal model to support this concept, and “after the offline phase,
the number of delegation protocols executable by the resource-constrained
client is an arbitrary polynomial” whereas the security proof considers only
one-shot executions.

Kalkar-Sertkaya-Tutdere (KST23): Kalkar et al. [62] proposed protocols
for types PVPV (Algorithm 1), PVSC (Algorithm 2) and SVPC (Algorithm 3)
which were claimed verifiable through the Schwartz-Zippel lemma but were
later proven broken in [66] due to a simple malleability attack. However,
they also introduced the first Type-SVSV batch pairing delegation protocol
for which the authors reported client costs of 1.25p on BN-256, 2.13p on
BLS-512, and 0.97p on KSS-384 using the Miracl library1.

2.1.3 Alternative Models and Approaches

Delegation with both online and offline inputs [44, 41]: An alterna-
tive approach to pairing delegation considers scenarios where one of the
pairing inputs is known to the client in advance (offline input), while the
other input is provided later (online input). This distinction proves useful
for constructing case-specific protocols that boost the efficiency of the on-
line phase only, rather than the overall computation. Crescenzo et al. [44]

1https://github.com/miracl/MIRACL/tree/master
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proposed protocols for five different input scenarios in this hybrid setting
for single pairings. Later, the same authors [41] extended this approach to
batch pairing delegation, introducing protocols for four input scenarios: (1)
A⃗ secret online, B⃗ public online; (2) A⃗ and B⃗ public online; (3) A⃗ private on-
line, B⃗ public offline; and (4) A⃗ secret online, B⃗ = h⃗ · H⃗ secret online, where
the second input follows a special structured form. Table 2.1 summarizes
both the single and batch input scenarios along with their corresponding
pairing-based cryptographic applications.

Type Input Scenario Applications

Single

A public online, B public offline [2, 21, 24, 58, 71]

A private online, B public offline [2, 58]

A private online, B private of-
fline

[2, 21, 19, 71]

A public online, B public online [59, 71]

A private online, B private on-
line

(No documented applications)

Batch

A⃗ secret online, B⃗ public online [18, 53]

A⃗ and B⃗ public online [59, 24]

A⃗ private online, B⃗ public offline [2, 58]

A⃗ secret online, B⃗ = h⃗ · H⃗ secret
online

[19]

Table 2.1: Input scenarios for hybrid pairing delegation and their applications.
Single pairing cases adapted from [44, Table 1]. Batch cases from
[41]. Applications for single pairings: Certificateless public key
cryptography [2]; Identity-based encryption [21]; Short signatures
(BLS) [24]; Identity-based signature [58]; Self-generated-certificate
public key cryptography [71]; Public key encryption with keyword
search [19]; Tripartite Diffie–Hellman [59]. Batch applications: Hierar-
chical identity-based encryption [18]; Attribute-based encryption [53].
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Multi-Server Protocols: An alternative research line considersmore servers
via theOMTUP (One-Malicious version of a Two-Untrusted-Program)model
[35, 69, 61, 83]. However, this setting is somewhat artificial: in real-world
use cases, the client is resource-constrained (otherwise computing the pair-
ing locally would not be a problem), and naturally aims to minimize costly
wireless communications (more servers mean more communication chan-
nels to be established). Furthermore, the client may lack the necessary in-
terfaces to support multiple servers, as is the case with hardware wallets
that rely on USB-C connections for data transfer. As a notable contribution,
Tong-Yu-Zhang present a pairing delegation construction ([84, Algorithm
2]) that requires no pre-computation (and hence efficient), achieving prov-
able security through interaction with an honest server.

2.2 Symbolic Cost Comparison

Table 2.3 lists the symbolic client costs of the protocols for pairing delegation
that are compared in this thesis, including the ones from the literature and
the ones proposed in this work. The costs are expressed in terms of the
bilinear group operations used in the description of each protocol. The table
is organized by the types PVPV, PVSV, SVPV and SVSV, and by whether the
protocol is designed for single or batch pairing delegation. The protocols
proposed in this thesis are highlighted in grey.

2.3 Efficient but Malleable Pairing Delegation Pro-
tocols

In this section, we present two recently proposed pairing delegation proto-
cols, KC23 [67] and KST23 [62] that do not require any client pre-processing
on GT elements, thereby skipping the offline phase. Both protocols aim to
provide computational savings for the client while ensuring efficiency com-
pared to locally evaluating the pairing. However, both protocols are vulner-
able to malleability attacks, i.e., the server can efficiently produce an output
out∗ , out that will be accepted by the client with probability 1. Further-
more, a computationally unbounded server can choose any tuple ρ⃗ to include

48



Type Single Batch

PVPV CMCNS10 [37, §5.2],
CDS14 [29, §4],
CKKS20 [42, §3],
APR21 [6, §4],
KAPR25 [66, §5,M = 1]

MV19 [73, §4.2, Alg. 3],
MV19 [73, §4.2, Alg. 4],
CKC23 [41, §3.2],
KAPR25 [66, §5, M > 1]

SVPV CMCNS10 [37, §5.1],
KLP05 [63, §4.1],
K26-s-SVPV (Fig. 4.2)

CKC23 [41, §3.1],
K26-svpv-b (Fig. 4.2)

PVSV K26-s-PVSV (Fig. 4.2) K26-pvsv-b (Fig. 4.2)

SVSV KLP05 [63, §3],
CMCNS10 [37, §4.1],
CDS14 [29, §5.1],
CKKS20 [42, §4],
K26 (Fig. 4.2)

KST23 [62, §3.6],
KST23-Opti (Fig. 4.4) ,
K26-svsv-b (Fig. 4.4)

SVSC KLP05 [63, §4.2] TCS07 [85, §4.1, SVSC],
MV19 [73, §4.3, Alg. 5]

SVPC KLP05 [63, §4.3],
CDS14 [29, §5.2]

TCS07 [85, §4.1, SVPC]

PVSC CMCNS10 [37, §6.2] TCS07 [85, §4.1, PVSC, n > 1]

PVPC TCS07 [85, §4.1, PVPC],
CMCNS10 [37, §6.1]

MV19 [73, §4.1, Alg. 2]

Table 2.2: Classification of pairing delegation protocols. Boxed protocols are
contributions of this thesis and presented in chapters 3 and 4.
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Type Protocol Symbolic client cost

(Single)

CDS14[29, §4] N (2m1 +2m2 +2mT + ∈T +g1 + g2 + gT )

CKKS20[42, §3] N
(
p+m

$
1 +m

$
2 +m1 +m2 +msh

2 +msh
T +2 ∈T +g1 + g2 +2gT

)
APR21[6, §4] N

(
p+m

$
1 +m

$
2 +m1 +m2 +msh

2 +msh
T + ∈T +g1 + g2 + gT

)

PVPV

KAPR25[66, §5,
M = 1] mT +N

(
2m1 +m2 +msh

2 +msh
T + ∈T +g1 + g2 + gT

)

(Batch)

MV19[73, §4.2,
Alg. 4] N

(
p+m

$
2 +M

(
m1 +m2 +msh

2 +msh
T +2 ∈T +g1 + g2 +2gT

))
CKC23[41,
§3.2] N

(
p+m

$
1 +m

$
2 +M

(
m1 +msh

1 +m2 +msh
T + ∈T +g1 + gT

))
KAPR25[66, §5,
M > 1] mT +N

(
m1 +m

$
1 +2m2 +M

(
msh
1 +msh

T + ∈T +g1 + g2 + gT

))

(Single)

CDS14[29,
§5.1] N (3m1 +3m2 +3mT + ∈T +g1 + g2 + gT )

CKKS20[42, §4] N
(
p+2m$

1 +2m$
2 +3m1 +5m2 +msh

2 +msh
T +3 ∈T +2g1 +2g2 +4gT

)
APR21[6, §5.2] N

(
p+2m$

1 +2m$
2 +3m1 +5m2 +msh

2 +msh
T + ∈T +2g1 +2g2 +3gT

)
SVSV

K26-svsv-s (Fig.
4.2) mT +N

(
5
2m1 +m2 +

1
2mT + ∈T +g1 + g2 + gT

)

(Batch)

KST23[62, §3.6] N
(
M

(
mT +msh

2 +msh
T + g2 +2gT

)
+ (1+2M) · (m1 +m2+ ∈T )

)
KST23-Opti
(Fig. 4.4) N

(
M

(
mT +msh

2 +msh
T + ∈T +g2 + gT

)
+ (1+2M) · (m1 +m2)

)
K26-svsv-b
(Fig. 4.3) mT +N

(
m1 +m

$
1 +

3
2m2 +M

(
2m1 +

1
2m2 +

1
2mT + ∈T +g1 + g2 + gT

))
(Single)

SVPV

CMCNS10[37,
§5.1] N (3m1 +2m2 +5mT +3 ∈T +g1 + g2 +4gT )

KLP05[63, §4.1] N (2m1 +2m2 +5mT +3 ∈T +g1 + g2 +3gT )

K26-svpv-s
(Fig. 4.2) mT +N

(
2m1 +m2 +

1
2mT + ∈T +g1 + g2 + gT

)
(Batch) CKC23[41,

§3.1] N
(
p+m

$
1 +m

$
2 +M

(
2m1 +msh

1 +m2 +mT +msh
T + ∈T +g1 + gT

))
K26-svpv-b
(Fig. 4.3) mT +N

(
m1 +m

$
1 +

3
2m2 +M

(
m1 +

1
2mT + ∈T +g1 + g2 + gT

))

PVSV
K26-pvsv-s
(Fig. 4.2) mT +N

(
3
2m1 +

3
2m2 +

1
2mT + ∈T +g1 + g2 + gT

)
K26-pvsv-b
(Fig. 4.3) mT +N

(
m1 +m

$
1 +

3
2m2 +M

(
m1 +

1
2m2 +

1
2mT + ∈T +g1 + g2 + gT

))

Table 2.3: Symbolic client cost for types PVPV, SVSV, SVPV and PVSV pairing
delegation.
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in out∗ that will be wrongly accepted by the client as the correct pairing val-
ues e(Ai ,Bi). This insight is particularly worrying since

• Both protocols jointly cover the single (KC23) and batch (KST23) del-
egation setting and achieve high efficiency as a result of omitting ex-
pensive GT pre-processing operations by the client. By claiming un-
conditional security as well, they present themselves as attractive so-
lutions for practical deployment in real use cases.

• The property that a malicious server can bypass the client’s verifica-
tion phase with any arbitrarily chosen output (full malleability), can
cause serious security issues apart from correctness in higher-level
pairing-based protocols, as briefly shown in subsection 2.3.3.

2.3.1 Khodjaeva-Crescenzo Protocol (2023)

Setup(A,B)→ (pub,sec)

1 : r
$← J2σ K

2 : u
$← Z∗q, U

$←G1

3 : W ← [u−1]U

4 : Y ← [r]A+U

5 : pub← (A,B,W ,Y )

6 : sec← r

Compute(pub)→ out

1 : parse pub = (A,B,W ,Y )

2 : ρ← e(A,B)

3 : γ1← e(W,B)

4 : γ2← e(Y ,B)

5 : out← (ρ,γ1,γ2)

Verify(sec,out)→ result

1 : parse sec = r

2 : if (ρ <GT OR γ1 <GT )

3 : return ⊥
4 : if (γ2 , ρ

r ·γu
1 )

5 : return ⊥
6 : result← ρ

Figure 2.1: Khodjaeva and Crescenzo’s Protocol (KC23) in [67, §4].

In KC23 (see figure Figure 2.1), the server outputs three elements (ρ,γ1,γ2),
and the client verifies the delegation by checking that ρ and γ1 are in GT ,
and that γ2 = ρr ·γu

1 , where r,u are the client’s secret randomness (and r is
a short exponent).

Themalleability attack. Let out = (ρ,γ1,γ2) denote the honest server’s
output in KC23. Instead of out, a malicious server can return

out
∗ = (ρ∗,γ∗1,γ

∗
2) = (ρx,γx

1 ,γ
x
2 )
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for any x ∈ Zq \ {0,1}. Clearly out , out∗. It is easy to see that out∗ is a
valid forgery since ρx and γx

1 belong to GT and

γ∗2 = γx
2 = (ρr ·γu

1 )
x = ρx·r ·γx·u

1 = (ρ∗)r · (γ∗1)
u .

Furthermore, if the server can solve the discrete logarithm problem in GT ,
then for any desired target value ρ∗ ∈ GT , the server can compute x =
logρ(ρ

∗) (where ρ = e(A,B) is the honest pairing output), and return out∗ =
(ρ∗,γx

1 ,γ
x
2 ). This forged output satisfies the verification equation and will be

accepted by the client as the correct pairing value e(A,B) = ρ∗, even though
ρ∗ was arbitrarily chosen by the server. Thus, a computationally unbounded
adversary has full control over the pairing value that the client accepts.

2.3.2 Kalkar, Sertkaya, and Tutdere Batch Pairing Delegation
Protocol (2023)

Setup(A⃗, B⃗)→ (pub,sec)

1 : for i ∈
r
len(A⃗)

z
:

2 : ri
$← J22λ−1K

3 : C← [ri]Ai

4 : pub← (A⃗, B⃗, C⃗)

5 : sec← (r⃗)

Compute(pub)→ out

1 : parse pub = (A⃗, B⃗, C⃗)

2 : for i ∈
r
len(A⃗)

z
:

3 : ρi ← e(Ai ,Bi)

4 : γi ← e(Ci ,Bi)

5 : out← (ρ⃗, γ⃗)

Verify(sec,out)→ result

1 : for i ∈
r
len(A⃗)

z
:

2 : if (ρi ,γi <GT ) :
3 : return ⊥
4 : if (γi , ρ

ri
i ) :

5 : return ⊥
6 : result← ρ⃗

Figure 2.2: Kalkar, Sertkaya, and Tutdere batch pairing delegation protocol
(KST23) with public variable inputs [62, Algorithm 1].

In KST23 (see Figure 2.2), the server outputs two vectors (ρ⃗, γ⃗), and the
client verifies the delegation by checking that (ρ⃗ ∈Gn

T )∧ (γ⃗ ∈G
n
T ) and that

γi = ρri , where each ri is a client random secret coin.

The malleability attack. Analogous to the one against KC23. Simply
consider multiple (malleable) verification equations. Instead of the honest
tuple (γ⃗ , ρ⃗), the malicious server returns

out
∗ = (γ⃗∗, ρ⃗∗) = (γ⃗x, ρ⃗x) ,
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where x ∈ Zq \ {0,1}. As before, γ⃗ , ρ⃗ ∈ Gn
T implies γ⃗∗, ρ⃗∗ ∈ Gn

T since GT is
closed under multiplication. Moreover, for every i ∈ JnK,

γi = ρrii ⇔ γ∗i = (ρ∗i )
ri since γ∗i = γx

i = (ρrii )
x = (ρxi )

ri = (ρ∗i )
ri .

Hence, out∗ is not rejected by the verification and the client accepts the pair-
ing values ρ⃗∗ , ρ⃗. Similarly to the previous malleability attack against KC23
[67], if the server can solve the discrete logarithm problem in GT , then for
any desired target vector ρ⃗∗ ∈ Gn

T , the server can compute xi = logρi (ρ
∗
i )

for each i ∈ JnK (where ρi = e(Ai ,Bi) are the honest pairing outputs), and
return out∗ = (γ⃗∗, ρ⃗∗) with γ∗i = γxi

i . This forged output satisfies all veri-
fication equations and will be accepted by the client as the correct pairing
values, even though ρ⃗∗ was arbitrarily chosen by the server. Thus, a compu-
tationally unbounded adversary has full control over the pairing values that
the client accepts.

Remark 2.3.1. The constructions for types PVSC and SVPC in KST23 [62,
Algorithms 2 and 3] are built upon their flawed type-PVPV construction [62,
Algorithms 1] (Figure 2.2) and thus inherit the same malleability vulnerabil-
ity.

2.3.3 Impact on Higher-Level Pairing-Based Protocols

Canard et al. [29] already highlighted the dangers of using non verifiable
pairing delegation protocols for a later use of pairing-based cryptographic
schemes, like digital signatures. Since a malleable pairing delegation proto-
col is by its own definition non verifiable, the same concerns apply here. A
few examples of the (possibly devastating) impacts are given below.

Signature Forgeries Consider the BLS signature scheme [24], where the
verification of a signature σ = [s]H(m) ∈G1 on a messagem ∈ {0,1}∗ under
a public key pk = [s]Q ∈G2 involves checking the equality

e(σ,Q) ?= e(H(m),pk) ,

with H : {0,1}∗ → G1 being a hash function modeled as a random oracle.
If the pairing computations e(σ,Q) and e(H(m),pk) are delegated using a
fully malleable pairing delegation protocol, a malicious server could simply
return any two equal values inGT , causing the client to accept any incoming
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BLS signature, even invalid ones. Hence, the security of the entire signature
scheme is compromised.

zk-SNARKsoundness Groth16 [54] is one of themostwidely used pairing-
based Zero Knowledge Succint Non interactive ARgument of Knowledge
(zk-SNARK) protocols, especially in on-chain verification like in Zcash and
Ethereum. Given the proof π = (A,B,C) of a prover-claimed statement, the
verifier checks an equality of the form

e(A,B) ?= e(α,β) · e(γ,δ) · e(C,θ) ,

where the remaining pairing arguments are obtained from the public pa-
rameters and a trusted setup. Similarly to the BLS case, a malicious server
could cause a false statement from a malicious prover to be accepted by the
verifier. This completely breaks the soundness property of the zk-SNARK
system since the pairing equation is the only soundness check. The conse-
quences of this could be disastrous in practice, as it would allow forgeries of
zero-knowledge proofs for false statements, potentially leading to unautho-
rized transactions.

Consensus Failures in Blockchain Networks For blockchains that rely
on Groth16 for validity checks, if some nodes outsource pairing computa-
tions using an efficient but (unknowingly) fully malleable pairing delega-
tion protocol, while other nodes compute pairings locally, then the former
may accept invalid zk-SNARK proofs that the latter correctly reject. This
results in inconsistent block validity rules across the network, which can
cause chain bifurcations (forks) and, in the case of widespread delegation, a
violation of consensus safety through the acceptance of blocks containing
invalid state transitions.

2.4 Securely Delegating a Pairing without Precom-
putation is Impossible

Delegating the computation of a single pairing, or a batch, to a single un-
trusted server in a way that is both secure and efficient is a challenging task,
even when considering the pairing arguments as public inputs. This has led
to insecure constructions for both single and batch pairing delegation, as
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Figure 2.3: Impact of fully malleable pairing delegation on blockchain consen-
sus that uses Groth16 as a zk-SNARK. Validators relying on a fully
malleable pairing delegation protocol can be tricked into accepting an
invalid zk-SNARK proof, leading to the finalization of invalid blocks
in the blockchain consensus.

we have seen in Section 2.3 with the malleability attacks against KC23 [67,
Section 4] and KST23 [62, Alg. 1]. Theorem 2.4.1 establishes sufficient and
necessary conditions for the existence of malleability attacks against single
and batch pairing delegation protocols. As a warmup, we first define the
notion of group homomorphism that will be used in the theorem statement
and proof.

Group homomorphism: A homomorphism φ in a group (G,◦) satisfies
the following property: φ(γ1, . . . ,γn)◦φ(γ ′1, . . . ,γ ′n) = φ(γ1◦γ ′1, . . . ,γn◦γ ′n).
In particular, for any x ∈ Zq , φ(γx

1 , . . . ,γ
x
n ) = φ(γ1, . . . ,γn)x.

Theorem 2.4.1. LetΠ = (GlobalSetup,OneTimeSetup,Setup,Compute,
Verify) be a protocol for delegating a single pairing or a batch, in the single
untrusted server model, γ⃗ = (γ1, . . . ,γn) the values returned by the server, and
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r⃗ a tuple of secret exponents in Zq \{0} generated by the client. If Verify solely
consists of:

1. Membership tests γi
?
∈GT for i ∈ JnK , and

2. Equality tests of the form φ
(j)
r⃗
(γ⃗) ?= 1 for j ∈ JmK, where m ≥ 1 and

φ
(j)
r⃗

: Gn
T → GT is an homomorphism involving secret exponentiations

of elements in r⃗ on the values γ⃗ ,

then Π is malleable.

Proof. A malicious server choosing any value x ∈ Zq \ {0,1} and returning
out∗ = (γ∗1, . . . ,γ

∗
n) = (γx

1 , . . . ,γ
x
n ) , out bypasses the Verify phase. Indeed,

the elements of out∗ belong to GT due to the group closure property, and
for every j ∈ JmK , it holds that

φ
(j)
r⃗
(γ∗1, . . . ,γ

∗
n) = φ

(j)
r⃗
(γx

1 , . . . ,γ
x
n ) = φ

(j)
r⃗
(γ1, . . . ,γn)

x = 1x = 1 .
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3
Amortized Efficiency for
Pairing Delegation with
Public Inputs



This chapter focuses on the core contributions of [66] for type-
PVPV delegation and on the introduction of new state-of-the-art
constructions for type-SVSV delegation. All previous works on
pairing delegation are one-shot in the sense that the execution is
terminated after a single interaction between the client and the
server, which obliges the client to re-compute the offline phase
each time a delegation is performed. Additionally, these proto-
cols are all designed for achieving verifiability via information
theoretic arguments. This comes at the cost of limiting the over-
all efficiency of the scheme. Chevallier-Mames et al. [37] already
pointed out that “an interesting research direction would be to fur-
ther optimize the protocols by trading-off unconditional security
against computational security”.
The proposed construction, KAPR25 [66, §5], unifies single and
batch delegation by allowing sequential delegation from a one-
time setup, and is proven secure/verifiable in the more realistic
setting of computationally bounded adversaries instead of un-
bounded ones, which ensures everlasting security [57] provided
the server is unable to produce a pairing forgery within the pro-
tocol’s execution time. Finally, as a consequence of this “security
degradation”, significantly higher levels of efficiency are reached
with respect to the previous state-of-the-art.
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3.1 Modeling Sequential PairingDelegation andAmor-
tized Efficiency

Sequential pairing delegation can be expressed using the syntax introduced
in Definition 1.4.1, though its intended usage changes: OneTimeSetup is
meant to be run one time throughout the life span of a protocol instance,
and the loop Setup, Compute, Verify can be run for a finite number N ≥
1 of times, using the output of OneTimeSetup. Sequential delegations
enable the consideration of amortized efficiency: the computational cost
of OneTimeSetup should be amortized over several sequential (single or
batch) pairing delegations. Naturally, the i-th delegation round is consid-
ered to be a single one when Mi = 1, and batch whenever M > 1.

In the remainder of this section, definitions of correctness, concrete amor-
tized efficiency, and security (verifiability) are presented for sequential pair-
ing delegation protocols, covering both the single and batch settings.

3.1.1 Defining Correctness

The correctness property for a sequential pairing delegation protocol essen-
tially states that: as long as all the algorithms are run honestly, for each del-
egation (round) i ∈ JNK the verification procedure should return resultij =
e(Aij ,Bij ), where (Aij ,Bij ) ∈ G1 × G2 denote the j-th pairing arguments
used for the i-th delegation (the size of the i-th batch,Mi , may vary at every
delegation round).

Definition 3.1.1 (Correctness). A protocol Π for sequential pairing dele-
gation is said to be L-correct if, for any number of rounds (delegations) N,
and batch sizes M⃗ = {Mi}Ni=1 satisfying 1

T ·M⃗ ≤ L, for any choice of parame-
ters λ (computational security), aux.sec (e.g., efficiency, statistical security,
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timeout); for any pp output by GlobalSetup(λ), and for any sk produced
by OneTimeSetup(aux.sec), it holds that: for all i ∈ JNK,

Pr

 result = {e(Aij ,Bij )}j∈JMiK

∣∣∣∣∣∣∣∣
(pub,sec)← Setup(sk, A⃗i , B⃗i)

out← Compute(pub)
result← Verify(sk,sec,out)

 = 1 .

3.1.2 Defining Amortized Efficiency

In the following, the client’s computational cost is referred to as cost(client),
which is a shorthand for the total computational cost of running all client-side
algorithm of a protocolΠ. Specifically, this includes cost(OneTimeSetup);
plus the cost of N delegations with batch sizes M⃗, i.e., the N-term sum of the
cost of Setup and Verify, where the input to Verify is computed by evalu-
ating Compute on the output “out” of Setup, and vectors have size Mi for
i ∈ JNK.

Intuitively, amortized efficiency states that the protocol allows the client
amortize the cost of OneTimeSetup over a large enough number of dele-
gated pairings, hence providing concrete efficiency for the client. It should
be noted that for a fixed number L of delegated pairings, cost(client) may
vary depending on the number of delegation rounds N, and the respective
batch sizes M⃗ . As long as running Π with a specific choice (N,M⃗) (satisfy-
ing L = 1T · M⃗) for which cost(client) is less than the cost of evaluating L
pairings locally, Π is said to be amortized efficient.

Definition 3.1.2 (Amortized Efficiency). LetΠ be a protocol for sequential
pairing delegation, and L ≥ 1 a positive integer. Π is said to be L-amortized
efficient if there exists a tuple (N,M⃗) for delegating L pairings and a real
value ϵ ∈]0,1[ such that:

cost(client)
L · p

≤ ϵ .

where cost(client) represents the client-side cost of runningΠ for delegat-
ing L pairings.

From Definition 3.1.2 the notion of concrete amortized efficiency can be
drawn for a fixed batch size M ≥ 1, and a target efficiency ratio ϵ ∈]0,1[ by
finding (if it exists) the smallest integer N ≥ 1 such that cost(client)

M·N·p ≤ ϵ .
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It should be noted that for one-shot pairing delegation protocols the ratio
ϵ is constant since cost(client) is linear in N ·M (the OneTimeSetup needs
to be run at every new delegation round).

3.1.3 Verifiability models in the Sequential Setting

The verifiability experiment for one-shot delegation presented in section 1.6
can be generalized to the sequential setting in a natural way. As in the
one-shot case, the experiment is parameterized by a privacy type type ∈
{PVPV,SVPV,PVSV,SVSV}, which determines the adversary’s control over
the pairing inputs. This experiment is denoted Expseq,verΠ,A and is depicted in
Figure 3.1.

Intuitively, the adversary A plays the role of a malicious server that at
each delegation round, based on the protocol’s privacy type:

• When type = PVPV (CI verifiability): The adversary directly controls
both pairing inputs at each delegation round.

• When type ∈ {SVPV,PVSV,SVSV} (SI verifiability): For each input
designated as secret, the adversary selects a λ-min-entropy distribu-
tion from which it is sampled, rather than choosing the input directly.

In detail, the experiment sets up an instance of a sequential pairing dele-
gation protocolΠ for a fixed number L of pairings; and for every delegation
round,A adaptively selects the pairing arguments or sampling distributions
according to the protocol type. The adversary wins the experiment if

1. At a given delegation round i, a forgery is produced, i.e., an out∗ for
which Verify returns a tuple in GT not matching {e(Aij ,Bij )}

Mi
j=1 .

2. All outputs returned by the adversary prior to the forgery are honest.

3. The number of delegated pairings up that point does not exceed L.

This experiment aims to capture the behavior of an adversary attempting to
gain knowledge during the initial rounds of the protocol and subsequently
leveraging this information to launch an attack at a later stage of the pro-
tocol. As expected, setting L = 1 yields the one-shot delegation security
experiment ExpverΠ,A.
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Expseq,verΠ,A (λ,aux.sec,L, type)

1 : pp← GlobalSetup(λ); sk←OneTimeSetup (aux.sec)

2 : st← (λ,aux.sec,pp); ctr← 0

3 : while true : // delegation rounds

4 : switch (type)

5 : case SVSV : // A secret, B secret

6 : Distλ∞(G1 ×G2)
∣∣∣
marg

⊃ D⃗ ←A(st);

7 : A⃗
D⃗G1← G1; B⃗

D⃗G2← G2

8 : case SVPV : // A secret, B public

9 : Distλ∞ (G1) ⊃ D⃗ ←A(st); A⃗
D⃗←G1; B⃗←A(st)

10 : case PVSV : // A public, B secret

11 : Distλ∞ (G2) ⊃ D⃗ ←A(st); B⃗
D⃗←G2; A⃗←A(st)

12 : case PVPV : // A public, B public

13 :
(
A⃗, B⃗

)
←A(st)

14 : ctr← ctr+ len(A⃗); if ctr ≥ L : break

15 : (pub,sec)← Setup(sk, A⃗, B⃗);

16 : (out∗,st)←A (pub,st)

17 : result
∗← Verify(sk,sec,out∗)

18 : if result∗ < {⊥, e(A⃗, B⃗)} : return 1

19 : if result∗ =⊥ : return 0

20 : return 0

Figure 3.1: Verifiability experiment for sequential pairing delegation.
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Remark 3.1.3. Amore typical and stronger security notion could be defined
by allowing the adversary to return non successful forgeries out∗ without
automatically losing the game, simply by removing line 19 in Figure 3.1.
However, this extra requirement is not realistic in the current framework: if
the client rejects the server’s output in the verification phase, it can decide to
interact with another server for future delegations, and/or refresh its secret
randomness by re-running OneTimeSetup.

Definition 3.1.4 (Sequential verifiability). For a given positive integer L ≥
1 , a computational security parameter λ, and a tuple of auxiliary secu-
rity parameters aux.sec, a sequential delegation protocol Π of type type ∈
{PVPV,SVPV,PVSV,SVSV} is said to be sequentially verifiable against a given
class of adversaries if, for any A in the class, it holds that:

P
[
Expseq,verΠ,A (λ,aux.sec,L, type) = 1

]
≤ negl(λ) +

∑
δ∈aux.sec

negl(δ)

whereExpseq,verΠ,A (λ,aux.sec,L, type) denotes the sequential verifiability ex-
periment shown in Figure 3.1. When type = PVPV, this corresponds to se-
quential chosen-input (CI) verifiability; for type ∈ {SVPV,PVSV,SVSV}, it
corresponds to sequential sampled-input (SI) verifiability.

3.2 AmortizedEfficiency for Type-PVPVPairingDel-
egation

This section presents the core construction of this thesis, KAPR25 [66, §5]
(named “AmorE” by the authors), a type-PVPV sequential pairing delegation
protocol that is CI-verifiable and achieves concrete amortized efficiency.

KAPR25 is instantiated with the following auxiliary security parameters:
(1) a latency parameter τ , which upperbounds the duration of the protocol
in seconds, and (2) an efficient parameter ϕ, which balances the trade-off
between (statistical) security and efficiency.

Introducing τ stems from the observation that a malicious server can-
not develop a winning strategy before receiving the first public value from
the client, or after the protocol has concluded. Hence, if it holds that the
adversary’s view pub only encodes ephemeral secret coins (which become
useless, if disclosed after the delegation is over), it is reasonable to bound
the adversary’s running time in the duration of the protocol. In particular, it
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is assumed that the number of delegated pairings is linearly dependent on τ ,
i.e., L ∈Θ(τ) . On the other hand, ϕ allows the client to adjust the security
and efficiency of the construction, ranging from unconditionally secure but
not necessarily efficient (ϕ = 2 ·λ), to everlasting secure against a bounded
algebraic adversary, and significantly efficient (ϕ ≪ 2 · λ). KAPR25 is pre-
sented as pseudocode in Figure 3.2. In subsection 3.2.1, the code flow is de-
scribed while in subsection 3.2.2 the correctness property of Definition 3.1.1
is proven.

3.2.1 Protocol Description

KAPR25 can be described in two blocks: the one time procedures and the
ones for sequential delegation.

Protocol description (one-time procedures) The GlobalSetup is run
once to generate the global public parameters pp, which describe a bilinear
group and its generators. Specifically, pp is comprised of the field size q, a
bilinear map e, the groupsGι for ι ∈ {1,2,T }, and their corresponding gener-
ators P ,Q,γT = e(P ,Q). The global public parameters are publicly available
to all algorithms. The algorithm OneTimeSetup is run once by the client,
and takes as input the auxiliary security parameters aux.sec = (τ,ϕ), which
are set by the client. The time parameter τ will be used as a termination flag,
while the efficiency one, ϕ, will tune efficiency and security (as discussed
later in this section). A long term secret scalar s is uniformly sampled and
the element ξ = γ−sT is computed. The start time tstart of the protocol is
initialized, enabling time lapse checking against the time parameter τ at the
verification phase of each delegation.

Protocol description (sequential delegations) The procedures Setup,
Compute, Verify can be runmultiple times in this sequence. Setup is run by
the client to initiate a new pairing delegation for the arguments (A⃗, B⃗). After
checking that the inputs have consistent sizes and do not contain the infinity
point, a field element u is uniformly sampled, generating the pointsU ∈G1
and V ∈ G2 (lines 5-6), linked by the relation e(U,V ) = ξ . Noticeably,
these computations are independent of the pairing inputs, and hence can
be precomputed. Next, whether the batch (A⃗, B⃗) consists of a single pair or
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GlobalSetup(λ)→ pp

// Bilinear Group parameters
return (q,G1,G2,GT , P ,Q,γT , e)

Setup(sk, A⃗, B⃗)→ (pub,sec)

1 : parse sk = (s, ·, ·,ϕ, ·)

2 : if len(A⃗) , len(B⃗) :
3 : return ⊥

4 : if O ∈ A⃗∪ B⃗ : return ⊥

5 : u
$← Z∗q

6 : (U,V )←
(
[u]P , [s ·u−1]Q

)
7 : M← len(A⃗)

8 : if M = 1 :

9 : r
$← Jmin{2ϕ ,q − 1}K

10 : C←
[
−s ·u−1

]
(U +A)

11 : D← V − [r]B

12 : (X,Y )← (⊥,⊥)
13 : else :

14 : W
$←G1 \ {O}

15 : D←
M∑
j=1

Bj

16 : (X,Y )← ([u] (D −V ) ,W −U )

17 : for j ∈ JMK :

18 : rj
$← Jmin{2ϕ ,q − 1}K

19 : Cj ←
[
rj
]
Aj +W

20 : if O ∈ {C⃗,D,X,Y } : return ⊥

21 : pub←
(
A⃗, B⃗, C⃗,D,X,Y

)
22 : sec← r⃗

23 : return (pub,sec)

OneTimeSetup(aux.sec)→ sk

1 : parse aux.sec = (τ,ϕ)

2 : s
$← Z∗q; ξ← γ−sT

3 : tstart← time.now()

4 : return (s,ξ,τ,ϕ,tstart)

Compute(pub)→ out

1 : parse pub =
(
A⃗, B⃗, C⃗,D,X,Y

)
2 : M← len(A⃗)

3 : for j ∈ JMK : ρj = e(Aj ,Bj )

4 : if M = 1 : γ ← e(A,D) · e(C,Q)

5 : else :

6 : γ ←

 M∏
j=1

e(Cj ,−Bj )

 · e(Y ,D) · e(P ,X)

7 : return (γ, −→ρ )

Verify(sk,sec,out)→ result

1 : parse sk = (·,ξ,τ, ·,tstart)

2 : if time.now()− tstart > τ : return ⊥

3 : parse sec = r⃗; parse out = (γ, ρ⃗)

4 : M← len(r⃗)

5 : if
∨
j∈JMK

(
ρj <GT

)
: return ⊥

6 : if ξ =

 M∏
j=1

ρ
rj
j

 ·γ : return ρ⃗

7 : return ⊥

Figure 3.2: Pseudocode for KAPR25 [66, §5]. The lines in grey are not input-
dependent and can be pre-computed to prioritize online efficiency.
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multiple, determines the follow up logic, but essentially, a secret scalar r is
uniformly sampled from Jmin{2ϕ ,q − 1}K for each pairs of inputs (A,B) in
(A⃗, B⃗) and additional group elements are computed and checked against the
infinity point in order to later verify the correctness of the server’s output at
the end of the interaction round. The public tuple

(
A⃗, B⃗, C⃗,D,X,Y

)
is then

sent to the server, while the secrets r⃗ are kept by the client.
Compute is the only algorithm run by the server. It takes pub as input

and returns to the client the delegated pairing(s) ρj = e(Aj ,Bj ) for j ∈ JMK
along with the check value γ .

Verify is run by the client to conclude the delegation. It first ensures the
protocol has not timed out (line 2) and then checks that the expected evalu-
ated pairings ρ⃗ are GT elements (in order to avoid small subgroup attacks,
as in [79, Section 8.3]). The last check verifies the identity ξ ?=

(∏M
j=1ρ

rj
j

)
·γ

(line 6). If all checks pass, the algorithm returns ρ⃗, else, it returns ⊥.

Remark 3.2.1 (M = 1 vs M > 1 approach). The public view is constructed
differently depending on whether the delegation round consists of a single
pairing or a batch of them, and the underlying reason is solely for lever-
aging efficiency. Indeed, for M = 1, it is more efficient to perform a short
scalar multiplication on the G2 point D and a full one to the G1 point C.
On the other hand, for M > 1, the verification formula allows the client to
perform M short multiplications on G1 and a single full one on a G2 point
(see [66][Table 2]).

Remark 3.2.2 (Completeness). KAPR25 can be made complete (see [14, §1])
for the client, meaning the protocol handles all pairs of input points on the
curve, including the point at infinity. For instance, simply skip the pro-
cessing for those pairs (A,B) containing O and set their pairing value to 1
later in Verify. Additionally, if

∑M
j=1Bj = O (Setup line 15), then (Ak ,Bk)←(

[2]Ak , [2−1]Bk

)
can be set for some k ∈ JMK, which simultaneously ensures

D , O and e(Ak ,Bk) to remain unchanged. Finally, if any of the points in
{C⃗,X,Y } (Setup line 20) become O (event occurring with negligible proba-
bility in λ), then AmorE can simply re-sample the necessary random coins
(U,V or W ) and re-compute the affected points. This ensures that the pro-
tocol remains unconditionally secure when ϕ is full range; otherwise the
system of equations underlying the public view would cease to be underde-
termined, and this can be easily detected by an adversary (see section 3.3).
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OneTimeSetup
aux.sec→ sk

Sequential delegation loop

Setup
sk, A⃗, B⃗→ pub,sec

Compute
pub→ out

Verify
sk,sec,out→ result

timeout?
time.now()− tstart > τ result =⊥?

Output ρ⃗
Continue loop

Abort
Restart from
OneTimeSetup

pub

out

no

no

yesyes

Client Server

Figure 3.3: Flow diagram of the KAPR25 protocol. The OneTimeSetup phase is
executed once to generate long-term secrets valid for time τ . The se-
quential delegation loop consists of Setup (Client prepares public/se-
cret values), Compute (Server evaluates pairings), and Verify (Client
checks correctness and timeout). If timeout is exceeded or verification
fails, the protocol must restart from OneTimeSetup.
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3.2.2 Protocol Correctness

This follows by inspection of the pseudo code in Figure 3.2. In line 3 of
Compute, the server computes ρ⃗ = {e(Aj ,Bj )}Mj=1 which is then returned

in line 6 of Verify. It remains to show that the verification equation ξ
?=(∏M

j=1ρ
rj
j

)
· γ in line 6 of Verify, is satisfied when all algorithms are run

honestly. There are two cases:

1. M = 1:

ρr ·γ = e(A,B)r · (e(A,D) · e(C,Q))

= e(A, [r]B) · e(A,V − [r]B) · e
(
[−s ·u−1](U +A),Q

)
= e(A,V ) · e(U +A, [−s ·u−1]Q)

= e(A,V ) · e(U +A,−V )

= e(U,−V ) = e(P ,Q)u·(−s)·u
−1
= γ−sT = ξ

2. M > 1: M∏
j=1

ρ
rj
j

 ·γ =

 M∏
j=1

e(Aj ,Bj )
rj

 ·
 M∏
j=1

e(Cj ,−Bj )

 · e(Y ,D) · e(P ,X)

=

 M∏
j=1

e(Aj ,Bj )
rj

 ·
 M∏
j=1

e
([
rj
]
Aj +W,−Bj

) · e(Y ,D) · e(P ,X)

=

 M∏
j=1

e(Aj ,Bj )
rj

 ·
 M∏
j=1

e(Aj ,Bj )
−rj

 · M∏
j=1

e(W,Bj )
−1 · e(Y ,D) · e(P ,X)

= e

W,
M∑
j=1

Bj


−1

· e

W −U,
M∑
j=1

Bj

 · e
P , [u]

 M∑
j=1

Bj −V




= e

−U,
M∑
j=1

Bj

 · e
U,

M∑
j=1

Bj −V


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= e(U,−V ) = e([u]P , [−su−1]Q) = ξ

Hence, for a given number L ∈ Θ(τ) of pairing delegations, and for any
choice of delegation rounds N and corresponding batch sizes M⃗ satisfying
L = 1T · M⃗ , if all algorithms are run honestly, KAPR25 is L-correct as per
Definition 3.1.1.

3.3 Security

Proof technique overview:

• In Lemma 3.3.1 (subsection 3.3.1), it is proved that an algebraic adver-
saryA attempting to produce a forgery against KAPR25’s verification
equation must produce, in the simplest case, a pair (η,ηrj ) for some
η ∈GT \ {1} and j ∈ JMK.

• Next, in subsection 3.3.2 it is shown that in an efficient setting ϕ <
2 · λ, extracting a secret scalar rj from the public view pub reduces
to finding the intersection of at least two sets of size 2ϕ in one of the
bilinear groups Gι.

• Moreover, in subsection 3.3.3 it is proved that when A is limited to
computing 2κ many ϕ-bit group operations for a time-dependent pa-
rameter κ ∈ Θ(log(τ)) , setting ϕ =

⌈
σ−1
2 + κ

⌉
allows upperbounding

the success probability of finding this intersection by 2−σ , where σ is
the statistical security parameter. In practice, κ = 70 + log(τ) (τ in
seconds), which adjusts to the all-time highest hashrate of the Bitcoin
network as of 2025. This can be re-adjusted in the future.

• Finally, in subsection 3.3.4 and subsection 3.3.5, an unconditional se-
curity result stated in Theorem 3.3.4 and a computational one stated
in Theorem 3.3.5 are provided.

3.3.1 Bypassing the verification equation

The following lemma identifies necessary and sufficient conditions to pro-
duce a valid forgery against any single- or batch-, one-shot or sequential
pairing delegation protocol that employs a specific type of verification checks.
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Lemma 3.3.1 (Identifying forgeries). Let λ be a computational security pa-
rameter andΠ a pairing delegation protocol over the bilinear group parameters
(q,G1,G2,GT , P ,Q,γT , e)← GlobalSetup(λ) . If the Verify procedure of Π
consists solely of checks of the form:ξ =

M∏
i=1

ρrii ·γ

∧ (ρi ∈GT )i∈JMK (3.1)

for some M ≥ 1, with ξ ∈GT and r⃗ being the client’s secret values, and out =
(−→ρ ,γ) ∈ GM

T ×GT the output of an honest server during a delegation; then,
for any out∗ , out satisfying (3.1), there exists a non-empty subset of indexes
J ⊂ JMK, and elements ηj ∈GT \ {1} for j ∈ J such that out∗ = (ρ⃗∗,γ∗) with:

ρ∗i =

ρi if i ∈ JMK \ J
ρi · ηi if i ∈ J

and γ∗ = γ ·
∏
j∈J

η
−rj
j .

In particular, an algebraic adversary can only produce forgeries of this form.
Hence, if it succeeds in producing a valid forgery out∗, it must output at least
one secret exponent rj for some index j ∈ J .

Proof. By the closure property of the multiplicative groupGT , any (forgery)
vector out∗ = (ρ⃗∗,γ∗) , out can be written as a deviation from the honest
output: out · η⃗, for some η⃗ ∈GM

T ×GT . Since out∗ , out, at least two entries
of η⃗ must be different from 1. Let J ⊂ JMK denote the non-empty subset of
indexes of elements of out∗ of the form ρ∗j = ρj ·ηj , with ηj , 1. It remains to
prove that ηM+1 =

∏
j∈J η

−rj
j . This fact is immediate, since any other value of

ηM+1 would lead to out∗ not satisfying the verification check in (3.1), indeed
by the equality in (3.1):

ξ =
M∏
i=1

(
ρ∗i

)ri ·γ∗ =  M∏
i=1

ρrii ·γ

 ·
 M∏
i=1

ηrii · ηM+1

 = ξ ·

 M∏
i=1

ηrii · ηM+1


which implies ηM+1 =

∏M
i=1η

−ri
i , hence γ∗ = γ ·

∏M
i=1η

−ri
i .

3.3.2 Extracting partially-masking secret variables

In this section is illustrated how an otherwise unconditionally secure pro-
tocol becomes vulnerable to an intersection attack when at least two of its
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secret variables are sampled from a reduced set, instead of the full-range Z∗q.
In the specific case of KAPR25, the reduced set is J2ϕK ⊂ Z∗q with ϕ < 2 ·λ
(see lines 9 and 18 in Setup in Figure 3.2).

A toy example: Let (G = ⟨P ⟩,+) be a cyclic group of prime order q, and
(r1, r2,u) a tuple of secret values such that r1, r2,u

$← Z∗q . LetU = [u]P ∈G ,
and consider the public view

pub =

C = [r1]U +X

D = [r2]U +Y
, (3.2)

where X,Y ∈G are public and X , C,Y ,D . Note that r1, r2,u work as one
time pads, effectively masking each other. Specifically, by denoting in lower-
case the discrete logarithm with respect to P of group elements, is obtained
the following system of equations:c = r1 ·u + x mod q

d = r2 ·u + y mod q
⇒

r1 = u−1 · (c − x) mod q

r2 = u−1 · (d − y) mod q

which yields the parametrization(
r1 = u−1 · (c − x), r2 = u−1 · (d − y),u

)
inZq. This parametrization produces q−1 equiprobable secret tuples (r1, r2,u)
that yield pub. Hence, any protocol whose public view is pub and whose
security relies on the masking of these secret variables, is unconditionally
secure.

Now, if one of the variables were sampled from a small subset, e.g, r1
$←

S ⊂ Z∗q , parameterizing by r1 would produce |S | equiprobable secret tuples
instead.

However, if r1, r2
$← S ⊂ Z∗q , values for u can now be discarded accord-

ing to the new constraint

u ∈ I =
{
[t−11 ](c − x) : t1 ∈ S

}
∩

{
[t−12 ](d − y) : t2 ∈ S

}
.

For a computationally bounded algebraic adversary, attempting to learn the
secret tuple from (3.2) reduces to picking an element

U ∗ ∈ I =
{
[t−11 ](C −X) : t1 ∈ S

}
∩

{
[t−12 ](D −Y ) : t2 ∈ S

}
(3.3)
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and its corresponding indexes r∗1, r
∗
2 , which takes up to 2 · |S | computations.

In the worst case (best case for A), when |I | = 1, finding (3.3) is analogous
to breaking a 2-key-expansion of a block cipher (e.g., Double DES). In such
case, for a plaintext-ciphertext pair (m,c), A would need to compute{

DEC(t2, c) : t2 ∈ {0,1}k
}
∩

{
ENC(t1,m) : t1 ∈ {0,1}k

}
,

which ismost efficiently done via Diffie-Hellman’smeet-in-the-middle attack
in [45], taking up to 2k+1 operations. Figure 3.4 illustrates this parallelism.

Remark 3.3.2. Observe that if A could extract discrete logarithms, it can
simply run a membership test with a single iterator t ∈ S , by checking

t · (d − y) · (c − x)−1 mod q
?
∈ S

which takes up to |S | tries.

In general: Consider n public elements belonging to a cyclic group G of
prime order q, constructed from n + 1 secret scalars that, if sampled uni-
formly from Z∗q, would work as one time pads, effectively masking each
other. Suppose that at least two of these secret scalars are sampled from
a small subset S ⊂ Z∗q , turning them into partially-masking variables. Then,
it can be verified by inspection of the public view in question, that the most
time-efficient strategy for a computationally bounded algebraic adversary,
attempting to extract a secret scalar solely from the public view, is an in-
tersection attack based on the bound constraints taking up to 2 · |S | scalar
computations inG. This also holds when the public values belong to the bi-
linear groupsG1 andG2 and they contain partially-masking variables. This
is simply because the bilinearity of e merely allows an adversary to produce
pairs (η,ηt) in GT ×GT where t is a product or addition obtained from the
discrete logarithms of the public values with respect to P and Q . In other
words, while e may enable an intersection attack inGT , it does not give any
additional advantage to A in producing a pair (η,ηr ) for a secret scalar r as
long as the public view is underdetermined.

3.3.3 Winning probability

The advantage of A in extracting a secret value from a public view consist-
ing of a constrained underdetermined system of equations in the bilinear
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Public View
C,D

Group Element Intersection Attack

Compute for t1 ∈ S

{[t−11 ](C −X)}

|S | scalar mult.

Compute for t2 ∈ S

{[t−12 ](D −Y )}

|S | scalar mult.

Intersection I
Find U ∗

Cost: 2 · |S | scalar multiplications

Analogous

Known Pair
(m,c) Double DES Meet-in-the-Middle

Encrypt for t1 ∈ {0,1}k

{ENC(t1,m)}

2k encryptions

Decrypt for t2 ∈ {0,1}k

{DEC(t2, c)}

2k decryptions

Intersection
Find match Cost: 2k+1 operations

Figure 3.4: Analogy between the intersection attack on partially-masking secret
variables (above) and Diffie-Hellman’s meet-in-the-middle attack (be-
low) on Double DES encryption (adapted from [45]).
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groupsG1 andG2, can therefore be estimated by upperbounding the proba-
bility of the event thatA succeeds in finding an intersection of the type (3.3)
containing one of the client’s secret values, without exceeding 2κ group op-
erations.

In our toy example from subsection 3.3.2, this event is equivalent to
A selecting subsets S1 and S2 of J2ϕK that satisfy the budget limitation
|S1| + |S2| ≤ 2κ , with each subset containing the secret values r1 and r2
respectively. This is required to ensure that

U ∈ I =
{
[t−1](C −X) : t ∈ S1

}
∩

{
[t−1](D −Y ) : t ∈ S2

}
,

so thatA can choose ri from a narrower set of possible secret tuples. Indeed,

P [{U ∈ I}] = P [{r1 ∈ S1} ∧ {r2 ∈ S2}] .

The following lemma upperbounds the probability of this event in the
general case where the public view is an underdetermined system involving
L secret values ri , sampled from the subset J2ϕK ⊂ Z∗q .

Lemma 3.3.3 (Intersection success probability). Let ϕ,κ,σ ,M be positive
integers such that

ϕ =
⌈
σ − 1
2

+κ

⌉
.

For all i ∈ JMK, let ri
$← J2ϕK. Then, for a collection of subsets Si ⊂ J2ϕK se-

lected without previous knowledge of the values r⃗ , and satisfying
∑M

i=1 |Si | ≤
2κ, the probability of at least two of them, say Sj and Sk , respectively contain-
ing the values rj and rk for j,k ∈ JMK, is negligible in σ . In particular,

P

 ∨
1≤j<k≤M

{rj ∈ Sj} ∧ {rk ∈ Sk}

 ≤ 2−σ .

Proof. Let c,n ∈ N and g : Rn→ R defined as g(x⃗) =
∑n

j=1 xi − c . Consider
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a tuple {xj}nj=1 ⊂ R+ fulfilling the constraint g(x⃗) = 0. Then, it holds that n∑
j=1

xj


2

=
n∑

j=1

x2j +2 ·
n∑

k=2

k−1∑
j=1

xj · xk

⇔
∑

1≤j<k≤n
xj · xk =

1
2
·


 n∑
j=1

xj


2

−
n∑

j=1

x2j


=
1
2
·

(g(x⃗) + c)2 −
n∑

j=1

x2j

 = 1
2
·

c2 − n∑
j=1

x2j

 ,
from which it can established that

argmax
{xj }nj=1

 ∑
1≤j<k≤n

xj · xk


∣∣∣∣∣∣
g(x⃗)=0

= argmin
{xj }nj=1

 n∑
j=1

x2j


∣∣∣∣∣∣
g(x⃗)=0

=
{ c
n

}
j∈JnK

,

where the last equality follows from using a Lagrange multiplier to include
the constraint g(x⃗) = 0 in the minimization. Under the new assignment
xi ← |Si | and (c,n)← (2κ,N ) , 1 one can write∑

1≤j<k≤M

∣∣∣Sj ∣∣∣ · |Sk | ≤ (
M
2

)
·
(
2κ

M

)2
=
M · (M− 1)

2
· 22κ ·M−2 < 22κ−1 .

Now,

P

 ∨
1≤j<k≤M

{rj ∈ Sj} ∧ {rk ∈ Sk}

 ≤ ∑
1≤j<k≤M

P
[
{rj ∈ Sj}

]
· P [{rk ∈ Sk}]

=
∑

1≤j<k≤M

(
2ϕ − 1∣∣∣Sj ∣∣∣− 1

)
(
2ϕ∣∣∣Sj ∣∣∣

) ·

(
2ϕ − 1
|Sk | − 1

)
(
2ϕ

|Sk |

) = 2−2ϕ ·
∑

1≤j<k≤M

∣∣∣Sj ∣∣∣ · |Sk |
< 2−2ϕ+2κ−1 = 2−σ .

1∑n
i=1 xi − c = 0⇔

∑M
i=1 |Si | = 2κ .
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3.3.4 Unconditional security

KAPR25 achieves unconditional security when the efficient parameter ϕ is
set to 2 ·λ . This setting simply implies sampling r from Z∗q in lines 9 and 18
of Setup in Figure 3.2.

Theorem 3.3.4. For any λ, let q denote the (2 ·λ)-bit prime order of the bi-
linear groups Gι output by any execution of GlobalSetup(λ). Let aux.sec =
(ϕ,τ), with ϕ = 2 · λ, τ > 0 and L := poly(λ). Then, KAPR25 (Figure 3.2)
is unconditionally secure, equipped with 2 · λ bits of statistical security. In
particular, for any algebraic adversary A, it holds that:

P
[
Expseq,CI−verΠ,A (λ,aux.sec = (2 ·λ,τ),L) = 1

]
≤ 1

q − 1− 3 ·L
,

where Expseq,CI−verΠ,A is depicted in Figure 3.1.

Proof. Consider an adversaryA entering the delegation round i ∈ JNK of the
experiment Expseq,CI−verΠ,A . KAPR25’s verification equation and membership
tests (lines 5 and 6 of Verify in Figure 3.2) are of the same type as those
specified in Lemma 3.3.1, which ensures that A wins the experiment if and
only if, it succeeds in producing in the simplest case, a triplet (η,ηr , j) ∈
G2

T × JMiK for some secret exponent r used to verify the element ρij . By
inspecting the protocol, in addition to the pairing inputs (−→A ,

−→
B ) , the public

view up to round i consists of the following values:
Ckj =

[
rkjakj +wk

]
P

Yk = [wk −uk]P
Xk =

[
uk ·

∑Mk
j=1 bkj − s

]
Q,


Cℓ =

[
−s ·

(
1+u−1ℓ · aℓ

)]
P

Dℓ =
[
s ·u−1ℓ − rℓ · bℓ

]
Q

(3.4)

where ℓ ranges over a subset of indexes L ⊂ JiK identifying the delegation
rounds consisting of a single pairing delegation (Mℓ = 1), and (k, j) ∈ {JiK \
L}×JMkK . Now, (3.4) can be transformed into the following parametrization
in Zq (modulo q): 2

2Recall that KAPR25 rejects points at infinity (see lines 4 and 20 in Setup); this implies
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

uk = (xk + s) ·
(∑Mk

j=1 bkj
)−1

wk = yk + (xk + s) ·
(∑Mk

j=1 bkj
)−1

rkj =
(
ckj − yk − (xk + s) ·

(∑Mk
j=1 bkj

)−1)
· a−1kj

uℓ =
(
−cℓ · s−1 − 1

)−1
· aℓ

rℓ =
(
(−cℓ − s) · a−1ℓ − dℓ

)
· b−1ℓ .

(3.5)

In (3.5), each value of s yields a secret tuple (s,W⃗ , −→r , u⃗) that produces
the view (3.4), as long as O < W⃗ and 0 < {−→r , u⃗} 3. Hence, for any j ∈ Mi ,
there are at least q − 1 − (

∑i
k=1Mk + 2 · i − |L|) possible and equiprobable

secret values rij that could have been sampled according toA’s view (recall
that

∣∣∣∣W⃗ ∣∣∣∣ = i − |L|). Since this number decreases as the number of delegated
pairings increases, it can be upperbound by q − 1− 3 ·L.

3.3.5 Everlasting security

Security for KAPR25 in the efficient setting ϕ < 2 ·λ , can be proven against
an adversary operating under the Algebraic Group Model [47], and with
limited computational power during the execution of the sequential pairing
delegation protocol (recall that A can only win Expseq,CI−verΠ,A between the
start and the end of the protocol). In particular, the protocol timeout param-
eter τ , determines an additional computational parameter κ ∈ Θ(log(τ)),
such that A is limited to computing a total of 2κ elements across all groups
G1,G2 and GT .

Theorem 3.3.5. For any λ, let q denote the prime order of the groups output
by any execution of GlobalSetup(λ). Let τ,σ be positive integers, and κ ∈
Θ(log(τ)) satisfying ϕ =

⌈
σ−1
2 + κ

⌉
< 2 · λ . Then, for any positive integer

L ∈Θ(τ), KAPR25 (Figure 3.2) is secure according to Expseq,CI−verΠ,A against an

that in order not to lose in the security experiment, A has to pick inputs −→A and −→B that do
not contain points at infinity and such that

∑Mk
j=1Bkj , O (hence all akj and

∑Mk
j=1 bkj are in

Z∗q and therefore invertible).
3The setting ϕ = 2 ·λ implies that rkj

$← Z∗q in lines 9 and 18 of Setup, so no non-zero
values can be discarded in (3.5) for the secrets (w⃗, −→r , u⃗).
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algebraic adversary A limited to computing a total of 2κ elements across all
groups Gι for ι ∈ {1,2,T } . In particular,

P
[
Expseq,CI−verΠ,A =

(
λ,aux.sec =

(
ϕ =

⌈
σ − 1
2

+κ

⌉
, τ

)
,L

)
= 1

]
≤ 2−σ .

Proof. Given a pair (N,M⃗) such that L = 1T · M⃗, assumeA enters the delega-
tion round i ∈ JNK of Expseq,CI−verΠ,A . Recall from Lemma 3.3.1 that A needs
to output at least a pair (η,ηr ) ∈ G2

T for some secret scalar r used in the
verification equation at round i in order to win the experiment. Let L ⊂ JiK
indicate the rounds up to i which consist of delegations of a single pairing.
In the AGM, given the view (3.4),A is restricted to computing elliptic curve
points Gι ∈Gι for ι = 1,2, of the general form

G1 =
∑
k,j

[
z
(1)
kj

]
Akj +

∑
ℓ∈L

[
z
(2)
ℓ

]
Cℓ +

∑
k∈JiK\L, j

[
z
(3)
kj

]
Ckj +

∑
k∈JiK\L

[
z
(4)
k

]
Yk +

[
z(5)

]
P ∈G1

G2 =
∑
k,j

[
z̄
(1)
kj

]
Bkj +

∑
ℓ∈L

[
z̄
(2)
ℓ

]
Dℓ +

∑
k∈JiK\L

[
z̄
(3)
k

]
Xk +

[
z̄(4)

]
Q ∈G2 ,

for adversarially chosen scalars z⃗,⃗̄z ⊂ Z∗q . Additionally, these points can be
used as inputs for the bilinear map e. Now, since A’s view (3.4) is based on
an underdetermined system of equations with one degree of freedom, even if
the secret scalars rkj are now sampled from J2ϕK ⊂ Z∗q, A cannot construct
a pair (η,ηrkj ) ∈ (GT )2 with non-negligible probability from just e and a
specific choice of scalars z⃗∗, ⃗̄∗z ⊂ Z∗q . As described in subsection 3.3.2, the
constraints rkj ∈ J2ϕK can be leveraged in this scenario by discarding values
via an intersection on sets containing a common secret. In particular, for
minimal adversarial cost, these sets need to be generated by expressions that
isolate the bounded secrets from any other source of randomness to allow
a meet-in-the-middle attack. In the public view (3.4), the aforementioned
constraints manifest themselves in several relations, e.g.,

ξ = γs
T ∈

⋂
ℓ∈L

{
ρ
tℓ
ℓ ·γℓ : tℓ ∈ J2ϕK

}
⊂GT , (3.6)

where ρℓ = e (Aℓ,Bℓ) and γℓ = e (Aℓ,Dℓ) · e (Cℓ,Q) for ℓ ∈ L .
Alternatively, general intersections can be established by removing the

common source of randomness uℓ from Cℓ and Dℓ in (3.4) by choosing
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scalars (z, z̄, ẑ) ∈ (Z∗q)3 fulfilling z̄ = z · aℓ , and computing

e([z]Cℓ, [ẑ]Q) · e([ẑ]P , [z̄]Dℓ) = e(ẑP ,Q)z·cℓ · e(P , ẑQ)z̄·dℓ

= e(ẑP ,Q)z·(−s·(1+u
−1
ℓ ·aℓ))+z̄·(s·u−1ℓ −rℓ ·bℓ)

= e(ẑP ,Q)−z·s−z̄·rℓ ·bℓ

= η−z·s−z̄·rℓ ·bℓ

to finally leverage the relation

γz·ẑ·s
T ∈

⋂
ℓ∈L
{ηz·s−z̄·rℓ ·bℓ · η z̄·t·bℓ : t ∈ J2ϕK} ⊂GT . (3.7)

However, due to the sequential design of KAPR25,A cannot cheat on rounds
that have already passed, hence, these approaches are only useful for A if
the current round i consists of a single pairing (i.e., i ∈ L). In that case, A
can narrow down values for ri by finding subsets of J2ϕK that lead to non-
empty intersections of the form (3.6) or (3.7), and win Expseq,CI−verΠ,A with non
negligible probability whenever ϕ ≪ 2 · λ . If L = ∅, the only place where
the relevant bounded secret exponents rij appear in the view (3.4), is in the
expression Cij =

[
rijaij +wi

]
P , which in turn enables the intersection

Wi ∈
M⋂
j=1

{
Cij − [tj ]Aij : tj ∈ J2ϕK

}
⊂G1 . (3.8)

Now, as expected from the analysis in subsection 3.3.2, in all intersection at-
tacks, the underlying sets are obtained by ranging over the sampling space
of the bounded secret values, i.e., J2ϕK . Let I denote any intersection lead-
ing to value discardment of a bounded scalar r . Since |I | is the number of
equiprobable possible values for r , the probability for an unbounded A of
winning Expseq,CI−verΠ,A equals |I |−1 . However, for the worst case |I | = 1,
the winning probability of an adversary limited to computing 2κ operations
in any of the bilinear groups, is upperbounded by the adversary finding at
least a pair of subsets (S, S̄) ⊂ J2ϕK × J2ϕK such that (r ∈ S)∧ (r̄ ∈ S̄) , for
some other bounded scalar r̄ , and |S |+

∣∣∣S̄∣∣∣ ≤ 2κ . For example, succeeding in
finding such sets fulfilling (rij ∈ S)∧ (rik ∈ S̄) for j,k ∈ JMiK in (3.8) yields
in the worst case (best case for A)

{Wi} =
{
Cij − [t]Aij : t ∈ S

}
∩

{
Cik − [t]Aik : t ∈ S̄

}
,
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after which A extracts both rij and rik . For the setting ϕ =
⌈
σ−1
2 + κ

⌉
,

Lemma 3.3.3, upperbounds the probability of this event by 2−σ for any fixed
subset selection by A .
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4
Amortized Efficiency for
Pairing Delegation with
Private Inputs

This chapter presents a novel way of converting a type-PVPV
into types SVSV, SVPV and PVSV with minimal extra compu-
tation, and presents novel and KAPR25-like constructions for
single and batch delegation that satisfy SI-verification and IND-
privacy. The proving techniques are essentially the same as the
ones introduced in [66] but leverage the security parameter λ in-
stead of the efficiency parameter ϕ.





In what follows, the fundamental challenges in adapting KAPR25 to pro-
vide input privacy while maintaining efficiency are discussed, the privacy
notions IND-privacy and OW-privacy are generalized to the sequential set-
ting, and new constructions are proposed in the Type-SVSV single and batch
delegation settings.

4.1 Transitioning from public to private input dele-
gation

4.1.1 On the suitability of a timeout parameter

In the type-PVPV construction KAPR25, (section 3.2), the client uses a time-
out parameter τ to limit the server’s computation time, rendering the proba-
bility of success of themeet-in-the-middle attacks described in subsection 3.3.2
negligible in the statistical parameter σ . In the public input case, this pro-
vides sufficient security: even if the server extracts the secret ephemeral
scalars after returning its output, it can no longer affect the client’s ver-
ification. However, in the private input setting, extracting these scalars
post-interaction could allow the server to learn the client’s inputs, break-
ing the input-privacy property. Extending the timeout to the lifetime of the
server instead would mean increasing the space J2ϕK fromwhich the “short”
ephemeral scalars are sampled, resulting in an increased client cost. Indeed,
recall that

ϕ =
⌈σ − 1

2
+ log(HBitcoin · τ)

⌉
where HBitcoin represents the current highest hashrate of the Bitcoin net-
work and τ is in seconds (in [66], σ = 40, τ = 1 and ϕ = 90). Increasing
the timeout τ to, say, 100 years, would add around 31 bits to ϕ which is still
acceptable, but then one would also have to predict the evolution ofHBitcoin

over this period, which is highly uncertain, especially if one takes into con-
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sideration the potential advent of quantum computing (although elliptic-
curve cryptography is not post-quantum secure, so pairing delegationwould
become useless in this scenario). A natural solution to this problemwould be
to set ϕ = λ, the security parameter of the scheme, which would guarantee
that meet-in-the-middle attacks are infeasible for any adversary bounded by
λ. However, this would significantly increase the client’s cost, as the number
of group operations would now scale linearly with λ which typically takes
the values 128,192 and 256 as opposed to 90.

4.1.2 Additional masking

In KAPR25 (Figure 3.2), only two G2 full scalar multiplications are required
on the client side for delegating a batch of pairings, regardless of the batch
size. This is one of the key reasons behind KAPR25’s overall efficiency. How-
ever, hiding the inputs necessitates additional scalar multiplications.

As shown in Lemma 1.6.4, a protocol must hide not only the inputs but
also the pairing output value. For instance, delegating the pairing evalu-
ation on (C,D) ← ([r−1]A, [r]B) for r $← Z∗q, even though it provides 2λ
bits of min-entropy to each of the inputs and their cartesian product, since
e(C,D) = e(A,B), the pairing value remains exposed, allowing an adversary
to trivially win the IND-privacy experiment.

Canard et al. [29] pointed out a simple method for converting a type-
PVPV protocol into a type-SVSV that also satisfies IND-input-privacy: given
private inputs (A,B) and a type-PVPV protocol Π, the client can

1. Sample secret scalars u,v $← Z∗q ,

2. Compute (C,D)← ([u]A, [v]B),

3. Obtain ρ← e(C,D) via Π,

4. Recover the desired output by computing e(A,B) = ρ(u·v)
−1 .

This technique is of course, information theoretically hiding for the inputs
and the output, but it comes at the cost of two additional full scalar multi-
plications on the client side per input, one in G1 and one in G2 and a full
exponentiation inGT for recovering the output. Symbolically, for any type-
PVPV protocol Π, the cost of its type-SVSV adaptation is given by

cost(to_SVSV(Π)) = cost(Π) +m1 +m2 +mT ,
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where cost(Π) measures the average computational cost per pairing dele-
gated via Π. This additional cost can quickly outweigh the efficiency gains
achieved by Π and ruin any prospect of amortized efficiency in the type-
SVSV setting.

4.1.3 A fine-grained approach

Lemma 3.3.1 stands as an essential result for proving the verifiability of a
protocol that uses a check of the form

ξ
?=

M∏
i=1

ρrii ·γ .

And not surprisingly, virtually every verifiable pairing delegation uses at
least one exponentiation in GT per delegating pairing (see chapter 2). So,
instead of blindly applying Canard et al.’s masking technique to a type-PVPV
protocol, one could leverage the existing exponentiation inGT used for ver-
ifiability to simultaneously mask the pairing value. In particular, the client
may construct a public view that hides both the inputs and the pairing eval-
uation, and later retrieve the pairing value by performing the necessary ex-
ponentiation in GT during verification.

This idea is of course case-specific and requires careful rearranging of
the involved secret scalars for ensuring verifiability, input-privacy and the
much-desired overall efficiency.

4.2 Input-Privacy models in the Sequential Setting

Recall from subsection 1.6.2 the two fundamentally different notions of input
privacy:

• IND-privacy (indistinguishability), where the adversary attempts to
distinguish between two chosen input pairs.

• OW-privacy (one-wayness), where the adversary attempts to recover
an input from prior knowledge of its sampling distribution.

These notions capture orthogonal security guarantees and may be indepen-
dently satisfied by a protocol.
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IND Input-Privacy: The formalization of Canard et al. [29] can be easily
adapted to the sequential setting for type-SVSV delegation, as presented by
the experiment Expseq,IND−privΠ,A shown in Figure 4.1. Intuitively, the experi-
ment allows an adversary to choose up to N delegations and adaptively se-
lect pairs of input vectors (A⃗0, B⃗0) and (A⃗1, B⃗1) of its choice. The adversary’s
goal is to distinguish which inputs were used: it wins if, aftermin(N,L) del-
egations, it can correctly identify a round i∗ and the corresponding bit bi∗
used in that round.

OW Input-Privacy: The OW-privacy experiment is parameterized by the
protocol’s privacy type type ∈ {SVPV,PVSV,SVSV}, which determineswhich
inputs the adversarymust recover. At the beginning of each round i, for each
input designated as secret, the adversary selects a λ-min-entropy distribu-
tion fromwhich it is sampled. The adversary wins based on the privacy type
if it can recover at least one of the secret inputs used at any round:

• type = SVPV (A secret, B public): The adversary must recover some
A ∈ A⃗ used in any round.

• type = PVSV (A public, B secret): The adversary must recover some
B ∈ B⃗ used in any round.

• type = SVSV (both secret): The adversary must recover at least one
of A ∈ A⃗ or B ∈ B⃗ from any round.

The corresponding experiment Expseq,OW−priv
Π,A is shown in Figure 4.1.

Both experiments capture the sequential nature of the delegation proto-
col, as the adversary can adaptively choose inputs (or input-distributions)
based on previous delegations. Crucially, the adversary may learn non-
negligible information about inputs from earlier rounds at any point of the
protocol’s execution and use it at a later stage.

Definition 4.2.1 formalizes the notions of input privacy for sequential
pairing delegation.

Definition 4.2.1 (IND and OW Input Privacy for sequential pairing delega-
tion). For a given positive integer L ≥ 1 , a computational security parameter
λ, and a tuple of auxiliary security parameters aux.sec, a sequential delega-
tion protocolΠ of type type ∈ {SVPV,PVSV,SVSV} is said to be IND-private
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Figure 4.1: Input-privacy experiments for sequential pairing delegation. The IND variant
(left title) is obtained by excluding the dot-boxed code, while the OW variant
(right title) is obtained by excluding the dash-boxed code.
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(resp. OW-private) against a given class of adversaries if, for any A in the
class, it holds that:

P
[
Expseq,IND−privΠ,A (λ,aux.sec,L) = 1

]
≤ 1

2
+negl(λ) +

∑
δ∈aux.sec

negl(δ)

resp. P [
Expseq,OW−priv

Π,A (λ,aux.sec,L, type) = 1
]
≤ negl(λ) +

∑
δ∈aux.sec

negl(δ)

.
whereExpseq,IND−privΠ,A andExpseq,OW−priv

Π,A (λ,aux.sec,L, type) denote the IND
and OW input-privacy experiments shown in Figure 4.1.

4.3 A New Construction for Single Pairing Delega-
tion accepting the privacy types SVSV, SVPV and
PVSV

The proposed construction in the single pairing delegation setting, is des-
ignated as “K26-s” following the established protocol naming convention
(‘-s’ stands for single) and presented in Figure 4.2. The protocol achieves
SI-verifiability and IND-input-privacy while requiring fewer scalar multi-
plications than prior work, as summarized in Table 2.3.

4.3.1 Correctness

See Table 4.1 for the correctness proofs of K26 in all three input privacy
settings. Hence, if the server is honest, the verification check in Verify line 6
of Figure 4.2 always passes.

4.3.2 Verifiability and Input-Privacy

Theorem 4.3.1 establishes SI-verifiability and IND-privacy for the proposed
protocol. The proof technique, which relies on subsection 3.3.2 and Lemma
3.3.1, is the same as for KAPR25.

Theorem 4.3.1 (Verifiability and Input-Privacy). K26-s Figure 4.2 is a single
pairing delegation protocol that is SI-verifiable and OW-private against alge-
braic adversaries whose running time is at most poly (λ).
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Setup(sk,A,B, type)→ (pub,sec)

1 : parse sk = (s, ·)

2 : if O ∈ A∪B : return ⊥

3 : v,r, t
$←

q
2λ

y

4 : (U,V )←
(
[s · v−1]P , [v]Q

)
5 : switch (type)

6 : case SVSV : // A secret, B secret

7 : (C,D)←
(
[r−1]A, [r]B

)
8 : (X,Y )← (C,V −B)

9 : (W,z)←
(
[t](U −A), (r · t)−1 · v

)
10 : pub← (C,D,X,Y ,W ,z)

11 : case SVPV : // A secret, B public

12 : (C,D)←
(
[r−1]A, B

)
13 : (X,Y )← (U −A,D)

14 : (w,Z)←
(
(t · v)−1 · s, [t](V −B)

)
15 : pub← (C,D,X,Y ,w,Z)

16 : case PVSV : // A public, B secret

17 : (C,D)←
(
A, [r−1]B

)
18 : (X,y)←

(
[t](U −A), t−1 · v

)
19 : (W,Z)← (A,V −B)

20 : pub← (C,D,X,y,W ,Z)

21 : sec← r

22 : return (pub,sec)

GlobalSetup(λ)→ pp

return (q,G1,G2,GT , P ,Q,γT , e)

OneTimeSetup(aux.sec)→ sk

1 : parse aux.sec = ∅

2 : s
$← Z∗q; ξ← γs

T

3 : return (s,ξ)

Compute(pub, type)→ out

1 : switch (type)

2 : case SVSV :

3 : parse pub = (C,D,X,Y ,W ,z)

4 : Z← [z]Q

5 : case SVPV :

6 : parse pub = (C,D,X,Y ,w,Z)

7 : W ← [w]P

8 : case PVSV :

9 : parse pub = (C,D,X,y,W ,Z)

10 : Y ← [y]Q

11 : (α,γ)← (e(C,D), e(X,Y ) · e(W,Z))

12 : return (α,γ)

Verify(sk,sec,out)→ result

1 : parse sk = (·,ξ); parse sec = r

2 : if (type = SVSV) : parse out = (γ,α)

3 : else : parse out = (α,γ)

4 : if (α <GT ) : return ⊥

5 : ρ← αr

6 : if ξ = ρ ·γ : return ρ

7 : return ⊥

Figure 4.2: Pseudocode for the single pairing delegation protocol K26 with sup-
port for the privacy types SVSV (both inputs secret), SVPV (A secret,
B public), and PVSV (A public, B secret). The lines in grey are not
input-dependent and can be pre-computed to prioritize online effi-
ciency. The code flow is identical to the one depicted in Figure 3.3.
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Type ρr ·γ = e(C,D)r · e(X,Y ) · e(W,Z)

SVSV = e
([
r−1

]
A, [r]B

)r
· e

([
r−1

]
A,V −B

)
e
(
[t](U −A), [(r · t)−1 · v]Q

)
= e (A,B) · e (A,V −B)e (U −A,V ) = e(U,V ) = ξ

SVPV = e
(
[r−1]A,B

)r
· e (U −A,B)e

(
[(t · v)−1 · s]P , [t](V −B)

)
= e (A,B) · e (U −A,B)e (U,V −B) = e(U,V ) = ξ

PVSV = e
(
A, [r−1]B

)r
· e

(
[t](U −A),

[
t−1 · v

]
Q
)
e (A,V −B)

= e (A,B) · e (U −A,V )e (A,V −B) = e(U,V ) = ξ

Table 4.1: Correctness proofs for single pairing delegation protocols.

Proof. At any round i of the experiments Expseq,verΠ,A and Expseq,OW−priv
Π,A , the

public view of the delegation consists of a tuple of points and scalars from
which parametrizations in Zq for the secret values can be derived in terms
of the long-term secret s and the public values1:

SVSV(A and B secret) pub = {Ck ,Dk ,Yk ,wk ,Zk}k∈JiK:



ck = r−1k · ak
dk = rk · bk
yk = vk − bk
wk = tk · (v−1k · s − ak)
zk = (rk · tk)−1 · vk

⇒



vk = fk(s) · (s − ck · dk)−1

bk = dk ·gk · (s − ck · dk)−1

tk = gk · fk(s) ·
(
zk · (s − ck · dk)2

)−1
ak = ck · (s − ck · dk) ·g−1k
rk = (s − ck · dk) ·g−1k

where fk(s) = dk ·wk · zk + s · yk and gk = ck · yk +wk · zk . Each s′ ∈
Z∗q\{ck ·dk} yields a complete secret tuple (t′k ,v

′
k , a
′
k ,b
′
k , r
′
k) that explains

the public views across all rounds.

1see subsection A.3.1 for a formal verification using the SymPy Python library
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SVPV(A secret,B public) pub = {Ck ,Xk ,wk ,Zk}k∈JiK:
ck = r−1k · ak
xk = v−1k · s − ak
wk = (tk · vk)−1 · s
zk = tk · (vk − bk)

⇒


vk = bk · s · (s −wk · zk)−1

ak = (s −wk · zk − bk · xk) · b−1k
tk = (s −wk · zk) · (bk ·wk)−1

rk = (s −wk · zk − bk · xk) · (bk · ck)−1

Each s′ ∈ Z∗q \ {wk · zk ,wk · zk + bk · xk} yields a complete secret tuple
(v′k , a

′
k , t
′
k , r
′
k) that explains the public views across all rounds.

PVSV(A public,B secret) pub = {Dk ,Xk , yk ,Zk}k∈JiK:
dk = r−1k · bk
xk = tk · (v−1k · s − ak)
yk = t−1k · vk
zk = vk − bk

⇒


vk = (s − xk · yk) · a−1k
bk = (s − xk · yk − ak · zk) · a−1k
tk = (s − xk · yk) · (ak · yk)−1

rk = (s − xk · yk − ak · zk) · (ak · dk)−1

Each s′ ∈ Z∗q \{xk ·yk ,xk ·yk +ak ·yk ·zk} yields a complete secret tuple
(v′k ,b

′
k , t
′
k , r
′
k) that explains the public views across all rounds.

If all secret scalars were full-range, the above parametrizations would es-
tablish information-theoretic OW-privacy. However, vk , rk , tk are sampled
from the reduced set

q
2λ

y
⊂ Z∗q , and whenever one of the inputs is se-

cret, it possesses λ bits of min-entropy as per the SI-verifiability experiment
Expseq,verΠ,A (instead of the 2 ·λ bits of entropy that a randomly sampled in-
put would produce), hence any secret variable in the system is either full-
range or partially masking. This is the same setting in which CI-verifiability
was proven in Theorem 3.3.5 for KAPR25 and the argument for proving SI-
verifiability is the same: bounding secret variables in an underdetermined
system of equations adds constraints which are exploited most efficiently
by a meet-in-the-middle attack taking on average a number ofGT exponen-
tiations equal to the cardinality of the bounded sampling set. In detail, by
Lemma 3.3.1 (Identifying forgeries), an algebraic adversary can only produce
a forgery against a verification check of the form (α

?
∈ GT ) ∧ (ξ ?= αr · γ)

–which is the verification check in lines line 4 and line 6 of Verify in Fig-
ure 4.2– if it can output the scalar r . Now, from subsection 3.3.2 (Extracting
partially-masking secret variables), the most efficient way for an algebraic
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adversary to recover a scalar rk in this setting is to perform a meet-in-the-
middle attack that requires, on average

∣∣∣q2λy∣∣∣ = 2λ exponentiations in Gι,
i.e., exponential in the security parameter λ. In all three privacy settings,
the added constraint can be expressed as the membership condition

ξ ∈
{
αx
j ·γj : x ∈

r
2λ

z}⋂{
αx
k ·γk : x ∈

r
2λ

z}
for j , k ∈ JiK .

In the worst case (that happens with overwhelming probability), the above
intersection consists of the singleton {ξ}, obtained precisely when the expo-
nents x take the values rj and rk , found after an average of 2λ tries. Hence,
the probability that an algebraic A outputs any of the rk values within a
time bound polynomial in λ is negligible in λ. A similar reasoning applies
to OW-privacy for all three privacy types: the best strategy for an algebraic
adversary to recover a secret input from the public view is to find elements
belonging to the following intersections:

• SVSV: {
[x−1]D : x ∈

r
2λ

z}⋂
supp

(
DG2

)
• SVPV: {

[x]C : x ∈
r
2λ

z}⋂
supp (D) and{

e(C,D)x : x ∈
r
2λ

z}⋂{
e (A∗,B) : A∗ ∈ supp(D)

}
• PVSV: {

[x−1]D : x ∈
r
2λ

z}⋂
supp (D) and{

e(C,D)x : x ∈
r
2λ

z}⋂{
e (A,B∗) : B∗ ∈ supp(D)

}
These are all standard search problems, and the probability that an element
is found in either intersection after a poly(λ) number of tries (each requiring
at least one scalar multiplication in G1,G2, or GT ), is negligible in λ.
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Protocol Client Cost

K26-svsv-s cost(KAPR25-s) +m1 +m2 −msh
2

K26-svpv-s cost(KAPR25-s) + 1
2m2 −msh

2

K26-pvsv-s cost(KAPR25-s) +m2 −msh
1 −m

sh
2

Table 4.2: Symbolic added cost per delegated pairing to the state-of-the-art
KAPR25-s (M = 1).

4.3.3 Efficiency

Compared to single type-PVPV pairing delegation via KAPR25 (Figure 3.2,
M = 1), K26 achieves input privacy with minimal overhead, as shown in
Table 4.2.

This is achieved by conveniently offloading a G2 masking operation to
the server and leveraging a single exponentiation that is used both in the
verification phase and to obtain the pairing evaluation (note that in KAPR25,
the pairing is directly returned by the server and exponentiating only serves
the purpose of verifying).

4.4 A New Construction for Batch Pairing Delega-
tion accepting the privacy types SVSV, SVPV and
PVSV

The type-PVPV batch delegation in Figure 3.2 (case M > 1) can be ‘lifted’ to
types SVSV, SVPV and PVSV by using the fine-grained approach described
in subsection 4.1.3. Specifically, as with K26-s, a single GT exponentiation
per pairing can be leveraged in the Verify phase to simultaneously verify and
compute the pairing from the server’s output. To do this, a different choice
of maskings needs to be made even though the bilinearity of KAPR25’s ver-
ification formula itself can be left untouched.

Figure 4.3 presents the proposed construction, which, like K26-s, achieves
SI-verifiability and IND-input-privacy. As summarized in Table 2.3, this con-
struction requires fewer scalar multiplications than prior work in the batch
setting.
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4.4.1 Correctness

This is first verified for the type-PVSV construction, and then argued for the
other two privacy types. For type-PVSV, the correctness of the verification
formula is shown as follows: M∏
j=1

ρ
rj
j

 ·γ =

 M∏
j=1

e(Cj ,Dj )

 ·
 M∏
j=1

e(Xj ,−Dj )

 · e(Y ,F) · e(P ,Z)
=

 M∏
j=1

e
([
(rj · tj )−1

]
Aj ,

[
tj
]
Bj

)rj · e ([t−1j ]Aj +W,−
[
tj
]
Bj

) · e(Y ,F) · e(P ,Z)
=

 M∏
j=1

e
(
Aj ,Bj

)
· e

(
−[t−1j ]Aj ,

[
tj
]
Bj

)
· e

(
−W,

[
tj
]
Bj

) · e(Y ,F) · e(P ,Z)
=

 M∏
j=1

e
(
−W,

[
tj
]
Bj

) · e
W −U,

M∑
j=1

[
tj
]
Bj

 · e
P , [v−1 · s]

 M∑
j=1

[tj ]Bj −V




=

 M∏
j=1

e
(
−W,

[
tj
]
Bj

) ·
 M∏
j=1

e
(
W −U, [tj ]Bj

) ·
 M∏
j=1

e
(
U, [tj ]Bj

) · e(U,−V )

=

 M∏
j=1

e
(
−U, [tj ]Bj

)
· e

(
U, [tj ]Bj

) · e(U,−V ) = e(U,−V ) = ξ .

The same verification formula is used for the privacy types SVSV and SVPV
with the slight modifications:

• In type-SVPV, B is public, and therefore tj is set to 1 for all j ∈ JMK.

• In type-SVSV, tj is constant for each input pair
(
Aj ,Bj

)
.
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Setup(sk, A⃗, B⃗, type)→ (pub,sec)

1 : parse sk = (s, ·)

2 : if
(
len(A⃗) , len(B⃗)

)
∨

(
O ∈ A⃗∪ B⃗

)
:

3 : return ⊥

4 : v
$←

q
2λ

y
; W

$←G1 \ {O}

5 : if type = SVSV : t
$←

q
2λ

y

6 : (U,V )←
(
[s · v−1]P , [v]Q

)
7 : for j ∈

r
len(A⃗)

z
:

8 : rj
$←

r
2λ

z

9 : switch (type)

10 : case SVSV : // A secret, B secret

11 : (Cj ,Dj )←
([
(rj · t)−1

]
Aj , [t]Bj

)
12 : Xj ← [t−1]Aj +W

13 : case SVPV : // A secret, B public

14 : (Cj ,Dj ,Xj )←
([
r−1j

]
Aj ,Bj ,Aj +W

)
15 : case PVSV : // A public, B secret

16 : tj
$←

r
2λ

z
; Xj ← [t−1j ]Aj +W

17 : (cj ,Dj )←
(
(rj · tj )−1,

[
tj
]
Bj

)
18 : F←

len(A⃗)∑
j=1

Dj

19 : (Y ,Z)←
(
W −U, [v−1 · s] (F −V )

)
20 : if O ∈ {F,X⃗,Y ,Z} : return ⊥

21 : if type = PVSV : pub←
(
c⃗, A⃗, D⃗,F, X⃗,Y ,Z

)
22 : else : pub←

(
C⃗, D⃗,F, X⃗,Y ,Z

)
23 : sec← r⃗

24 : return (pub,sec)

GlobalSetup(λ)→ pp

// Bilinear Group parameters
return (q,G1,G2,GT , P ,Q,γT , e)

OneTimeSetup(aux.sec)→ sk

1 : parse aux.sec = ∅

2 : s
$← Z∗q; ξ← γ−sT ; return (s,ξ)

Compute(pub, type)→ out

1 : if type = PVSV :

2 : parse pub =
(
c⃗, A⃗, D⃗,F, X⃗,Y ,Z

)
3 : C⃗← c⃗ · A⃗

4 : else : parse pub =
(
C⃗, D⃗,F, X⃗,Y ,Z

)
5 : M← len(C⃗)

6 : for j ∈ JMK : αj = e(Cj ,Dj )

7 : γ ←

 M∏
j=1

e(Xj ,−Dj )

 · e(Y ,F) · e(P ,Z)
8 : return (γ, −→α )

Verify(sk,sec,out)→ result

1 : parse sk = (·,ξ)

2 : parse sec = r⃗; parse out = (γ, α⃗)

3 : M← len(r⃗)

4 : if
∨
j∈JMK

(
αj <GT

)
: return ⊥

5 : ρj ← α
rj
j for j ∈ JMK

6 : if ξ =

 M∏
j=1

ρj

 ·γ : return ρ⃗

7 : return ⊥

Figure 4.3: Pseudocode for the K26-batch protocol supporting three privacy
types: SVSV (both A and B secret), SVPV (A secret, B public), and
PVSV (A public, B secret).
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4.4.2 Verifiability and Input-Privacy

Theorem 4.4.1. K26-b Figure 4.3 is a batch pairing delegation protocol that
is SI-verifiable and OW-private against algebraic adversaries whose running
time is at most poly (λ).

Proof. The proof follows the same structure as Theorem 4.3.1. It suffices to
show that the public view at any round i admits exponentially many (in λ)
valid secret explanations. This is now shown for each privacy type2:

SVSV(A and B secret) pub = {pubk}k∈JiK =
{{
Cj ,Dj ,Xj

}
j∈JMkK

,Yk ,Zk

}
k∈JiK

:



cj = (tk · rj )−1 · aj
dj = tk · bj
xj = t−1k aj +wk

yk = wk −uk
zk = uk ·

(∑Mk
j=1dj

)
− s

⇒



uk = (s+ zk) · f −1k

aj = tk ·
(
fk · (xj − yk)− s − zk

)
· f −1k

bj = dj · t−1k
rj =

(
fk · (xj − yk)− s − zk

)
·
(
cj · fk

)−1
wk = (fk · yk + s+ zk) · f −1k

where fk =
∑Mk

j=1dj . Hence, each pair of secrets

(s′ , t′k) ∈

Z∗q \
{−zk − yk · fk} ∪ Mk⋃

j=1

{fk · (xj − yk)− zk}


×Z∗q

yields a secret tuple (s′ , t′k ,u
′
k ,A
′
j ,B
′
j , r
′
j ,W

′
k) that explains the public

views pubk for k ∈ JiK.

SVPV(A secret,B public) pub =
{{
Cj ,Xj

}
j∈JMkK

,Yk ,Zk

}
k∈JiK

:


cj = r−1j · aj
xj = aj +wk

yk = wk −uk
zk = uk · fk − s

⇒



uk = (s+ zk) · f −1k

aj = xj − yk − (s+ zk) · f −1k

rj =
(
xj − yk − (s+ zk) · f −1k

)
· c−1j

wk = yk + (s+ zk) · f −1k

2see subsection A.3.2 for a formal verification using the SymPy Python library
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Each secret s′ ∈ Z∗q\
(
{−zk − yk · fk} ∪

⋃Mk
j=1{fk · (xj − yk)− zk}

)
yields a

secret tuple (s′ ,u′k ,A
′
j , r
′
j ,W

′
k) that explains the public views pubk for

k ∈ JiK.

PVSV(A public,B secret) pub =
{{
Cj ,Dj ,Xj

}
j∈JMkK

,Yk ,Zk

}
k∈JiK

:



cj = (tj · rj )−1 · aj
dj = tj · bj
xj = t−1j · aj +wk

yk = wk −uk
zk = uk · fk − s

⇒



uk = (s+ zk) · f −1k

bj = dj ·
(
fk · (xj − yk)− s − zk

)
·
(
aj · fk

)−1
tj = −aj · fk ·

(
fk · (xj − yk)− s − zk

)−1
rj =

(
fk · (xj − yk)− s − zk

)
·
(
cj · fk

)−1
wk = (fk · yk + s+ zk) · f −1k

where fk =
∑Mk

j=1dj . Each secret

s′ ∈ Z∗q \

{−zk − yk · fk} ∪ Mk⋃
j=1

{fk · (xj − yk)− zk}


yields a secret tuple (s′ ,u′k ,B

′
j , t
′
j , r
′
j ,W

′
k) that explains the public views

pubk for k ∈ JiK.

4.4.3 Efficiency

Table 4.3 compares the symbolic cost of K26-b to the state-of-the-art KAPR25
(M > 1) [66].

4.5 Important Remarks

4.5.1 Limitations of K26

CI-verifiability cannot be proven using the techniques developed so far: if
the adversary is allowed to choose the pairing inputs, the system generated
by the public view becomes overdetermined, which may lead to more effi-
cient attacks than meet-in-the-middle. Similarly, for IND-privacy, finding
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Protocol Client Cost

K26-svsv-b cost(KAPR25-b) + 2m1 +
1
2 (m2 +mT )−msh

1 −m
sh
T

K26-svpv-b cost(KAPR25-b) +m1 +
1
2mT −msh

1 −m
sh
T

K26-pvsv-b cost(KAPR25-b) +m1 +
1
2 (m2 +mT )−msh

1 −m
sh
T

Table 4.3: Symbolic additional cost per pairing compared to the state-of-the-art
KAPR25-b, which represents the batch version of KAPR25 (M > 1).

reduced-sized discrete logarithms using Pollard’s rho algorithm is enough
for winning Expseq,IND−privΠ,A (2λ/2 operations). These observations lead to a
notable theoretical drawback in the designs of K26-s and K26-b: the proto-
cols either satisfy both SI-verifiability and OW-privacy, or neither of them
3 . While such property interdependence is typically avoided in cryptogra-
phy, on the practical side, this interdependence is what enhances the much-
desired efficiency as will be shown in the next section.

4.5.2 Protocol composability

K26-s and K26-b are composable, i.e., can be combined into one protocol
that runs the common OneTimeSetup phase once and bifurcates naturally
into each delegation type. This can be seen from the general proof argu-
ment: as long as the public view consists of an underdetemined system of
equations with unknowns having at least λmin entropy, SI-verifiability and
OW-privacy holds for computationally bounded adversaries. Hence, switch-
ing from single to batch delegation types and viceversa always adds at least
one extra degree of freedom in the resulting public tuple.

4.5.3 Long term efficiency

As opposed to the type-PVPV construction KAPR25 [66, Sec. 5], no timeout
parameter τ is used to indicate that the protocol should be restarted. This is

3This could be easily mitigated in practice by integrating a timeout parameter into the
verifiability experiment. In this way, winning the input-privacy experiment at any point after
the delegation has been (forcefully) completed will not affect the verifiability experiment
result.
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simply because the secrets in the private constructions are designed to resist
any adversary attack developed during the adversary’s lifetime rather than
the duration of a short client-server interaction as proposed in KAPR25. This
means that OneTimeSetup can be truly run once, allowing the protocol’s
overall efficiency to converge exclusively to the online cost (consisting of
Setup and Verify).

4.6 OptimizingKST23’s Type-SVSVBatchPairingDel-
egation

In [62, §3.6], Kalkar et al. proposed the only type-SVSV batch pairing dele-
gation scheme found in the literature, KST23. While this scheme is reported
as inefficient by the authors (delegating a batch costs roughly twice the cost
of computing it locally), it is possible to optimize their protocol by apply-
ing the same ideas used by Aranha et al. in APR21[6, §4] to optimize the
Crescenzo et al. construction CKKS20 [42, §3].

Figure 4.4 compares the Compute and Verify phases in KST23’s original
protocol with their optimized versions, which can be described as follows:

4.6.1 Compute phase

The server’s computational load is reduced by producing M+1 pairings in-
stead of 2 ·M+1. Specifically, the values γi and θ−1 can be multiplicatively
aggregated into a single value γ , which suffices for the client’s subsequent
verification. This improves the server’s performance since a product of pair-
ings can be computedwith a single final exponentiation, as shown in [78, 90].
As a result, the output bandwidth is reduced by M elements in GT , which
further improves client-side efficiency.

4.6.2 Verify phase

The verification equation is simplified as follows:

θ
?=

 M∏
i=1

ρrii

 ·
 M∏
i=1

γi

 · ξ ⇒ ξ−1
?=

 M∏
i=1

ρrii

 ·γ ′ . (4.1)
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KST.Compute(pub)→ out

1 : parse pub =
(
U,V ,C⃗, D⃗, E⃗

)
2 : θ← e(U,V )

3 : for i ∈ JMK :

4 : ρi ← e(Ci ,Di)

5 : γi ← e(Ci ,Ei)

6 : return (θ, ρ⃗, γ⃗)

KST.Verify(sk,sec,out)

1 : parse (out,sk) = ((θ, ρ⃗, γ⃗) , (r⃗ ,ξ))

2 : if (θ <GT )∨
(
γ⃗ <GM

T

)
∨

(
ρ⃗ <GM

T

)
:

3 : return ⊥

4 : for i ∈ JMK : αi ← ρrii

5 : if θ ,

 M∏
i=1

αi

 ·
 M∏
i=1

γi

 · ξ : return ⊥

6 : return α⃗

1 : parse pub =
(
U,V ,C⃗, D⃗, E⃗

)
2 : γ ← e(−U,V ) ·

M∏
i=1

e(Ci ,Ei)

3 : for i ∈ JMK : ρi ← e(Ci ,Di)

4 : return (γ, ρ⃗)

1 : parse (out,sk) = ((γ, ρ⃗) , (r⃗ ,ξ))

2 : if
(
ρ⃗ <GM

T

)
: return ⊥

3 : for i ∈ JMK : αi ← ρrii

4 : if ξ−1 ,

 M∏
i=1

αi

 ·γ : return ⊥

5 : return α⃗

optimized bandwidth

optimized verification

Figure 4.4: Comparison of KST23[62, §3.6] and its optimized version à la LOVE
[6].

where ξ ∈GT is precomputed by the client and γ ′ = γ ·θ−1 is the new value
returned by the server. According to Lemma 3.3.1, an algebraic adversary at-
tempting to forge a valid output for this new verification equation (RHS of
Equation 4.1) must output one of the ephemeral scalars ri . Thus, provided
that r⃗ is not leaked from the unmodified public tuple pub, verifiability is pre-
served. Furthermore, input privacy is unaffected since the public view is un-
changed. The new verification equation saves the clientM group operations
in GT . Finally, and most importantly, the client’s number of membership
tests in GT is reduced from 2 ·M+1 to M by checking ρ⃗

?
∈GM

T . The closure
property of a group ensures that if ρ⃗ ∈ GM

T , then γ ∈ GT must hold for the
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RHS of Equation 4.1 to be satisfied.ξ =
M∏
i=1

ρrii ·γ

∧ (ρi ∈GT )i∈JMK (4.2)

For improved referencing, this optimized protocol will be referred to as
“KST23-Opti”.
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5
Performance Results

This chapter presents the performance evaluation of pairing del-
egation protocols. For comparison with prior work, concrete
costs are derived from symbolic expressions in Table 2.3 using
bilinear group operation benchmarks obtained with the RELIC
toolkit [4], run on the widely used curves BLS12-381, BLS24-509,
and BLS48-575. Additionally, direct benchmark comparisons be-
tween the KAPR25 and K26 protocol implementations are pre-
sented, providing empirical validation of the efficiency improve-
ments achieved by the proposed schemes.
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The concrete computational costs presented in the histograms through-
out this section are derived from the symbolic expressions in Table 2.3 using
the methodology detailed in section A.1.

5.1 Type-PVPV Protocols (A and B Public)

Type-PVPV protocols are the ones requiring less client computation. The
histograms below compare all PVPV protocols fromTable 2.3 across the three
selected curves, with the diagonal-patterned baseline bar representing the
cost of local pairing computation for reference.

Single Pairing Delegation Figure 5.1 compares the average client cost
per pairing for single delegation protocols CDS14 [29], CKKS20 [42], APR21
[6], and KAPR25 [66]. The KAPR25 protocol consistently achieves the lowest
client cost across all curves, with efficiency gains ranging from 25.4% (BLS24-
509) to 44.8% (BLS48-575) compared to local pairing computation.

BatchPairingDelegation Figure 5.2 compares the average client cost per
pairing for batch delegation protocols MV19 [73], CKC23 [41], and KAPR25
[66] across batch sizes M ∈ {2,3,10}. The KAPR25 protocol achieves the
lowest cost for all batch sizes and curves, with efficiency gains ranging from
43.4% (M = 2, BLS24-509) to 76.9% (M = 10, BLS48-575) compared to local
computation. The efficiency improvement increases with larger batch sizes,
demonstrating the protocol’s strong amortization properties.
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Figure 5.1: Single pairing delegation cost comparison for type PVPV.
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Figure 5.2: Batch pairing delegation cost comparison for type PVPV.
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5.2 Type-SVSV Protocols (A and B Secret)

Type-SVSV protocols provide input privacy by masking both pairing inputs
from the server. This additional security requirement typically incurs higher
computational costs compared to PVPV protocols.

Single Pairing Delegation Figure 5.3 compares the average client cost
per pairing for single delegation protocols CDS14 [29], CKKS20 [42], APR21
[6], and the proposed K26-svsv-s protocol. The K26-svsv-s protocol achieves
efficiency gains ranging from 24.6% (BLS24-509) to 40.1% (BLS48-575) com-
pared to local pairing computation, while all other protocols in this category
exceed the cost of local computation.
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Figure 5.3: Single pairing delegation cost comparison for type SVSV.

Batch Pairing Delegation Figure 5.4 compares the average client cost
per pairing for batch delegation protocols KST23 [62], its optimized variant
KST23-Opti, and the proposed K26-svsv-b protocol across batch sizes M ∈
{2,3,10}. The K26-svsv-b protocol achieves the lowest cost for all batch sizes
and curves, with efficiency gains ranging from 17.4% (M = 2, BLS24-509) to
50.9% (M = 10, BLS48-575) compared to local computation. Notably, the
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original KST23 protocol and its optimized variant fail to achieve efficiency
gains over local computation for most configurations.
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Figure 5.4: Batch pairing delegation cost comparison for type SVSV.
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5.3 Type-SVPV Protocols (A Secret, B Public)

Single Pairing Delegation Figure 5.5 compares the average client cost
per pairing for single delegation protocols CMCNS10 [37], KLP05 [63], and
the proposed K26-svpv-s protocol. The K26-svpv-s protocol achieves effi-
ciency gains ranging from 27.1% (BLS24-509) to 41.0% (BLS48-575) compared
to local pairing computation, while the other protocols in this category sig-
nificantly exceed the cost of local computation.
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Figure 5.5: Single pairing delegation cost comparison for type SVPV.

Batch Pairing Delegation Figure 5.6 compares the average client cost
per pairing for batch delegation protocols CKC23 [41] and the proposed K26-
svpv-b protocol across batch sizes M ∈ {2,3,10}. The K26-svpv-b protocol
consistently achieves substantial efficiency gains, ranging from 36.4% (M =
2, BLS24-509) to 64.8% (M = 10, BLS48-575) compared to local computation.
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Figure 5.6: Batch pairing delegation cost comparison for type SVPV.
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5.4 Type-PVSV Protocols (A Public, B Secret)

Type-PVSV protocols mask only the second pairing input, representing the
complementary configuration to SVPV.

Single Pairing Delegation Figure 5.7 presents the average client cost per
pairing for the proposed K26-pvsv-s protocol. This protocol achieves effi-
ciency gains ranging from 15.5% (BLS24-509) to 36.0% (BLS12-381) compared
to local pairing computation.
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Figure 5.7: Single pairing delegation cost comparison for type PVSV.

Batch Pairing Delegation Figure 5.8 presents the average client cost per
pairing for the proposed K26-pvsv-b protocol across batch sizesM ∈ {2,3,10}.
The protocol achieves efficiency gains ranging from 22.3% (M = 2, BLS24-
509) to 54.7% (M = 10, BLS12-381) compared to local computation.
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Figure 5.8: Batch pairing delegation cost comparison for type PVSV.
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5.5 ComparisonbetweenKAPR25 andK26 Single Pro-
tocols

The following comparison is based on actual benchmarkmeasurements from
the protocol implementations 1. Unlike the previous sections where costs
were derived symbolically, these results reflect direct execution time mea-
surements.

For the privacy cases of K26, only the online phases are accounted for
since the offline phase OneTimeSetup is designed to be run once for del-
egating an unlimited sequence of pairing and thus can be fully amortized.
On the other hand, for the public construction KAPR25, due to the time-
out parameter τ , the timings are accounted for 25 delegation rounds, so
OneTimeSetup is still included in the measurements.
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Figure 5.9: Cost comparison between the privacy delegation types SVSV, PVSV
and SVPV of K26-single and the public case PVPV of KAPR25.

1github.com/adrianperezkeilty/relic-privamore/tree/privamore-fix
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5.6 ComparisonbetweenKAPR25 andK26 forBatch
Protocols

Notably, the K26-SVPV-b protocol outperforms KAPR25-PVPV on BLS12-
381 for batch sizesM ∈ {3,10,100}, demonstrating that input privacy can be
achieved without additional cost in these particular configurations.

115



M = 3

2

2.5

3

3.5

·106

3.69

2.95

2.46

1.88

2.17

BLS12-381

1

1.5

·107

1.86

1.49

1.33

1.03
0.93

BLS24-509

4

6

8

·107

8.79

5.535.32

3.98
3.45

BLS48-575

M = 10

2

3

·106

3.71

2.44

1.96

1.37
1.64

1

1.5

·107

1.86

1.22
1.08

0.75
0.68

2

4

6

8

·107

8.79

4.434.28

2.9
2.42

M = 100

1

2

3

·106

3.71

2.22

1.76

1.16
1.45

0.5

1

1.5

·107

1.86

1.12
0.98

0.66
0.57

2

4

6

8

·107

8.79

4.063.84

2.52
1.99

Pairing SVSV PVSV SVPV PVPV

Figure 5.10: Cost comparison between the privacy delegation types SVSV, PVSV
and SVPV of K26-batch and the public case PVPV of KAPR25.
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6
Future Directions

This chapter explores open research directions for pairing dele-
gation protocols. Two main challenges are discussed: (1) achiev-
ing public verifiability, where commitment-based approaches us-
ing transparency logs are shown vulnerable to client-server col-
lusion attacks due to an algebraic degree of freedom in verifica-
tion equations, and (2) delegating pairing products, where many
protocols (e.g., signature verification, zk-SNARKs) only require
the product of multiple pairings rather than individual values,
potentially enabling more efficient delegation strategies, though
adapting KAPR25-style verification to protocols with identity
products (ρ = 1) risks revealing longterm secrets.





The pairing delegation protocols presented in this thesis—particularly
the KAPR25 framework and its private-input variants—achieve significant
efficiency improvements and represent the first practical solutions for dele-
gating pairings. Nevertheless, several important research directions remain
open. This section explores the challenging problem of achieving public
verifiability in the presence of client-server collusion, and the delegation of
pairing products to speed up specific pairing based protocols (e.g., [5]) even
more.

6.1 Public Verifiability of Delegated Pairings

In the KAPR25 protocol, verifiability is verifier-designated: only the client
possessing the secret exponent r can verify correctness using ξ = ρr · γ .
In blockchain and decentralized systems—particularly for zk-SNARK veri-
fication in resource-constrained nodes or verifiable computation auditing—
public verifiability is desirable, where any third party can independently con-
firm that a delegated pairing was computed correctly.

ACommitment-BasedApproach A natural idea is to use cryptographic
commitments and transparency logs. The client commits to the delegation
parameters (pub, r,ξ) before interacting with the server, publishing the com-
mitment to an immutable, timestamped transparency log. After successful
private verification, the client reveals these values. Third parties can then
verify: (1) the commitment opens correctly, (2) the server’s response came
after the commitment (temporal ordering), and (3) the verification equation
ξ = ρr ·γ holds. However, this approach has a fundamental flaw.

A Collusion Attack If the client and server collude—specifically, if the
client shares r with the server before the delegation—they can forge arbi-
trary pairing values that pass third-party verification:
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1. The client commits to (pub, r,ξ) in the transparency log.

2. The client secretly shares r with the server.

3. For any η ∈GT with η , 1, the server returns:

ρ∗ = ρ · η
γ∗ = γ · η−r

which passes verification since

(ρ∗)r ·γ∗ = (ρ · η)r ·γ · η−r = ρr ·γ = ξ .

It was already highlighted in Lemma 3.3.1 that the verification equation
has an algebraic degree of freedom: for any η ∈ GT , the pair (ρ · η,γ · η−r )
satisfies the equation. The commitment and temporal ordering only prove
the client committed before receiving the response but an additional tool is
needed for the client to convince external verifiers that its interaction with
the server was carried out honestly.

Economic Approaches via Auditing and Staking Away to circumvent
this issue could be to force the client to have a financial stake associated to
the honesty of the delegation, but still relying on third-party auditors to
detect fraud. A possible approach could be as follows:

• The client locks a financial stake before each delegation, committing
to honest behavior.

• A set of auditor nodes—resource-rich entities capable of computing
pairings locally—randomly sample published delegations for verifica-
tion.

• Auditors recompute e(A,B) for the revealed inputs and compare against
the published ρ. If ρ , e(A,B), fraud is detected.

• Upon detecting fraud, the auditor proves the discrepancy (e.g., by pub-
lishing both ρ and e(A,B) alongwith a validity proof), triggering stake
slashing.
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• The slashed stake is split: part goes to the auditor as a reward, and
part is potentially burned to prevent collusion between clients and
auditors.

Unfortunately this approach does not achieve the fully trustless public
verifiability desired for decentralized applications.

6.2 Product Pairing Delegation

Many pairing-based protocols require the computation of the product of
multiple pairings without needing their individual outputs (e.g., [24, 54, 76]).
A notable example is the verification phase of the multi-key linearly ho-
momorphic signature scheme by Aranha and Pagnin [5], where the verifier
must run the verification check

e(γ,g2)
?=

t∏
j=1

e

gµj

1 ·
∏
i∈Ij

H(ℓi)
fi ,pkidj

 . (6.1)

The right-hand side requires computing t pairings and multiplying them in
GT . The verifier only needs this final product, not the individual pairing
values (symbol descriptions are spared for the sake of brevity).

Simplified Verification for Products If a client intends to delegate the
product

∏n
i=1 e(Ai ,Bi), the client does not need to verify each of the n indi-

vidual pairings separately. Instead, the client can focus on verifying the col-
lective product as a whole. It becomes inconsequential if the server manipu-
lates individual pairings or shuffles their values, as long as the final product
is computed accurately.

Security Issue with Identity Products A critical limitation arises when
adapting the KAPR25 verification approach to protocols where the expected
pairing product equals the identity element 1 ∈GT (a common case in many
verification equations). Recall that in KAPR25, the client verifies using ξ =
ρr · γ , where ξ is the longterm secret. If the expected result is ρ = 1, this
reduces to:

ξ = 1r ·γ = γ (6.2)
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Thus, the server learns the longterm secret ξ which obliges the protocol to
terminate. Protocols requiring pairing products that equal 1 therefore need
fundamentally different verification strategies that do not expose longterm
secrets through trivial algebraic simplification.
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A
Appendix

A.1 Estimating Concrete Costs from Symbolic Ones

Given the specification of a pairing delegation protocol, one can express
symbolically the overall client cost by identifying the bilinear group opera-
tions involved and later obtain their corresponding cost in clock cycles by
running the respective benchmarks in RELIC. For obtaining the concrete
cost on, say, BLS12-381, cd-into the RELIC repository and run the following
commands to build the benchmarking executable and run it:

$ ./relic/preset/x64-pbc-bls12-381.sh relic-target
$ cd /relic/relic-target && make -j$(nproc)
$ ./relic/relic-target/bin/bench_pc

This will output among other benchmarks the following relevant ones:
-- Curve B12-P381:

-- Group G_1:

BENCH: g1_add = 1198 cycles
BENCH: g1_mul = 155767 cycles
BENCH: g1_rand = 73058 cycles

-- Group G_2:

BENCH: g2_add = 3031 cycles
BENCH: g2_mul = 242298 cycles

123



BENCH: g2_rand = 179805 cycles

-- Group G_T:

BENCH: gt_is_valid = 120322 cycles
BENCH: gt_mul = 3778 cycles
BENCH: gt_exp = 400800 cycles

-- Pairing:

BENCH: pc_map = 1470968 cycles

where the costs of the group operations can be read off as:

Operation Cost (cycles)

m1 (g1_mul) 155,767
m2 (g2_mul) 242,298
m

$
1 (g1_rand) 73,058

m
$
2 (g2_rand) 179,805

mT (gt_exp) 400,800
∈T (gt_is_valid) 120,322
g1 (g1_add) 1,198
g2 (g2_add) 3,031
gT (gt_mul) 3,778

Table A.1: Correspondence between symbolic operations and benchmark
costs on BLS12-381.

A.1.1 Methodology

The concrete computational costs presented in the histograms throughout
this thesis are derived from the symbolic expressions in Table 2.3 bymapping
each symbolic operation to its corresponding benchmarkmeasurement from
the RELIC library [4]. The elliptic curves BLS12-381, BLS24-509 and BLS48-
575 were selected, each yielding different pairing groups with an increasing
security level. RELIC was chosen for benchmarking since it includes all the
aforementioned parameter sets with similar levels of optimization, including

124



assembly acceleration for Intel 64-bit platforms and the best-known formu-
las for arithmetic in pairing groups, allowing for a comprehensive and fair
comparison.

Short scalar multiplications and exponentiations (denotedmsh
1 ,msh

2 , and
msh

T ) use 40-bit scalars and have therefore correspondingly lower costs than
their full-length counterparts. The concrete costs were obtained by multi-
plying the locally obtained full-length costs (m1,m2, andmT fromTable A.1)
by the ratios msh

ι /mι reported in [66, Table 2]. For example, for BLS12-381,
the cost of msh

1 is estimated as:

msh
1 =m1 ·

msh
1

m1
= 155767 · 161

373
≈ 67,235 cycles

For single pairing delegation protocols, the total cost is computed by
evaluating the symbolic expression with N = 25, yielding the cost for 25 se-
quential delegations. This total is then divided by 25 to obtain the average
cost per pairing. For batch delegation protocols, the symbolic expression is
evaluated for batch sizes M ∈ {2,3,10} with N = 25, and the total cost is
divided by N ·M to obtain the average cost per pairing. This normalization
enables direct comparison with the baseline cost of local pairing computa-
tion (pc_map).

Example: Consider the K26-svsv-b protocol for batch delegationwithM =
10 on BLS12-381. The symbolic expression is:

mT +N
(
m1 +m

$
1 +2m2 +M

(
2m1 +

1
2
m2 +

1
2
mT+ ∈T +g1 + g2 + gT

))
Substituting the RELIC benchmark values and N = 25, M = 10:

Cost = 400,800+25× (155,767+73,058+2× 242,298
+10× (2× 155,767+0.5× 242,298+0.5× 400,800
+120,322+1,198+3,031+3,778))

= 208,589,325 cycles

Dividing by N × M = 250 yields an average of 834,357 cycles per pair-
ing, representing a 43.3% efficiency gain over the baseline pairing cost of
1,470,968 cycles.
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A.1.2 Histogram Generation Scripts

The performance histograms were generated from the symbolic cost formu-
las in Table 2.3 and matching them against the RELIC benchmarks as earlier
described.

Cost Computation: https://github.com/adrianperezkeilty/lic/

blob/main/performance/new-histograms/compute_costs.py

HistogramGeneration: https://github.com/adrianperezkeilty/lic/

blob/main/performance/new-histograms/generate_histograms.py

A.2 Running Benchmarks for KAPR25 and K26

This section describes how to run benchmarks for the KAPR25 and K26 pro-
tocols. The benchmarks measure the client-side computational cost of the
delegation protocols.

Preparing the Benchmarking Environment. To obtain reliable and re-
producible benchmark results, the system should be configured to minimize
variance from CPU frequency scaling, Turbo Boost, and hyper-threading.
The following script applies these settings:

$ chmod +x bench-mode.sh undo-bench-mode.sh
$ sudo ./bench-mode.sh

This script performs the following:

• Disables Intel Turbo Boost to prevent frequency fluctuations

• Offlines hyper-threading sibling cores to eliminate resource contention

• Sets the Energy Performance Preference (EPP) to performance

Running the Benchmarks. After applying the benchmarking settings,
run the protocol benchmarks pinned to a specific CPU core:

$ taskset -c 2 ./relic/relic-target/bin/bench_cp

The taskset -c 2 command pins the benchmark process to CPU core
2, which should be a physical core with its hyper-threading sibling offlined.
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Configuring Batch Size. For batch delegation protocols, the batch sizeM
is controlled by the AGGS variable in the source code. Before compiling the
benchmarks, update this variable to the desired batch size:

• AGGS = 3 for M = 3

• AGGS = 10 for M = 10

• AGGS = 100 for M = 100

Aftermodifying the variable, recompile the benchmark executablewith make
-j$(nproc) before running.

RestoringNormal Settings. After benchmarking is complete, restore the
system to normal operation:

$ sudo ./undo-bench-mode.sh

This re-enables Turbo Boost, brings hyper-threading cores back online,
and restores the original EPP values.

A.3 Parametrization Verification Scripts

The symbolic parametrizations for the private delegation protocols (SVSV,
SVPV, and PVSV) presented in this thesis have been verified using Python
scripts with the SymPy library. These scripts validate that the proposed
parametrizations satisfy the required algebraic constraints for both single
and batch delegation modes.

All verification scripts are available in the GitHub repository:

A.3.1 Single Pairing Delegation

• PVSV (A public, B secret):
https://github.com/adrianperezkeilty/lic/blob/main/appendix/

verify_pvsv_parametrization.py

• SVPV (A secret, B public):
https://github.com/adrianperezkeilty/lic/blob/main/appendix/

verify_svpv_parametrization.py
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• SVSV (A secret, B secret):
https://github.com/adrianperezkeilty/lic/blob/main/appendix/

verify_svsv_parametrization.py

A.3.2 Batch Pairing Delegation

• PVSV (A public, B secret):
https://github.com/adrianperezkeilty/lic/blob/main/appendix/

verify_pvsv_batch_parametrization.py

• SVPV (A secret, B public):
https://github.com/adrianperezkeilty/lic/blob/main/appendix/

verify_svpv_batch_parametrization.py

• SVSV (A secret, B secret):
https://github.com/adrianperezkeilty/lic/blob/main/appendix/

verify_svsv_batch_parametrization.py
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