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Abstract

Data Summarisation transforms massive datasets into convenient and compact
summaries, or synopses, to approximate the result of queries. Such summaries
are orders of magnitude smaller than the original data, with mathematical
guarantees on the approximation accuracy, making them an attractive solution
to the challenges of Big Data. In recent years, Data Sketches have seen
widespread adoption for efficiently summarising Big Data in a single pass and
in small memory and time. This thesis studies several challenges arising when
utilising sketches or compression in Big Data processes and pipelines.
Parallelising the construction of sketches becomes essential with high data
rates and volumes. Simultaneously, long-running analytics processes in contin-
uous, high-rate pipelines require concurrent, low-latency querying of sketches,
concurrently with updates. Further, the ability to estimate several query types
from a single sketch avoids construction of multiple different sketches, for space,
timeliness, and consistency reasons. Integrating all these dimensions for the
first time, this thesis proposes LMQ-Sketch and explores the challenging trade-
offs in designing parallel data sketches for the classical problem of frequency
moment and item frequency estimation. The work sheds light to necessary
synchronisation among concurrent operations, carefully balancing consistency,
freshness, and accuracy with a low memory footprint and high throughput.
Data-intensive systems that distribute work across threads or nodes by
locally building sketches — subsequently shared and merged — but may
face workload and resource fluctuations. To this end, the thesis introduces
RESKETCH as a resizable, partitionable sketch with enhanced mergeability,
permitting merging sketches of different sizes to obtain a good balance of
memory footprint and accuracy, while enabling novel elastic capabilities.
Beyond studying data summaries as pipeline components, the thesis presents
FORTE, a framework for lossless data transfer pipelines where compression,
necessary for timely, reliable, and efficient transmission, must be balanced
against resource constraints, while ensuring data integrity, confidentiality, and
governance. Latency, throughput, and sustainable rates are measured in a real-
world industrial use-case managing TBs of data per day, demonstrating benefits
of effective pipelining, scheduling, and efficient use of resources. Altogether,
this thesis examines how data reduction and pipeline optimisation can enable
parallel, efficient, and performant data pipelines, opening new avenues for
bridging the gap between algorithms and practical deployment in adaptable,
scalable, resource-aware data processing systems.
Keywords

Data Pipelines, Data Summarisation, Data Sketches, Approximate Query
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Part 1

Thesis Overview






Chapter 1

Introduction

The proliferation of data collection and gathering practices in modern appli-
cations, systems, and products — motivated by a need to enable increasingly
complex and detailed analytics — to extract well-informed knowledge and
conclusions in the age of Big Data has brought a variety of technological chal-
lenges. Data pipelines are the multi-step processes used for moving, storing,
indexing, transforming, and processing these massive datasets. However, as
Big Data continues to outgrow the capabilities of traditional data process-
ing approaches, deploying additional resources, both in data centres and at
edge systems, is beginning to reach feasibility limits. Applications contend
with network bandwidth limitations and latency constraints, while scaling up
processing resources comes at increased capital cost and energy consumption.
Hence, novel techniques to efficiently capture, store, and analyse ever-growing
quantities of data become increasingly important.

1.1 Big Data

Modern applications and systems often include a multitude of sensors and data
capturing functionalities which generate a myriad of signals and data points,
constituting large and ever-growing datasets. Examples include cyberphysical
systems such as Industrial Internet of Things (IIoT), sensor networks on edge
devices, or connected autonomous vehicles that sense and communicate detailed
data about their environment for path planning, coordination, or detecting
hazards.

Datasets from such applications continue to grow, eventually reaching the
realm of Big Data, where their sheer sizes effectively prevents timely collection,
storage, or processing. Big Data is commonly brings two challenges to systems
managing it: its volume, with datasets exceeding TB and PB, and its wvelocity,
the rate at which it is produced, emitted, sensed, or transmitted.

The rapid development of technology, particularly the growth of computer
processor performance, has enabled massive increases in these characteristics of
datasets that are captured and processed. As Big Data continue to grow bigger,
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however, a critical question arises: How can these never-before-seen quantities
of data be turned into something useful — getting value out of the Big Data
—, and how to do so, quickly and efficiently? The challenge is twofold:

1. Application constraints: Big Data applications may have vastly different
requirements, e.g. on the latency or timeliness of processing results: some
require near-real-time results, others aggregate data and analyse it in
batches on a daily basis. Needing to transfer bulk data for processing
in turn places requirements on the communication network, for example
in terms of adequate communication latency and providing sufficient
bandwidth.

Further, the needed accuracy of results may differ: for coordination of
vehicles, processing of, e.g., camera, lidar, or geospatial data may need to
be performed at very high resolution, while monitoring of performance
metrics in a large-scale online platform may tolerate some inaccuracy
from operating on lower-resolution data, e.g. rounded numbers, but gain
a lot in efficiency through avoided complexity by doing so.

2. System constraints: Available hardware resources in the processing sys-
tem, including processors, communication networks, and data storage,
determine the capacity for processing work that can be performed within
an acceptable latency. Applications for Big Data processing hence need
to utilise the available hardware and its capabilities in efficient ways.

Traditional processing techniques face scalability challenges in one or both
of these; as data scales beyond the capabilities of the processing system, the
application’s requirements on processing latency or throughput may no longer
be met.

Parallelising Processing Typical datasets in Big Data environments have
long outgrown the storage and processing capacities of single processors, re-
quiring distributing the data over many processors and nodes working together
in clusters. While a massive dataset can be stored in full in a data centre in
this way, answering queries about the data may require reading the complete
dataset, an expensive operation. Parallelising query operations by distributing
the work across nodes, e.g. in database clusters using MapReduce [22], Apache
Hadoop and HDFS [5], Apache Spark [8], etc., has enabled great speed-ups.
Distributed processing brought a variety of challenges to be addressed, such
as the high cost of data movement between storage and processing locations.
Hence, a commonly adopted approach instead opts to bring processing capabili-
ties closer to the data, as in MapReduce. More recently, Processing-in-Memory
hardware technologies appear, which place processing capabilities near or in
the physical data storage chips, with the aim to reduce energy, bandwidth, and
latency costs of data movement [44].

While systems advancements aim to increase available processing capa-
bilities, applications of Big Data processing also increase in complexity. Au-
tonomous vehicles or production lines in industrial Internet of Things and
Industry 4.0 demand low-latency communication in order to perform the
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necessary analytics, scheduling, and planning for safe operation in a timely
manner. To enable precise and correct decision-making, such system may
include high-resolution sensors to provide sufficiently detailed data in order to
complete critical task with the required level of safety; for example, coordinat-
ing the journey of two autonomous mining trucks passing each other in narrow
tunnels [56, 57]. In these cases, transferring such high-resolution data is no
longer be feasible due to its sheer volume and velocity in relation to available
bandwidth and associated communication cost; and processing must instead
be performed onboard the vehicle for such critical tasks. As computational
resources on vehicles are limited, both due to cost and energy demand, this
may require moving other tasks off-board by harnessing fog or cloud compute
resources instead. While scaling up those resources to cope with ever-growing
requirements can be a solution in the short-term, keeping up with Big Data
ultimately requires rethinking the processing itself.

Key Idea To address these challenges, we should reconsider the system
design and more directly address the root of the problem: Instead of scaling
up the resources, begin by scaling down the data and making more efficient
use of existing resources [28]. The idea is to reduce the amount of data to
be processed to smaller, more convenient sizes, thereby reducing the cost of
performing the processing.

1.2 Data Summarisation

Reducing Big Data to more manageable volumes can be done by identifying
which subset of its properties or aspects are relevant for downstream analysis,
and retaining only the needed parts of the data, thus transforming the Big Data
into summarised representations [17, 20]. These summaries — significantly
smaller and more convenient than the original dataset — can then be used to
answer particular queries about the data much more efficiently. To accomplish
this increase in efficiency, data summaries trade off some accuracy, an acceptable
exchange for a large number of applications. For example, monitoring the
number of visitors to a popular online service may not require accuracy to
the last digit; a close-enough result can be acceptable, especially if it can be
calculated in a significantly cheaper fashion.

Importantly, these data summaries should be lightweight to produce, ideally
requiring only a single pass over the original data. Further, continuous data
operations such as data streaming pipelines can benefit from summaries that can
be constructed and updated incrementally with new data items. For example,
distributed monitoring, where a central coordinator needs to track statistics
about data streams observed at distributed nodes, can make use of summaries
to efficiently reduce communication cost. Instead of nodes forwarding all data
items to the coordinator for accurate processing, the nodes can instead locally
and incrementally construct compact summaries of their respective data stream,
which are then transmitted to and merged at the coordinator. As streaming
data continues to grow in prevalence and velocity, becoming too large to store
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in its entirety, summaries become an essential component in the data analytics
stack.

1.3 Roadmap

The following chapters of this Thesis Overview part introduce further back-
ground, preliminaries, and the state of the art in data pipelines, concurrency,
and data sketching (Chapter 2). Associated open research problems and their
challenges are described, along with the research questions posed by the thesis
(Chapter 3), followed by a summary of the research contributions and how
they address these questions (Chapter 4). This part concludes with an outlook
on interesting directions for future research in this areas (Chapter 5). Part II
consists of three chapters which detail the contributions of the thesis.



Chapter 2

Background

This chapter provides background information on several key areas for the
works in this thesis. First, data pipelines and their design, characteristics, and
key challenges are discussed (Section 2.1), followed by an overview of concepts
in concurrency and parallelism for shared-memory and distributed systems
(Section 2.2). Data sketches are described in Section 2.3, including foundational
sketches for different types of queries about data, and several works from the
current state of the art in the domains of parallelism for sketches.

2.1 Data Pipelines

A pipeline describes the sequence of operations that constitute a process.
Pipelines consist of several steps, here termed tasks, through which data is
passed in order: the output of a task becomes the input to the following
task. Pipelines are found in many aspects of computing, from instruction
pipelining within processors for executing multiple instructions in parallel on
a single hardware thread to improve hardware utilisation, network pipelining
in protocols such as HTTP, to software pipelines where various programs are
executed in parallel and pass data to each other in sequence. In the domain
of data analytics and Big Data, pipelines are commonly used to model and
implement various such as data transfer, transformations, or analysis workflows
over batches of data.

2.1.1 Concepts

The decomposition of a larger process into individual steps, that can execute
in parallel on different data items, allows the work to be pipelined. Pipelining
can be seen similar to an assembly line; while a long process will not see its
latency reduced by parallelising the various tasks, throughput improves as all
tasks can perform useful work and idleness is avoided. Overall throughput
of the pipeline will be limited by one or more bottlenecks: the task with
lowest throughput relative to other tasks in the pipeline. Thus, to avoid

7
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bottlenecks and throughput penalties, a pipeline should balance the throughput
performance of the constituting tasks.

2.1.2 Data Models

In batch processing, pipeline tasks operate on a batch of multiple data items (e.g.
files or database records) in bulk, on a schedule or triggered by an event [37].
Data is first fully stored in large-scale bulk storage, such as databases or
distributed file systems (e.g., the Hadoop Distributed File System [5]), and is
then always available to the processing if and when needed [39].

In streaming pipelines, data arrives continuously in streams of tuples, small
units (usually) of similar size and schema (the structure of the tuple, including
contained fields and their data types) [21, 39]. Due to the high arrival rate
of input tuples (cf. the velocity aspect of Big Data) — as is becoming more
common in the modern applications featuring near-real time processing of
sensors, transactions, or online activities — the volume of data becomes too
large to be stored in its entirety (as in batch pipelines), and must instead be
processed immediately in an online fashion; else, the data is lost [37].

As input data arrives incrementally, stream processing pipelines need to
maintain summaries of the data seen so far by applying techniques such as
sampling [15], building summaries (as studied in this thesis) [20], or applying
fixed-size moving windows containing only the most recent elements of the
stream to analyse. Notably, a streaming pipeline typically does not control
the rate of the input data stream; incremental maintenance of these structures
must be therefore be efficient and quick in order to keep pace with the input
rate and avoid bottlenecks.

2.1.3 Implementing Pipelines

A common programming model for data pipelines is to consider tasks as the
smallest schedulable units, and arranging them in a directed acyclic graph
(DAG) to model their communication and dependencies, to enable correct
scheduling. Workflow orchestration managers are centralised tools for scheduling
and coordinating execution of batch pipelines and their tasks, as well as
providing a frontend for users to observe the status of the pipeline. Examples
include Apache Airflow [6], Argo Workflows [9], and Dagster [43].

Stream processing engines such as Apache Flink [4] provide tools for im-
plementing such online processing pipelines and continuously producing query
results — as opposed to the traditional batch data analytics model, where
data is first fully stored and indexed in databases or large-scale data ware-
houses, and subsequently queried asynchronously or on-demand by consumers.
Streaming pipelines consist of long-running tasks called operators, which are
again composed into DAGs to model the, now continuous, flow of data through
the pipeline. Operators can optionally store a limited local state, such as the
aforementioned samples, windows, or summaries, while other operators are
stateless, for example implementing a filter to discard certain tuples based on
predefined predicates.
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Time . Time N
1 2 3 1 p) 3
Batch 1 2 3 Batch 1 2 3
1 2 3 | | 1 2 3 |
(a) Data parallelism. (b) Pipeline parallelism.

Figure 2.1: Executions of a simple pipeline consisting of three tasks (num-
bered), processing three input data batches (coloured).

2.1.4 Parallelism in Pipelines

Data pipelines commonly parallelise work in two ways, illustrated in Figure 2.1:
Data parallelism involves splitting the input data into smaller parts, which
are then processed in parallel ‘instances’ of a pipeline. This permits scaling
out the processing by distributing it across multiple processors or nodes, each
executing the same task(s) on a different subset of the data. On the other
hand, each additional parallel execution demands a full set of the processing
resources required — if task 2 in Figure 2.1(a) represents a network transfer
from a remote site, all files will contend for the available network bandwidth.
Workload can be balanced by adjusting the amount of data assigned to each
processor; the figure shows a perfectly balanced workload assignment.

Pipeline parallelism instead exploits the task-sequence nature of pipelines
by executing different pipeline tasks in parallel, e.g. on different batches of
input data. If pipeline tasks are serviced by dedicated, but limited, resources
or execution units, e.g. transfers from remote sites, this approach can improve
utilisation of those resources by avoiding idleness or contention — the execution
shown in Figure 2.1(b) concurrently executes an instance of each of the three
tasks during the middle time-step.

2.1.5 Key Challenges

Imbalance, Scheduling, and Pipeline Bubbles

In an ideal setting, a (batch) pipeline is perfectly balanced in terms of the
throughput of its tasks, input data batches are of identical size, and each task
hence takes an identical amount of time (as illustrated in Figure 2.1). If either
of these cases does not hold, one task may have finished its processing, but
the subsequent task is still busy with a prior batch, and processing cannot
continue.

Consider again the example pipeline in Figure 2.1(b), where task 2 represent
a data transfer but relatively limited network bandwidth forms a throughput
bottleneck in the pipeline. Now, shown in Figure 2.2(a), task 1 of the second
batch completes while the transfer in task 2 of the first batch is still ongoing —
processing of the second batch becomes stalled and it cannot proceed. This stall
introduces a pipeline bubble in the execution and leads to idleness, increased
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A4

o R S

(a) Low throughput in task 2 stalls the processing of subsequent batches.

Time

AN
7

Batch 1 2 3

(b) Larger size of the middle batch stalls all tasks for subsequent batches.

Figure 2.2: Examples of pipeline stalls and bubbles.

latency and reduced throughput. Similarly, if input data batches are of uneven
size, larger batches may introduce stalls for subsequent batches, as shown in
Figure 2.2(b), leading to a convoy effect.

Uneven batch sizes in the first example can be addressed by load balancing
to re-batch data into more evenly sized batches, if the application and nature of
the data permit this, for example image processing of many small, independent
files. Alternatively, batches can be scheduled for processing using different
policies; for example, a shortest job first policy could avoid convoy effects by
prioritising smaller batches, allowing them to overtake larger ones. However,
compared to a strict FIFO policy, this may cause starvation for large batches as
they could be queueing for potentially unbounded amounts of time depending
on arrival patterns of smaller batches.

Identifying and addressing task bottlenecks (Figure 2.2(a)) can require
in-depth understanding of the environment in which the pipeline is executing.
Within this environment, pipeline components do not operate in isolation, and
configuration adjustments for performance tuning can impact the performance
of other tasks. For example, to address the slow transfer, data could be
compressed before sending. However, compression and decompression demand
additional processing resources, increasing contention for these, which may in
turn adversely impact other tasks. This is to say that there may be intricate
dependencies and non-obvious impacts, which can make balancing performance
across tasks a challenge, motivating detailed performance modelling of the
pipeline, understanding of its parameters and efficient harnessing of available
resources.

Approximate Query Processing

Unlike batch pipelines, where ample storage and processing resources have
been assumed to exist, streaming pipelines cannot keep the entire data for
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analysis [21]. Further, the rates of streams often prohibit the use of large but
slow bulk data storage systems, requiring all processing to take place in fast,
but more orders of magnitude smaller than the input data, main memory. As
a consequence, this generally makes it infeasible to compute exact results to
queries, excluding trivial ones, over the data. Instead, the processing pipeline
must transform the input stream into a more compact representation, a process
which inevitably removes information while maintaining certain key features of
the input more accurately [20, 39]. Two key questions arise from this insight:
selecting what information to preserve, and how accurately to represent it.
Answering these questions requires identifying the types of data summarisation
algorithms that can efficiently summarise the needed attributes of the input
stream, and the resources needed to do so with an acceptable level of accuracy.

2.2 Concurrency and Parallelism

This section provides a brief overview of a number of challenges arising in
parallel and concurrent programming, including concurrent data structures
and correctness notions. Parallelism is typically studied in two communication
models [10]: message passing, common in distributed systems, or shared-
memory, as in a multiprocessor system with several processor cores or threads
with simultaneous access to the memory.

Distributed Parallelism A distributed system consists of a number of
separate nodes. Nodes can perform processing using private, local resources,
and communicate by exchanging messages over a network in order to coordinate
or share information. For data pipelines and distributed processing, data, tasks,
and results must be sent over the network, and communication cost becomes
an important constraint for the performance of the system [27].

Shared-Memory Parallelism In shared-memory systems, multiple proces-
sors or threads have efficient access to a shared global memory space, and
execute asynchronously [31]. When two or more such processes or threads
operate on the shared memory, without any coordination, their respective
sequences of operations can effectively interleave in arbitrary ways. It is up to
the programmer to introduce the necessary synchronisation between threads
in order to prevent the undesirable incorrect interleavings, and for the result
of the program to be correct (e.g. with respect to a given specification of the
program in a sequential setting) [54].

Atomic operations are fundamental primitives for implementing synchroni-
sation, which ensure that a sequence of operations is executed as an uninter-
ruptible, indivisible unit. A common technique to guarantee atomic execution
of a sequence of operations is to require mutual exclusion, where only a single
process at a time is permitted to execute the operations in this critical section.
Locks are common abstractions for implementing mutual exclusion in concur-
rent programs, doing so by effectively preventing concurrency for parts of the
program.
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When reasoning about the correctness of a realistic-size concurrent program,
it becomes infeasible to consider all possible interleavings of operations to
verify that only correct ones are possible. Instead, a theoretical model is
needed to provide guarantees regarding the safety and liveness properties of the
execution. Safety properties, informally, assert that “bad things never happen”,
for example, that at most one thread can be executing inside a critical section
at any point, or that all dequeue operations on a concurrent queue must return
items that have been previously enqueued —; i.e., that the program adheres
to the correct sequential order of operations and does not violate invariants
(sequential correctness). Liveness properties additionally guarantee that the
system makes progress — informally: “good things eventually happen”; e.g.,
one thread will eventually (within bounded time) enter the critical section if
it is currently free and one or more threads are waiting to enter —, and that
operations which have started will eventually complete.

2.2.1 Concurrent Data Structures

In order to achieve high performance, concurrent data structures need to max-
imise the amount of work that can be performed concurrently, by keeping
critical sections small, and using efficient synchronisation primitives [31]. For
example, fine-grained locking around smaller parts of a data structure can per-
mit non-conflicting operations to proceed concurrently, e.g. a concurrent FIFO
queue may permit an enqueue and a dequeue operation to happen concurrently
at opposites sides of the data structure, while two dequeue operations would
need to synchronise and serialise their work.

Beyond fine-grained synchronisation, another approach is to relax correct-
ness requirements in order to permit more concurrency and higher performance.
Of course, the concurrent execution must not deviate from a correct one further
than a predetermined tolerable extent, i.e., the relaxation must be bounded [30].

2.2.2 Intermediate Value Linearisability (IVL)

Linearisability [32] is a common model for operation ordering requirements
in concurrent data structures. Considering an execution consisting of many
operations, each having a start (call) and end (return) time, performed across
several threads, linearisability requires that each operation appears to take
effect instantaneously (at its linearisation point), maintaining their real-time
ordering. For example, consider a shared counter being concurrently read and
updated by two threads; linearisability guarantees that the read will observe
either the counter value before or after the update, determined by the relative
ordering of the linearisation points of the two operations.

However, implementing linearisable concurrent data structures can be expen-
sive, and the guarantees provided stronger than necessary for approximate pro-
cessing applications [51], where relaxation is a familiar and necessary approach
to achieve high performance. To this end, Intermediate Value Linearisability
(IVL) relaxes the guarantees of linearisability in a controlled fashion, trading
(stricter-than-necessary) correctness guarantees for increased concurrency and
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performance. Considering again the shared counter example from above, but
instead of requiring the read to return either exactly the value before or after
the update, IVL permits the read to also return any intermediate value between
these — an intuitive and often acceptable result.

2.3 Data Sketches

Data sketches describe a family of data summarisation algorithms, using a small
(relative to the input data size) amount of memory to provide approximate
answers to a query about the input data [20]. Sketch summaries can be built
and maintained incrementally, making them suitable as components in data
processing pipelines for various types of queries that are otherwise too expensive
to compute accurately, such as item frequencies, top-k elements, heavy hitters,
frequency moments, or range queries.

The accuracy of a sketch is typically tied to its size; a larger summary will be
able to retain more detailed information in its state, permitting more accurate
approximation of the query result. Approximation accuracy is commonly
described in terms of the absolute or relative error € of the estimated query
result with respect to the accurate result [21]. For summaries building on
randomisation, such as sketches, there is a small failure probability § of violating
this € error bound. The sketch literature provides theoretical analyses of the
trade-off between sketch memory requirements and the (g, ) approximation
guarantees that can be provided.

2.3.1 Estimating Item Frequencies

Given a stream of arriving items sampled from a domain I/ (IP-address pairs, for
example), the aim is to provide approximations for the number of occurrences of
any item in the domain seen so far, also called point queries. Accurate counting
would need memory on the order of the size of the domain [{|, which is infeasible
for many real-world applications. For example, a network monitoring system
tracking the frequency of all 264 TP address source-destination pairs, using a
dedicated counter for each to guarantee accuracy, would require thousands of
petabytes of memory. Instead, summarising the frequencies using sketching can
achieve high accuracy while using orders of magnitude fewer counters, hence
less memory, by effectively sharing counters for multiple elements.

Count-Min Sketch

The Count-Min Sketch (CMS) [18] is a widely adopted algorithm (e.g., found
in Redis [50] or Apache Spark [7]) for estimating the frequencies of elements.
It builds on the above-mentioned idea of sharing counters for tracking multiple
items. It consists of a 2D array of counters, or buckets, with H rows (height)
and K buckets per row (width), where K < |U|. The (e, ) approximation
guarantees are achieved by setting H = [e/e] and K = [In(1/0)]. Associated
with each row ¢ is a hash function h;, which uniformly maps items from the
input domain to bucket indices, i.e., the range [1,2,..., K].
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Figure 2.3: Count-Min Sketch update operation.

Update As illustrated in Figure 2.3, for each incoming data item, the hash
function at every row determines which counter in the row to update; that
counter is then incremented. As such, the CMS update operation is very
light-weight, supporting high-rate updates of the sketch.

Query To perform a point query, the hash functions of all rows are evaluated
to find the buckets at the indices which the queried item is mapped to. As each
of the H selected counters contains the exact frequency of the queried item
as well as frequencies of various other items mapped to the same bucket, the
query returns the min of these counters as the approximation, thus minimising
the overestimation introduced by other items being counted using the same
counters.

As multiple items are assigned to the same counter, each counter stores the
sum of their frequencies. Hence, the value in the counter will always be greater
or equal to the true frequency of an item mapped to that counter, causing the
query result to be an overestimation. The magnitude of this overestimation
depends on how how many occurrence of other items are counted in the same
counter. For skewed input streams, particularly frequent (heavy) elements
will cause their assigned counters to take on large values, causing decreased
approximation accuracy (increased error) for other items stored there. This is
why the query operation returns the minimum count over multiple rows; the
hash functions at each row are randomised and will group items differently.
The probability that a given (light) item collides with heavy items in every row
decreases exponentially with the number of rows (this bring the relationship
between ¢ and number of rows H).

Merge Merging two sketches yields a new sketch, which is a summary of the
union of the input streams summarised by the sketches. For the CMS, merging
requires both sketches to use the same H, K, and per-row hash functions, and
is then performed by summing counters in corresponding positions in both
arrays.

Augmented Sketch

The Augmented Sketch (ASketch) [53] is an extension of the CMS to improve
operation throughput and accuracy by reducing the impact of collisions with
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heavy items. To this end, some memory of the CMS is reallocated (usually by
reducing K) to a new filter data structure that works as a simple key-value
lookup table. The filter contains dedicated counters for accurately counting
the top-k heaviest elements (k being the number of counter slots in the filter;
typically k = 16), instead of tracking them in the CMS. Less frequent items
are stored in the CMS as before.

The query begins by checking the filter to determine whether the queried
item is present there. If so, the query is answered directly from the filter, with
improved accuracy due to exact counting, while light items stored in the CMS,
and queried as before, also see improved accuracy due to reduced collisions with
the heavy items. Care needs to be taken during updates in order to maintain
the invariant of the filter always tracking the current top-k elements; if an item
no longer belongs to the top-k, it is evicted from the filter, its frequency count
moved to the CMS, and the filter slot reassigned to the new member of the
top-k heavy items.

2.3.2 Estimating Frequency Moments

Frequency moment sketches estimate functions of the distribution of item
frequencies in the input [39]. The frequency of item a € U is denoted f(a).
Then, the n-th frequency moment is given by:

F, = Zf(a)n

Their uses are many: The 0-th frequency moment, Fj, is the number of
unique items in the stream. The first frequency moment, Fj, is the total
number of items in the stream (i.e., the sum of all of their frequencies). The
second frequency moment, F5, is the sum of squared item frequencies, and is
of particular interest for several applications including self-join size estimation
in relational databases, or identifying anomalies that manifest as changes in
input skew. It is also referred to as the surprise number, as it indicates ‘how
surprising’ it might be to see a new item in the stream; F5 encodes information
about the skewness of the frequency distribution of the stream. Consider two
streams of the same length, but with high and low skew in their frequency
distribution. For the stream with high skew, some item frequencies will be very
large (for the heaviest items), and the calculated F» will be large in comparison
to the other stream with low skew, where frequencies are relatively similar
for all items, and the sum of squares will be lower. Sketches for estimating
frequency moments, particularly F5 and self-join sizes, have been studied since
early on [2, 3, 16].

2.3.3 Estimating Ranks and Quantiles

While frequency moment sketches summarise information about the frequency
distribution into a single number, other sketches and summaries are needed
to query more detailed information about the distribution. To this end, a
rank query for a given item a returns its rank, given by >, _. f(b), that is
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the sum of occurrences of all items b that are smaller than a (this requires
the domain U to be ordered). A quantile query returns the item which has a
given rank [20]. The Karnin-Lang-Liberty (KLL) Sketch [36] is one of several
summaries for approximating rank and quantile queries, featuring state-of-
the-art approximation error guarantees. It uses multiple levels arrays called
compactors, which store up to W sampled items from the input stream. When
a compactor becomes full, it compacts its contents into W/2 items, and doubles
the ‘weight’ associated with the surviving items by promoting them to the
next level compactor. Compactors at higher levels thus represent exponentially
more input data items. Rank queries are answered by traversing contents of
the compactors and summing the weights of all stored items smaller than the
queried item.

2.3.4 Parallel Sketches

A key aspect of data sketches are the efficient and simple procedures for building
and querying them. However, as data rates and volumes continue to grow,
parallelising sketch operations becomes a relevant area of research in order
to support the necessary throughput. This section provides an overview of
some recent works that aim to enable parallelism for sketch updates, queries,
or both.

Delegation Sketch

The Delegation Sketch [55] is one of the first frameworks for distributing sketch
update and query operations over multiple hardware threads. A key idea is to
split the domain of input items into partitions, where each thread is responsible
for one partition. Each thread has a local CMS for tracking frequencies of the
items belonging to its partition, and the owning thread has exclusive access
to it. Input data is arbitrarily distributed to threads, for example in a round-
robin fashion, and any thread can process the next item; if the item belongs
to a the threads own partition, it updates its local CMS. Other items are
placed into pre-allocated delegation buffers, one for each other partition in the
system. Once such a buffer is full, it is handed over to the thread owning the
contained data to be inserted into its CMS in bulk. Buffering updates reduces
communication between threads compared to handing over each individual
item.

When querying for the frequency of a specific item, the first step is to
determine which partition the item belongs to. Then, the query procedure knows
which few components of the whole data structure can contain items belonging
to that partition: the CMS of the owning thread, and the corresponding
delegation buffers of all other threads. Delegation Sketch supports queries
concurrently with updates, so care must be taken regarding concurrent access
to these structures. By performing the query on the thread responsible for
the partition owning the queried item, a correct and safe query result can
be obtained in an efficient manner, without requiring heavy-handed mutual
exclusion primitives such as locks. The original paper [55] discusses some claims
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regarding the consistency of the concurrent operations in Delegation Sketch,
associating with consistency models for bulk operations [47], such as queries
which may or may not consider overlapping concurrent updates in their results.
A more precise study of the consistency properties of the delegation framework
is part of the contributions of this thesis in Chapter A.

Other Related Work

Around the same time as Delegation Sketch, Rinberg et al. introduced “Fast
Concurrent Data Sketches” [52], a general model for parallelising any sketch,
requiring mergeability. Threads build local summaries, which are periodically
merged into a global sketch. Queries are performed on snapshots of this global
sketch.

IVL (Section 2.2.2) is highly suited for concurrent data summaries, as
its goals regarding relaxation to improve efficiency and performance align
directly with the light-weight, efficient operations needed for high-rate data
summarisation. Further, Rinberg and Keidar extend the study of IVL by
applying it to (g,0) data summarisation structures, including CMS, and show
that IVL implementations of concurrent sketches maintain the (g, §) guarantees
of the original sequential sketch.

Other works investigate parallel sketching on architectures other than
multiprocessors: SKT [12] targets FPGA-based acceleration of sketching for
100 Gbit/s network packet processing by building multiple sketch instances in
parallel, requiring merging of the partial sketches before querying can be done,
hence queries cannot be concurrent with updates. Sketching on GPUs has also
been studied in works such as [58].

2.3.5 Multi-Query Sketches

Sketches are typically designed to provide an approximate answer to a single
type of query. However, it is common for data analytics processes to require var-
ious types of statistics about the input data, which would require constructing
separate sketches for each such statistic. Despite the efficient algorithms and
light-weight space cost of sketches, this may become prohibitively expensive.
To this end, sketches which only need to be built once, but are capable of
answering multiple types of queries about the data, are a powerful building
block for more efficient data analytics pipelines.

In the original Count-Min Sketch paper [18], the authors mention the
possibility to estimate additional queries about the data, such as top-k or heavy
hitters, although this requires auxiliary data structures such as a heap, in
order to store the identities of these heaviest elements (as those are otherwise
not recorded, as part of the information discarded during summarisation by
the CMS). Later, Cormode and Muthukrishnan in [19] introduced methods to
estimate the second frequency moment from an existing Count-Min Sketch,
requiring no additional data structures.

SKT [12] also answers multiple types of queries, by constructing instances
of three existing sketches concurrently. As the design is FPGA-based, the pre-
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viously mentioned time cost for constructing multiple sketches is not applicable,
but is instead replaced by a space cost to be paid in hardware.

Estimating range queries, that is, counting the frequency of items in a
given range, for high-dimensional data is another area of active research. Here,
the challenge lies in being able to accept arbitrary predicates defining the
range, i.e., any combination of dimensions to filter for; a naive solution to
this problem would require an number of sketches exponential in the number
of attributes of the input. Recent works have advanced the state of the art
significantly. Hydra [41] avoids the problem of tracking each subpopulation
separately by using a “sketch of sketches” design to maintain memory efficiency.
OmniSketch [49] followed the next year, providing a new algorithm with
significantly better time complexity (scaling linearly in the number of dimensions
of the input data, rather than exponentially as in Hydra).

2.3.6 Resizeable Sketches

Sketches described so far all have one thing in common: their size is static
after initialisation, and cannot be adjusted. This prevents several useful
functionalities, such as increasing the size of the sketch to maintain desired
(e,0) guarantees if the input data grows larger than the original sketch was
budgeted for, elastically resizing the sketch at runtime depending on the amount
of available memory, or shrinking sketches before transmitting them over the
network. Several recent works have begun to address this gap, by allowing
dynamic resizing of a data sketch.

Elastic Sketch [59] targets high-rate network traffic monitoring, and com-
poses a limited array of counters (for counting frequent, heavy flows) with a
CMS (for light flows) to balance high accuracy with memory usage. The data
structure can be compressed to enable sending it over low-bandwidth links,
while the heavy part can be expanded during execution to permit tracking a
larger number of heavy flows, thus supporting varying traffic characteristics.

Dynamic Count-Min Sketch (DCMS) [61] also identifies the challenge of pre-
selecting static sketch parameters before execution, usually without knowledge
of the future data stream length. DCMS uses a linked list of Count-Min
Sketches, appending a new CMS instance when the current head of the list has
reached a certain fill level; queries traverse the list to aggregate occurrences
tracked across the instances. Hence, the expansion capability is coarse-grained,
and DCMS lacks the ability to shrink to free memory if needed, additionally
requiring several auxiliary data structures for determining fill-levels which need
to be maintained during updates.

Geometric Sketch (GS) [11], like Elastic Sketch, also targets flow frequency
estimation, aiming to be a flexible approach with fine-grained resizability in
both directions, enabling adaptability to stream length during runtime and
dynamically balancing the memory-accuracy trade-off as necessary to maintain
acceptable estimation error.



Chapter 3

Challenges and Research
Questions

This chapter presents the challenges relative to the state of the art and the
three central research questions which are addressed by the works in this thesis.

3.1 Parallelising Efficient Data Volume Reduc-
tion

The primary approach to improving performance of data pipelines investi-
gated in this work centres around reducing data volume by summarisation or
compression, often to address a transfer bandwidth bottleneck in the pipeline
(Section 2.1.5). Both approaches introduce some additional processing work to
the pipeline, often at the edge, introducing additional contention for limited
resources and implying added latency. However, as parallel architectures fea-
turing multiprocessors and simultaneous multithreading are widely available,
sensibly exploiting them leads to more efficient resource utilisation and the
possibility for latency hiding — while one thread or process is stalled waiting
for data access or transfer, others can continue to make progress.

Lossless data compression of large data can sometimes be multi-threaded [1,
26]. For large quantities of files, it may make sense to instead process several
files concurrently. However, parallel compression of files introduces additional
reading and writing of multiple files in parallel, placing more demand on
bandwidth of memory and storage subsystems, contending with, and possibly
starving, other pipeline tasks (Section 2.1.5). Additionally, disk accesses are
dispersed over various non-contiguous locations, which can severely impede the
performance of hard disk-based bulk storage. In turn, pipeline performance
(both in latency and throughput) may decrease as the additional compression
work introduces new bottlenecks.

Parallel Data Summarisation and Sketching has been studied in a number of
recent works (described in Section 2.3.4), each studying a sub-problem within
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this area. To serve as a powerful building block in a long-lived continuous
data pipeline, a parallel data sketch could be used to summarise incoming data
items, while simultaneously supporting querying by ‘downstream’ tasks in the
pipeline. To this end, efficient designs for synchronisation amongst threads are
necessary, such as [55] (Section 2.3.4). However, a data pipeline may require
tracking more than one statistic about the contents of the input data stream,
e.g. also monitoring skewness and stream length alongside the frequency of
individual elements (Section 2.3.5). To track each of these, multiple separate
sketch instances could be constructed in parallel. As identified in [12], however,
sketch algorithms often perform very similar operations. Hence, eliminating
redundant work by constructing, in a parallel fashion, a single sketch with the
capability of answering multiple relevant queries from the same summary seems
a promising direction to improve efficiency in data pipelines.
These discussions lead to the first research question:

Research Question 1: Parallelism

How can available parallelism (shared-memory or distributed) be ex-
ploited for significantly and efficiently reducing data volume in big data
pipelines?

3.2 Managing the Balancing Act Around Per-
formance Metrics

When introducing data reduction into a data pipeline, additional work is intro-
duced. As hinted to in Section 3.1, this shifts resource demands, latency, and
throughput performance by way of various intricate and complex interdepen-
dencies between components of the system. For example, the aforementioned
introduction of lossless data compression to improve throughput also intro-
duces additional processing and data movement steps, which could starve other
pipeline tasks of those resources and, in the worst case, instead lead to an overall
reduction in performance. Hence, care needs to be taken to avoid introducing
new system bottlenecks when adding data compression to pipelines.

Even when taking care to perform data volume reduction work efficiently,
as asked in Research Question 1, several design choices can impact the balance
between key metrics in the pipeline. Compression and summarisation work
introduce additional pipeline tasks, thus in turn adding latency — though par-
allelisation can allow latency hiding to alleviate the impact — while improving
throughput due to parallelised compression, in turn reducing data volume for
subsequent tasks (e.g., network transfers).

In the case of data summarisation, the built-in parameters for balancing
query estimation accuracy against summary size allow direct control over this
trade-off (Section 2.3). Lower-accuracy approximations can be achieved at
lower space and time cost, hence finding a sweet-spot between the accuracy
requirements of the application and processing capabilities of the target system
is necessary. This requires a deep understanding of the available parameters
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and their intricate interplay. For example, improving accuracy by increasing
the size of the summary may lead to worse throughput if the data structure
now spills out of CPU cache, hence introducing additional latency to update
and query operations, in turn aggravating staleness of query results, where
updates becomes visible later, and ultimately worsening estimation accuracy
relative to the real value at the time of the query.

This is to say that there exist many complex interdependencies between
various components in parallel processing systems, and no parameter can be
tuned in isolation. Understanding, studying, describing, and managing the
available trade-offs becomes a critical step for introducing parallelism-enabled
data compression or summarisation into pipelines, and motivates the second

research question:
Research Question 2: Balancing

How to balance accuracy and latency (freshness) with efficiency and
throughput performance of data reduction algorithms for high-rate,
parallel big data pipelines?

3.3 Concurrency Semantics of Parallel Data
Sketches

Further challenges arise when implementing concurrent data structures into
data pipelines. Data summarisation as a building block in continuous pipelines
implies the need for both update and query operations to happen concurrently.
Ideally, queries see a fresh summary, one that is an up-to-date view of the
complete input data stream, containing all of the data that has been produced
so far. This is complicated by the fact that updates may happen concurrently
with the query (unless requiring mutual exclusion, though this would slash
throughput). Hence, the concurrency semantics and synchronisation designs of
parallel data sketch algorithms need to be described, along with their impact
on accuracy and freshness:

Research Question 3: Semantics

What can be said regarding the concurrency semantics and estimation
accuracy of parallelism-enabled data sketches for high-rate, continuous
data pipelines?
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Chapter 4

Thesis Contributions

This chapter introduces the research contributions which constitute this thesis,
with a particular focus on the answers they provide to the research questions.
For each of the three chapters, a brief overview of the work is presented,
including the problem, challenges, and approach, followed by a discussion of the
links to the research questions. An overview of the links between contributions

and research questions is also provided in Table 4.1.

Table 4.1: Overview of chapters and research questions.

RQ1: RQ2: RQ3:
Chapter Parallelism Balancing Semantics
LMQ-Sketch  Concurrent op- Memory-accuracy-  Describing seman-
[Chapter A]  erations (queries concurrency trade-  tics using IVL,
and updates), just-  off, partitioning for =~ Monotonicity of
enough synchroni- accuracy and effi- Scans [24], and op-
sation. ciency. eration latency.
RESKETCH Parallel processing  Novel feature-set Instance prove-
[Chapter B]  with dissimilar con- requires some ad- nance DAG de-
figurations permit-  ditional compo- scribes impact of
ted by enhanced nents and over- structure-altering
mergeability. head; profit from operations on esti-
it to achieve much- mation error.
improved approxi-
mation accuracy.
FORTE Batch-parallel In-memory pro-
[Chapter C]  pipelining of work cessing and task

tasks, with latency
hiding.

scheduling lead to
improved latency
and throughput
despite doing more
work.
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4.1 LMQ-Sketch: Lagom Multi-Query Sketch
for High-Rate Online Analytics

Lagom® Multi-Query Sketch (LMQ-Sketch) aims to combine two important
points of interest in the world of data sketches: (1) answering multiple types of
queries from a data summary built in one pass over the input data, in an effort
to be more efficient than building multiple separate sketches, and (2) supporting
concurrent queries and updates using multiple threads to parallelise operations
in order to achieve higher throughput, while clearly describing behaviour and
semantics of the resulting concurrent data structure.

4.1.1 Problem & Challenges
In solving this problem, several fundamental challenges arise:

(a) How can multiple queries be supported by a single data sketch? Some
answers are presented in the works described in Section 2.3.5, though
several of these do not support queries overlapping other queries, or
updates, as they target applications constructing sketches first, and
querying them later. For the targetted continuous processing applications
of LMQ-Sketch, questions of concurrent query result consistency need to
be answered.

(b) How can operations on the data structure be distributed across multiple
threads, in a safe, correct, yet efficient manner? Works discussed in
Section 2.3.4 such as the Delegation Sketch [55] feature proven, efficient
multi-threading designs for constructing sketches, using a partitioning
and work delegation scheme, though only supporting queries targeting in-
formation contained in a single partition. Bringing support for additional
query types, with the ability to gather data from multiple partitions,
thus becomes a rewarding leap forward, though requiring solutions to a
multitude of consistency, synchronisation, and efficiency challenges.

(¢) What impact does synchronisation have on freshness, latency, and accu-
racy of queries? The aforementioned synchronisation may introduce a
certain level of overhead for operations, impacting latency and throughput
performance. Relaxed consistency models, such as IVL [51], and synchro-
nisation designs can allow significant performance benefits compared to
strict lock-based approaches (Section 2.2.2); but what is the impact on
accuracy?

(d) How can the behaviour of the operations be described using established
theoretical models for concurrency semantics? Downstream consumers
of the data structure must be aware of its behaviour under concurrent
operations, such as possible (in)consistency between query results, arising
from the use of relaxed consistency models, such as time-lapse effects [24].

Lagom (Wikipedia) is Swedish and describes ‘just the right amount’, indicating appro-
priateness rather than suggesting lack.
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What guarantees can be made regarding consistency, accuracy, or fresh-
ness of these query results?

4.1.2 Approach

LMQ-Sketch addresses these challenges by presenting a framework for a
concurrency-enabled data sketch with support for multiple types of queries:
item frequencies (point queries, Section 2.3.1), and the first and second fre-
quency moments, Fy and Fy (Section 2.3.2). The domain of input tuples is
partitioned, and each partition is summarised in a separate data sketch, which is
maintained by a dedicated thread. This domain-splitting approach significantly
improves item frequency estimation accuracy compared to using a single large
sketch at identical memory budgets, because collisions are restricted to occur
only within each partition, similar to [55]. To lessen communication overhead,
threads buffer a (bounded) number of updates belonging to another partition
before handing them over to the responsible thread which inserts them into
the partition sketch in bulk.

Building on the Augmented Sketch (Section 2.3.1, [53]), itself an extension
of the Count-Min Sketch (Section 2.3.1, [18]), LMQ-Sketch inherits support for
point queries, which can be answered entirely from the single partition owning
the queried data item. Additional components are introduced to the data
structure to support estimating F; and F5 — so-called global queries, as they
require information from all partitions — in a lightweight fashion, utilising
per-partition partial results maintained by updater threads to help the query
operation progress faster. A lightweight synchronisation design ensures that
queries efficiently coordinate their work with concurrent data structure updates,
and the resulting concurrency semantics are described in the publication.

4.1.3 Results & Answers to Research Questions

LMQ-Sketch approaches the research questions from a perspective of parallelis-
ing data summarisation operations, in order to provide a powerful component
for constructing larger streaming data pipelines.

Research Question 1: Parallelism The resulting design of LMQ-Sketch
supports concurrent sketch update and query operations, utilising multiple
available processor threads in parallel to achieve high throughput. Further,
multiple query types are supported from a single data structure, bringing
efficiency and consistency benefits compared to building multiple separate
sketches, which may not be in sync at all times. The domain-splitting and
partitioning approach permits highly scalable and performant operation for
updater threads by reducing inter-thread communications, while light-weight
synchronisation between updates and queries permits a high degree of concur-
rency. Performed benchmarks provide quantitative insight to the impact of
design choices and parameters on the efficiency of the shared-memory-parallel
design of LMQ-Sketch.
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Research Question 2: Balancing Several key aspects with intricate inter-
actions need to be balanced by LMQ-Sketch. To navigate this, LMQ-Sketch
contributes a balanced synchronisation design, named LAGOM, which enables
low-latency, concurrent querying, even for global queries, while balancing
freshness, timeliness, accuracy, and high throughput. A detailed empirical
evaluation compares the design to a lock-based approach, strictly correct but
orders of magnitude slower, and one lacking any synchronisation, permitting
maximal concurrency but showing severe losses in the resulting consistency.
The middle-ground of the balanced approach — by slightly relaxing consistency
requirements in a controlled fashion in order to achieve high performance —
enables handling the complexity of concurrently supporting three types queries
on the same data structure.

Research Question 3: Semantics The consistency properties of the LAGOM
synchronisation design used in LMQ-Sketch are described in terms of Intermedi-
ate Value Linearisability (IVL) [51] and monotonicity of scans [24] (Section 2.2),
two established concepts from the literature. The theoretical analysis describes
the achieved semantics of each query type, including bounding the number of
concurrently-performed updates that a query may miss, i.e., the worst-case
staleness of its result. For the most complex F5 queries, a step-by-step anal-
ysis highlights how each constituent component — partitioning, delegation
buffers, and partial results; each introduced to improve latency, throughput, and
memory efficiency — affects the achieved semantics, while also revealing that
IVL-ness itself is not enough to characterise estimation accuracy: long query
latency can lead to large, yet IVL-permitted, uncertainty. This provides further
insight to operation latency as another dimension of the consistency-concurrency
trade-off navigated by LMQ-Sketch.

4.2 RESKETCcH: A Mergeable, Partitionable, and
Resizable Sketch

Data sketches are a practical solution for monitoring approximate queries over
high-velocity data streams. Further, the ability to merge data sketches enables
constructing them in parallel and distributed systems, for higher throughput
performance. However, merging sketches traditionally requires them to be
configured with identical parameters, set statically at sketch initialisation
time. Chapter B proposes a novel methodology, RESKETCH, to address these
limitations.

4.2.1 Problem & Challenges

Static parameter selection for sketches can lead to restricted usefulness in appli-
cations experiencing dynamic memory budgets or workloads, or heterogeneity
in capabilities across nodes. As an illustrative example, Chapter B considers a
distributed network monitoring system. Nodes with varying processing capa-
bilities observe network traffic flows, and summaries frequency information in
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local sketches. A central coordinator receives sketches from the devices, and
would merge them to produce a single, representative sketch which can be
queried. Additionally, monitoring nodes may join and leave the system due to
network topology reconfiguration or elastic scaling, e.g. in cloud systems, to
manage dynamic load.

Traditional sketches lack the necessary flexibility to support three necessary
key properties: (1) Resizability (Section 2.3.6): Only few sketches support
expanding [61] or shrinking [59] (or both [11]) their size in order to align
with dynamic resource availability; expanding to improve accuracy, shrinking
to free memory or compress the summary size. (2) Enhanced Mergeability:
Traditionally, merging two sketches requires them to have the same size. Chap-
ter B identifies and defines enhanced mergeability, the ability to merge two
sketches of different sizes, and selecting the size, hence estimation accuracy,
of the resulting sketch. (3) Partitioning: partitioning the input to different
sketches can improve throughput and accuracy, and has been shown in prior
works such as [29, 33, 34, 46, 55], but is usually static. Employing partitioning
to perform load balancing, e.g. in distributed processing, however requires
adjusting partitions dynamically in order to adapt to changes in the input.
Further, as nodes may join and leave the distributed processing system, load
balancing partitions also must change to reflect such changes in the topology.

4.2.2 Approach

A key insight to address the described challenges is the need for more flexible
hash functions. Traditional hash functions used in data sketches map input
items to buckets using a static mapping, commonly involving a modulo operation
using the sketch width as the modulus. However, in order to efficiently resize
sketches, without moving contents of all buckets to new locations, Chapter B
employs consistent hashing [35] instead. In consistent hashing, the hash space is
modelled as a logical ring, and buckets as contiguous, non-overlapping segments.
While the function that maps an input item to a point on the ring remains static,
resizing the sketch, i.e., adding or removing buckets, is performed by adjusting
the bucket boundaries on the ring, and only items that find themselves in a
new bucket need to be moved.

A “sketch of sketches” design is employed, replacing the usual counters
inside the sketch with quantile sketches (Section 2.3.3), to enable splitting or
merging of buckets during resize or partition-adjustment operations. Although
the nested sketches use additional memory, they also provide extra information
for frequency query estimation with improved accuracy, hence becoming part
of the memory-accuracy trade-off.

Finally, RESKETCH introduces partition-aware hashing, to enable efficient
and dynamic (re-)partitioning of a sketch. Essentially, a new, superordinate
hash ring is used to assign input data items to a partition, described as a
segment on this global partition ring. Each partition is summarised by a sketch
instance, which internally uses the above-mentioned consistent hashing rings
to determine bucket placements for incoming items. This additional level of
hashing permits merging and splitting partitions, e.g. for supporting processing
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nodes that join or leave during continuous monitoring scenarios.

4.2.3 Results & Answers to Research Questions

RESKETCH is the first sketch design to permit arbitrary resizing, merging of
sketch instances with different dimensions, and dynamic re-partitioning (merg-
ing and splitting) while maintaining high estimation accuracy and operation
throughput throughout the operations. It enhances sketches with a new set
of efficient structural operations to enable their use in highly dynamic data
pipeline applications.

Research Question 1: Parallelism The enhanced mergeability of RES-
KETCH enables parallelism without enforcing homogeneity for participating
threads, processes, or nodes, no longer requiring the use of identical sketch
configuration parameters in order for their produced sketches to be mergeable.
Hence, powerful nodes can produce larger summaries with higher approximation
accuracy, while less powerful nodes, or nodes with less available memory, may
produce smaller sketch instances, yet their contributions to the monitoring
system are mergeable.

Research Question 2: Balancing The new estimator used in RESKETCH
utilises available memory budget for tracking quantiles and permits orders of
magnitude better accuracy (measured in terms of average absolute and relative
error) compared to Count-Min Sketch and other baselines using the same
memory budget. Thus, it provides a new balance between overhead needed for
novel functionality and approximation accuracy.

Furthermore, RESKETCH permits elasticity, for example to adapt to avail-
able memory by resizing the sketch as needed, or dynamically selecting a
suitable compression level for the sketch when it needs to be sent over a limited
bandwidth connection. The ability to resize the sketch allows altering the
traditionally static memory-accuracy balance of the sketch dynamically, in a
fine-grained manner that was previously not possible.

Research Question 3: Semantics A theoretical analysis for the estimation
accuracy of the RESKETCH estimator is provided, offering insight to the
worst-case performance of the algorithm in terms of the usual (e, ) bounds for
sketches. Further, the impact of the sketch structure-altering operations, needed
for dynamic and distributed sketching, is also described, e.g., the approximation
accuracy bounds achieved when merging two sketch instances. To this end, the
work introduces an instance provenance DAG to model the execution history
of each sketch instance, consisting of its lineage of ancestor sketches and the
structure operations that have occurred, to derive their combined impact on
estimation error of the current sketch.
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4.3 FORTE: An Extensible Framework for Ro-
bustness and Efficiency in Data Transfer
Pipelines

As Big Data scales up across many types of domains, building pipelines to
automate handling, managing, transferring, and structuring the data become
essential. Chapter C presents FORTE, a framework for implementing real-
world, large-scale, Big Data transfer pipelines for industrial applications, with
a particular focus on bulk transfers of batch data.

4.3.1 Problem & Challenges

Data often originates from a multitude of devices at the edge of networks, and
must then be transferred and consolidated in a central location for processing
and storage. Automating such transfers is an essential part of Big Data
operations, but must also satisfy additional requirements in an industrial setting,
including ensuring security (confidentiality and integrity) of the transferred data,
governance (monitoring, cataloguing, and traceability), as well as scalability,
robustness, and efficiency of the pipeline itself.

4.3.2 Approach

FORTE is an extensible framework for robust, efficient big data transfer
pipelines. The data pipeline is modelled as a DAG of tasks, enabling granular
reasoning about performance, bottlenecks, and exploration of the design space
to tackle associated challenges.

Transferring big data in an environment with limited bandwidth demands
a way of reducing the data transfer volume. Depending on application de-
mands, the loss of accuracy from data summarisation may not be acceptable,
and lossless compression is required instead. A particular focus is placed on
performance engineering of the compression stage, rather than decompression,
as data originating and compressed at edge devices must contend for the lim-
ited resources available there, while the receiving data centre performing the
decompression typically has comparatively abundant processing capacity. To
this end, FORTE offsets the additional latency and resource demand due to
data compression work by merging adjacent pipeline tasks, allowing them to
execute together and share data to each other directly via in-memory buffers,
thus avoiding the need for slow reads and writes of bulk data to and from
storage disks. This technique is conceptually similar to operator fusion found in
stream processing engines such as Apache Flink [4], where it optimises operator
code generated from pipeline DAGs for better efficiency by improved code and
data locality [40, 45]. These tasks are merged into a large task which is then
scheduled as a single unit.

Beyond this, scheduling of pipeline tasks is also studied as a key technique
for managing pipeline performance. Scheduling task execution in a pipelined
fashion allows latency hiding of, e.g., slow transfers, by batching data and
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pipelining their processing. Different scheduling policies, such as FIFO and
shortest-job-first (SJF), also affect the behaviour of the system, for example in
average throughput or starvation-freedom guarantees; Chapter C compares the
various trade-offs of these policies and their impact on pipeline performance.

4.3.3 Results & Answers to Research Questions

FORTE is evaluated in a real-world industrial application for automating the
transfer of high-volume data. The available trade-offs in the design space
are studied and evaluated, achieving improvements in transfer latency and
sustained transfer rates while also bringing support for additional required
features including monitoring, tracing, and data security.

Research Question 1: Parallelism FORTE operates on batches of data,
which pass through a sequence of steps that constitute the data pipeline. As
such, processing of batches can occur in a pipeline-parallel fashion, effectively
harnessing compute resources available at distributed locations (e.g., on both
ends of a long-distance transfer). Lossless compression provides the necessary
reduction in volume in order for the transfer throughput to be sufficient for
the expected daily volume of input data, despite adding additional demand on
limited CPU and storage bandwidth.

Research Question 2: Balancing The cost of data compression must be
carefully considered and balanced in order to yield a net benefit to pipeline
performance (throughput and reduced latency). FORTE manages the impact
of integrating data compression into transfer pipelines by fusing pipeline tasks,
enabling in-memory processing of data for efficient communication, to offset
the additional performance cost (in terms of resource demand, latency, and
throughput) of performing data compression tasks.

FORTE also studies the effect of scheduling strategies on balancing latency
and throughput in the pipeline; while FIFO scheduling ensures liveness and
starvation freedom, heterogeneous batch sizes induce pipeline bubbles and
convoy effects, causing slowdowns for subsequent batches. Utilising shortest-
job-first scheduling shows benefits to average per-batch latency and throughput,
but may cause large batches to queue for potentially unbounded amounts of
time. Hence, the task scheduling strategy in such a distributed data pipeline
has significant impact on the balance of latency and throughput performance.



Chapter 5

Conclusion and Future
Work

This thesis studies various aspects of managing ever-growing Big Data in
data pipelines. Using efficient techniques for summarising the data promises
great benefits in resource requirements at edge devices and data centres, and
significant reductions in data transfer costs. Research on data sketches has
spanned multiple decades, and as they are now finding adoption in real-world
applications, aspects of their integration into data pipelines and systems need
to be studied.

To this end, three proposed approaches have been fully implemented and
evaluated as part of this thesis. LMQ-Sketch studies challenges arising in multi-
threaded data sketching, where operations can overlap arbitrarily, and where
the resulting performance and semantics aspects need to be carefully balanced.
RESKETCH proposes a new set of techniques for enhancing sketches with
additional operations to overcome limitations following from their traditionally
static configuration. Example applications include distributed data processing
systems, where heterogeneity and dynamism in resources and topology are
common. The work contributes the capabilities needed for deploying sketches
in modern elastic platforms and applications, by allowing dynamic adjustment
of sketch parameters for adapting to current workload and available resources.
Zooming out, FORTE considers end-to-end systems aspects of entire Big
Data transfer pipelines, and how to make them reliable, robust, and efficient
while supporting critical features for industrial settings including data security
and governance, as well as also timely delivery in resource- and bandwidth-
constrained systems.

Several interesting follow-up questions for future research directions arise
along the trajectory of these works. LMQ-Sketch lays a foundation which
can be extended with support for additional query types, for example top-k
queries, building on gained insights regarding semantics and consistency, to
further enhance its applicability as a component for memory-efficient, concur-
rent streaming data processing pipelines. Further, as both RESKETCH and
LMQ-Sketch each offer a novel set of capabilities, exploring the trade-offs and
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possibilities arising when combining their respective features to enable dynamic
resizing, merging, and (re-)partitioning — e.g., adjusting the number of parti-
tions and threads — of concurrency-enabled multi-query sketches, would enable
an interesting direction to explore on the way towards bringing data summaries
into demanding dynamic pipeline applications. Building on the benchmarks
in Chapter B, an important follow-up would investigate the performance of
RESKETCH in further detail, shedding light to the effect of its tuning knobs in
conjunction with data- and execution-dependent performance behaviours, for
example in distributed edge-fog data analytics applications.

Beyond the immediate horizon of these works, several other aspects and
applications of data summarisation appear relevant for enabling their future
use in Big Data analytics systems and pipelines. An interesting topic for
further study of data sketches is the hash function computations at the core of
their otherwise simple algorithms, and how they could more efficiently harness
features of modern computing architectures such as vectorised processing to
improve performance for high-throughput applications. A relevant example
of such applications is network monitoring, e.g. for security purposes such
as sketch-based rate limiting [38, 48], where line-rate processing using high-
performance packet processing technologies allows offloading the processing
directly to network interface hardware [13, 25|, enabling the necessary high
throughput for packet processing pipelines. Earlier works have studied hierar-
chical data processing architectures, where distributed nodes propagate local
summaries towards a central site for tracking statistics [16, 27]. Processing-
in-network technologies using programmable switches can be used to offload
processing and data aggregation along the route of the data towards such
central sites, permitting high-throughput processing and pipelining as well as
latency hiding for data analytics in transit [42]. Furthermore, the intersection
between data summarisation and data privacy, e.g. in differential privacy [23,
60], appears as a timely and relevant area. Moreover, there are clear links to
current topics of large-scale data mining and machine learning, where massive
data structures and vectors are common and techniques for dimensionality
reduction are highly sought after to improve efficiency and accelerate data
processes [14].
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