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 a b s t r a c t

In the rapidly evolving landscape of software engineering, the demand for robust and secure systems has become 
increasingly critical. This is especially true for self-adaptive systems due to their complexity and the dynamic 
environments in which they operate. To address this issue, we designed and developed the SAFT-GT toolchain 
that tackles the multifaceted challenges associated with ensuring both safety and security. This paper provides 
a comprehensive description of the toolchain’s architecture and functionalities, including the Attack-Fault Trees 
generation and model combination approaches. We emphasize the toolchain’s ability to integrate seamlessly with 
existing systems, allowing for enhanced safety and security analyses without requiring extensive modifications 
and domain knowledge. Our proposed approach can address evolving security threats, including both known 
vulnerabilities and emerging attack vectors that could compromise the system. As a use case for the toolchain, 
we integrate it into the feedback loop of self-adaptive systems. Finally, to validate the practical applicability of 
the toolchain, we conducted an extensive user study involving domain experts, whose insights and feedback un-
derscore the toolchain’s relevance and usability in real-world scenarios. Our findings demonstrate the toolchain’s 
effectiveness in real-world applications while highlighting areas for future improvements. The toolchain and as-
sociated resources are available in an open-source repository to promote reproducibility and encourage further 
research in this field.

1.  Introduction

The growing complexities of modern systems have necessitated the 
employment of different approaches in their analysis (Pekaric et al., 
2023). These approaches often attempt to reduce human effort in the 
delivery of various services. This is achieved through the incorporation 
of autonomy and allowing systems to be aware of their physical en-
vironment (Ceccarelli and Montecchi, 2023). This fundamental ability 
enables software systems to sense and reason about the system behav-
iors as well as to react by exhibiting self-adaptation — giving rise to 
(SASs). SASs can modify and optimize their performance based on feed-
back and the changing conditions, as well as the system goals (Weyns 
et al., 2023).

Despite all the benefits that SASs provide, they also bring various 
challenges that often involve security and safety concerns. According 
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to the practitioners in the SASs domain, these two aspects represent 
some of the biggest problems related to these types of systems. This 
was demonstrated in the recent industrial survey conducted by Weyns 
et al. (2023). The issues often occur due to various types of vulnera-
bilities, which can cause parts of a system to fail, causing the overall 
state of a system to become unsafe. Many of these vulnerabilities arise 
from diverse hardware and software configurations, which necessitates 
an ongoing analysis and vigilant monitoring throughout their opera-
tional lifecycle. Given the interconnected nature of these challenges, it 
is of utmost importance to consider security and safety jointly, as these 
two aspects significantly affect each other and can determine the overall 
reliability of the system.

However, joint consideration of safety and security aspects in the 
context of SASs and their uncertainty is a complex and challenging en-
deavor (Prikler and Wotawa, 2022). One promising approach to handle 
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this complexity is to leverage a joint safety and security analysis us-
ing (AFTs). AFTs are a powerful analytical tool that combines (AT) and 
(FTs) in a single modeling formalism (André et al., 2019; Kumar and 
Stoelinga, 2017), allowing for a systematic exploration of the interplay 
between safety and security issues (Groner et al., 2023). They provide a 
graphical representation of the various ways in which a system can fail 
(faults) or be compromised (through attacks (Pekaric et al., 2021a,b)), 
and how these faults and attacks can propagate through the system. This 
is achieved by integrating safety and security considerations at runtime 
when the system is in its operational context, allowing for a more holis-
tic and robust analysis of potential safety risks and system vulnerabili-
ties (Witte et al., 2022).

AFTs can be verified using existing model-checking techniques, e.g., 
critical path analysis, or calculation of failure rates and probabilities. 
Generating large AFTs for realistic systems by hand, however, is error-
prone and infeasible. In comparison, it is much easier for safety experts 
to create only FT models for a target system separately as well as security 
experts generating AT models, which are at a much lower abstraction 
level (Giese and Tichy, 2006) compared to creating AFTs.

One disadvantage of AFTs, however, is that they cannot model the 
system state but only possible hazards. Thus, we restrict ourselves to ar-
chitectural reconfigurations that change the data flow and/or the hard-
ware and software components of a managed system. Since our (SAFT-
GT) (Groner et al., 2023) generates AFTs for cyber-physical systems 
based on the data flow and the used hardware and software compo-
nents, the AFTs we analyze take the current system state into account 
implicitly.

By incorporating AFTs into the SASs loop, the system can leverage 
real-time data to dynamically update its models (due to potential secu-
rity and safety issues), which corresponds to their defining character-
istics. Furthermore, the generation of AFTs allows for rapid adaptation 
to new threats and vulnerabilities, enhancing the system’s resilience. 
This integration not only facilitates proactive risk management but also 
supports informed decision-making in the planning phase, ultimately 
leading to more robust and secure self-adaptive systems that can au-
tonomously respond to emerging challenges in their operational envi-
ronment.

1.1.  Overview of the approach

Fig. 1 shows the integration of the presented approach in a self-
adaptive system controlled by a MAPE-K (Kephart and Chess, 2003) 
loop: First, a managed system forms the basis. Our example system 
implements a control system for a quadcopter with ROS2 components 
(robot operating system (Macenski et al., 2022)) to plan trajectories and 
avoid obstacles, as well as high-level scripting of robot behavior, e. g., 
waypoints to follow. Second, a MAPE-K subsystem that monitors the 
state of the ROS node graph and messages, can reconfigure the applica-
tion by activating or deactivating components of the managed system, 
e. g., to switch between a mission and safety behavior, such as flying 
back to origin. Finally, our approach performs the safety and security 
analysis in the MAPE-K loop feeding the knowledge base with risk val-
ues for hazards. This information is used by the planning component to 
influence or trigger future adaptation decisions. More details are given 
in Fig. 5 in Section 4.

Our approach focuses on the security problems that lead to a failure 
of the system. Therefore, other security aspects, such as confidentiality 
or data integrity, are only considered if they can also lead to a failure. 
For example, the manipulation of sensor data might lead to a drone 
crashing into an obstacle due to manipulated LiDAR sensor data.

1.2.  Contributions

In order to close the feedback loop, we extend our previously pub-
lished SAFT-GT (Groner et al., 2023) pipeline by a transformation of 
the generated AFTs into (DFTs) and use them as input for the Storm 

model checker.1 We evaluate our extension and the overall approach by 
conducting a workshop with domain experts and an experimental eval-
uation of the approach. Additionally, we perform time measurements 
to evaluate the performance of the extended SAFT-GT pipeline, which 
provides insights on whether the pipeline is applicable in a real system. 
Specifically, we provide the following contributions:

• We provide a detailed description of our previously implemented 
SAFT-GT approach (Groner et al., 2023).

• We extend our SAFT-GT approach by applying a (PMC) to verify the 
output of the AFT generator.

• We link and evaluate SAFT-GT through the feedback loop of self-
adaptive systems. To this end, we used a SASs built upon the robot 
operating system (ROS) (Macenski et al., 2022).

• We conduct a workshop that includes two surveys and expert discus-
sions. Based on the insights we obtained, we discuss the strengths and 
limitations of the developed approach and outline future research di-
rections.

• We perform experiments to evaluate the performance of the pro-
posed approach.

We provide the complete toolchain, including the models of the pre-
sented approach and examples for download, fostering further research 
and collaboration in the field: https://github.com/sp-uulm/saft-gt.

1.3.  Paper structure

The remainder of the paper is structured as follows: Section 2 pro-
vides background information on self-adaptive systems, safety and se-
curity modeling and security concepts (including metrics). Section 3 
demonstrates a running example for which the proposed approach can 
be applied. Section 4 presents each separate model that we utilize in our 
approach, while Section 5.1 explains how these models are combined, 
verified and integrated into the feedback loop of self-adaptive systems. 
Section 6 offers an evaluation of the developed approach through ex-
pert surveys, discussions as well as performance evaluation. Section 7 
elaborates on the limitations of the approach as well as experts’ feed-
back. Section 8 discusses the related work on AFT generation. Finally, 
Section 9 concludes the work.

2.  Background

In this section, we provide the necessary background on self-adaptive 
systems, safety and security models used in this work and relevant se-
curity concepts and metrics.

2.1.  Self-adaptive system

SASs are systems that adjust their behavior to optimally fulfill their 
requirements even if their environment or goals change. Usually, a SASs 
consists of two subsystems: 1) the managed subsystem, which should 
fulfill a predefined goal, and 2) the managing subsystem that controls 
the adjustment of the behavior of the managed subsystem (Weyns et al., 
2013). For example, a drone that should independently plan and execute 
missions can be considered as a part of the SASs. The drone forms the 
managed subsystem, and the corresponding managing subsystem plans 
new missions and adjusts the drone’s behavior to complete a mission.

A well-known architecture used for the managing subsystem is 
MAPE-K (Monitor, Analyze, Plan, Execute - Knowledge) (Kephart and 
Chess, 2003). Fig. 1 in Section 1.1 provides an overview of the relation-
ships between managed subsystem, managing subsystem, and MAPE-K. 
The Monitor component observes the state and behavior of the managed 
subsystem as well as its environment. The Analyze component decides 

1 https://www.stormchecker.org/
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Fig. 1. Integration of our approach in the MAPE-K loop.

whether the managed subsystem should adapt its behavior. For exam-
ple, the analyze component might detect that the drone is running low 
on energy and decide to trigger an adaptation to avoid damage due to 
a crash. The Plan component plans the adjustment of the managed sub-
system. For example, the Plan component determines a plan that forces 
the drone to abandon its current mission and initiate a safe landing. 
Finally, the Execute component implements the plan of the Plan com-
ponent. The Knowledge component serves as the centralized provision 
of information. The other components use the Knowledge component to 
store information and to communicate indirectly with each other (Ar-
caini et al., 2015).

2.2.  Safety and security modeling

There is a variety of modeling approaches used in the context of 
safety and security analysis. Our work leverages the security-related 
models (ATs), the safety-related models FTs, and AFTs, which are used 
in a joined safety and security modeling approach. In the following, we 
provide background information on these three established models in 
more detail. We use a running example that describes how a flooding 
attack can lead to a drone crashing into a person to illustrate these mod-
els.

2.2.1.  Attack Trees
(ATs) are models used to represent adversary actions regarding how 

a certain system or component can be targeted (Mauw and Oostdijk, 
2006; Schneier, 1999). They consist of a root node, which represents 
the goal of an attack, attack steps or intermediate targets, and logical 
gates. Depending on the goal of the analysis, different values are as-
signed to attack sets within the three. These can include values such as 
the expected costs or the probability of performing the respective at-
tack set successfully. Logical gates, e.g., AND and OR, are used to model 
the relationships between individual attack steps necessary to reach the 
goal of the modeled attack (Mauw and Oostdijk, 2006; Muzammil et al., 
2024; Lallie et al., 2020).

Fig. 2 shows a simplified example of an AT for a packet flooding 
attack. It demonstrates that an attacker needs to “identify the receiv-

Fig. 2. Example of an Attack Tree (AT).

ing components” in a system and “generate traffic” in order to perform 
a flooding attack. The probabilities specified for each attack step (de-
picted as ellipses) indicate the probability of successfully performing 
the respective attack step.

2.2.2.  Fault Trees
FTs represent a common formalism from safety analysis that is used 

to model possible hazards and their causes (Vesely et al., 1981; Pai and 
Dugan, 2002). In addition to standard FTs, there are also more special-
ized variants, such as DFTs (Dugan et al., 1992), which consider tempo-
ral sequences of events or Repairable Fault Trees can also model com-
plex repairable systems (Raiteri et al., 2004). However, FTs are in gen-
eral acyclic graphs that consist of two categories of nodes, namely events 
and logical gates. Regarding events, a distinction is drawn between the 
top event, basic events, and intermediate events. The top event repre-
sents the hazard to be analyzed. Basic events model events that occur 
randomly and intermediate events model events caused by other events. 
Logical gates are used to model the propagation of failures through the 
system. Standard FTs can only model simple logical relationships such 
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Fig. 3. Example of a Fault Tree (FT).

as AND and OR (Ruijters and Stoelinga, 2015). DFTs, however, offer 
dynamic and temporal gates that enable more complex combinations of 
events. For example, a Simultaneous-AND (SAND) gate triggers when all 
incoming events occur at the same time. Another example is a Priority-
AND (PAND) gate, which triggers when all incoming events occur in 
their predefined order (Edifor et al., 2012).

Fig. 3 shows a simplified example of a FT. This FT models that the 
failure that “Drone crashes into a person” can occur due to a damaged 
rotor with a probability of 0.7 or due to the drone being out of control, 
which can be caused by a miscalculation with a probability of 0.2 or by 
losing messages with a probability of 0.5.

2.2.3.  Attack-Fault Trees
Kumar and Stoelinga (Kumar and Stoelinga, 2017) present in their 

work Attack-Fault Trees (AFT), which combines FTs with (ATs) into a 
unified modeling mechanism to leverage a joint analysis of safety and 
security. To this end, FTs are enhanced with additional events that rep-
resent faults caused by malicious actions. These events are also called 
attack events. Attack events are analogous to an attack goal that serves 
as the root of an AT and, therefore, mark the juncture between FT and 
AT in an AFT (Ruijters and Stoelinga, 2015; Nai Fovino et al., 2009).

Fig. 4 shows an AFT resulting from combining the FT in Fig. 3 and the 
AT in Fig. 2. It should be noted that our example FT has been extended 
by one intermediate event (“Messages get lost”) to model the context in 
which an attack leads to failure.

This example AFT describes possible events that can cause a drone 
to crash into a person. On the one hand, a damaged rotor can cause this 
failure. On the other hand, the loss of control over the trajectory of the 
drone can lead to the failure mentioned above. A miscalculation or the 
loss of messages can lead to the trajectory being out of control. Since 
the loss of messages can be caused by performing a flooding attack, the 
FT part of the AFT is extended with the AT in Fig. 2.

2.3.  Security concepts and metrics

In this section, we outline the general security concepts and metrics 
that were utilized in the proposed modeling approach. CVE2 data is 
used to distinguish between different vulnerabilities. These vulnerabil-
ities have already been identified by security experts and recorded in 
order to provide a means of protection against existing threats. Each 
CVE has a unique identifier, description, the links to technical reports, 
advisories and patches.

2 Common Vulnerabilities and Exposures, https://cve.mitre.org/

Fig. 4. Example of an Attack-Fault Tree (AFT).

CWE3 entries represent specific higher-level groups to which CVEs 
are associated. This is done in order to provide a hierarchy for vulnera-
bility data and these are formulated as weaknesses. There are two main 
hierarchies, which divide CVEs into software and hardware weakness 
types. Most of the CVEs contain a CVSS4 vector. It provides various 
types of qualitative scores related to the severity of the vulnerability. 
Besides providing more detailed information for assessing severity, it 
also includes information about the impact of a CVE, the so-called CIA 
triad (Samonas and Coss, 2014; Sauerwein et al., 2019).

CPEs5 portray various systems, software, and platforms, which are 
represented using syntax for Uniform Resource Identifiers (URI) includ-
ing a specific version of a software or library. This allows security engi-
neers and researchers to know exactly which software is affected by a 
certain CVE. In cybersecurity, attacks can also occur by exploiting mul-
tiple vulnerabilities, which form attack chains. Some of these chains are 
similar because they address CVEs that belong to the same CWE or they 
have corresponding mechanics. To represent these similarities, CAPEC6 
entries were created, which allow an easy understanding of common 
attacker actions. The aforementioned databases present a solid founda-
tion for the proposed approach since they include vulnerabilities, weak-
nesses, platforms, and attack patterns.

Lastly, we also utilize the “Exploit Prediction Scoring System” 
(EPSS7). It describes “the probability that a vulnerability will be ex-
ploited in the wild within the first 12 months after public disclosure”(Ja-
cobs et al., 2021). Since the existence of a system vulnerability does not 
mean that the vulnerability is instantly exploited, the score is used to 
estimate the probability of a successful attack over time (generated as a 
part of the attack model, wherein the scores are assigned automatically). 
The EPSS score is applied because we do not consider specific attacker 
profiles or other more detailed aspects, such as the duration and the 
success of an attack. Thus, an exponential distribution can be assumed 
for an AFT (Kumar and Stoelinga, 2017), which is also the default ap-
proach for FT analysis (Ruijters and Stoelinga, 2015). The reason we do 

3 Common Weakness Enumeration, https://cwe.mitre.org/
4 Common Vulnerability Scoring System, https://www.first.org/cvss/
5 Common Platform Enumerations, https://nvd.nist.gov/products/cpe
6 Common Attack Pattern Enumeration and Classification, https://capec.

mitre.org/
7 Exploit Prediction Scoring System, https://www.first.org/epss
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not consider attacker profiles is that we aim to make our approach as 
automated as possible, whereas attacker profiles need to be manually 
crafted by security experts. In addition, this can also result in a false 
sense of security due to profile inaccuracies as well as raise potential 
scalability issues (Lenin et al., 2014). However, due to the flexibility of 
the toolset, manual specification and integration of attacker profiles in 
the generated attack models are still possible.

3.  Running example

We introduce a small example that we will use in the following sec-
tions to illustrate the models used. The scenario is an automatically con-
trolled drone that could be used, for instance, for reconnaissance flights 
in agriculture to detect hidden animals in a field before the crops are har-
vested. The drone receives the trajectory from a control computer and 
transmits its position back so that the control computer can adjust the 
trajectory multiple times. We have simulated this scenario in our drone 
laboratory with the following necessary adjustments: The position data 
of the drone is determined via an external camera system (Optitrack). 
This data is then transferred to the actual control computer, which cal-
culates the trajectory of the drone according to the area to be covered. 
The drone is then gradually sent instructions via the Wi-Fi network as 
to which points to fly over one after the other. Our system is based on 
ROS and consists of several nodes that communicate and interact with 
each other and perform various tasks such as transmitting position data, 
calculating the trajectory or communicating with the drone.

In the following, we will only consider the risk of a drone flying 
into a person. The manually developed FT therefore includes intermedi-
ate events such as “Trajectory out of control” or “Drone unable to fly”. 
These events can occur if the drone’s hardware has problems (broken 
rotors, low battery, etc.), but also if the control messages get lost. The 
latter can be due to poor connection quality as well as to specific attacks 
targeting the communication channel or the control computer directly. 
The individual nodes could, for example, be flooded with messages as a 
result of a denial-of-service (DoS) attack and thus no longer be able to 
keep up with the calculation. In the example FT, attack events target-
ing precisely those nodes that supply data for the node calculating the 
trajectory are therefore used as basic events.

While this is a simple example, it effectively demonstrates the po-
tential of our approach. All models presented in the remainder of the 
paper, as well as the evaluation, are based on this example.

4.  Models

In this section, we describe the use, the textual representation, and 
the process of obtaining each model we utilize in our AFT generation 
toolchain. We provide a detailed description of our generation approach 
that relies on these models in Section 5.1.

Fig. 5 includes all the individual steps and involved models of the 
presented toolchain. Detailed information about how these models are 
obtained is given in the subsections indicated in the figure. The princi-
pal run is as follows: After a reconfiguration of the ROS2 system, a run 
of the toolchain is triggered in the MAPE-K loop. This run starts with 
the (re-)generation of the (adapted) dataflow between the ROS nodes. 
From this dataflow model, an initial deployment model is derived that is 
enhanced with dependency information extracted from the running sys-
tem. In the next step, open-source security databases (see Section 2.3) 
are mined in order to identify specific vulnerabilities that affect com-
ponents used in the system. For each vulnerable component, an AT is 
generated. These (ATs) are combined with manually created and pro-
vided FTs using so-called AFT-fragments that are manually created by 
security and modeling experts. The resulting AFT is translated into an 
input model for a PMC whose result (MTTF) is fed back to the Knowl-
edge base.

4.1.  Dataflow model

Summary: Dataflow represents the dependency between two compo-
nents. For example, if component B receives messages from component 
A, then there is a dependency between component B and component 
A. As a consequence, if component A has been compromised, it is easy 
to manipulate component B, so component B should also be considered 
compromised. In order to capture the consequences of an attack, it is 
therefore important in our approach to model the data flow between 
compromised components.

The dataflow model is a simplification of the ROS component meta-
model similar to the abstract component meta-model in (Gherardi, 
2013). The model is used to generate and integrate dataflow models 
from any system. It captures the logical components of a system and 
dataflows between them. This logical view is more abstract from the ac-
tual implementation and focuses on the communication between com-
ponents. In consequence, the meta-model only consists of components – 
entities that provide, transform or process data (such as sensors, actors, 
or data processing units) – and channels – communication paths between 
components to send or receive messages, call functions, etc.

Since our prototypical implementation builds upon a ROS system, we 
provide a dataflow model generator for ROS2 systems where ROS nodes 
are mapped to components while ROS topics, services, and actions are 
mapped to channels. To overcome the problem that ROS2 systems do 
not define their interface statically, but connect to topics and services 
dynamically, our generator consists of a single ROS node that can be trig-
gered to collect architectural and dataflow data using ROS’ introspec-
tion capabilities at runtime. The generator can be triggered repeatedly 
to monitor the system for changes or architectural reconfigurations.

Additionally, the textual representation of the model is designed to 
be manually extendable: additional components and channels can be 
defined manually and incorporated with the rest of the model.
Obtained: Automatically extracted from a running system and/or man-
ually extended.
Textual Representation: Listing 1 shows a small excerpt of the 
dataflow model of our running example, which defines two com-
ponents simple_trajectory_server and trajectory_client, and a channel 
trajectory_assign. Arbitrary properties can be added to components 
and channels by providing more detailed information about the 
corresponding entity. A component can be connected to a channel 
via the keyword Connect, indicating the direction of communica-
tion wherein -> signifies outgoing, while <- represents incoming 
messages. This separate description of the communication ends 
makes it possible to define hyperedges with multiple senders 
and/or multiple recipients of a message, which is also possible in ROS2.

4.2.  Deployment model

Summary: The deployment model denotes how the components and 
channels from the dataflow model are deployed on a specific system. 
This information has to be provided manually. Our toolchain auto-
matically extends this initial information with the libraries on which 
a component depends. Dependencies that cannot be derived automat-
ically (e.g., because the platform that a component runs on cannot be 
reached by our analysis tool) can be added manually. We do not rely 
on the component’s source code to obtain dependency information as 
snyk.8 On the contrary, we utilize information about open files of the 
running processes of a target component. Since we directly identify all li-
braries and components present on the running system, including their 
specific versions, we intentionally do not model countermeasures ex-
plicitly. Instead, we focus on currently vulnerable components as re-
ported by vulnerability databases. If a component has been patched or a

8 https://snyk.io

The Journal of Systems & Software 238 (2026) 112865 

5 

https://snyk.io


I. Pekaric et al.

Listing 1. Excerpt of the dataflow model of our running example.

Fig. 5. Overview of the SAFT toolchain and produced/used artifacts.
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Fig. 6. Meta-model of deployment model.

countermeasure has been applied effectively, the corresponding version 
will no longer be marked as vulnerable and is therefore excluded from 
our analysis. This approach ensures that only relevant vulnerabilities 
are considered.

Fig. 6 shows a simplified meta-model of the deployment model. A De-
ployment Element is either a newly defined Component or a reference to a 
dataflow component (RefComponent). Similarly, new Channels between 
Deployment Elements can be defined — in addition to the already defined 
Channels within the dataflow model (RefChannel). Each component has 
an optional type representing different abstraction levels (e.g., File, Li-
brary, Package, Platform, OS, etc.) and arbitrary properties (key/value 
pairs). A (low-level) component might be related to a CPE entry or have 
CVSS requirements.

Each deployment element can be executed on another element or de-
pend on other elements. This dependency information is generated recur-
sively by our analysis tool via the used files and libraries of a component 
returned by Unix tools such as lsof9 and ldd.10 System-specific pack-
age managers as apt11 and dpkg12 abstract this information into pack-
age names for which CVEs can be identified. So far, the tool supports 
Ubuntu and Gentoo as platforms, but its architecture includes several 
abstraction layers to facilitate the integration of other platforms.

In the following step, the goal is to find the corresponding CPE for 
each identified package. For this purpose, we use the tool CPEguesser13 
in combination with some heuristic preprocessing such as shortening 
names, removing additional version information, etc. Lists, CPEs and 
all packages for which no CPE entry can be found are then passed to 
the AT Generator to determine possible CVEs for the identified software 
libraries.
Obtained: Automatically extracted from a running system and/or man-
ually.
Textual Representation: In our running example, most ROS nodes run 
on a Platform called “rosbox”. The properties of the “rosbox”, includ-
ing information about how our analysis tool can reach it, are used to 
gather more detailed information about the components running on it 
(see the excerpt in Listing 2). In the listing, one can see the already 
discovered dependency of the component “simple_trajectory_server” for 
library “libfastrtps” version 2.1.1.

9 https://github.com/lsof-org/lsof
10 https://linux.die.net/man/1/ldd
11 https://wiki.debian.org/AptCLI
12 https://wiki.debian.org/Teams/Dpkg/
13 https://github.com/cve-search/cpe-guesser

4.3.  Attack Tree model

Summary: The Attack Tree model is utilized to represent potential ad-
versarial actions that can compromise the security of a system. It system-
atically outlines how an attacker can achieve specific goals by exploiting 
vulnerabilities within the system. Each node in the tree represents an 
attack step or a target, while the edges illustrate the relationships and 
dependencies between these steps. This hierarchical structure allows for 
a clear visualization of the various paths an attacker might take to reach 
their objective.

To effectively model adversarial actions, we define attack events 
within the AT that represent specific attack steps or exploits. Each at-
tack event is characterized by its targeted software library (CPE), the 
method of attack (CVE), and the conditions that must be met for the 
attack to be successful. The AT employs logical gates to illustrate the 
relationships and dependencies between various attack steps, enabling 
a nuanced understanding of how different attack paths can converge or 
diverge.

For instance, in an AT, multiple attack events may be represented 
to illustrate different ways to compromise a system. One attack path 
could specify that to disable the communication channel of a drone, an 
attacker could flood the system with an extremely high number of net-
work packets (DoS). Another attack scenario might involve exploiting a 
software vulnerability to gain unauthorized access to the drone’s con-
trol system. These relationships can be represented using logical gates 
to show that both conditions must be satisfied for the attack to succeed. 
By analyzing these attack paths, security experts can prioritize defenses 
and mitigation strategies based on the likelihood and impact of various 
attack scenarios. More information on how attack models are generated 
can be found as part of our previous work (Pekaric et al., 2024).
Obtained: Automatically generated from a running system based on 
library and package information.
Textual Representation: Listing 3 demonstrates an example of the 
notation that we utilize for (ATs). Each attack is presented as 
an IntermediateEvent, which is generated for each identified CPE 
of the running system. The CPE itself is stated in the descrip-
tion of the IntermediateEvent. Since each CPE can be affected 
by multiple CVEs, these are presented as separate AttackSteps or 
nodes that an attacker can exploit.  AttackSteps are connected to 
the IntermediateEvent by logical gates14 (AND, OR, PAND, etc.). 
More sophisticated attacks can involve additional child nodes that are 

14 For clarity and consistency, only standard logical gates (AND, OR, PAND, 
SAND) are supported in the current implementation, since the semantics of dy-
namic or repair gates (e.g., FDEP, SPARE) remain controversial when combining 
safety and security aspects.
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Listing 2. Excerpt of the deployment model of our running example.

Listing 3. Textual representation of an Attack Tree.

linked using more complex logical gates, such as AND or PAND gates 
wherein an attacker must exploit vulnerability A before vulnerabil-
ity B. Each  AttackStep also contains CVE’s description, CVSS vec-
tor, BaseScore, ImpactScore and ExploitabilityScore.

4.4.  Fault Tree model

Summary: The FT model is used to capture possible faults that can en-
danger humans or harm the safe operation of the system. Our proposed 
tool pipeline uses FTs to generate AFTs automatically at runtime. There-
fore, it is required to indicate which events of a FT can also be caused by 
malicious actions. For example, in terms of the FT in Fig. 3, the channel 
that sends messages to control the trajectory of the drone is more likely 
to be attacked than the rotor of a drone.

To specify events that can also be caused by malicious actions, we 
propose an extension of the FT notation with attack events. An attack 
event describes the event caused by a malicious action and defines con-
ditions that an attack needs to fulfill to trigger the respective attack 
event. We use the notation of CVSS vectors to specify the conditions for 
an attack. Each attack event also references either a model element from 
the Dataflow model or the Deployment model to specify the context of 
an attack.

Fig. 7 shows an example of a FT that is extended with an attack 
event (house shape). This attack event specifies that an attack that 
leads to loss of messages needs to target ros_nodes. This is a reference 
to the respective (abstract) model element in the Deployment model 
that represents the platform encompassing all ROS nodes in the system. 
Based on the definition of CVSS vectors, the attack event specifies that 
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Fig. 7. Extended Fault Tree including an attack step (house-shaped node). This reflects that some faults (i.e., message loss) can result from intentional attacks and 
not just accidental failures.

Listing 4. Textual representation of the Fault Tree in Fig. 7.

an attack needs to have a high impact on the availability (A:H). Other 
properties, such as confidentiality (C) or integrity (I) are not significant 
for this particular attack type. Thus, we assign them * meaning “don’t 
care” in our extension.
Obtained: Manually crafted by a safety expert.

Textual Representation: Listing 4 shows an example of the textual rep-
resentation we designed to denote our extended notation of FTs. We de-
fine for each event type a corresponding keyword (Hazard, BasicEvent,
IntermediateEvent, AttackEvent) followed by a description of the re-

spective event and its probability. Since attack events need to specify 
the preconditions an attack needs to fulfill to trigger the corresponding 
event, our textual representation also provides keywords to define the 
requirements for an attack using the notation of CVSS vectors (CVSSREQ) 
as well as to specify the context of an attack. We define terminal rules 
to enforce the correct use of the notation of CVSS vectors. The context 
of an attack can either be defined as a reference to a model element in 
the Dataflow model, using the keyword dataflowElement, or as a refer-
ence to a model element in the Deployment model, using the keyword
deploymentElement.
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Listing 5. Textual representation of the Attack-Fault Tree in Fig. 4.

4.5.  Attack-Fault Tree model

Summary: The AFT model combines safety and security aspects. We use 
AFTs as an intermediate representation, which we transform into DFTs 
(see Section 4.6). The transformed AFT is then used as input for the 
Storm model checker to analyze the occurrence probability of the root 
hazard. We describe our approach for attaching (ATs) to FTs to create 
AFTs in Section 5.1.
Obtained: Automatically generated by extending a FT by attaching 
(ATs) based on data from the Dataflow and Deployment models.
Textual Representation: Since the AFT model is a combination of the 
AT model and the FT model, our textual representation is just a combi-
nation of textual representations of these two models. Listing 5 shows 
an example of our textual representation of the AFT that is portrayed in 
Fig. 4.

4.6.  Dynamic Fault Trees

Summary: DFTs were first introduced in 1992 by Dugan et al. (1992). 
They extend FTs by additional gates such as functional dependency 
(FDEP), priority AND (PAND), and simultaneous AND (SAND) to capture 
dynamic behavior, which in turn are reused in AFTs (see Section 2.2.2). 
A DFT can be converted into a Markov model to calculate the overall 
failure rate for given failure rates of basic events.

Since AFTs can be considered as DFTs, which are extended by at-
taching (ATs) with the help of PAND gates (Budde et al., 2021), we 
follow this notion and transform AFTs into DFTs using an exogenous 
model transformation (Mens and Van Gorp, 2006). Transforming AFTs 
into another modeling formalism is a common analysis approach and is 

usually done by defining the translation of individual AFT elements into 
their counterparts in the goal-formalism, as mentioned in other related 
work (André et al., 2019; Kumar and Stoelinga, 2017; Ponsard et al., 
2020).

We translate AFTs to Galileo, a common language for DFTs (Coppit 
and Sullivan, 2000) which can be understood by a plethora of tools 
(see Section 5.2 for more details). The resulting DFT can be analyzed 
e. g. by a continuous-time Markov chain (CTMC) model checker such as 
Storm,15 resulting in a probability value representing the MTTF of the 
top node of the original FT.

Although the syntax is very similar between FTs, AFTs, and DFTs, 
there are some slight differences regarding their semantics (Budde et al., 
2021). Additionally, DFTs themselves exist in different dialects, each 
with its own subtle semantic variations (Junges et al., 2016). Neverthe-
less, we decided to use DFTs as our input model for a model checker in-
stead of e. g. stochastic timed automata (STA) (for a translation of AFTs 
to STAs see (Kumar and Stoelinga, 2017)) because of a) the straightfor-
ward translation, b) the much faster model checking, and c) we are not 
interested in the absolute resulting value, but in its change over time 
(see Section 5.2).
Obtained: Automatically derived from AFTs by an exogenous model 
transformation.
Textual Representation: Listing 6 shows an excerpt of the generated 
DFT derived from the AFT in Listing 5.

15 https://www.stormchecker.org/
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Listing 6. Shortened excerpt of the dynamic fault tree generated for our running example.

5.  Running the SAFT-GT pipeline

After introducing the different models, we take a closer look at the 
“heart” of our approach. We explain in detail, how the combination of 
FTs and (ATs) into AFTs work and how the resulting AFT is translated 
into a DFT, the input model of a PMC such as Storm.

As shown by the icons in the lower right corner in Fig. 5, our ap-
proach welcomes manual additions. All automatically created or derived 
models can be adapted or supplemented manually at any time. This en-
sures that existing models can be reused.

5.1.  Combination of the different models

In this section, we describe how we attach generated (ATs) to manu-
ally crafted FTs based on context information provided by the Dataflow 
and Deployment model. This combination process is shown in step 5. 
“Fragment Combination Model Transformation” in Fig. 5.

In contrast to our AT example in Fig. 2, the generated (ATs) are at a 
different level of abstraction (see Listing 3). Thus, there is also a differ-
ence in the abstraction level between manually created FTs and gener-
ated (ATs). The events in our FT describe — on a rather abstract level 
— the causes for a hazard without considering the concrete implemen-
tation details. However, the generated AT describes specific vulnerabil-
ities of the used components. For example, the AT in Listing 3 is based 
on a vulnerability that can be exploited to perform a flooding attack. 
Nonetheless, the necessary intermediate steps to achieve this are miss-
ing if we just attach the generated AT to the FT. To solve this problem, 

we define AFT fragments, which describe the necessary intermediate 
steps to perform attacks. These AFT fragments are manually defined by 
the authors with modeling security expertise and are based on attack 
descriptions from the MITRE ATT&CK framework. The already defined 
AFT fragments are part of the pipeline and can therefore be reused by all 
its users. The AFT fragments are attached to the AFT before we attach 
the generated (ATs) to mitigate the different abstraction levels between 
FTs and generated (ATs). To accomplish this, we divided the AFT gen-
eration process we developed into three phases.

In the first phase, the manually crafted FT model, which is pro-
vided as input for the generation process, is transformed into an AFT 
model. This transformation is a simple horizontal, exogenous transfor-
mation (Mens and Van Gorp, 2006) (since the FT represents the top of 
our AFT), as illustrated in Section 4.5. It should be noted that we ex-
tend the FT notation to include so-called Attack Events (cf. Section 4.5). 
These Attack Events are also added to the AFT and form the possible 
attachment points for attacks in the following phases.

The second phase deals with different abstraction levels between FT 
and generated (ATs). For this purpose, we have defined AFT fragments 
which describe the necessary intermediate steps to perform common at-
tacks. This allows us to break a more abstract attack scenario, e.g., a 
flooding attack, into multiple atomic steps, such as “corrupting a plat-
form”. Fig. 8 shows an example of AFT fragments.

For each AFT fragment, we define conditions that are checked 
against the requirements defined within each Attack Event in the AFT 
from phase one. These provided conditions consist of two parts, namely 
the context and the attack property. The context describes what type of 
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Fig. 8. AFT fragment modeling the corruption of a platform by corrupting its 
components.

model element is affected by the attack. For example, an Attack Event 
must reference a model element from the Deployment model of the type
Platform.

The second provided condition represents the property of an attack 
and this is defined for each AFT fragment. To express this property, we 
use the notation used by CVSS vectors. Since the entries in CVSS vec-
tors are on the nominal and ordinal scale, we developed a comparison 
mechanism to check that the provided conditions of an AFT fragment 
fulfill the requirements of an Attack Event. Accordingly, we compare 
values such as Attack Vector (AV), User Interaction (UI), or Remediation 
Level (RL) that lie on a nominal scale for equality. In regard to the values 
that lie on an ordinal scale, we compare them with “greater-than-equal”. 
This means, for example, that if an Attack Event defines that Confiden-
tiality Requirement (CR) should have the value Medium (M), the pro-
vided conditions of the AFT fragment must define that CR is Medium (M) 
or High (H). For the AFT fragment in Fig. 8, we defined that Availabil-
ity (A) must be High (H). This means that this AFT fragment can only 
replace Attack Events in the AFT that reference the respective context 
and define A=H. If this fragment can be applied, it creates a new At-
tack Event for each component that is part of the previously referenced 
platform, describing that it is being corrupted (represented in Fig. 8 by 
the overlapping house shapes and child as a placeholder).

Regarding our running example, this means that after the FT in Fig. 7 
was transformed into an AFT in the first phase, the Attack Event “At-
tacker performs flooding-attack” remains. In the second phase, our AFT 
generation approach checks whether there are AFT fragments whose 
preconditions fulfill the requirements defined in the Attack Event. This 
is the case with the AFT fragment in Fig. 8. Thus, the Attack Event 
is replaced with the fragment, and for each component that is part of 
rose_nodes, a new Attack Event is generated and connected to the inter-
mediate event “Platform is corrupted” by an OR gate.

The third phase deals with attaching the generated (ATs) to the AFT 
resulting from the previous two phases. For this purpose, the referenced 
context is considered for each Attack Event. More precisely, each model 
element from the Deployment model referenced in the AFT is recursively 
scanned to determine whether it has a vulnerability or consists of/uses a 
component with a vulnerability. If a Dataflow element is referenced by 
an Attack Event, the corresponding model element in the Deployment 
model is identified before the recursive analysis. Consequently, when a 
system component with a vulnerability has been identified, we re-use 
the mechanism described in phase two to ensure that the requirements 
described using the CVSS notation are also served by the discovered 
vulnerability. This leads to the corresponding Attack Event in the AFT 
being replaced by an AT. If an Attack Event can be replaced by several 
(ATs), we combine them using OR gates to attach them to the AFT.

In our example, the generated AT in Listing 3 fulfills the conditions of 
the attack event that was generated as part of the AFT fragment in Fig. 8 
for the Dataflow model element simple_trajectory_server. As a result, this 

Attack Event is converted into an intermediate event and the generated 
AT is attached to it. Thus, we obtain the AFT shown in Fig. 9.

5.2.  Risk calculation

The resulting AFT has to be analyzed via a PMC returning the 
MTTF of the current system configuration. Thus, each AFT has to be 
transformed into an appropriate input language of a model checker. 
Stöelinga et al. present in Kumar and Stoelinga (2017) a transla-
tion of AFTs to stochastic timed automata (STA) (David et al., 2011). 
For model checking of this formalism, the UPPAAL Stochastic Model 
Checker (SMC) (David et al., 2015) can be used. Unfortunately, UP-
PAAL SMC only allows simulation and no closed-form solution. This 
means that the results depend on the number of simulated cycles and 
can vary due to randomness. For reliable results, 100,000 or more cycles 
are necessary and require corresponding significant computation times.

Instead, we decided to extend the toolchain with a closed-form so-
lution provided by a continuous-time Markov chain (CTMC) model 
checker such as Storm. Although there are a couple of similarities and 
differences in the sense of syntax and semantics between FTs and (ATs), 
we follow the conclusion from Budde et al. (2021) that “AFTs trade scal-
ability for versatility, by merging DFTs (with all its dynamic gates) with 
(ATs) plus PAND gates.” DFTs in Storm already supports exponential 
probability distribution as well as OR and AND gates. PAND semantics 
can be simulated by combining an AND gate with a SEQ gate with the 
same children.

Regarding the probability of a successful attack, we assume an ex-
ponential distribution that reaches the given EPSS value after 30 days 
(Jacobs et al., 2021). Thus, the obtained EPSS scores of the Basic Attack 
Events are translated into a rate 𝜆 according to the following formula:

𝜆 = −
ln(1 − epss)

30 ⋅ 24 ⋅ 60 ⋅ 60𝑠
(1)

For specific attacks modeled in manually created (ATs), this value has 
to be provided by the modeler.

The resulting DFTs are then passed to the Storm model checker to 
calculate the MTTF (according to Equation 1 in seconds) of the top event 
of each original FT. An MTTF indicates how long it takes in average until 
the top event fails. Estimation of the various probabilities is an extremely 
difficult task, even when the EPSS scores are taken into account. Due to 
this uncertainty, we suggest not considering the absolute MTTF but its 
change over time to get insights, if the overall risk (of this particular) 
hazard in- or decreased, e. g. due to newly discovered CVEs.16 If the 
value decreases, a more secure and thus also more reliable state has 
been reached. Finally, the resulting MTTF is fed back to the MAPE-K 
system in order to integrate the new information into new adaptations, 
if necessary.
Interpretation of probabilities. The estimation of attack and failure 
probabilities remains challenging computationally and conceptually. 
Prior works do not provide consensus on how to meaningfully com-
bine stochastic failures with deliberate attacks. Our interpretation fol-
lows the line of work by Fovino et al. (2009) and Kumar and Stoelinga 
(2017), who demonstrated that treating attack events as probabilistic 
basic events within AFTs is methodologically sound when the probabil-
ities are grounded in empirical exploit likelihoods (e.g., EPSS/CVSS). 
Accordingly, the MTTF values in our analysis should not be interpreted 
as absolute predictions of joint safety-security risk.17 On contrary, they 
should be taken as relative indicators used to compare configurations 
and runtime adaptation decisions within the same system context.

16 We acknowledge that this transformation assumes a monotonic increase in 
exploit likelihood, which may not hold for all vulnerabilities. Thus, the resulting 
rates should be interpreted as approximations.
17 For instance, cybersecurity outcomes can be strongly influenced by organi-
zational context and human factors, which can introduce variability that is not 
reflected in purely probabilistic or data-driven models (Pfister et al., 2025).
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Fig. 9. Simplified excerpt from the AFT generated by our approach.

5.3.  Closing the loop

We integrate the toolchain into the MAPE-K loop in a way that al-
lows us to trigger each step separately. Together with the possibility to 
reuse already created artifacts, this allows for an incremental approach 
depending on the changes that occurred in the overall system. In case of 
a reconfiguration, the dataflow within the analyzed system might have 
changed and thus, a complete rerun is necessary. This means that the 
dependencies might have changed with newly activated nodes, which 
can include new components and libraries. For this reason, it is neces-
sary to identify new vulnerabilities that would affect these new nodes 
and these need to be discovered. In the case of a system update (or 
migration of particular ROS2 nodes to another underlying system), it 
is enough to update the dependencies of the deployed components and 
thus, the first two steps can be skipped. Finally, in cases when the public 
CVE database is updated — for example, once a day — a new AT gen-
eration can be triggered after this update. In regard to the EPSS values, 
the EPSS database is updated only once a year.18

Since the execution of the different parts of the pipeline might take 
a certain amount of time (see Section 6.3), the ROS2 service call just 
validates the input parameters and returns immediately. The resulting 
MTTF value is sent asynchronously via a separate ROS topic. This en-
ables the use of multiple receivers and can also be used to signal to the 
MAPE-K system that a triggered toolchain run has finished.

6.  Evaluation

To determine the overall approach’s perceived relevance and appli-
cability, we conducted a study where subject-matter experts of vary-

18 https://www.first.org/epss/model

ing acumen were asked to provide their opinions on the developed ap-
proach. In this regard, a survey and a comprehensive discussion with 
the participants were conducted. Moreover, we provide an experimen-
tal evaluation of the proposed approach. This was also done because we 
did not provide any evaluation of the presented approach in our previ-
ous works due to the large scope and the considerable effort that was 
required.

6.1.  User study design

The study was designed as a part of a two-hour workshop, which 
consisted of two surveys, three presentations (SAFT-GT Overview and 
Agenda, Input Models and Model Generation, and AFT Model Combination 
and Analysis), and three discussions (SASs: Experiences and Challenges, 
Safety and Security Models and Modeling, and SAFT Toolchain and Model 
Combination). Each presentation was followed by a discussion, which 
targeted that particular presentation. The workshop was recorded and 
was agreed to be recorded by all the participants. All participants were 
formally informed and provided written consent. This included consent 
for data collection, processing, anonymization and eventual publication 
of their anonymized responses. Consent also explicitly covered the link-
age between discussion data and surveys and participants were assured 
of their right to withdraw at any time. In order to promote transparency 
and reproducibility of the user study, we release transcribed discussions, 
linked survey questions and consent form in our open-source repository 
(see Section 1) to support independent verification and replication ef-
forts.
Participants. As a part of the recruitment process, we reached out to 
multiple experts, each having expertise in one or more fields that tackle 
the context of our developed approach. They were asked if they were 
willing to partake in a workshop by providing them with a short de-
scription of our research project. We conducted all communication via 
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Email. In total, seven experts gave a positive response and they were 
provided with a link to a survey19 in which we anonymously collected 
some background information. This was done one week before the work-
shop. Each of the seven experts was from the research domain. In ad-
dition, some of them also had additional backgrounds as research and 
development consultants in the industry domain. They all had at least 
3–5 years of experience in safety modeling and engineering of cyber-
physical systems (three of them had 10+ years of experience). In re-
gards to security modeling, the experience ranged from 1 to 9 years. 
Moreover, all the experts had knowledge and experience in the follow-
ing domains: domain-specific languages, self-adaptive systems, and FTs. 
However, the participants had slightly less expertise concerning security 
topics and domains utilized in our proposed extended approach. This re-
lates to CVEs, CVSS, CWEs, EPSS, (ATs), and AFTs. Nonetheless, this is 
the case with only one or two participants. Thus, it can be concluded 
that the safety background of experts was on the stronger side compared 
to their security background.
Survey. Two surveys were conducted during the workshop. One sur-
vey focused on the applicability of the proposed extended approach, 
while the other one targeted its relevance. Every question in the sur-
veys was answered by all the participants of the workshop. The answers 
to each of the questions were provided in accordance with the Likert 
scale: very (applicable/relevant), (applicable/relevant), neutral, not (appli-
cable/relevant), and not (applicable/relevant) at all for applicability and 
relevance respectively. We hosted surveys on unpublished websites, and 
we never asked for participants’ sensitive or personal information.
Expert opinions. Expert opinions were collected at three different in-
tervals during the workshop. This was done after each presentation. The 
discussions took 10, 20, and 20 minutes, respectively. The first discus-
sion targeted various challenges and experiences with SASs. This pro-
vided us with insights regarding how experienced the experts were in 
this particular topic. In the second discussion, the relationship between 
safety and security models, as well as their combination, was addressed. 
Finally, the last discussion examined the approach that we extended, in-
cluding the full toolchain and model combinations. During this process, 
we adhered to the relevant empirical standards for qualitative studies 
as outlined in the SIGSOFT Empirical Standards.20

6.2.  Results

Survey. Each of the seven participants provided answers to all of the 
questions from both surveys. Fig. 10a and b present the results regard-
ing the applicability21 and relevance of the developed approach respec-
tively.22 The findings revealed that in Q1, 29% of experts rated the ap-
proach as applicable, while 71% were neutral. In Q2, 14% found the 
approach very applicable, 57% rated it as applicable, and 29% were 
neutral. Furthermore, the overall applicability of the approach received 
ratings of 14% applicable and 86% neutral in Q3.

In terms of relevance, 14% found the data and deployment model 
very relevant, 71% rated it as relevant, and 15% were neutral in Q4. For 
the relevance of the presented CVE mining and AT generation approach, 
14% found it very relevant, 71% rated it as relevant, and 15% were neu-
tral in Q5. Moreover, regarding the relevance of the AFT combination in 
reality, 14% found it very relevant, 14% rated it as relevant, and 72% 
were neutral in Q6. Lastly, the relevance of the overall approach was 
rated as 28% very relevant, 58% relevant, and 14% neutral in Q7. These 
responses provide valuable insights into the perceived applicability and 

19 This survey is independent of the two that were conducted during the work-
shop.
20 https://www2.sigsoft.org/EmpiricalStandards/docs/standards?standard=
QualitativeSurveys
21 The applicability survey has only three questions because it was executed 
before the AFT combination topic was covered in the workshop.
22 The percentage values were rounded so they may not sum up to 100%.

relevance of the approach, indicating areas for further consideration and 
potential improvement, which will be covered in Section 7.
Expert opinions. After carrying out the discussions, we qualitatively 
analyzed the recording of the workshops (we cannot share the recording 
due to NDA). The aspects covered can be organized into the following 
five topics:

• Design vs. Runtime Approach: The question of “why the approach 
was not implemented at design time” was raised by one of the experts. 
However, the other expert stated: “There will be some unexpected 
conditions. There exist many states that cannot be foreseen at design 
time, which can be recorded quite well by monitoring the system runtime. 
These states of the system can actually be recorded at runtime, including 
any unexpected conditions. There is also the case that not everything is 
known at design time. Perhaps new things will be added.” According 
to the aforementioned statements, the design time approach was 
found to be challenging due to unexpected conditions and the 
necessity for all components to be known in advance. Moreover, 
the possibility of adding new components to the system that cannot 
be predicted at design time was acknowledged. This also includes 
the possible space exploration in regards to the system and its 
environment, which may lead to a state space explosion. Therefore, 
addressing these concerns from the design time perspective may 
be infeasible and experts agreed that the runtime perspective was 
appropriate, considering the dynamic nature of system components 
and conditions.

• Closed vs. Open System: The expert stated: “Simply because there 
are a lot of systems that include networking, you have an incredibly 
large attack surface because of the networking itself. But once the system 
is closed, at least physically, and there is no flow of information to the 
outside and only the sensors are the attack surface.” Thus, the proposed 
approach was deemed suitable for open systems, as it accounts 
for the networking aspect, resulting in a larger attack surface. In 
contrast, for closed systems where the networking aspect is absent, 
the focus would need to be shifted to attacks occurring over sensors.

• Trusting Experts vs. Probabilities: Another expert noted the 
following: “There are many successful attacks that occur in everyday 
life that are not recorded, which require significant expert knowledge 
in order to be addressed. Do we then want to rely on these calculated 
figures? I would be skeptical at first.” Based on the aforementioned 
statement, it was evident that the implementation raised concerns 
regarding trust in automated evaluations versus manual expert 
assessments. Despite the prevailing tendency to trust manual evalu-
ations more, the increasing complexity of systems necessitates the 
adoption of automated approaches. The implementation supports 
the need for continuous system checks due to the inherent possibility 
of unforeseen events, reinforcing the importance of automated 
evaluations. Nevertheless, the proposed approach includes the 
possibility of experts adding additional states manually, such as 
zero-day attacks.

• Modularity: During the workshop, the following was mentioned: 
“Several data models that reference different components can be 
simply plugged together, which at the end form a complete system. 
For example, even different competitors can share model fragments. 
However, then it is not very clear at which point they should probably 
share something.” Thus, the approach’s ability to generate AFTs 
for specific parts or components of a system was emphasized. 
This modularity facilitates the sharing of AFT fragments among 
industry competitors for specific system parts, reducing the cost of 
evaluating larger systems by allowing fragments to be plugged into 
other AFTs, which makes the evaluation of larger systems less costly.
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Fig. 10. Workshop Survey Response Results.

• Variety of Security Attacks: One of the experts mentioned: “But 
the first that came to my mind was, well, if you look at the functional 
safety of systems and if you can significantly change the system in op-
eration…This refers specifically to SASs, then you open up a whole ad-
ditional world of possibilities and attacks that can influence the system’s 
behavior considerably.” Another expert said: “If there is an attack that 
is not publicly recorded and I would like to add this attack manually, this 
does not bring too many advantages. This is because a lot of things need 
to be done manually by creating or updating separate models. However, 
these could theoretically be used again and inserted into this automated 
setup here. I see that models are theoretically integrable in this model-
ing approach and that automation depends a lot on the data flow model. 
Also, if, for example, in the hardware I have somehow a hardware com-
ponent such as an electric motor and there are magnetic beams that lead 
to bit flips that target the RAM memory…Then that is not about the data 
flow model and requires additional consideration, which requires the fur-
ther extension of the proposed approach.” Based on the aforementioned 
statements, it can be noted that the experts mentioned it is necessary 
to consider attacks when the system adapts to new configurations, 
which highlights the potential of targeting reconfiguration mecha-
nisms by attackers. In addition, attacks targeting adaptation mech-
anisms need to be addressed. While the approach relies on public 
security databases, it allows for the manual addition of other types 
of attacks and emphasizes the necessity to consider mechanical at-
tacks. In cases involving mechanical attacks (such as using beams 
to create bit flips), traditional models like the data-flow model may 
not be as relevant, necessitating a broader consideration of attack 
vectors.

Disclaimer: The statements above stem from our own interpreta-
tion of the (sparse and unstructured) discussions. However, they 
reflect the opinion of experts involved in the workshop.

6.3.  Performance

The following opinion was stated by an expert: “Industrial experts, 
who are in this particular field of expertise, would need some assurances re-
garding if the developed modeling approach and generation of specific models 
is too expensive. In my previous experiences, which specifically relate to haz-
ard and risk analysis, it is important to know and measure the costs of running 
such implementations or toolchain.” We agree with this statement, espe-
cially because our previous work (Groner et al., 2023) does not contain 
such evaluation.

In general, it is not easy to provide a holistic experimental evaluation 
of this approach, as it strongly depends on many parameters: the size of 
the models, the amount and size of FTs, manually added (ATs), vulner-
abilities found in a system, to name but a few. Nevertheless, we set up 
the ROS2 quadcopter example mentioned above in our quadcopter lab 
and measured the elapsed time for each of the steps in the integrated 
toolchain. This was done to determine which steps are expensive and if 
the toolchain could scale.

In our setup, the entire ROS2 part (managed system, MAPE-K loop) 
ran on a different machine than the toolchain (both i7-3770 @ 3.40GHz, 
16GB RAM). The dataflow model of our ROS-based example consists 
of 21 nodes that are connected via 43 ROS topics. We created 3 FTs 
manually with 13 nodes/4 gates (battery), 11 nodes/6 gates (spying), and 
33 nodes/9 gates (injure). The deployment model generator extracted 
265 dependencies on the machine running both the managed system 
and the MAPE-K loop.

Our pipeline mined a local copy of the NVD database with around 
272, 400 entries and identified 77 CVEs affecting system parts connected 
to causing the hazard modeled by our FT. Based on these CVEs, our 
pipeline generated 5 (ATs) by matching CPEs (2× 1 CVE, 1× 8 CVEs, 
1× 17 CVEs, 1× 18 CVEs). Another 6 (ATs) were generated by full text 
search in the CVE’s description, which is more likely to lead to false 
positives (2× 1 CVE, 2× 2 CVEs, 1× 3 CVEs, 1× 23 CVEs).

The AFTs combined from the FTs and the amount of (ATs) has three 
different sizes: The smallest (battery) has 38 nodes and 14 gates, the 
mid-sized (spying) has 926 nodes and 461 gates. Finally, the largest AFT 
(injure) has 1845 nodes and 814 gates. The DFTs generated from the 
resulting AFTs and served as input for the Storm model checker have 
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Table 1 
Results of Running Example Model Generation and Evaluation Experiment.

Model Generation Time
[s] Datafl. Deploy. AT

avg 4.979 273.925 552.596
sd 1.022 0.743 1.457

Model Generation/Analysis Time
battery spying injure

[s] AFT DFT+MC AFT DFT+MC AFT DFT+MC

avg 10.168 3.124 17.619 3.042 21.708 3.650
sd 1.075 0.270 1.906 0.088 0.936 0.127

between 26 nodes and 14 gates up to 990 nodes with 918 gates. This dif-
ference arises because some nodes can be combined and some additional 
intermediate nodes have to be added during the conversion.

Table 1 shows the average result of 100 runs for each step. We fo-
cus on the execution time of the toolchain and not on the duration of 
the reconfiguration process. This is due to the fact that the duration 
of the reconfiguration of the system strictly depends on the implemen-
tation of the reconfiguration mechanism, which is out of the scope of 
this paper. The entire toolchain can be executed in about 15 minutes 
(∼860s), wherein the most time is needed for the full text search of the 
database (∼10min) followed by the extraction of the package dependen-
cies (∼5min). Since repeating these steps is only necessary if the system 
changes (e.g., by removing or adding ROS nodes, updating the underly-
ing system (and thus the dependencies), or adding new CVEs), we did 
not repeat these steps 100 times for each FT. In contrast, the remaining 
steps (AFT generation and model checking (MC)) depend on the FT and 
were therefore executed separately for each FT.

In the following, we will discuss the factors influencing the size of 
the generated AFTs, as these are used as input for the model checker 
and can therefore have a significant influence on performance. The size 
of an AFT depends on several factors. Its size has a limited relationship 
with the system size and is independent of the number of hazards con-
sidered. If several hazards are considered, this results in a forest of FTs 
that leads to a forest of AFTs. These AFTs must then each be examined 
with the aid of a model checker, whereby it can be assumed that not all 
modeled hazards are relevant in all possible system configurations and 
every environment. The analysis of a forest of AFTs, for example, by 
optimizing parallelization, is out of scope for the current state of work 
but should be considered as a future research direction. As mentioned 
above, the system size has a secondary role, since the pure number of 
CVEs in a system does not influence the size of an AFT. As described in 
Section 5.1, AFT fragments and (ATs) are attached based on the precon-
ditions defined as Attack Events in our proposed extension of FTs (cf. 
Section 4.4). This means that the number of Attack Events and their 
fulfillment influences the size of an AFT.

It should be noted that an Attack Event can be replaced by several 
AFT fragments linked by an OR gate. However, it is never possible to use 
all currently defined AFT fragments, as some of them are mutually ex-
clusive. For example, no component can be a channel and a component, 
so the context defined in the Attack Event already limits the number of 
possible AFT fragments. As can be seen in Fig. 8, AFT fragments in fact 
also define Attack Events. A distinction can be made as to whether the 
appending of an AFT fragment leads to several new Attack Events, as in 
our running example (cf. Section 5.1). Usually, AFT fragments only de-
fine one or two Attack Events independently of the system. For example, 
our AFT fragment describing an adversary in the middle attack defines 
an Attack Event that describes the determination of the communications 
protocol used.

The number of attached (ATs) depends on whether Attack Events 
reference components as a context that are related to the CVEs contained 
in the system. Since we perform an elaborate analysis of the textual 

description of CVEs, our generated (ATs) consist of some more nodes 
and thus have influence on the size of the generated AFT. Although this 
additional full text search may lead to more false positives, we ignore 
this circumstance in this case study to demonstrate that our tool chain 
can also handle (rather unrealistic) large models.

Finally, we acknowledge that model checking offers a potential per-
formance disadvantage. However, our performance measurements show 
that the biggest performance bottleneck in our pipeline is currently the 
extraction of dependencies (resp., the full text database search). Since 
this is part of our implementation, it makes sense to focus on optimiz-
ing this particular aspect first before focusing on the used third-party 
components.

7.  Future research and limitations

In this section, we discuss future research directions and limitations 
of the proposed approach.
Future research directions. Considering the discussion with experts, 
future research should consider several directions. The following key 
points provide a roadmap for future research directions:

• Automation as the Key Focus: Emphasize a strong focus on au-
tomating as much of the approach as possible, including specific 
models that are part of the approach. This is in stark contrast to 
manual investigation of security incidents in self-adaptive systems, 
particularly those leading to safety and reliability issues. Automa-
tion not only enhances efficiency but also ensures accuracy, thereby 
mitigating the risks associated with manual investigation. The expert 
mentioned the following: “I am really happy when people at least think 
about the fact that something can go wrong, and that is what I actually 
like very much about this approach. What also helps to a high degree is 
the automation, i.e., recognizing things as soon as possible and even if 
they are not perfect, but at least automatically recognizing them is a big 
plus compared to manually filling many forms and tables, and then you 
have to do all the calculations.”

• Behavioral Models for System States: Focus on developing be-
havioral models to capture different system states and states of the 
monitored environment. This can lead to the identification of state-
specific AFTs, thereby bolstering the system’s resilience against po-
tential threats. Behavioral models can provide a deeper understand-
ing of system states, enabling proactive measures to be taken in re-
sponse to potential security threats, which was mentioned by an ex-
pert: “You may also consider the use of behavioral models and these 
usually closely relate to SASs because the system depends a lot on the 
state of the environment and specific conditions. This is especially signif-
icant for Fault Trees.”
In a similar direction, future work could also explore the integra-
tion of attacker behavioral profiles into the analysis. While the cur-
rent work focuses on observable vulnerabilities and structural system 
properties to achieve automation and scalability, attacker profiles 
(e.g., motivations, capabilities and behavior patterns) could poten-
tially provide a more targeted security assessments. However, such 
modeling would require well-defined abstractions (e.g., attacker cat-
egories or skill levels) and the ability to translate these into prob-
abilistic model parameters. Frameworks such as MITRE ATT&CK 
could offer a foundation for including these aspects in a structured 
and extensible way. However, due to their variability and context 
dependency, attacker profiles are challenging to formalize and thus 
remain an open research direction. Additionally, the integration of 
a formal specification of the behavior of each node would allow a 
deeper analysis of the models. For example, one could define formal 
properties (e.g., in temporal logic) and use the probabilistic model 
checker to prove that these apply to the system.

• Consideration of Non-Conventional Attacks: Extend the scope of 
research to consider other types of attacks that may not be readily 
available in public databases. The expert stated: “If you do not have 
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any components in your system that are related to specific CVEs yet, 
you do not generate any Attack Trees, or do you? Systems are becoming 
more complex and thus offer many possibilities for adversaries and 
not all vulnerabilities that they exploit are reported.” This means that 
mechanical attacks and those targeting self-adaptation mechanisms 
also need to be considered in the future. However, these attacks 
(specifically mechanical attacks) necessitate novel approaches to 
security assessment and mitigation that would benefit the system’s 
reliability. In addition, zero-day attacks (Bilge and Dumitraş, 2012) 
can be considered an unforeseen menace due to the fact that they 
exploit previously unknown vulnerabilities, for which no specific 
defense was prepared or implemented. Nonetheless, these represent 
a serious threat not only to self-adaptive systems but to any other 
system too. A possible direction that could tackle this issue is a uti-
lization of NLP (natural language processing) techniques and Large 
Language Models (LLMs) to conduct an analysis of social networks 
and underground forums (Arazzi et al., 2023) — a place where 
adversaries communicate freely. These commonly include hints 
as well as detailed information on planned and ongoing attacks, 
including tactics and techniques. By considering a wider range of 
potential attacks, the security measures can be more comprehen-
sive and adaptive, ensuring robust protection against diverse threats.

• Development at Design Time23: Shift the focus towards develop-
ing the safety and security approach at design time, with an empha-
sis on predicting possible threats and fortifying the system’s safety 
and security from the outset. The following was mentioned in the 
workshop: “There are actually things that can be planned in advance or 
perhaps even have to be planned for the design side. However, you would 
theoretically have to consider all the faults for every configuration and 
every transition, so to speak. In case the adaptation is implemented in 
such a way that this configuration space is not even known for the de-
signs, this becomes extremely difficult, but the design-time development 
can serve as a starting point.” Thus, it can be said that by addressing 
security concerns at design time, significant resources can be saved 
at runtime, especially in scenarios where the modeling approach be-
comes expensive due to the system’s scale and complexity. However, 
it is clear that all the security and safety-related issues cannot be 
simply resolved at the design time due to the unpredictable nature 
of CPSs — and specifically in the case of SASs. Optimally, a combi-
nation of both the design and runtime approaches, such as the one 
described by Fournaris et al. (2019), should be utilized. As a result, 
this would lead to a better overall reliability of a system.

Limitations. The limitation of the presented toolset is that the requests 
are sent to the remote computer via SSH. This could probably be opti-
mized by combining several requests and not opening a new SSH con-
nection for each request to the remote computer. In addition, during 
the performance evaluation, it can be seen that the standard deviation 
in the generation of (ATs) is relatively high. This can be explained as 
follows: When searching for CVEs, CPEs are used in the first instance 
and, if no CPEs can be determined for a component, a full-text search 
is performed on the description of the CVE database on the other. The 
toolset uses a REST API from NIST for the CPE search, as this automat-
ically takes the version number ranges into account. The response time 
of this network query varies considerably depending on the load on the 
server. In contrast, the full-text search on a local copy of the database 
is considerably faster. In our example, this only accounts for around 
3s of the 62s. Obviously, one could also optimize this by using the lo-
cal database for the CPE search and re-implementing the check of the 
matching version numbers of the packages.

We provide a detailed description of our generation approach that 
relies on these models in Section 5.1. Moreover, while the toolset in-

23 Development at design time needs to be complemented with the develop-
ment at runtime.

tegrates standard libraries and public data sources (e.g., ROS2 intro-
spection tools, CVE/CPE databases), all core components responsible 
for model generation, transformation and analysis are self-implemented. 
These external resources serve only as inputs or utilities. Thus, their po-
tential errors have limited impact on the correctness of the toolchain’s 
internal logic.

In regard to the user study, the recruitment of experts who possess 
experience in various domains that are part of our approach proved very 
challenging due to their scarcity. Thus, we do not attempt to generalize 
the findings – due to the small number of participants – which prevents 
us from deriving quantitatively grounded conclusions. This is due to 
their scarcity, which is common in security-related user studies (Braun 
et al., 2024) in which the participant size is rarely greater than 20. More-
over, the experts’ background has a stronger safety focus compared to 
the security focus. As a result, it is possible that some security-related 
aspects and conclusions were overlooked. Finally, the experts could only 
grasp as much of our approach as it was presented to them during the 
three presentations at the workshop. This means they did not test the 
approach in real-world or practical settings. Hence, it is expected that 
the survey answers they provided are strictly related to the presented 
content. Nonetheless, according to the discussions conducted, it was safe 
to assume that they grasped the presented approach thoroughly.
Limitations of combining safety and security probabilities. The 
quantitative integration of safety-related failure probabilities and 
security-related attack probabilities remains debated in the safety and 
security-engineering communities. While AFTs provide a unified frame-
work, their semantic foundations depend on assumptions that are not 
“universally” accepted. Safety failures can be considered random and 
stochastic, while security attacks are intentional and adaptive (Kriaa 
et al., 2015; Bloomfield et al., 2013). Several prior works argue that no 
single probabilistic metric can fully capture both aspects (Kriaa et al., 
2015; Bloomfield et al., 2013).

In past, literature has demonstrated that a probabilistic treatment 
of attack events within fault-tree formalisms is feasible under clear as-
sumptions. Fovino et al. (2009) explicitly concluded that “it is possible 
to calculate the probability associated with the attack-tree goal exactly in the 
same way as it is done for the fault trees”. Kumar and Stoelinga (2017) 
later provided quantitative semantics for AFTs and showed their appli-
cability for joint safety-security analyses. Accordingly, we interpret the 
probability of a fault event as the likelihood that a component fails, and 
the probability of an attack event as the likelihood that a known vulner-
ability is successfully exploited in the wild. We treat both as stochastic 
basic events within the same formalism.

To maintain interpretability, we deliberately restrict our model se-
mantics to a subset of well-understood logical gates (AND, OR, PAND, 
and SAND). We exclude dynamic or repair gates such as FDEP or SPARE, 
whose cross-domain semantics remain debated in the community. Logi-
cal gates define combinations of events based purely on logical or tempo-
ral relationships (conjunction, disjunction, ordered conjunction, and se-
quential conjunction), which are considered interpretable in both cases 
when the input events represent random failures and attacks. Limit-
ing the model to the four logical gates ensures semantic transparency, 
consistency across domains, and computational tractability when trans-
forming AFTs to DFTs for model checking.

Our quantitative assessment does not serve as an absolute predictor 
of joint safety-security risk. On contrary, it should be considered as a 
relative indicator for comparing designs or runtime configurations of 
cyber-physical and self-adaptive systems. Nonetheless, a universally ac-
cepted probabilistic framework for combined safety-security aspects is 
still an open research challenge.
Limitations of probabilistic modeling based on EPSS. Our approach 
approximates the probability of successful exploitation using an expo-
nential distribution derived from EPSS scores. This directly implies a 
monotonically increasing hazard rate. However, empirical EPSS trajec-
tories are not always monotonic and may fluctuate due to factors such 
as patch availability or changing attacker incentives. Consequently, this 
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assumption introduces approximation errors that can affect the accuracy 
of the resulting MTTF values. This is particularly the case for vulnera-
bilities with highly dynamic exploitation likelihoods.

To address this, MTTF is not interpreted as an absolute prediction but 
as a relative indicator for comparing system configurations and guid-
ing adaptation decisions. This reduces sensitivity to modeling inaccura-
cies by focusing on trends rather than exact probabilities. For cases in 
which EPSS behavior deviates significantly from exponential assump-
tions, alternative modeling approaches (e.g., piecewise or time-series-
based) may provide improved accuracy and could represent potential 
directions for future work. This limitation reflects broader challenges 
related to cybersecurity data, where empirical indicators such as ex-
ploit likelihood are inherently uncertain and may not reliably capture 
real-world attack dynamics (Karaosman et al., 2026).

8.  Related work

The body of evidence (Pekaric et al., 2023; Oueidat et al., 2020) 
suggests a growing research interest in the joint analysis of the safety and 
security of cyber-physical systems, one of which includes self-adaptive 
systems. This section examines related works as well as their differences 
to our approach.

8.1.  Safety and security modeling approaches

Some of the techniques that have been deployed for safety and se-
curity modeling include system theory, AFT modeling, and threat and 
attacker-profile modeling, among others.
System Theory Analysis. A foundational work in this regard was done 
by Young and Leveson (2014) wherein they proposed Systems-Theoretic 
Accident Model and Processes (STAMP), an accident causality modeling 
and analysis approach. In their study, security was determined as an-
other property within modern systems. Hence, they argued for the ex-
tension of Systems-Theoretic Process Analysis (STPA), hitherto widely 
used only for safety analysis, to incorporate security analysis and dubbed 
it STPA-Sec. Further to Young and Leveson’s study, Pereira et al. (2017) 
proposed an integrated approach that combines STPA and NIST SP800-
30, a well-known threats, events and vulnerabilities framework, to auto-
matically analyze and detect conflicts between pairwise reinforcements 
of various safety and security limitations. However, Pereira et al.’s so-
lution considers safety concerns as a control problem rather than a reli-
ability problem, i.e., the ability to manipulate and direct a system’s ac-
tions, as opposed to the system’s likelihood of experiencing unexpected 
breakdowns or errors. Furthermore, their solution requires that high-
potential risks are known at design time. Although the authors claim 
that the process of identifying main system risks requires little effort, 
they discount the need for an advanced understanding of these CPSs 
and their operational contexts.
AT/FT/AFT Generation Approaches. Different approaches have been 
proposed to generate AFT models and are discussed briefly in the en-
suing paragraphs. One of the earliest ideas for generating fault- or at-
tack graphs is the one by Swiler et al. (2001) wherein they present a 
tool that generates attack graphs based on an assessment of security 
attributes and vulnerabilities in computer networks. The authors use 
vulnerability scanning tools and attack templates to determine network 
vulnerabilities and introduce configuration files that are similar to the 
aforementioned dataflow and deployment models. Furthermore, they 
mention that the integration of an attacker profile might be interest-
ing for determining attack potential. Our implementation differs from 
Swiler et al.’s because our approach combines the generated (ATs) with 
FTs and additionally, we generate dataflow and deployment models.

Fovino et al. introduce the concept of integrating the so-called “at-
tack goal” resulting from multiple layers of (ATs) in FTs. In compari-
son, Kumar and Stoelinga (2017) also introduce new model elements 
to combine FTs with (ATs). One of the earliest works in AT genera-
tion, Kotenko and Chechulin (2013) generated an AT by using CPEs 

to identify CVEs for components in which CAPEC metrics are used to 
generate more complex attack scenarios. However, they focus only on 
network communication scenarios and thus utilize their network secu-
rity detection tools to identify possible vulnerabilities. The use of CPEs 
is similar to our proposed approach, in which AT fragments are gener-
ated by mining vulnerabilities from CVE databases. However, we uti-
lize software package-related information from a running (ROS) system 
for the generation of AT. In contrast, Ou et al. (2006) generated attack 
graphs for network topologies using logic programming. One disadvan-
tage of their approach is that all information from the system must be 
provided manually in advance by “facts” in the logical programming
language.
Hybrid Analysis Approaches. Jablonski et al. (2022) present a top-
down formal method approach based on systems theory for creating 
attack-defense trees of CPSs by analyzing the system’s threat profile for 
possible risk scenarios depending on its underlying control attributes 
and communication flows between relevant internal hardware and soft-
ware sub-components. The systems theoretic approach then aids the ob-
jective selection of causal events when utilizing Attack and Fault Tree 
models. They further demonstrated how the generated attack-defense 
trees may be reduced to (ATs), FTs, and AFTs using a control system 
case study.

8.2.  Runtime analysis of self-adaptive systems

Studies on runtime monitoring and verification of SASs are not new. 
In this regard, it is important to mention an earlier study carried out 
by Villegas et al. (2011) that highlights the adaptation quality frame-
work, summarised by Tamura et al. (2012) and provides the relevant 
background on which further studies such as ours are built upon. With 
respect to dynamic analysis based on feedback loops in self-adaptive 
systems, the framework proposed by Klös et al. (2018), leverages adap-
tation logic by online learning on executable run-time models (RTMs) 
that capture the system and environment behavior although they do not 
make use of AFTs. In our application of the SAFT-GT pipeline, we gen-
erate AFTs when a reconfiguration of our ROS-based system starts or 
ends and then leverage the mean time to failure (MTTF) value from the 
Storm PMC on AFTs (inputted as DFTs (see Section 5.2)) to notify our 
MAPE-K system of the completion of a reconfiguration of the managed 
system, which can be considered as a methodological contribution not 
covered in the work of Klös et al. (2018).

In a previous work, Barbosa et al. (2017) presented a tool, Lo-
tus@Runtime which employs a Probabilistic Labelled Transition System 
(PLTS) to represent the system, and sends a notification when runtime 
checks of reachability properties of an updated model of a self-adaptive 
system results in a property violation. Similar to our work, the tool also 
allows the determination of probabilities and updates them in the model 
for each transition at runtime. However, one of the limitations of the 
tool is that the planning and execution phases of the MAPE-K loop are 
completed outside the LoTuS tool. Similarly, Carwehl et al. (2023) im-
plemented a runtime verification method that checks the current exe-
cution of a body network sensor (BSN) system in the form of a trace 
against formalized requirements mapped from natural language to Met-
ric Temporal Logic (MTL) properties. In their work, they used adapta-
tion templates contained in a Property Adaptation Pattern (PAP) cata-
log to automatically instantiate adaptation properties that mirror any 
requirement changes in the observers of a so-called change manager 
connected to the managed system. Nonetheless, the monitoring, analysis 
and planning steps are still coordinated by a human-in-the-loop paradigm 
with the help of a requirements manager. Furthermore, their work 
did not mention the safety and security concerns of the system under
test.

Stemming from the foregoing, our AFT generation approach follows 
the general outline of Steiner and Liggesmeyer (2013) of combining FTs 
and (ATs) and is in tandem with Nai Fovino et al. (2009) work. How-
ever, in contrast to their works, our study not only reduces inaccuracies 
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that may occur in manually generated models by making several as-
pects of the model generation processes semi-/fully automated, such as 
the generated (ATs), but our work also facilitates adaptation in SASs 
by leveraging the outcome of runtime model checking evaluations. An 
important aspect of our extended work is the automatic conversion of 
AFTs into DFTs and the utilization of the DFTs for further analysis to 
determine, on the one hand, the viability of our approach based on 
the execution time of the EPSS process already explained in detail in
Section 5.2 and to trigger adaption in a self-adaptive system
example.

9.  Conclusion

In this work, we presented the SAFESEC toolchain, including all the 
models and how these models are combined. Furthermore, we extended 
the toolchain by incorporating it within a SASs. Particularly, we used a 
ROS2-based quadcopter example to demonstrate the application of the 
extended approach in SASs by integrating the toolchain in the feedback 
loop of the system and performing time measurements. The process of 
adaptation in the system is achieved through a probabilistic evaluation 
of the “eventuality” of an attack event with an exponential function 
obtained from an incorporated Storm PMC within the toolchain.

Then, we carried out an evaluation campaign through expert surveys 
and discussions during a workshop event. According to the obtained 
evaluation outcomes, we discussed the strengths and limitations of the 
toolchain and our extension of the pipeline, as well as possible future 
research directions. Some of the emerging areas of improvement include 
the need to make as many parts of the approach automated as possible, 
considering combining design time and runtime strategies for safety and 
security to save resources and extending the scope of vulnerabilities (at-
tacks) beyond those that may not be available in public databases.

In the same vein, we identified that the strong safety backgrounds of 
the recruited experts in comparison to their security expertise in CPSs 
may have resulted in key security aspects being missed. As such, the 
results of our evaluation cannot be generalized. Yet, the results indicate 
that our approach is both applicable and relevant for the joint analysis of 
safety and security in complex cyber-physical systems. Finally, we also 
conducted an experimental evaluation of the extended toolchain that 
was integrated into the feedback loop of the SASs. While we recognize 
that broader applicability requires further empirical evidence, we con-
sider this an important direction for future work and plan to evaluate 
the approach across more diverse systems.
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