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SUMMARY

The global transition to renewable-dominated power systems is reshaping grid operation while introducing 

new cybersecurity risks. As renewable technologies scale and rely on digital control and communication plat

forms, the cyberattack surface expands and exposes critical vulnerabilities. Here, we report an assessment 

of cybersecurity threats in renewable-dominated grids by examining representative attack scenarios, 

including false data injection into power control, denial of service on distributed energy resources and cloud 

platforms, inverter parameter manipulation, and GPS time synchronization spoofing. These threats are 

shown to compromise system stability, reliability, and resilience. We further evaluate current industrial prac

tices, regulatory frameworks, and emerging standards in addressing these risks. We find that existing ap

proaches remain insufficient for the complexity of renewable-dominated systems. We conclude by identi

fying the root causes of past failures and outlining research and policy directions to strengthen cyber 

resilience in future power systems.

INTRODUCTION

The history of cyberattacks dates back to the early days of com

puter networks, escalating in the 1990s with incidents like the 

1998 Solar Sunrise targeting the US military systems and 

exposing weaknesses in the national security systems.1 As tech

nology evolves, attacks grow in scale and sophistication. They 

have advanced from isolated digital pranks to strategic tools of 

espionage, sabotage, and warfare, increasingly threatening the 

critical infrastructure, such as energy systems, with global 

consequences.2

Cyberattacks on energy and power systems have evolved 

dramatically over the past two decades, posing significant risks 

to global infrastructure. From the early days of the Slammer 

worm attack on a nuclear plant in Ohio in 2003 to the sophisti

cated malware infiltrations of 2024, the energy sector has 

been under constant siege. These attacks have targeted critical 

systems, such as industrial control systems (ICS) and supervi

sory control and data acquisition (SCADA) systems, resulting 

in severe disruptions and substantial financial losses 

(Figure 1). Upon reviewing these attacks, two particularly alarm

ing trends have been noted. The first is the increasing numbers 

and consequences of the attacks, and the second is the 

increasing frequency of cyberattacks targeting renewable en

ergy systems.3 As the world transitions to clean energy sources, 

cybercriminals have adapted their tactics to exploit vulnerabil

ities in these emerging technologies. Notable incidents include 

the 2019 denial-of-service attack on sPower’s renewable gen

eration, which disconnected over 500 MW from the grid,3 and 

the 2020 malware attack on wind SCADA systems in 

Azerbaijan, allowing remote control and monitoring of wind tur

bines.4 The impact of these attacks on renewable energy infra

structure is profound. In 2022, Germany faced two major inci

dents: Wiper malware on satellite communications resulted in 

the loss of monitoring for 5,800 wind turbines, and Conti ran

somware disconnected 2,000 wind turbines from their control 

systems.5 Moreover, many of the reported cyberattacks on en

ergy and power systems targeted multiple entities simulta

neously. For instance, during the 2023 Danish attack, weak

nesses in firewalls enabled adversaries to remotely access 

energy infrastructure’s ICS systems without authentication. 

Specialists characterized the incident as ‘‘remarkable’’ due to 
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its precise harmonization. They emphasized that the attackers 

were able to pinpoint organizations with exposed devices and 

launch a synchronized campaign against them.6 At the distribu

tion level, a London-based security researcher in 2024 uncov

ered a critical cybersecurity vulnerability within a virtual power 

plant (VPP) system operated by the UK company GivEnergy. 

With these systems utilizing public networks, they present a 

real threat.

In this article, we analyze cybersecurity risks in renewable- 

dominated power systems through a structured examination of 

historical incidents, attack mechanisms, and system vulnerabil

ities. We present a curated timeline of attacks, develop a 

comparative taxonomy of threat vectors across conventional 

and renewable-rich systems, and establish mechanistic links be

tween cyber intrusions and physical impacts such as voltage and 

frequency instability. We evaluate current standards and prac

tices and identify persistent gaps and root causes. The results 

show that renewable-dominated grids introduce distinct and un

der-addressed cyber-physical risks, and we conclude that coor

dinated advancements in technology, policy, and operational 

practices are required to achieve resilient and secure future po

wer systems.

INCREASED CONTROLLABILITY AND CYBERSECURITY 

RISKS

Global renewable electricity generation is projected to exceed 

17,000 TWh by 2030, an increase of nearly 90% from 2023. 

Several key milestones are expected over the next 5 years 

(Figure 2).16 Already in 2025, electricity from renewables has 

overtaken coal-fired generation. By 2029, solar photovoltaic 

will likely surpass hydropower to become the largest renewable 

source.16 In 2030, renewables are expected to supply 46% of 

global electricity, with wind and solar photovoltaic together ac

counting for 30%. This surge in renewable energy deployment 

is intrinsically linked to the rapid advancement of digital infra

structure and smart grid technologies, including information 

and communication technologies (ICT), transmission and distri

bution management systems, data centers, and advanced ana

lytics platforms.17 The integration of variable renewable sources, 

such as wind and solar, relies not only on these digital advance

ments but also on grid-enhancing technologies like flexible alter

nating current transmission systems (FACTS) and high voltage 

direct current (HVDC).18 Furthermore, these renewable sources 

and other smart grid systems depend on smart inverters and 
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Figure 1. Timeline of 20 selected major cyberattacks and vulnerabilities in energy and power systems (2003–2024) 

The 4 years highlighted in yellow indicate the detection of vulnerabilities (Vul.), where no actual attacks were implemented. The 12 incidents highlighted in green 

indicate that the attacks or vulnerabilities specifically targeted renewable energy systems. SCADA is supervisory control and data acquisition; ICS is industrial 

control systems; VPN is virtual private network; DOS is distributed denial of service; and malware is malicious software designed to harm, exploit, or compromise 

devices, networks, or data. Here, we only report major attacks targeting energy systems specifically.3–15
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advanced control and communication mechanisms, often 

involving internet of things (IoT) devices, and different protocols 

to manage the power flow and security. These systems are typi

cally connected to remote control centers. While this intercon

nectivity is essential for stable operation and efficient coordina

tion, it also introduces new cyber and operational vulnerabilities 

into the power system.

Modern renewable energy systems operate within highly inter

connected ecosystems involving many stakeholders, technolo

gies, and ICT systems (Figure 3). These operations involve con

stant interaction with energy market operators, aggregators, 

retailers, technology providers, data centers, and cloud plat

forms. Real-time forecasting, dispatch, optimization, and control 

rely heavily on advanced digital infrastructure and communica

tion networks.22 Data centers and cloud services form the digital 

backbone of these systems, enabling scalable computation, 

storage, and integration across the electricity monitoring and 

control chain. Many independent players are involved, from 

hardware manufacturers to service operators. Clear governance 

rules and effective coordination mechanisms are essential to 

align all the physical and digital elements.23 These operational 

rules are anchored in technical standards like IEC 61850 and 

IEEE 2030.5. Essentially, these standards guarantee that every 

device and system can communicate with one another reliably. 

This allows the electric grid to run automatically and in a distrib

uted way.24 Nonetheless, much of the communication of these 

entities employs public networks with questionable security 

measures.25

The many entities involved in renewable energy increase the 

vulnerabilities further. With the growing reliance on digital infra

structure, particularly cloud services and remote control soft

ware, the attack surface of energy systems has expanded. 

One notable example occurred in 2014, when a software 

vendor supplying virtual private network (VPN) tools to 

numerous energy companies in the US, Spain, France, and 

several other countries was attacked by Dragonfly attackers.9

The attackers used VPN tools to reach and manage ICSs that 

run critical infrastructure like power plants, wind farms, and 

substations. They hid malicious code inside a legitimate soft

ware update, turning the VPN into a compromised version. 

Once installed on customer systems, the malware gave at

tackers the same access as authorized technicians. This al

lowed them to interact directly with control systems, letting 

them disrupt power flows or shut down operations entirely. 

This incident shows how a single weak point can ripple across 

international networks, highlighting the urgent need for strong 

cybersecurity and coordinated risk management in the renew

able energy sector.

The growing penetration of variable renewable energy across 

power systems demands advanced monitoring and control ca

pabilities. Wide-area monitoring and control systems are 

increasingly used to manage the stochastic nature of both util

ity-scale and distributed renewable generation. In Australia, Aus

grid’s Project Edith enables dynamic pricing and allocation 

within distribution networks, allowing customer-owned energy 

resources to provide voltage support to the grid.28 Similarly, 

Tesla has deployed large-scale virtual power plants using 

home solar systems and batteries that respond to electricity 

market signals in South Australia and California.29 Distributed 

energy resources (DERs) now include smart functionalities, 

enabling them to react to external signals such as stability and 

price changes. These real-time control capabilities not only 

enhance grid flexibility but also increase the system’s reliance 

on communication and digital networks that could introduce 

significant cybersecurity challenges with potentially global 

consequences.

   

 
 

BA C

ED

Figure 2. Recent and forecasted trends in the energy and power systems industry 

(A) Share of renewable electricity generation by technology, 2000–2030.16

(B) Global cumulative energy storage installations, 2010–2030.19

(C) Global cumulative FACTS devices market size, 2015–2030.20

(D) Global cumulative investment in digital infrastructure in transmission and distribution electricity grids, 2015–2022.21

(E) Global cumulative market size in smart grid technology, 2022–2028.17 The term smart grid covers various technologies, including advanced metering 

infrastructure (AMI), information and communication technologies (ICT), transmission and distribution management systems, data centers, analytics systems, 

and electricity supply security. The rapid expansion of smart grid and other grid-enhancing technologies, projected to exceed $600 billion by the 2030s, is closely 

tied to the growing share of variable renewable energy in electricity generation, which is expected to surpass 50% by the 2030s.
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PLAUSIBLE CYBERATTACKS IN RENEWABLE- 

DOMINATED GRIDS

In traditional power grids, cyberattacks primarily target central

ized control systems such as SCADA to gain unauthorized ac

cess, disrupt operations, and cause outages. However, in 

renewable-dominated grids, the attack surface expands signifi

cantly due to the new entities involved, the decentralized nature 

of DERs, VPPs, and aggregator platforms (Table 1). For instance, 

compromising SCADA systems now includes targeting micro

grid controllers and DER management platforms, which are 

often less standardized and more vulnerable. False data injec

tion attacks (FDIAs) become more potent as they can manipulate 

DERs like prosumer-owned solar systems, affecting grid stability 

and market operations.30 Denial of service (DoS) attacks, once 

focused on central systems, now threaten a vast array of 

network-connected devices, such as smart inverters, making 

defense more complex.31 Inverter and DER parameter manipula

tion, previously rare, is now a critical threat due to the wide

spread use of poorly secured devices. Market manipulation 

also evolves, with attackers exploiting dynamic pricing and flex

ible markets to mislead DER operations. Time synchronization 

attacks, such as GPS spoofing, pose new risks by desynchroniz

ing thousands of GPS-reliant devices, which can lead to grid 

instability.32

Insider threats grow with the increased involvement of third- 

party service providers, while supply chain attacks target 

mass-produced DER hardware and software, often lacking 

robust security.33 Finally, coordinated multi-point attacks using 

botnets can exploit millions of internet-connected DERs simulta

neously, a feasible scenario in renewable-dominated grids.34

Overall, the transition to renewable energy introduces a broader, 

more complex cyber threat landscape, requiring enhanced se

curity measures tailored to the unique vulnerabilities of decen

tralized grid architecture. A basic block diagram of a typical 

renewable energy system can be composed of two converters, 

control layers, and communication interfaces with external en

tities such as original equipment manufacturers (OEMs) and ag

gregators (Figure 4A). These systems rely on network and 

communication interfaces to operate and provide various grid 

support functions.35 However, the reliance on data exchange 

and remote control makes them vulnerable to various cyber 

threats.

The effect of a simple FDIA on the reactive power control can 

have a huge impact on the grid, depending on the grid’s size and 

the renewable energy system’s capacity.25 When malicious data 

are injected to manipulate the reactive power control, either to 

absorb or supply excessively (Figure 4B), it causes voltage mag

nitudes to deviate outside the standard operating bounds of ±0.1 

pu, shown as the green zone. The deviation is immediate and 

persistent, indicating that an attacker could destabilize the 

voltage profile of the grid. Depending on the attack’s scale, 

this could cause either overvoltage or undervoltage, leading to 

equipment loss, which may cascade into blackouts.

A major consequence of high renewable utilization is the 

reduced system strength, which indicates how much the grid’s 

voltage changes in response to a major disturbance.36 With 

the domination of renewable energy resources that are typically 
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Figure 3. Architecture of the major entities and systems involved in the operation of renewable energy systems in power grids 

The dashed blue lines resemble the communication and network links in different communication media and protocols. Some of these communication and 

networks have security measures, such as firewalls and VPN, at the system operators’ control platform.26 However, many of these systems use public internet for 

communication, especially at the DER systems or when communicating with third parties, such as the original equipment manufacturers.25 The mentioned 

communication protocols are the main ones utilized in the industry; not all the protocols.27
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Table 1. Comparative analysis of plausible cyber-physical attack types, purposes, and emerging challenges in traditional centralized 

power grids versus renewable-dominated grids

Attack type

Attack purpose in traditional 

grids

Additional attack purposes in 

renewable-dominated grids

Notes on renewables-specific 

challenges

SCADA/EMS system 

compromise (via malware and 

phishing)

• unauthorized control over grid 

operation

• overloads, faults, or blackouts 

by disrupting central control 

systems

• attack DMS, VPPs, and ag

gregator platforms managing 

DERs

• manipulate microgrid con

trollers to desynchronize local 

grids

DER control platforms are more 

varied and less standardized, 

increasing entry points and 

vulnerabilities

False data injection attacks 

(FDIA)

• mislead grid state estimation

• wrong operator decisions or 

automated control errors 

(e.g., incorrect power flow 

control)

• manipulate local demand or 

renewable generation fore

casts

• influence market prices (e.g., 

fake PV output and false de

mand profiles)

• trigger grid instability by 

misleading inverter control

lers

greater reliance on data from 

distributed and untrusted 

sources (e.g., prosumer-owned 

systems) makes FDIA attacks 

more feasible and damaging

Denial of service (DoS/DDoS) • block communication with 

central control systems

• uncoordinated or unsafe grid 

operation

• disrupt IoT-based DER com

munications, cloud control 

platforms, or grid-edge de

vices (e.g., smart inverters 

and EV chargers)

• disable aggregation servers 

or VPP platforms

a vastly increased number of 

endpoints (DERs and EVs) 

makes DoS/DDoS defenses 

harder, and edge computing 

platforms are new vulnerable 

targets

Inverter/DER parameter 

manipulation (via malware or 

misconfiguration)

• rare, as inverters are limited in 

traditional grids

• change reactive power con

trol, frequency settings, and 

ride-through capability of in

verters to destabilize the grid 

(e.g., cause voltage flicker 

and harmonic injection)

• misuse EV chargers or stor

age inverters to create de

mand/generation imbalances

inverter control is a major new 

attack vector, especially through 

poorly secured or default- 

configured inverters and storage 

systems like in DERs

Grid market manipulation (via 

price/signal interference)

• manipulate market offers or 

bids to cause economic 

disruption or unfair advantage 

for certain operators

• inject false price signals to 

mislead DER operation (e.g., 

battery charge/discharge 

timings)

• exploit flexible markets by 

generating phantom loads or 

false flexibility offers

dynamic pricing, VPP, and 

demand-response schemes in 

renewable grids present new 

avenues for market-based 

manipulation

Time synchronization attacks 

(GPS spoofing)

• desynchronize phasor mea

surement units to disrupt 

state estimation or fault 

localization

• disrupt grid-forming inverter 

control or microgrid synchro

nization

• cause DERs to misalign with 

grid frequency, inducing 

instability

widespread dependence on 

GPS-synced inverters and 

microgrids introduces time sync 

vulnerability across thousands of 

DERs

Insider threats (malicious 

operators, contractors)

• sabotage central control 

actions

• disable protection systems

• insert malicious code into the 

inverter firmware

• manipulate settings in cloud 

DER platforms or aggregator 

services

an increased number of third- 

party service providers (installers 

and aggregators) in renewable 

grids heightens insider attack 

risk

Supply chain attacks (hardware/ 

software compromise at source)

• backdoors in SCADA or 

networking equipment

• trojanized firmware in critical 

devices

• compromise mass-produced 

IoT-enabled DER devices 

(e.g., smart meters, inverters, 

and EVs)

• install vulnerabilities during 

DER manufacturing

lower-cost, mass-produced 

DER devices often lack rigorous 

supply chain security, making 

this a growing risk

(Continued on next page)
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integrated into the grid via electronics-based converters, the 

system’s strength is significantly reduced due to the lack of rota

tional inertia. The impact of basic FDIA on active power control 

under different grid strengths may have different impacts 

(Figure 4C). When the same FDIA is applied to a strong system 

(represented in orange), the frequency remains relatively stable, 

showing some resilience. However, in a weak system (yellow 

curve), the same attack leads to considerable oscillations and 

a drop in frequency, potentially triggering under-frequency pro

tection relays or even system collapse.

To enhance system strength and stability, grid-forming con

verters are rising in the industry37; however, these systems 

come with more vulnerability challenges. Targeting the synchro

nization function of grid-forming converters can have a major 

impact on the grid operations.38 These attacks can disrupt the 

converter’s ability to maintain grid stability by feeding erroneous 

phase reference signals. Synchronization attacks can cause 

extreme frequency oscillations, such as attack 1 (Figure 4D), 

spiking above 60.5 Hz and dipping below 59.5 Hz before, while 

attack 2 shows a more moderate but still disruptive deviation. 

Similarly, in Figure 4E, the voltage profile under synchronization 

attack 1 sharply drops below 0.8 pu, while attack 2 causes sus

tained oscillations. These deviations can damage grid infrastruc

ture, disturb loads, or cause widespread disconnection of 

inverter-based resources.

If such cyberattacks were to be coordinated across many 

renewable systems or implemented on a large scale, the conse

quences could be catastrophic.25 For instance, multiple FDIAs 

could collectively destabilize voltage across an entire region, 

while synchronization attacks on several grid-forming units 

could impair the grid’s ability to maintain a stable reference 

frame. These large-scale attacks are possible via firmware up

date attacks or supply chain attacks.33 The interconnected na

ture of power systems means that local instability can rapidly 

escalate into regional blackouts. Thus, it is imperative to ensure 

the secure operation of modern power systems.

INDUSTRY STATUS QUO

The rapid global expansion of renewable energy systems is 

creating a widening gap between deployment rates and cyber

security readiness. The cybersecurity frameworks governing 

these systems are often lagging behind, compromising the reli

ability, safety, and resilience of power infrastructure.

In response to emerging threats, several countries and regula

tory bodies have begun implementing frameworks and stan

dards to secure the different types of renewable energy systems. 

For example, the United States launched the ‘‘Cybersecurity La

beling Program for Smart Devices,’’ which empowers con

sumers to make informed decisions when selecting DERs based 

on cybersecurity attributes.39 Similarly, the UK Department of 

Energy Security and Net Zero has proposed mandatory mini

mum cybersecurity requirements for renewable assets, aiming 

to enhance baseline protections across the supply chain and 

life cycle of these technologies.40 In the European Union, the 

EU Cybersecurity Act establishes a union-wide certification 

framework for ICT products, services, and processes.41 This 

streamlines compliance for companies operating across mem

ber states and ensures a consistent security baseline. On a tech

nical level, such certifications can cover firmware updates, data 

encryption, authentication protocols, and vulnerability reporting 

mechanisms, all of which are critical features for renewable en

ergy security. Australia has taken a significant step by officially 

adopting the AS IEC 62443 series as national standards to pro

tect operational technology (OT) in critical infrastructure, 

including energy systems.42 This standard provides a structured 

approach to cybersecurity throughout the life cycle of the sys

tems, emphasizing risk-based assessments, defense-in-depth 

strategies, and secure integration with IT systems. Despite these 

recent initiatives, significant delays and gaps remain noticeable. 

For instance, many standards, such as IEEE 1547, for DERs 

interconnection, have only recently incorporated cybersecurity 

considerations.43 Australia’s key DER interconnection standard 

AS/NZS 4777.2 lacks explicit cybersecurity provisions.44 As 

renewable energy penetration grows, the absence of robust, 

enforceable, and technology-specific security guidelines poses 

a major risk, especially for large-scale and vastly varied renew

able energy systems. These systems are often commissioned 

with functionality as a primary objective, with cybersecurity 

treated as an afterthought, if at all.

Recent cyber incidents targeting energy infrastructure have 

revealed that even with existing security measures, vulnerabil

ities still persist. Notably, many attacks exploited outdated stan

dards or the absence of specific cybersecurity protocols, such 

as the 2003 Slammer worm and recent PV system breaches in 

2023–2024 (Table 2). Standards, such as NIST SP 800-series, 

IEC 61850, and IEEE 1547, were only introduced or updated after 

attacks occurred. Human error remains a frequent root cause, 

Table 1. Continued

Attack type 

Attack purpose in traditional 

grids 

Additional attack purposes in 

renewable-dominated grids 

Notes on renewables-specific 

challenges

Coordinated multi-point attacks 

(botnets and mass IoT 

exploitation)

• rare (fewer attackable points)

• focus on a few critical nodes

• exploit thousands/millions of 

DERs simultaneously (e.g., 

targeting DER systems) to 

cause synchronized grid 

instability or demand/genera

tion spikes

highly feasible in renewables 

grids due to the sheer number of 

DERs with internet connectivity 

and weak security 

configurations

It is highlighting the expanded attack surface, diverse threat vectors, and increased vulnerabilities introduced by the integration of distributed energy 

resources (DERs), distributed management systems (DMS), virtual power plants (VPP), electric vehicle (EV), energy management systems (EMS), and 

internet of things (IoT) devices.
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while patch management and secure authentication are ongoing 

challenges, especially in rapidly growing renewable sectors. 

Many attacks exploit known weaknesses or unpatched systems, 

raising questions about whether current regulatory efforts are 

sufficient or agile enough to keep pace with evolving threats 

and technologies. Ultimately, while global regulatory bodies 

have made progress, cybersecurity is still not deeply embedded 

into the development, deployment, and operation of renewable 

energy systems. A paradigm shift is needed where cybersecurity 

must be seen not as a compliance box, but as a foundational 

element of reliable, modern energy infrastructure.

NEXT STEPS IN ENHANCING THE POWER SYSTEM 

RESILIENCE

Power system resilience will be a critical priority as grids absorb 

more renewable generation, distributed energy resources, IoT 

devices, and intelligent control systems. The scale of the cyber 

threat is massively increasing: more than 560,000 new malware 

variants appear every day and roughly four companies are 

compromised by cybercrime every minute.46 In this setting, resil

ience must be built as a socio-technical capability that brings 

governments, industry, and researchers together to address 

people, processes, and technology at once. Responsibility is still 

fragmented, maintenance and updates are often deferred, and 

supply chains span borders with unclear ownership. To close 

these gaps, security standards must cover the full life cycle 

from design and integration through deployment and operation, 

rather than treating assets in isolation. Real incidents have 

shown how responsibility gaps between vendors, integrators, 

and operators lead to exploitable weaknesses, such as un

patched firewall paths. Treating breaches as crimes rather than 

technical mishaps strengthens accountability, improves cooper

ation with law enforcement, and discourages silence.

Resilience in practice means multi-layered protection at both 

network and device levels. Programs should fit how people actu

ally work, align processes with security goals, and deploy tools 

that make the secure option the easiest action. Preventive cyber

security practices are evolving toward application whitelisting, 

stronger cryptographic algorithms, stricter access controls, 

and network segmentation to prevent lateral movement. Mitiga

tion should focus on securing communication interfaces, enforc

ing strong device authentication, and implementing real-time 

threat detection across all grid layers. Dynamically reconfigura

ble networks and secure firmware update mechanisms help sys

tems adapt to threats in real time, while robust patch manage

ment frameworks limit impact and spread. The sector should 

move from reactive lists of risks to proactive models that include 

rigorous segmentation, precise maps of data flows into OT, and 

plans for controlled islanded operation to quarantine compro

mised assets. Rapid investigations and transparent disclosure 

are essential because delays expose peer organizations to 

repeat attacks.

Automation is central to narrowing the attacker’s window. 

The time between the discovery of a vulnerability, release of a 

patch, and field deployment must shrink. Continuous scanning, 

Figure 4. Overview of cyberattacks’ impacts on the operation and stability of renewable energy systems 

(A) Simplified block diagram of a typical renewable energy system with two converters and a control architecture. 

(B) Impact of false data injection attack (FDIA) targeting reactive power output of renewable energy systems, resulting in a deviated voltage magnitude beyond the 

grid code specification ±0.1 pu (green region). 

(C) Impact of FDIA targeting the active power output of renewable energy systems in strong and weak systems. 

(D) Impact of synchronization attacks on grid-forming converter leading to varied frequency deviations. 

(E) Impact of synchronization attacks on grid-forming converter leading to varied voltage magnitude deviations.
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Table 2. Analysis of selected recent reported attacks/vulnerabilities and related industrial standards and root causes

Attack Year Cybersecurity standards & year Main root cause More details

Slammer worm targeting the 

process control network 

at a nuclear plant7

2003 NERC CIP standards (2006); 

IEC 60870-5-101 (1995)

lack of protocols/standards the Slammer worm entered the Davis-Besse 

nuclear plant through an unsecured contractor 

network, highlighting the need for robust 

cybersecurity protocols

Stuxnet targeting SCADA at 

nuclear infrastructure8

2010 ISA/IEC 62443 (2010); IEC 61850 (2005) others (supply chain attack) Stuxnet exploited multiple zero-day 

vulnerabilities to target Siemens PLCs, 

emphasizing the importance of securing supply 

chains

Spear-phishing targeting ICS VPN9 2014 NIST SP 800-53 Rev. 4 (2013); 

IEC 61850 (2005)

human factor spear-phishing emails were used to gain 

unauthorized access to ICS VPNs, 

underscoring the need for user awareness 

training

Malware via email at Korea 

Hydro & Nuclear Power10

2014 KISA Guidelines (South Korea, 

2013); IEC 60870-5-104 (2006)

human factor North Korean group Kimsuky conducted a 

phishing attack, leaking sensitive data and 

highlighting insider threats

ICS command injection and Wiper 

malware at a power substation11

2015 NIST SP 800-82 Rev. 2 (2015); 

IEC 61850 (2005)

human factor attackers used phishing to deploy malware, 

leading to power outages in Ukraine

Remote access via malware injection 

at a power substation12

2016 IEC 62351 (2007); NIST 

SP 800-82 Rev. 2 (2015)

human factor the Crash Override malware targeted grid 

operations, exploiting remote access 

vulnerabilities

DoS exploiting unpatched firewalls13 2019 NIST SP 800-53 Rev. 

5 (2020); IEC 61850 (2005)

unpatched/outdated systems attackers exploited known vulnerabilities in 

unpatched firewalls, highlighting the 

importance of timely updates

Malware targeting wind SCADA4 2020 ISA/IEC 62443 (2018); 

IEC 61850 (2005)

unpatched/outdated systems malware exploited outdated systems in wind 

SCADA operations, stressing the need for 

regular patch management

Conti ransomware on IT 

systems at CS Energy14

2021 ACSC Essential Eight (Australia, 

2021); IEC 61850 (2005)

human factor Conti ransomware was deployed through 

phishing emails, affecting CS Energy’s IT 

systems

Wiper malware on satellite 

comms. of wind turbines5

2022 NIST SP 800-82 Rev. 2 (2015); 

IEC 61850 (2005)

others (supply chain attack) Wiper malware targeted satellite 

communications, disrupting wind turbine 

operations

Conti ransomware on IT systems 

targeting wind generation systems5

2022 ACSC Essential Eight (Australia, 

2021); IEC 61850 (2005)

human factor similar to previous Conti attacks, phishing led to 

ransomware deployment in wind generation 

systems

ScanBox malware via phishing 

targeting wind farm operators45

2022 NIST SP 800-53 Rev. 5 (2020); 

IEC 61850 (2005)

human factor phishing campaigns delivered ScanBox 

malware, compromising wind farm operator 

systems

An unpatched firewall was 

exploited, targeting ICS6

2023 NIST SP 800-82 Rev. 2 (2015); 

IEC 61850 (2005)

unpatched/outdated systems attackers exploited unpatched firewalls to gain 

access to ICS, highlighting patch management 

deficiencies

(Continued on next page)
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Table 2. Continued

Attack Year Cybersecurity standards & year Main root cause More details

Unauthorized network access 

targeting solar inverters3

2023 NIST IR 8259 (2020); 

IEEE 1547 (2003)

lack of protocols/standards weak authentication and exposed APIs allowed 

unauthorized access to solar inverters

Unauthorized admin access 

to PV systems3

2023 NIST IR 8259 (2020); 

IEEE 1547 (2003)

lack of protocols/standards default credentials and the lack of security 

measures led to unauthorized admin access in 

PV systems

Malware and unauthorized 

access to solar monitoring 

systems3

2024 NIST SP 800-82 Rev. 2 (2015); 

IEEE 1547 (2003)

unpatched/outdated systems malware exploited vulnerabilities in outdated 

solar monitoring systems, leading to 

unauthorized access

Brute-force access to 

DERs and VPPs15

2024 NIST SP 800-53 Rev. 5 (2020); 

IEEE 2030.5 (2018)

human factor weak passwords allowed brute-force attacks 

on distributed energy resources and virtual 

power plants

Backdoor via the supply 

chain to SolarView devices3

2024 NIST SP 800-161 (2015); 

IEEE 1547 (2003)

others (supply chain attack) a backdoor was introduced through the supply 

chain in SolarView devices, compromising 

security

Unauthorized admin access 

to PV systems3

2024 NIST IR 8259 (2020); IEEE 1547 (2003) lack of protocols/standards continued issues with default credentials led to 

repeated unauthorized access incidents

Unauthorized access to 

SOLARMAN cloud3

2024 NIST SP 800-53 Rev. 5 (2020); 

IEEE 2030.5 (2018)

lack of protocols/standards weak cloud security measures allowed 

unauthorized access to SOLARMAN cloud 

services

Note that many cyberattacks result from multiple vulnerabilities and root causes; however, only the main root cause is listed here.3–15

P
le

a
s
e
 c

ite
 th

is
 a

rtic
le

 in
 p

re
s
s
 a

s
: M

u
s
le

h
 e

t a
l., C

y
b

e
rs

e
c
u
rity

 c
h
a
lle

n
g
e
s
 in

 re
n
e
w

a
b

le
-d

o
m

in
a
te

d
 p

o
w

e
r g

rid
s
 a

d
d

re
s
s
in

g
 v

u
ln

e
ra

b
ilitie

s
 a

n
d

 re
s
ilie

n
c
e
 

s
tra

te
g
ie

s
, C

e
ll R

e
p

o
rts

 P
h
y
s
ic

a
l S

c
ie

n
c
e
 (2

0
2
6
), h

ttp
s
://d

o
i.o

rg
/1

0
.1

0
1
6
/j.x

c
rp

.2
0
2
6
.1

0
3
2
6
1

C
e
ll R

e
p

o
rts

 P
h
y
s
ic

a
l S

c
ie

n
c
e
 7

, 1
0
3
2
6
1
, M

a
y
 2

0
, 2

0
2
6
 

9
 

P
e
rs

p
e
c
tiv

e

ll
O

P
E

N
 A

C
C

E
S

S



AI-assisted anomaly detection, and staged, orchestrated patch

ing can accelerate the defensive cycle while keeping systems 

available. Emerging technologies can help: adversarial-aware 

AI for detection and response, blockchain for integrity of update 

chains and logs, edge computing for local autonomy, and quan

tum computing for next-generation cryptography. At the same 

time, quantum introduces risk, since future advances may render 

current encryption obsolete even as quantum-resistant methods 

promise stronger protection. Generative AI will accelerate both 

sides. Attackers will develop exploits faster, craft convincing 

spear-phishing, automate credential stuffing against OEM and 

virtual power plant portals, and generate synthetic telemetry 

that hides malicious activity. Defenders can respond with AI-as

sisted log triage, large-language-model code scanning for firm

ware and API gateways, content-filtered control channels that 

block out-of-policy set points, and red-team simulators that 

pair attack generation with converter dynamics to stress-test cy

ber-to-physics pathways before deployment. These capabilities 

should become part of acceptance testing and regular drills.

Despite ongoing programs, several gaps persist. Firmware up

date and supply chain assurance for mass-market distributed 

energy resources and inverters are inconsistent. Some vendors 

enforce signed updates, provide software bills of materials, 

and support remote attestation, while others do not. Incidents 

from 2023 to 2024 show repeat failures in update channels and 

third-party components. Operational dependencies on public 

networks and cloud services at the grid edge, via OEM portals 

and aggregator application interfaces, are often weakly 

segmented and inconsistently authenticated, enabling lateral 

movement from information technology and cloud into opera

tional technology; the third-party links and choke points are 

mapped in Figure 3. Security that accounts for system dynamics 

is also immature. In low-inertia grids that rely on grid-forming in

verters, small cyber perturbations in timing or measurement can 

cascade into voltage and frequency excursions. The destabiliza

tion pathways demonstrated in Figures 4D and 4E show that 

control robustness must be validated under adversarial condi

tions, not only under random faults or noise.

These gaps suggest six specific research priorities. First, 

design adversarially robust grid-forming control that can syn

chronize without phase-locked loops, remains stable under 

bounded sensor corruption, and is validated in hardware-in- 

the-loop with swarms of devices. Second, build a vendor- 

agnostic secure update fabric for the entire DER fleet that 

combines SBOM transparency, mandatory code signing, canary 

rollouts, and cryptographic attestation before grid-support func

tions can be enabled. Third, implement zero-trust architectures 

for virtual power plants and aggregators with brokered control 

channels, hardware-rooted device identities, and policy as 

code to prevent cloud-to-OT pivoting; the risk interfaces in 

Figure 3 provide a concrete basis. Fourth, automate the path 

from vulnerability to patch using continuous scanning, SBOM 

diffing, and risk-weighted scheduling to minimize downtime 

while closing known exposures. Fifth, protect market integrity 

by detecting price and dispatch gaming by compromised de

vices and by applying robust optimization that anticipates adver

sarial behavior. Sixth, plan defenses with system strength in 

mind by co-designing security controls and dynamic reserves 

and by quantifying how incidents shift frequency and voltage 

margins in weak areas, extending the analyses in Figures 4C–4E.

Advances will involve trade-offs. Network segmentation and 

backup communication add cost and complexity. Frequent 

patching and firmware updates require downtime and can 

reduce availability. Quantum-resistant cryptographic hardware 

increases deployment costs. Islanded microgrid capabilities 

may require oversizing resources or leaving capacity underutil

ized. Such costs are particularly burdensome for smaller utilities 

and developing regions. Governments are already moving with 

labeling, certification, and adoption of industrial cybersecurity 

standards, including IEC 62,443 in Australia, yet risks remain 

where standards lag practice and where DER and cloud edges 

are weakly governed, as summarized in Table 2. The missing 

pieces are clear. The sector needs mandatory fleet-level update 

assurance with signing, rollback protection, and attestation; in

dependent attestation at the interconnection; privacy-preserving 

telemetry sharing for cross-operator detection; and dynamics- 

aware security validation that proves stability under adversarial 

disturbances. Because attackers are global and often coordi

nated, stronger international cooperation and shared exercises 

are essential. The fastest path to near-term risk reduction is 

to focus first on update assurance, edge segmentation, and ad

versarially validated control, while aligning regulation, coordi

nating globally, and making carefully optimized investment 

decisions.

CONCLUSION

Renewables are transforming power systems and with them the 

cyber risk surface. This Perspective shows that incidents are no 

longer isolated anomalies but repeatable patterns that exploit 

weak update channels, exposed cloud and edge links, and con

trol dynamics in low-inertia grids. We connect concrete cyber 

actions such as false-data injection and time-synchronization 

spoofing to voltage and frequency excursions and map where 

current standards and practices lag reality. The path forward is 

actionable. Mandate fleet-level update assurance and indepen

dent device attestation at interconnection. Engineer zero-trust, 

segmented edges for VPPs and DERs. Automate the vulnera

bility-to-patch pipeline and validate grid-forming controls under 

adversarial scenarios, not just noise or faults. Use AI to accel

erate defense while hardening it against synthetic deception. 

Finally, treat transparency and cross-operator telemetry sharing 

as core reliability services. If we align people, process, and tech

nology around these steps, renewables-dominated grids can be 

both clean and cyber-resilient.
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