CHAL

UNIVERSITY OF TECHNOLOGY

Formalizing smart contract design patterns with DCR graphs

Downloaded from: https://research.chalmers.se, 2026-09-20 22:24 UTC

Citation for the original published paper (version of record):

Eshghie, M., Ahrendt, W., Artho, C. et al (2026). Formalizing smart contract design patterns with
DCR graphs. Software and Systems Modeling, 25(4): 1083-1121.
http://dx.doi.org/10.1007/s10270-026-01366-w

N.B. When citing this work, cite the original published paper.

research.chalmers.se offers the possibility of retrieving research publications produced at Chalmers University of Technology. It
covers all kind of research output: articles, dissertations, conference papers, reports etc. since 2004. research.chalmers.se is
administrated and maintained by Chalmers Library

(article starts on next page)




Software and Systems Modeling (2026) 25:1083-1121
https://doi.org/10.1007/s10270-026-01366-w

SPECIAL SECTION PAPER r')

Check for
updates

Formalizing smart contract design patterns with DCR graphs

Mojtaba Eshghie’ - Thomas Troels Hildebrandt3

Gerardo Schneider?

- Wolfgang Ahrendt?( - Cyrille Artho’

Received: 26 April 2024 / Revised: 23 February 2026 / Accepted: 24 February 2026 / Published online: 21 May 2026
© The Author(s) 2026

Abstract

Smart contracts manage blockchain assets and embody business processes. Yet, mainstream languages lack explicit support for
process concepts such as roles, action dependencies, and time constraints, leading to increased implementation complexity and
analysis challenges. To address this, we use Dynamic Condition Response (DCR) graphs, a formal business process modeling
language, to formalize the semantics of smart contract business logic. Modeling smart contracts in DCR graphs involves
translating their underlying behavioral logic into a declarative visual model using DCR’s explicit constructs for events, roles,
data, time, and inter-event relationships. Furthermore, we systematically model 15 common high-level smart contract design
patterns, representing recurring solutions to business logic-level problems. These formalizations reduce ambiguity compared
to informal descriptions and serve as language-independent specifications. We demonstrate the modeling process through
three complete smart contract case studies that combine six design patterns. Our modeling methodology, formalizations, and

correspondence between smart contract semantics and DCR graphs enable future automated analysis and verification.

Keywords Smart contract modeling - DCR graphs - Design patterns formalization

1 Introduction

A smart contract is areactive program that is deployed as the
immutable code section of an account on a distributed ledger
(blockchain). Smart contracts are typically used to implement
a contractual agreement between multiple parties. Therefore,
they are akin to special business processes specifying con-
tractual agreements on actions to be carried out by different
roles [1-3]. These contracts offer advantages such as uncom-
promised (automated) execution even without a trusted party.

However, they can also be complex and difficult to design
and understand, a problem exacerbated by the fact that the
code section of smart contracts cannot be easily updated
or modified once deployed. This immutability demands
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rigorous design and upfront analysis, since any errors or
security flaws discovered post-deployment cannot simply
be corrected via patching, potentially leading to significant
financial loss [4].

Like regular software, smart contracts embody common
best practices as design patterns [5]. However, the focus
shifts: unlike many traditional object-oriented structural
patterns concerned with class/object interactions and compo-
sition, smart contract patterns primarily govern the dynamic
interactions between functions executed by different roles.
Consequently, the patterns presented here are predominantly
interaction-focused, though some define higher-level system
architectures (cf. Sect. 3).

The need for formalized design patterns for smart con-
tracts is evident, as current research on smart contract
behavior patterns is mostly informal [6-9]. Traditional soft-
ware design patterns, which focus on interactions between
object instances, contrast with smart contract patterns where
the interactions between functions in different roles are cru-
cial due to often adversarial interests [5].

In a normal business process environment, different roles
collaborate to achieve a common business goal. In contrast,
different roles in a smart contract typically have adversarial
interests. Therefore, smart contracts introduce new types of
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patterns of behavior, which have so far only been informally
described [6-9]. To provide an unambiguous understanding
of the patterns that can also provide the basis for formal spec-
ifications, we set out to extend the study and formalization
of process patterns to include these smart contract patterns.

Solutions to adversarial-interest problems often use time
constraints between actions cutting across the process and the
more standard use of roles and sequential action dependen-
cies. We find that a declarative notation involving data and
time is appropriate for formalizing the new smart contract
process patterns. Moreover, smart contract languages exhibit
a transactional behavior of actions, where an action may be
attempted but aborted if the required constraints for execut-
ing it are not fulfilled. This highlights that the executability
of actions is governed by potentially complex pre-conditions
involving roles, state, time, and data. This implies that mod-
eling smart contract behavior requires a formalism adept at
explicitly and declaratively specifying this rich set of con-
straints that determine a valid transaction execution.

For these reasons, we use DCR graphs [10], which are by
now a well-established declarative business process notation
that has been extended with data [11, 12], time [13, 14], and
sub-processes [15, 16].

DCR graphs visually capture properties such as the partial
ordering of events, roles of contract users, and temporal func-
tion attributes. By integrating these aspects directly into the
formalism alongside explicit data handling and declarative
rules (cf. Sect. 2.2), DCR graphs provide a means to represent
smart contract logic that can be more expressive compared
to formalisms lacking native support for these combined
features, such as basic Finite State Machines (FSM) or tra-
ditional flow-chart notations. Using DCR graphs, we can
represent a smart contract with a clear and concise model.

As the design patterns we model concern the high-level
behavior of a smart contract under analysis, we elide tech-
nical details of the patterns’ implementation and execution.
Therefore, we use the term high-level design pattern for the
patterns that DCR graphs capture well, as they represent the
underlying business process of the contract.

Our high-level design patterns demonstrate how a system
should behave rather than be implemented. The behav-
ior is described as interface-level restrictions on smart
contracts. It is therefore possible to use our designs as
a platform- and language-independent modeling before the
contract development, applicable beyond the Ethereum/So-
lidity examples used for illustration herein. Our models tell
what the users interacting with the smart contract can/can-
not do. Activities in our models match the transactional
semantics of blockchain, as an event execution in the DCR
model can be mapped to a successful/mined transaction in
blockchain.

DCR models of smart contracts serve as business logic
specifications that guide the implementation process. The
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constraints defined in the model regarding allowed actions,
roles, timing, and data can be translated into enforceable
checks in the smart contract code (e. g. require statements in
Solidity). This translation can be automated or manually done
according to our proposed methodology in Sect. 4, ensur-
ing the implementation adheres to the formalized behavioral
specification, with runtime enforcement provided by the
blockchain’s transaction semantics (i.e., reverts upon failed
checks). These models can also be used for other types of
analysis such as runtime monitoring tools [17] (cf. Sect. 6).
More concretely, our contributions are:

1. We systematically identify and distinguish high-level
design patterns from low-level (implementation-specific)
patterns in smart contracts. Table 1 contains 15 high-level
design patterns we formalized. We demonstrate how these
are modeled using DCR graphs. Section 3 contains the
pattern motivations, DCR models with description, and
examples for each of the patterns.

2. We demonstrate how one can capture the design of
three complete contracts, as a combination and exten-
sion of design patterns, with the help of DCR graphs
(Sects. 5.1,5.2, and 5.3). We use the mapping between the
smart contracts and DCR presented in Sect. 4 to model
these contracts. The modeled contracts use in total six of
the design pattern models from this paper, which helps to
demonstrate the combinability of pattern models to shape
the final design of the contract.

3. As aresult of a thorough analysis of real-world contracts,
including popular contract libraries, we identify and for-
malize time incentivization (Sect. 3.1) as a new design
pattern. This pattern is extensively used by the Solidity
developer community but is not yet introduced as a design
pattern in research literature [7-9, 18].

Our application of these formalized design patterns in
Sects. 5.1, 5.2, and 5.3 shows that using DCR graphs can
facilitate the development of correct and reliable smart
contracts by providing a clear and easy-to-understand spec-
ification. Moreover, DCR specifications can provide a basis
for automated (dynamic or static) analysis of smart contracts,
which we exemplified by preliminary runtime verification
infrastructure and experiments in our tool paper [17].

Our usage of DCR graphs to model smart contracts and
our focus on high-level (business logic-level) rather than
low-level (platform-specific) properties allows us to capture
the key semantics of the contract succinctly. We can ver-
ify properties (and likewise lack of vulnerabilities pertaining
to these properties) related to roles and access control [19—
21], partial ordering of actions (function calls and transaction
execution) [22], as well as time-based properties [23, 24].
Furthermore, not being concerned with low-level patterns
and properties lets our approach remain cross-platform and
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not tied to the features and limitations of a certain smart
contract execution environment. We believe that these pat-
terns provide a systematic classification of best practices for
smart contracts in a similar way that software design patterns
shaped the design of traditional software and established a
nomenclature for it, while capturing aspects that are unique
to smart contracts [5].

This paper builds on our previous work [1], where we
modeled 19 design patterns using DCR graphs. Due to space
constraints, we could only introduce the patterns briefly
there. In this work, we give a systematic and comprehen-
sive description of all patterns, which are now also presented
in a general form that can be applied to specific cases. As
a consequence of this formalization and generalization, we
have also merged four patterns pairwise into two patterns
because they can fit the same overall design. Moreover, we
have chosen to elide two patterns presented previously [1],
as they apply at a relatively low level in the design. Section 3
explains these changes in detail.

This paper is organized as follows: Section 2 introduces
smart contracts and DCR graphs. Section 3 gives an overview
of 15 high-level smart contract design patterns, which we
formalize using DCR graphs. Section 4 provides the cor-
respondence between Solidity constructs and DCR graphs.
Section 5 shows three case studies on a casino, an eScrow,
and a digital marketplace smart contract. Section 6 presents
a comprehensive review of related literature, followed by a
discussion in Sect. 7. The paper concludes in Sect. 8.

2 Background
2.1 Smart contracts: ethereum and solidity

This work uses Ethereum and its primary language, Solid-
ity, for illustrating examples, although the DCR modeling
approach we present is generally applicable and platform-
independent. Ethereum [3], with its built-in cryptocurrency
Ether, remains a leading blockchain platform supporting
decentralized applications executed via smart contracts [25].
These contracts are essentially programs deployed to unique
addresses on the blockchain, capable of managing assets (like
Ether held in the TimeLockwallet)and enforcing predefined
rules.

The most popular programming language for writing
Ethereum smart contracts is Solidity [26]. It is a high-level,
statically typed language specifically designed for imple-
menting contracts. Solidity code compiles down to bytecode
executable by the Ethereum Virtual Machine (EVM). Solid-
ity supports inheritance, and libraries where ‘“contract”
definitions encapsulate persistent state and the functions that
operate on that state.

In Solidity, smart contracts serve as the fundamental build-
ing blocks for decentralized applications. Each deployed
contract resides at a unique blockchain address and can
hold, receive, and send the platform’s native cryptocurrency
(like Ether). Contracts manage persistent data stored directly
on the blockchain in state variables (fields).

To illustrate these concepts, we use the TimeLockWallet
contract (Fig. 1) as an example. This contract implements a
simple time-locked vault functionality. Its state is defined by
two key variables: address public owner and uint256
public unlockTime. These variables store the designated
owner’s address and the timestamp until which funds are
locked, respectively. Because they are marked public, Solid-
ity automatically generates getter functions allowing external
users to read their values. These state variables collectively
represent the contract’s current state and correspond directly
to the data component (Va) of a DCR graph’s marking (see
Sect. 2.2).

The contract’s logic and state transitions are implemented
in functions. Interactions occur when users (or other con-
tracts) send transactions targeting these functions. Within
a function’s execution context, special variables like msg
.sender (the address initiating the call) and msg.value
(the amount of Ether sent with the call) are available. The
TimeLockWallet’s constructor is a special function exe-
cuted only once upon deployment, initializing the state by
setting the owner to the contract creator (msg. sender, see
constructor logic around Sect. 2.1).

The mentioned contract has two main functions, lock

and withdraw, both restricted to be only callable by the
owner. The lock (uint256 _unlockTime) function allows
the owner to set a future unlockTime. It is marked payable,
enabling the contract to receive and hold Ether sent along
with the function call (though the amount sent does not
affect the lock duration). Before setting the time, it uses
require statements to validate pre-conditions: the provided
_unlockTime must be in the future (require (_unlockTime

> block.timestamp) ), and the wallet must not already be
locked (require (unlockTime == 0)).

The withdraw() function permits the owner to retrieve
the funds, but only after the lock duration expires. It enforces
this with require (block.timestamp >= unlockTime,
"Too early") (Sect. 2.1), also checking that the wallet is
indeed locked (require (unlockTime != 0)). If the condi-
tions hold, it transfers the contract’s entire Ether balance to
the owner and resets the lock by setting unlockTime = 0
(Sect. 2.1), making the wallet available for a new lock cycle.

Access control is implemented using the onlyOwner mod-
ifier, attached to both 1ock and withdraw. Modifiers encap-
sulate reusable checks; here, onlyowner contains the crucial
require (msg.sender == owner) statement (Sect. 2.1) to
ensure only the designated owner can execute these func-
tions. The require statement is thus the primary mechanism

@ Springer
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Fig.1 Solidity code for the 1 contract TimeLockWallet {
example TimeLockWallet 5 address public owner;
contract 3 uint256 public unlockTime; // Va(Lock)
4 modifier onlyOwner () {
5 require (msg.sender == owner, "Not owner"); // role enforcement
6 -5
7 }
8 constructor () {
9 owner = msg.sender;
10 }
11 function lock(uint256 _unlockTime) external payable onlyOwner {
12 require(_unlockTime > block.timestamp, "Unlock in past");
13 require (unlockTime == 0, "Already locked");
14 unlockTime = _unlockTime; // Va(Lock)
15 T
16 function withdraw() external onlyOwner {
17 require (unlockTime != 0, "Not locked");
18 require(block.timestamp >= unlockTime, "Too early");
19 uint256 amt = address(this).balance;
20 unlockTime = 0; // Prevent rewithdrawl unless "Lock" event is
executed again.
21 payable (owner) .transfer (amt) ;
22 }
23}

for enforcing various pre-conditions—validating inputs,
checking permissions (via modifiers), ensuring correct state,
and implementing time-based logic—halting execution and
reverting the transaction if any check fails. These require

checks directly implement the conditions that determine
whether an action (translated into a DCR event) is enabled
in our DCR models, as detailed in the mapping (Sect. 4).

In Ethereum, interactions with smart contracts occur by
calling their public/external functions through trans-
actions. Users send transactions to a contract’s address,
specifying the function to call (e.g., Lock or withdraw), any
necessary data (arguments like _unlockTime), and poten-
tially an amount of Ether (e.g., when calling the payable
lock function). Network participants called miners (or val-
idators) execute these transactions and include them in new
blocks added to the immutable ledger. This execution con-
sumes computational resources, measured in gas, for which
the transaction initiator pays in Ether, ensuring network secu-
rity and incentivizing efficient code.

A critical feature of Ethereum is transaction atomicity:
a transaction either completes successfully, updating the
contract’s state, or it fails entirely. Failure can occur due
to insufficient gas, invalid operations, or unmet conditions
checked within the code (e.g., attempting to call withdraw

before unlockTime has passed in the TimeLockWallet
example). If a transaction fails, any state changes it attempted
are reverted, restoring the state as if the transaction never
happened (though the gas fee is still consumed). This revert
mechanism is fundamental for enforcing contract rules and
relates to how non-enabled events are handled in process
models like DCR graphs (see enabledness in Sect. 2.2).

@ Springer
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Fig.2 DCR model for the TimeLockWallet contract (Fig. 1)

2.2 Dynamic condition response graphs

A Dynamic Condition Response (DCR) graph defines a
process using a declarative, constraint-based approach repre-
sented visually as a graph (formal definition in Definition 1,
example in Fig. 2). The term “declarative” signifies that the
process logic is specified by a set of constraints—such as
conditions that must be met for an event to be available for
execution (), or responses that become required after an
event (e— )—rather than by explicitly defining all possible
execution sequences as in traditional imperative flowcharts.
The process is “dynamic” because its state (marking) evolves
over time as events are executed. The set of currently possible
events/actions changes dynamically based on the history of
occurred events and how the current state satisfies the con-
straints. DCR graphs offer an alternative to state machines;
instead of using transitions to represent events, DCR graphs
represent events as nodes (boxes in Fig. 2) and the rela-
tion between events through edges in the model (arrows in
Fig. 2) [10].

For the example in Fig. 2 (model for the contract in Fig. 1),
the nodes of the graph constitute aset E = {Lock, Withdraw}



Formalizing smart contract design patterns with DCR graphs

1087

of events, each labeled with its role (both Owner here) and
action name. In this example, Lock is an input action (flipped
corner) that takes the unlock-time as input, and Withdraw
is a simple action. Input actions receive a value from the
environment when the action is executed, which is associated
with the event. Computation actions execute a computation
expression (that may refer to the current value assigned to
itself or other events) when the action is executed, which is
then associated with the event.

The directed edges between nodes define the DCR rela-
tions that enforce the timelock behavior (Fig. 2). A guarded
condition relation from Lock to Withdraw with delay
unlockTime (Fig. 1) ensures that Withdraw does not become
enabled until the specified timestamp has passed. An include
relation —+ from Lock to Withdraw makes the withdrawal
action available as soon as the lock is set. Finally, reflexive
exclude relations —% on each event prevent immediate re-
execution of the same event until the other has occurred (so
you cannot call Lock twice in a row nor Withdraw twice in a
row).

Excluded events (using the exclude —% relation) can-
not be executed and their effect on other events that they
have relations with, is ignored. The possibility for an event
to be excluded makes it easy to express defeasible rules [27].
For instance, in Fig. 5, the Obligor role can execute Enforce
Penalty event after the execution of Initiate event, except if
the Obligee, in the meantime, executes Fulfill Obligation, in
which case the penalty event is excluded.

In our TimeLockwallet model (Fig. 2), the condition
relation from Lock to Withdraw event, ensures that
the Withdraw event only becomes enabled once the stored
unlockTime (assigned by Lock) has passed.

The execution state of a DCR graph is given by a marking,
which assigns state information to each event. In the origi-
nal version of DCR graphs [10], the marking of the graph
assigned three Booleans to each event, denoting respectively
if the event had been executed, if it is required to be executed
(or excluded) in the future and if it is currently excluded.

In our example, after the Lock event executes, Va(Lock)
(i.e., value of the Lock event, cf. Definition 1) holds the
unlock-time and In (i.e., set of all of events in the model
that are currently included) contains Withdraw. At this point,
because of the delayed condition relation in Fig. 2
(enforced by Sect. 2.1 for TimeLockWallet contract in
Fig. 1), Withdraw is only executable after at least unlockTime
is passed from the time Lock is executed. After the Owner role
executes Withdraw, this event remains disabled until included
by another event again by executing Lock (enforced by 20 in
Fig. 1).

In this paper, we use an extended version of DCR graphs,
allowing data [12], time [13], and sub-processes [15], which

is supported by the online design tool.! The version of DCR
graphs used in the online design tool also adds two new effect
relations: A value relation —=, denoted by a gray directed
edge with an = symbol at the target, with the effect of updat-
ing the value of the target event when the source event is
executed, and a cancel relation e—x, denoted by a brown
directed edge with a x symbol at the target, with the effect
of removing a possible pending execution requirement (e. g.,
due to a previous activation of a response rule) of the target
event when the source event is executed. For a DCR graph
with data, the marking assigns the current data value (if any)
associated with each event. For a DCR graph with time, the
marking additionally assigns time information to events, con-
cretely, how long ago an event was executed (if it has been
executed) and a deadline for when it is required to be executed
(if it is required to be executed in the future).

In Definition 1, we give the formal definition of timed
DCR graphs [13, 14] with sub-processes [15] and data [11,
12]. We use a new edge denoting a value effect, making it
possible for one event to update the data of another event.

We also assume a discrete-time model where time pro-
ceeds in steps represented by natural numbers. Let w =
{0, 1, 2, ...} denote the set of natural numbers including zero.
Time values representing minimum delays belong to w. Max-
imum deadlines, which can be finite or unbounded, belong
to the extended set w U {00}, where oo is a distinct symbol
representing infinity.” An infinite deadline (00) is used to rep-
resent that an event must eventually be executed (as known
from classical liveness properties), and serves as the default
deadline for response relations if not otherwise specified.

Definition 1 A timed DCR graph with sub-processes, data,
and roles G is given by a tuple (E, Eg, nest, D, M, s
o—, 0%, >0, —>+, =%, ——, L, 1) where

1. E is a finite set of events,

2. Eg is afinite set of event groups,

3. nest € EU Eg— E U Eg is an acyclic nesting function,
i.e., forallk > 1nest*(e) # nest(e), if nest(e) is defined.

4. D : E — Expg W {?} defines an event as either a compu-

tation event with expression d € Expg or an input event
9

5. M = (Ex,Re, In, Va) € ((E—ra)) X (E—(w U {o0})) x
P(E) x (E—rV)) is the timed marking with data,

6. C E x w x BEXpg x E, is the guarded timed condition
relation (where w specifies minimum delay),

7. e— C E x (w U {o0}) x BExpg x E, is the guarded
timed response relation (where the time component from
w U {oo} specifies the maximum deadline),

1" Available for free for academic use at http://dcrsolutions.net

2 The ISO 8601 standard (www.iso.org/iso-8601-date-and-time-
format.html) is used in the design tool, allowing the use of years, months,
days, and seconds.
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8. e>x, >0, >+, —>%, —— C E x BExpg x E are the
guarded cancel, milestone, include, exclude, and value
relations, respectively,

9. L ="P(R) x A is the set of labels, with R and A sets of
roles and actions,

10. I: E — L is a labeling function between events and
labels.

The nesting function nest(e) defines the immediate parent
of an event e or group e within the DCR graph’s hierarchy.
The nature of this parent determines the semantic interpreta-
tion:

1. Nesting Using Sub-Processes: If an event e.p;;4 is nested
under another event epqrens (Where epgrens € E, thus
nest(echild) = €parent € E), then epgren, is defined
as a sub-process event. This structure represents hier-
archical decomposition, where epuren; €ncapsulates a
logical phase or composite action, and e.i;q is one of its
internal steps. The execution and completion semantics,
as detailed below, involve specific interactions between
€parens and its nested contents.

2. Nesting Within a Group (Syntactic Shorthand): If an event
e is nested under an event group g (where g € Eg, thus
nest(e) = g € Eg), this primarily serves as a syntac-
tic shorthand for applying relations collectively. We use
the notation e < g for this direct containment within
a group. This allows DCR relations (like
defined between groups (or between a group and an event)
to implicitly apply to all events contained within those
groups. Let <* denote the reflexive, transitive closure of
<. Then, writing (x,k,d,y) € (where x, y can be
events or groups, and where, following Definition 1,k € w
is the time delay and d € BExpg is the guard condition)
implies that for any event e, with e, <* x and any event
ey with e, <* y, the relation (e,, k, d, ¢y) € holds.

, e—>, etc.)

This distinction is crucial: nesting under an event (nest(e) €

E) creates a semantically significant sub-process structure,
while nesting under a group (nest(e) € Eg) provides a nota-
tional convenience for managing relations applied to sets of
events.

In the case where there exists ¢’ € E such that ¢’ <* ¢”
and nest(e”) = e € E, we call the event e a sub-process
event. Sub-processes are useful for hierarchical modeling in
DCR graphs [15], allowing complex workflows, common in
smart contracts, to be broken down into manageable modules
for distinct phases or composite actions.

Intuitively, a sub-process acts as a container for a related
set of activities. Execution effectively “enters” a sub-process
when one of its events becomes enabled (which requires the
sub-process event itself to be included and enabled) and is
executed. Executing an event ¢ nested inside a sub-process
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Fig. 3 Alternative DCR model for the TimeLockWallet contract
(Fig. 1) using milestone — ¢ and response relations e—

e can trigger the immediate, atomic completion, and exe-
cution marking of e itself (updating Ex(e”)). This occurs if,
in the state M’ resulting directly from e;’s execution, two
conditions simultaneously hold: (1) the sub-process event
e is enabled, and (2) the sub-process e is “accepting.” A
sub-process is considered accepting when none of the events
directly nested within it are both included (In) and pending
(Re).

Like regular events, sub-process events can be targeted by
relations; including or excluding a sub-process event controls
the overall availability of all activities nested within it.

Whether an event is pending and included is defined by
the marking M = (Ex, Re, In, Va), which defines the state
of the process. Formally, the marking consists of three par-
tial functions, Ex, Re, and Va, and a set In of events. Ex(e),
if defined, yields the time since event e was last Executed.
Re(e), if defined, yields the deadline for when the event is
Regquired to happen (if it is included) and in this case we
say the event is pending. The set In is the currently Included
events. Finally, Va(e), if defined, is the current Value of an
event.

2.2.1 Enabledness.

The condition and milestone —¢ relations constrain
the enabling of events and determine when events can be
executed. As exemplified above, a condition ¢’ ee means
that ¢’ must have been executed at least once or currently be
excluded for e to be enabled. A milestone ¢’ —¢e means that
¢’ must either be currently excluded or not be pending for e
to be enabled.
Figure 3 shows an alternative model for TimeLockwallet
contract (Fig. 1). Instead of inclusion —+ and exclusion
—% relations, which are used in the first model of this con-
tract (Fig. 2), the alternative model uses milestone —< and
response e— relations to enforce the order Lock and With-
draw may happen. When executed, initially, the only enabled
event in this model (Fig. 2) is Lock, as there is a from Lock
to Withdraw disabling it unless Lock is executed. When Lock
executes, it enables Withdraw and at the same time makes
Withdraw pending (because of the response e— from Lock
to Withdraw). Note that the delay on the condition relation
stops Withdraw being immediately executable. Further-
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more, the milestone —<¢ relation from Withdraw to Lock
also takes effect, and since the source of this relation (With-
draw) is pending, Lock cannot execute unless Withdraw is
executed. After a round of executing Lock and then With-
draw, the response e—> relation from Withdraw to Lock takes
effect, making Lock pending. This also disables Withdraw,
as there is another milestone from Withdraw to the pending
Lock event as well. This model shows how we can enforce
specific event orderings only using semantics of enabledness
instead of inclusion —+ and exclusion — % relations.

Formally, an event e is enabled in marking M =
(Ex, Re, In, Va) and can be executed by role r € R, if
l(e) = (R',a) forr € R and (1) e is included: e € In, (2)
all conditions for the event are met: Ve’ € E.(e’, k,d, e) €

(¢ € InA[[dlly) = Ex(¢) > k and (3) all
milestones for the event are met: Ve € E.(e',k,d,e) €
—o.(e € In A[[d]ly) = Re(¢) is undefined and (4) if
e <* ¢’ such that nest(e’) = ¢’ € E, then e” is enabled and
can be executed by role r.

In the DCR graph in Fig. 2, the only event initially enabled
is the event Lock. It is enabled because it is included and it is
not under the influence of any other relation from any other
included event. The Withdraw event is disabled because it
is initially excluded (marked by a dashed border). The lack
of a role written on the event box means the event can be
executed by all roles in the model (in Figs. 2 and 3, only the
role Owner can execute the events, enforced by Sect. 2.1 in
Fig. 1 in the contract implementation).

2.2.2 Brief DCR execution semantics

The execution of an enabled event e € E (triggered by role
r where [(e) = (R, a) and r € R’, and potentially receiving
an input value v if e is an input event, D(e) =?) transitions
the graph from its current marking M = (Ex, Re, In, Va) to
a subsequent marking M’ = (Ex’, Re’, In’, Va’). This state

transition, denoted M obl M, is defined by updating the
components of the marking based on the effects of executing
e. We assume a discrete-time model where executing an event
advances time by Ar = 1:

1. Update Executed Time (Ex’): The time since the last exe-
cution is updated for all relevant events.

— The executed event e is marked as just executed:
Ex'(e) = 0.

— Forallotherevents e’ € E\{e},if ¢’ had been executed
previously (i.e., Ex(e’) was defined), time progresses:
Ex'(¢’) = Ex(e’) + 1. If Ex(e’) was undefined, Ex’(e”)
remains undefined.

2. Update Data Values (Va’): The value associated with the
executed event and potentially others are updated. Let
Va, e (e) be the new value determined for event e.

— Determine the value of the executed event e:

e If D(e) =? (input event), Va,oyy () = v.

e If D(e) = d, € Expg (computation event), Vay ey (€) =
[[de]]1m (the expression d, is evaluated using the val-
ues from the marking M before the execution).

e If e is a simple event, Va, .y, (e) is typically undefined.

— Initialize V&’ = Va. Set Va'(e) =
Va,ew(e) is defined.

— Apply valuerelations —=: For every event ¢” such that
(e, d, ") € —= and the guard condition [[d]] eval-
uates to true (using marking M), update the target’s
value using the new value of e: Va'(e”) = Vae (e).

Va,ep(e) if

3. Update Included Set (In"): The set of included events is
modified based on include —+ and exclude — % relations
originating from e.

— Initialize a temporary set Ins, = In.

— Apply includes: For all ¢” such that (e, d, ¢”) € —+
and [[d]]p is true, add e” to the set: INzemp = INzemp U
{e"}.

— Apply excludes: For all ¢” such that (e, d, ¢”) € —%
and [[d]]p is true, remove ¢” from the set: INe, =
INfemp \ {€”}. (Excludes typically override includes if
both apply from the same source event e).

— The final set of included events is In’ = Ngemp-

4. Update Required/Pending Deadlines (Re’): The set of
pending events and their deadlines are updated based on
response e— and cancel e—x relations originating from
e.

— Initialize Re’ = Re.

— Apply responses: For all ¢” such that (e, 147, d, ¢") €
o— and [[d]]y is true, a pending requirement for ¢”
is created or updated. The new deadline is ¢4 rela-
tive to the current time. If ¢” was already pending
with deadline ¢, (i.e., Re(e”) was defined), the new
deadline becomes min(z),, 74;). Formally, Re’(¢”) =
min(Re(e”), t4;), where Re(e”) is treated as oo if it
was previously undefined.

— Apply cancels: For all ¢” such that (e, d, ¢’) € e—>x
and [[d]]y is true, any pending requirement for ¢” is
removed. Formally, Re’(¢”") becomes undefined. This
takes precedence over any response relation from the
same event e that might target e”.

All guard expressions d on the relations originating from

e are evaluated based on the marking M before the execution
step. The resulting updates to Ex, Re, In, Va are then applied

@ Springer



1090

M. Eshghie et al.

conceptually simultaneously to determine the new marking
M’. For a more comprehensive treatment of the execution
semantics, including interactions with time progression and
sub-process handling, we refer the reader to [12, 15].

3 Smart contract design patterns as DCR
graphs

Due to the high stakes involved in applications, ensuring the
safety and security of smart contracts is crucial. To address
this, both the Solidity documentation and the developer and
smart contract security community have put forth a range of
recommendations. A considerable number of these recom-
mendations are now known as design patterns [5], because
they are widely adopted as a solution to recurring design
problems. These patterns promote the creation of contracts
that are designed with safety and security in mind, mitigating
potential risks and safeguarding users’ assets in the design
phase.

We collected these design patterns from academic design
pattern surveys [6-9, 28-31], smart contract programming
language documentations [25, 32, 33], Blockchain platform
specifications [3, 34], and smart contract security best prac-
tices [4, 35, 36]. The prevalence of these design patterns
is also confirmed by their occurrence in popular libraries
and contracts such as OpenZeppelin, SolidState Solidity, and
Aragon OSx [37-41].

We identify the design patterns representing high-level
behavior (Table 1) rather than implementation- and platform-
specific patterns. By “low-level,” we refer to patterns that
primarily dictate “how” a single function should be imple-
mented internally, often focusing on its computation, gas
optimization techniques, or language/platform-specific oper-
ations within the function’s body, rather than the overall
interaction flow between functions. The latter (platform-
specific patterns) concern features inside a function (the
execution of which we model as an event in DCR graphs). Itis
important to emphasize that this focus means our DCR-based
approach is inherently geared toward modeling the workflow
and interaction logic between contract functions, rather than
the detailed intra-function implementation steps dictated by
some lower-level patterns. For example, while our high-level
models capture that a function requires a specific role (access
control pattern, Sect. 3.6), they abstract away “how” that
check isimplemented (e.g., using a Solidity modi fier versus
an inline require statement). Similarly, patterns concerning
specific gas-saving coding tricks or ensuring specific secu-
rity invariants “during” a single function’s execution (like
the precise ordering within the checks-effects-interactions
pattern to prevent reentrancy [49-51]) fall into this low-level
category that we do not directly model with DCR graphs.
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Fig.4 Classification of smart contract high-level design patterns

The analysis of low-level patterns is orthogonal to our work
and can be handled, e. g., by runtime analysis of code [52].

In our current work, two of the 19 design patterns reviewed
in our previous work [1] are determined not suitable as
high-level patterns, as they pertained to low-level Ethereum-
specific operations (the checks, effect, interactions [8] and
secure ether transfer [9] patterns). Therefore, they are not
included in our current formalized design patterns (Table 1
and Sect. 3). Furthermore, the previously captured Escapa-
bility in our prior work [1] is now incorporated as a use-case
of the formalized circuit breaker pattern (the example in Sec-
tion 3.8). Likewise, the previously captured Time Constraint
in our prior work is now incorporated as a specialized version
of speed bump design pattern (Sect. 3.4).

We classify the high-level patterns into the following four
categories (see Fig. 4):

1. Time-based constraints: Time-based patterns impose
constraints on when activities can be performed, which
typically include deadlines and delays.

2. Roles and access control: Role-based access control [53]
restricts access to given functions to predefined roles.

3. Action dependencies and contract staging: High-level
design of a smart contract may impose an ordering on any
pair of activities.

4. Structural patterns: These patterns impose a certain
structure on the contract business process (and the imple-
mentation as a result) and are created by combining other
design patterns.

Many patterns combine aspects of several categories;
Fig. 4 depicts a classification of 15 design patterns we have
identified. We elucidate these patterns further below. Table
1 gives an overview of references of the design patterns,
libraries that implement them, their respective DCR models
(Sect. 3), and their use-case in our full contract DCR models
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Table 1 Smart contract business logic design patterns and their respective DCR graph models. These patterns are further categorized in Fig. 4

Design Pattern Libraries Model Use-case Brief Purpose

Time incentivization! [40, 42-45] §3.1 §5.1 Motivates timely action via
deadlines & penalties/rewards

Automatic deprecation[7] — §3.2 — Disables functions after a set
time/block

Rate limitation[8] [35] §3.3 — Limits action
frequency/volume per time
period

Speed bump(8] [35] §3.4 — Delays critical actions
conditionally for
review/reaction

Safe self-destruction[6, 7] [37] §3.5 — Provides secure, controlled
contract termination/fund
recovery

Access Control/Authorization[6, 7, 9] [37-39] §3.6 §5.1,5.3 Restricts execution based on
caller roles/permissions

Commit and reveal[7] — §3.7 §5.1 Hides inputs until later reveal
to prevent front-running

Circuit breaker [8] — §3.8 — Allows pausing critical
functions in emergencies

Guard check[9] [46] §3.9 §5.3 Validates function inputs/state
preconditions

Abstract contract states[7] [37] §3.10 §5.1,5.2,5.3 Manages allowed actions/order
via explicit state tracking

Oracle [6, 7] — §3.11 — Enables contract interaction
with off-chain data sources

Token [6] [37] §3.12 — Standardizes on-chain digital
asset (FT/NFT) management

Pull over push[7] [37] §3.13 §5.3 Favors recipient withdrawal
(pull) over contract send
(push)

Upgradability[7, 18] [37] §3.14 — Allows logic changes
post-deployment preserving
state/address

Governance [6, 28] [37, 47, 48] §3.15 — Enables decentralized control

changes via proposals/voting

"'We classify this recurring real-world solution as a design patterns, despite its lack of recognition in prior literature

(Sect. 5). The correspondence between Solidity constructs
and DCR graphs is presented in Sect. 4.

In the following subsections, we delve into each design
pattern, motivate it through describing the challenge it offers
a solution to, offer the visual representation of each pattern
model and a description of the associated DCR graph models.

3.1 Time incentivization
3.1.1 Motivation

In blockchain ecosystems, smart contracts operate as a reac-
tive system, executing transactions in response to the specific
function calls. However, certain scenarios require actions to
be performed at specific times even when the actors are adver-

saries. This can lead to potential issues like the stalling of
a protocol progress due to a user’s inaction, which could
result in the eternal locking of assets or services the con-
tract provides. Traditional solutions involve external oracles
for scheduling transactions at certain times (Sect. 3.11),
increasing complexity and risks [54]. The purpose of the time
incentivization pattern is to motivate parties to cooperate even
in the presence of conflicting interests. The parties are incen-
tivized by stipulating a deadline before which an actor shall
make a transaction. The actor that misses the deadline can
afterward be penalized by other actors.
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3.1.2 Model

The time incentivization design pattern, as illustrated in
Fig. 5, employs a DCR model to formalize the interac-
tion between Obligee and Obligor in a contract. This model
introduces activities such as Initiate, Fulfill Obligation, and
Enforce Penalty, guided by condition relation with a
deadline to ensure obligations are met in a timely man-
ner. The inclusion and exclusion relations (—+ and —%)
exist to ensure the correct order of activities which is first
either Obligee or Obligor roles initiating the agreement.
Next, Obligee has to fulfill the obligation. The model empha-
sizes the importance of structured incentives to mitigate
non-cooperative behavior. The current work is the first to
categorize this as a design pattern and formalize it.

3.1.3 Example

The implementation of time incentivization is prevalent in
several high-profile smart contracts, including Augur, Mak-
erDAO, Compound, Aragon Court, and Synthetix [38, 40,42,
45]. We demonstrate usage of this pattern in a game smart
contract in Sect. 5.1 to incentivize the game owner to con-
tinue the game by forfeiting the bets.

3.2 Automatic deprecation
3.2.1 Motivation

There are scenarios where the contract should not allow a sub-
set of its functionalities after a certain point in time or block
number. This is where we use automatic deprecation, which
is the opposite design pattern to a time constraint (Sect. 3.4).
Automatic deprecation stipulates a deprecation time (block
number) after which a function is not executable anymore [7].
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3.2.2 Model

To automatically deprecate part of the contract functionality,
typically a require statement (likewise assert in other smart
contract languages) checks at the function entry point against
the expiration. This means that a smart contract function can
be called and reverted, which is different from DCR model
semantics, where an event is enabled only if it successfully
executes.

Figure 6 demonstrates the DCR model of this design pat-
tern. Benefiting from the response relation e— from event
Deprecation Time Setter to Target Event, we set a deadline for
Target Event with the Duration. Target Event is not available
for execution after this deadline.

3.2.3 Example

This pattern is used both standalone and as part of other
design patterns (Sect. 3.15). For instance, on-chain vot-
ing protocols such as OpenZeppelin’s governance library
typically use these patterns to deprecate the vote function
available after a specific deadline [55].

3.3 Rate limitation
3.3.1 Motivation

There are scenarios where the intensity of sensitive opera-
tions should be limited within a certain time period. Rate
limitation imposes this limit on the number of successful
function calls by a participating user during a specific time
period [35].

3.3.2 Model

To model this pattern, we assume the sensitive event is the
Target Event operation. We present the model in Fig. 7. When
the model is simulated, the only included available event
to execute is Set Limit. The activity New Period is initially
executed (green tick on event box). The value relation —=
from New Period to Rate Limiter copies value O to Rate
Limiter every time New Period is executed to reset the Rate
Limiter for the new period.
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Fig.7 Rate limitation pattern modeled in DCR graphs

So far, the model keeps the system from exceeding the
limits. Without adding other relations to the model, New
Period would not execute periodically. Therefore, we use
both the semantics of delay (on condition ) and dead-
line (on response e—>) at the same time on New Period, to
force it to be executed exactly after Duration is passed. Each
execution of New Period sets a deadline and delay of Dura-
tion for the given event. Having mentioned relations on New
Period and assigning an automatic agent to the System (when
simulating the model) ensures that New Period is indeed exe-
cuted at exactly Duration intervals. Each execution of Target
Function by the role User updates the value of the Rate Lim-
iter (which is a sub-process) via a computation acting event
as a counter. The = symbol in the top-right corner of this
sub-process indicates that it performs a computation.

Based on the purple milestone relation — ¢, if the current
period amount does not exceed the limit, role User can exe-
cute Target Event. Furthermore, having the milestone relation
from New Period to Rate Limiter occur periodically ensures
that if the current execution of Target Event of the period
exceeds the limit, Target Event is not executable until the
next execution of New Period.

3.3.3 Example

An example of this pattern is when the contract explicitly lim-
its the total amount of transfers allowed during the defined
period. At each request, it is checked whether the request is
within the limits of the total amount of assets that can be
withdrawn (or the number of any sensitive action). Figure 8
shows this usage of the pattern. For the target-sensitive oper-
ation (Withdraw) to be available for execution, the current
amount that is withdrawn should be less than the limit set by
event Set Withdraw Limit.

3.4 Speed bump
3.4.1 Motivation

In situations involving a sensitive operation, such as the with-
drawal of assets or the authorization of significant actions, the
smart contract can impose a delay, specifically if the oper-
ation satisfies predefined conditions. This delay gives the

smart contract owner or the monitoring system time to react
to the event. This conditional delay mechanism is known as
speed bump design pattern. Speed bump imposes a temporal
barrier that gives enough time to detect a problematic event
and mitigate it.

3.4.2 Model

The DCR model for the Speed Bump pattern is illustrated in
Fig. 9. The pattern contains two activities: Critical Action
Request, initiated by a user, and the subsequent Critical
Action. The core mechanism of the speed bump, the condi-
tional delay, is modeled using a timed and guarded condition
relation (- e) originating from Critical Action Request and
targeting Critical Action. This relation incorporates two
things:

— A time delay, labeled Duration, specifying the minimum
time that must elapse after Critical Action Request exe-
cutes before Critical Action can become enabled.

— A boolean guard expression, labeled Delay Triggering
Condition. This condition is evaluated based on the state
at the time Critical Action Request is executed.

Consequently, Critical Action is only enabled if: (1) the spec-
ified Duration has passed since the request, and (2) the Delay
Triggering Condition was true when the request was made.
If the condition was false, the delay is bypassed, and the
action might become available immediately (subject to other
constraints).

In addition to the core conditional delay, other relations
manage the process flow and state, as shown in Fig. 9:

— Order of activities: An include relation (—+) from Crit-
ical Action Request to Critical Action makes the action
potentially executable after the request. An exclude rela-
tion (—%) often excludes Critical Action Request itself
upon its execution to prevent immediate re-requests.

— Obligation and reusability of the actions: The model in
the figure also contains a response relation (e—) from
Critical Action Request to Critical Action. This makes
executing Critical Action mandatory (pending) once the
request is made and the conditions (including time delay,
if applicable) are met. Concurrently, a milestone rela-
tion (—¢) from the (pending) Critical Action to Critical
Action Request prevents a new request from being initi-
ated while the current action is still pending. This ensures
the action completes before a new cycle can begin. Once
Critical Action executes, it typically includes (—+) Crit-
ical Action Request again, allowing the pattern to be
reused.

@ Springer



1094

M. Eshghie et al.
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Fig.9 Speed bump design pattern DCR model

These supporting relations ensure the proper ordering and
state management around the central conditional delay mech-
anism.

3.4.3 Example

In Decentralized Finance (DeFi) platforms, where users
engage in lending, borrowing, and trading of digital assets,
the risk of rapid, large-scale withdrawals (also known as
“bank runs”) can destabilize platforms and markets. By
implementing a speed bump on withdrawals, DeFi platforms
can introduce a cooling-off period. This not only provides the
platform with the necessary time to ensure liquidity but also
mitigates the impact of panic selling, preserving stability in
volatile market conditions [56].

In multi-stage business processes, ensuring that code exe-
cution follows predefined stages is a challenge. We mandate
this through time-based dependencies. To model time-based
dependencies, we use a specialized version of speed bump
pattern called “time constraint” where the condition on
is always true, and the availability of Target Function is only
constrained by time elapsed after execution of Time Con-
straint Starter (Fig. 10).

In some cases, Target Function is constrained from the
commencement of the contract, i.e., Time Constraint Starter
should be interpreted as execution of constructor function of
the contract.

Modeling more complex time constraints where only part
of a function should be executed or blocked based on time
may be less straightforward. One approach is to interpret
Solidity’s require statements (assert in other smart con-
tract languages) as conditions in DCR graphs, connecting
multiple activities to shape the business logic [32, 33]. In such
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Fig. 10 Time constraint (specialized version of speed bump) DCR
model

cases, a single public/external function in the contract
interface, especially one with complex internal logic enforc-
ing different execution stages (e.g., via multiple require
statements), might not map directly to a single DCR event.
Instead, the behavioral dependencies inherent in such stage-
based function execution can be modeled more effectively in
DCR. This is achieved by defining multiple distinct activities
(representing the key stages or outcomes of the function’s
logic) and connecting them with the appropriate condi-
tion relations (—e) to enforce the required sequence and
timing constraints that mirror the function’s internal stage-
dependent behavior.

The lottery contract source code uses a simple form of
time constraint, where the payoutReady function reverts the
transaction if it is not yet ready [57].

ChainSafe bridge Solidity contract [47] represents a com-
plex usage of time constraint pattern. It enables or disables
parts of a function based on a certain (relative) time or stage of
the execution, i.e., the success of a function call depends on
the time (block number) or contract state. Fig. 11 presents the
function voteProposal from the mentioned contract. This
function has multiple require and if-else statements that
control action dependencies and cause the same function to
have different results. In the mentioned contract, the function
voteProposal based on the time of calling and what actions
were carried out so far in the contract’s lifetime.

3.5 Safe self-destruction
3.5.1 Motivation

There are certain scenarios where the code of the contract is
no longer needed or the contract functions should no longer
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Fig. 11 Solidity code of the :
voteProposal function in
ChainSafe bridge contract

function voteProposal(uint8 domainID, uint64 depositNonce, bytes32
resourcelID, bytes calldata data) external onlyRelayers
whenNotPaused {

2 address handler _resourcelIDToHandlerAddress [resourceID];

3 uint72 nonceAndID (uint72 (depositNonce)<<8) | uint72(domainID);

4 bytes32 dataHash keccak256 (abi.encodePacked (handler, data));

5 Proposal memory proposal = _proposals[nonceAndID][dataHash];

6 require (_resourceIDToHandlerAddress [resourceID] != address(0), "mo
handler");

7 if (proposal._status == ProposalStatus.Passed) {

8 executeProposal (domainID, depositNonce, data, resourceID, true);

9 return;

10 }

11 address sender = _msgSender ();

12 require (uint (proposal._status) <= 1, "Executed/cancelled");

13 require (! _hasVoted (proposal, sender), "Relayer already voted");

14 if (proposal._status == ProposalStatus.Inactive) {

15 proposal = Proposal ({

16 _status ProposalStatus.Active,

17 _yesVotes

18 _yesVotesTotal o,

19 _proposedBlock uint40 (block.number)

20 1

21 } else if (uint40(sub(block.number, proposal._proposedBlock)) >
_expiry) {

22 proposal._status = ProposalStatus.Cancelled;

23 }

24 if (proposal._status != ProposalStatus.Cancelled) {

25 proposal._yesVotes = (proposal._yesVotes | _relayerBit(sender)).

toUint200 () ; proposal._yesVotesTotal++;

26 if (proposal._yesVotesTotal >= _relayerThreshold) {

27 proposal._status = ProposalStatus.Passed;

28 }

29 ¥

30 _proposals[nonceAndID] [dataHash] = proposal;

31 if (proposal._status == ProposalStatus.Passed) {

32 executeProposal (domainID, depositNonce, data, resourceID,false);

33 ¥

34}

be available for execution. This typically happens when the
contract is migrated to another address (through upgrad-
ability pattern Sect. 3.14) or in the event of a critical bug
or vulnerability, contract functionality should be completely
removed. Self-destruction operation is provided for the con-
tract Owner to delete the contract from blockchain and send
the cryptocurrency in the contract to another address at the
same transaction. This operation is directly available in Solid-
ity and Vyper languages using selfdestruct [25, 33, 58]. In
other smart contract ecosystems a similar effect is viable
through sending all the cryptocurrency of the contract to
another address and putting a permanent lock on all con-
tract functions. Given the irreversible and significant impact
of this operation, it should be encapsulated within a distinct
function, meticulously protected against unauthorized access
and inadvertent executions.

The function that encapsulates self-destruction capability
should be executable only by the most privileged role in the
contract. Although the unintended trigger of this function by

Contract
Owner
J =
Safe Nominal
Selfdestruct Operation

[Destruction Request Count >

Threshold]
%

Fig. 12 Safe selfdestruct pattern DCR model

the most privileged role is unlikely, precautions should still
be taken to prevent it.

3.5.2 Model

Figure 12 presents safe self-destruction design pattern. The
contract itself is modeled using the sub-process Contract.
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Correct execution of Safe Selfdestruct function excludes the
contract sub-process which represents the removal of the
contract from blockchain. The role Owner assigned to Safe
Selfdestruct is the only role that can execute this function.
Furthermore, to safeguard against inadvertent function calls,
a time constraint pattern (Sect. 3.4) is used on Safe Selfde-
struct via the delayed reflexive condition relation on Safe
Selfdestruct. Besides, the exclude relation —% from event
Safe Selfdestruct to Contract has a guard condition that only
excludes Contract if Safe Selfdestruct is called more than a
predefined Threshold. This means if the predefined Threshold
is bigger than one, each time Owner calls Safe Selfdestruct,
he has to wait Duration until the next successful invocation of
this function. The Threshold could potentially be used to ver-
ify enough number of users with Owner role have requested
for the destruction of the contract.

3.5.3 Example

The MultiSafeSelfDestructible contract (Fig. 13) embodies a
safe self-destruction usage tailored for scenarios that require
consensus among multiple owners before self-destruction. It
ensures that the contract can only be terminated once a prede-
fined threshold of approvals from designated owners is met,
coupled with a timing constraint to prevent rapid, successive
attempts. This particular usage of the safe self-destruction
pattern ensures that critical decisions, like contract termina-
tion, are made collectively, reducing the risk of unilateral,
premature, or accidental execution.

3.6 Access control
3.6.1 Motivation

Unrestricted access to contract functions can lead to unautho-
rized interactions with the contract and unintended contract
behavior. To prevent this, having a robust framework for
access control where contract functionalities are securely
gated behind roles defined by their specific permissions is
crucial.

3.6.2 Model

Access control restricts access to functions to only a subset
of accounts, calling them based on the account roles and
permissions of each role [6, 7, 9].

Here, we benefit from DCR’s native support for access con-
trol, modeled directly through roles assigned to activities.
Each event in a DCR model can be limited to one or more
specific roles. The lack of any role written on an event means
every role defined in the model can execute this event. This
is very similar to implementing a function in the contract that
does not declare any access control.
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We have not included a specific model for this pattern as it
is used in most of the other models presented in the paper. For
instance, Fig. 7 contains two roles User and System assigned
to three activities in the model. When simulating the model, it
is possible to assign automatic agents that execute any event
having the role as soon as the event is available for execution
(depending on relations defined on that event).

In the mentioned scenarios, roles are assigned statically to
accounts when a contract is deployed on the blockchain. Cer-
tain models may require dynamic assigning or reassigning
access rights (execution rights) which is not natively sup-
ported by DCR semantics [10]. However, external tools that
are built on DCR graphs and extend it enable this opera-
tion [59].

3.6.3 Example

A classic example of using access control in smart contracts is
the initialization of a variable of type address (e.g., owner
) with the contract deployer’s account. Alternatively, for a
more democratized solution, Fig. 13 keeps a mapping of
owner addresses and checks the access rights at entry point
of desired functions using the defined modifier onlyowner.
This pattern restricts the execution of certain functions exclu-
sively to the owner, serving as a basic form of access control.
For instance, a smart contract governing a voting system
might restrict the ability to tally votes or end the voting period
to the owner alone, preventing unauthorized manipulation of
the voting process.

Similarly, on other blockchain platforms like Algo-
rand [34], this pattern is implemented by asserting who can
execute critical functionalities. In Algorand, this is done
in PyTeal (a Python library that compiles to Algorand’s
TEAL [60]) by asserting that the transaction sender matches
the application’s creator address as line 4 in Fig. 14 presents.>

3.7 Commit and reveal
3.7.1 Motivation

In a public permissionless blockchain platform such as
Ethereum, transaction data are public [7]. Therefore, if a
secret is sent along with a transaction request, participants
in the blockchain consensus protocol can see the secret value
even before the transaction is finalized. On the other hand,
the party holding the secret should commit to it before other
parties act, so the secret cannot be changed after the fact.
The commit and reveal pattern addresses this problem and
works in two phases. In Phase 1, a piece of data are submitted
that depends on the secret (which itself is not yet submitted).

3 Example is from: https://github.com/barnjamin/pyteal/blob/
examples-for-docs/_examples/txn.py#L86-L91.
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Fig. 13 Solidity code example 1 contract MultiSafeSelfDestructible {
of using a safe self-destruction 2 mapping (address => bool) public isOwner;
functionality 3 mapping (uint256 => mapping(address => bool)) public
approvedDestruction;
4 uint256 public ownerCount = 0O; uint256 public destructionAttempt =
0; uint256 private lastDestructionAttemptTime = O;
5 uint256 public constant THRESHOLD = 2; uint256 public constant
DURATION = 1 days;
6 constructor (address [] memory _owners) {
7 require (_owners.length >= THRESHOLD, "Insufficient owners");
8 for (uint i = i < _owners.length; i++) {
9 require (_owners[i] != address(0) && !'isOwner[_owners([i]], "
Invalid address");
10 isOwner [_owners[i]] = true;
11 ownerCount++; }}
12 modifier onlyOwner () { require(isOwner [msg.sender], "Not an owner"
)i -5 %
13 function approveOrInitiateDestruction() external onlyOwner {
14 if (lastDestructionAttemptTime + DURATION < block.timestamp) {
15 destructionAttempt++;
16 lastDestructionAttemptTime = block.timestamp;
17 for (uint256 i = 0; i < ownerCount; i++)
18 approvedDestruction[destructionAttempt] [msg.sender] = false;
19 }
20 require (! approvedDestruction[destructionAttempt] [msg.sender], "
Already approved");
21 approvedDestruction[destructionAttempt] [msg.sender] = true;
22 uint256 approvalCount = O0;
23 for (uint256 i 0; i < ownerCount; i++) {
24 if (approvedDestruction[destructionAttempt][msg.sender])
25 approvalCount ++;
26 }
27 if (approvalCount >= THRESHOLD)
28 selfdestruct (payable (msg.sender));
29 ¥
30}
Fig. 14 PyTeal snippet for 1 def app_update():
authorizing application updates 2 program = Assert (
3 Txn.on_completion() == OnComplete.UpdateApplication,
4 Global.creator_address () == Txn.sender (),
5 )
6 # The rest of the logic...

Often, that data are the crypto-hash of the secret, such that
the secret cannot be reconstructed. Phase 2 is the submission
(and reveal) of the secret itself. In between both phases, par-
ticipants not holding the secret, like the players of a gambling
game, can do their actions, e. g., placing a bid.

3.7.2 Model

Figure 15 presents the model of this pattern. Here, event
Reveal is blocked initially by the condition relation from
Commit to Reveal, and is enabled once a user commits. The
commit makes Reveal pending (through the response relation
o—>).

The milestone relation —<¢ from the pending Reveal to
Commit means that unless a reveal happens, no other com-
mit is possible. When the role Revealer executes Reveal, it

makes event Decide pending through the response relation
o—>. This again makes it impossible for the Committer role
to commit another value since there is a milestone relation
— ¢ from Decide to Commit. The decision is made using the
Decide event based on committed and revealed values. After
executing Decide, the same types of relations prevent a new
value being committed before the finalization of decision.
Executing either of Pass or Fail, enables event Commit again
to commit a new value.

3.7.3 Example

The casino contract presented in Sect. 5.1 incorporates this
design pattern. In this contract, bet is placed through the
commit phase, and executing decideBet function in Fig. 27
reveals the secret.
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Fig.15 Commit and reveal
design pattern
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Blind auction contracts also integrate this design pat-
tern [61]. In a blind auction contract, bidders submit a hash
of their bid (commit phase) that keeps the amount secret until
the bidding period ends, at which point bids are revealed and
the highest bid wins.

3.8 Circuit breaker (emergency stop)
3.8.1 Motivation.

Smart contracts are designed to run autonomously on
blockchain platforms. There is no built-in mechanism to stop
their execution without modifying the contract code. The cir-
cuit breaker pattern, sometimes referred to as emergency stop
or pausable, addresses this by enabling a designated author-
ity (like an Admin role in the contract) to temporarily halt the
contract’s critical functions. This is typically done as an emer-
gency measure in response to potential exploits, discovered
bugs, or other severe issues to protecting the contract’s state
and assets while an investigation or remedy is applied [8].

3.8.2 Model

Figure 16 demonstrates our model for circuit breaker pattern.
We have three categories of activities here: activities that are
available in the normal execution (Nominal Operation) of the
contract, those that are only available when the circuit breaker
is triggered (activities inside Circuit Breaker sub-process),
and the event that enables the Circuit Breaker (Panic event
executed by Monitor role in Fig. 16). There is a milestone
relationship —¢ between Circuit Breaker sub-process and
all other DCR nodes. The existence of this milestone helps
to disable the execution of all of these activities when Circuit
Breaker is pending (which happens immediately after Mon-
itor role executes the Panic event). In Fig. 16, event Panic
executed by Monitor role makes Circuit Breaker pending.
This means that unless event Revive is executed, neither Nom-
inal Operation nor Panic activities are executable anymore.
Executing Contingency enables a contingency plan.
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3.8.3 Example

There have been cases where a vulnerability in the contract
triggered by a certain transaction led to funds being locked
in the contract [62]. To prevent this, a smart contract may
implement a function whose logic is independent of the main
contract logic; when triggered, it withdraws all assets in the
contract to a certain address. This new address can be the
upgraded version of the contract that contains a patch for the
vulnerability (cf. Sect. 3.14). This mechanism is known as
an “Escapability” or “escape hatch.” It serves as a last resort
to recover assets or control if the primary contract logic fails
or becomes unusable.

The Contingency event in our DCR model (Fig. 16) rep-
resents the point where such an escape mechanism would
be invoked. This is why “Escapability,” which we dis-
cussed in prior work [1], is now integrated as an example
application of the Circuit Breaker pattern rather than being
presented as a separate high-level pattern itself. An escape
hatch often consists of transferring assets to a predefined safe
address [62-64].

3.9 Guard check
3.9.1 Motivation

Smart contracts are reactive services deployed on blockchain
that can perform computation and change the global state of
blockchain as a result of calls to their functions. When a
function is called, the input parameters of the function and
contract state variables should be checked before the function
body is executed. Besides, the result of the function execution
should never violate certain properties within the contract.

Therefore, input validation and invariant checking are per-
formed in functions. This is also known as the guard check
design pattern. In Solidity, input validation is performed
via the require statement and invariants are checked using
assert [46, 50, 51].
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Fig. 16 Circuit breaker design Circuit Breaker
pattern DCR model N T
Monitor —»% b Client
Contingency Revive
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3.9.3 Example
Condition Condition Examples of this design pattern are used in other patterns.
Setter Deﬁihde”t In Fig. 9, the guard Delay Triggering Condition on is
ction

Fig. 17 Model of guard check design pattern

3.9.2 Model

In a smart contract implementation (e.g., using Solidity’s
require), guard checks typically occur inside the function
body. However, our DCR models capture behavior at a higher
level of abstraction, focusing on the interactions and depen-
dencies between activities (which map to public/external
function calls or transactions). Therefore, instead of model-
ing internal checks, the DCR graph represents a guard check
as a condition relation that must be met for the target
event to be enabled. This condition is often determined by
the state or data resulting from the execution of previous
activities.

To model this, we use the condition relation (— ) in the
DCR graph. Specifically, we employ a guarded condition
relation, which attaches a boolean expression (the Condition
in Fig. 17) to the relation’s directed edge. In Fig. 17, the
Condition Setter event represents an action that establishes
the relevant state or data. The Condition Dependent Action
event represents the function being guarded. The guarded

from Condition Setter to Condition Dependent Action
ensures that Condition Dependent Action is only enabled if
the specified boolean Condition evaluates to true based on
the current process state (potentially including the value set
by Condition Setter).

Figure 17 follows a convention we have adopted for mod-
eling contracts with DCR, which involves assigning the
identifier and type of the Condition Setter event to match the
identifier and type of the bookkeeping variable it affects. This
approach allows us to track the impact of activities on book-
keeping variables (utilized in guard checks) without delving
into the details of the function(s) the event maps to. The men-
tioned identifier is useful for specifying the Condition.

checked before applying the delay. When implemented, this
guard check should be performed inside (at the top of) the
function that is mapped to Critical Action.

3.10 Abstract contract states
3.10.1 Motivation

In most decentralized applications, action dependencies
impose a partial order on action executions that a smart con-
tract has to follow. Smart contract programming languages
(e.g., Solidity) lack an explicit means to enforce action
dependencies. Therefore, a state variable of type enumeration
can mimic a finite state automaton, whose state transitions
enforce the set of executable functions, encoding a partial
order among action executions [7].

3.10.2 Model

DCR models benefit from relations such as condition ,
inclusion —+, and exclude —% that explicitly specify the
partial ordering of event executions. Thus, using abstract con-
tract states is unnecessary when modeling contracts in DCR
graphs. However, the concept of abstract states can still be
explicitly represented in a DCR model. As shown in Fig. 18,
this is possible via bundling of multiple activities that are
intended to be available during a specific contract state or
phase in one sub-process. Figure 18 demonstrates a system
with three states of Initial State, Intermediate State, and Ter-
minal State. As the third state does not contain any event, and
both other states (and their activities as a result) are excluded
by the time Terminal State is included, the smart contract
remains in Terminal State for the rest of its runtime.

3.10.3 Example
Both casino (Sect. 5.1) and escrow (Sect. 5.2) contracts use

this design pattern in the implementation. We capture partial
action orderings in model of both of these contracts using
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Fig. 18 Abstract contract states
design pattern DCR model

Initial State Intermediate State
Initial —p Intermediate &—>+ Terminal
Activity Activity State

DCR relations instead of using abstract contract states. For
the escrow example, we include a model that formalizes
design of the contract through abstract contract states in DCR
graphs (Fig. 28).

3.11 Oracle
3.11.1 Motivation

Blockchains, as the execution platform of smart contracts,
separate them from outside networks such as the World Wide
Web. Oracles bridge this gap by enabling smart contracts to
integrate off-chain data into their execution processes and to
export information from blockchains to external systems [6,
7]. A critical requirement for blockchain consensus ecosys-
tem is deterministic execution: every node must compute the
exact same result given the same inputs. If smart contracts
were to directly read data from variable off-chain sources,
different nodes could obtain different data values, leading to
divergent execution paths and a failure to reach consensus.
Oracles solve this problem by acting as trusted intermedi-
aries that fetch external data and submit it reliably onto the
blockchain, ensuring all nodes operate on the same, consis-
tent information [4].

3.11.2 Model

The oracle pattern employs an external call from our main
contract to another contract that serves as the on-chain oracle
component (data source) to register the request for off-chain
data. This registration call information should also be kept in
bookkeeping variables inside the oracle contract itself. When
the data are ready in the service contract, it informs the main
contract about the result by calling a callback function from
the contract requesting data.

Figure 19 presents our DCR model for the oracle pattern.
In case of requesting data from an oracle, data oracles pro-
vide data in two ways. Either the data are already published
by the oracle contract or the data are to be requested. In the
former case, event Read Data in the oracle contract should
be executed by the User role. In case the data are not already
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published on chain by the oracle ecosystem, Data User Con-
tract requests data by executing event Request Data. Once
the data are prepared by the oracle, it should be pushed to the
contract using event Receive Data.

3.11.3 Example

A compelling use of oracles is in decentralized finance pro-
tocols built using smart contracts. In these protocols, oracles
act as a bridge to up-to-date market values of digital assets.

As another use-case, oracle platforms provide an alterna-
tive solution for replacing the time incentivization pattern
(Sect. 3.1) by triggering smart contract function calls auto-
matically at specific times [54].

3.12 Token design patterns
3.12.1 Motivation

Tokens, serving as the cornerstone of asset representation,
behavior, and manageability on distributed ledgers, pave the
way for a wide range of applications within smart contract
ecosystems. Among these, fungible and non-fungible tokens
stand out as two of the primary building blocks for tokeniza-
tion [6].

Fungible tokens are identical digital assets that can be
exchanged without losing value, ideal for currencies and
commodities due to their interchangeability, divisibility, and
uniformity. Non-Fungible Tokens (NFTs) are unique digital
items, each distinct from the other, making them irreplace-
able and unsuitable for direct exchange [65].

The design and implementation of tokens on platforms
like Ethereum have evolved into standardized patterns,
notably the ERC-20 and ERC-721 standards, which address
fungible and non-fungible tokens, respectively [66]. These
standards facilitate the interoperability and consistency
across different applications. There are many more tokeniza-
tion schemes that include details out-of-scope of the current
work. We decided to only include the model related to two
FT and NFT token schemes as these two token types are used
to build more complex tokenization schemes.
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Fig. 19 Oracle design pattern in

DCR graphs
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Fig.20 Token design pattern DCR model

3.12.2 Model

We present our tokenization model in Fig. 20. Both FT and
NFT schemes usually depend on a Mint event to create new
tokens. Depending on the target functionality and type of
tokens, Mint could be mapped to either a function in the
tokenization implementation or the mere action of deploy-
ing the contract. It is possible to both transfer a token that
belongs to the transaction caller account using event Trans-
fer or transfer another account’s token by transaction caller
account using Transfer From. In the latter case, the actual
token holder should use Approve functionality in the contract
to approve the transferring of his tokens by another account.
The event Burn is used to destroy tokens by the token holder.
This event could either be directly mapped to a function with
the same name in the contract implementation or to the func-
tion implementing event Transfer. In latter case, simply the
act of transferring the tokens to a burning address acts as
burning them.

Data User Contract

Oracle Contract

User User User

+4¢—o

Process Data Read Data Request Data

3.12.3 Example

ERC-721-based NFT scheme empowers users to tokenize
digital art, creating unique tokens for each piece to ensure
ownership and authenticity. ERC-20 standard allows for cre-
ating cryptocurrency fungible tokens that are exchangeable.
Inboth of these scenarios activities in token design patterns—
Mint, Transfer, Transfer From, and Burn—can be translated
to actual functions in contract implementation.

3.13 Pull over push
3.13.1 Motivation

Smart contract functions can be used to send tokens and cryp-
tocurrency to other accounts on blockchain, or call other
functions in another contract. In some smart contract exe-
cution environments (such as the ones based on Ethereum
Virtual Machine), when sending cryptocurrency or tokens via
any external call, the receiver may act unexpectedly before
returning the control.

The pull over push pattern discourages pushing tokens or
cryptocurrency to the destination as a side-effect of calling a
function. Rather, it encourages exposing a Pull function that
users of the contract can call for this reason [7].

3.13.2 Model

As our model in Fig. 21 shows, the contract follows this
pattern by providing a function for the users to manually pull
the assets (or request the service). In case the continuity of the
application is endangered because of lack of interaction from
user, one can use time incentivization (Sect. 3.1) or oracle
pattern (Sect. 3.11). The difference between the pattern and
its anti-pattern (push) is both the role initiating the interaction
and function implementation details which is out of scope of
DCR graph modeling of activities.
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Fig.21 Pull over push design -

pattern DCR model client
Pull

3.13.3 Example

Figure 22 demonstrates both the pull over push pattern and its
anti-pattern. Function distribute (lines 10—16) which is only
callable by the privileged users in the contract contains a call
to the recipient account holder to push the funds, whereas in
withdraw, the account holder has to withdraw manually by
calling the function (pull).

3.14 Upgradability
3.14.1 Motivation

Smart contracts are implemented within the code segment of
blockchain accounts, representing the account’s immutable
component. This means there is no opportunity for directly
patching the contract even after the detection of severe bugs
or vulnerabilities.

Upgradability design patterns help with the mentioned
problem by segregating the functionality contract from the
contract state variables. This typically means keeping the
contract state variables in a permanent address and migrating
to another account code section to provide the function-
ality on the permanent contract state variables (storage in
Ethereum [3]).

3.14.2 Model

Our model in Fig. 23 demonstrates this design pattern. There
are three roles here: Admin, User, and System. We use System
in modeling smart contracts with DCR graphs whenever we
would like to automatically execute an event without the need
for interaction (transactions on blockchain) as soon as it is
available for execution in the model. This way, when simulat-
ing the model, we can automatically execute any event with
the role System. Role Admin can set the logic contracts (either
one or two here in our model). Once the logic number (which
corresponds to the logic contract address in real blockchain
environments) is updated, any call to Target Function is for-
warded to the event with the same name in the new logic
contract. This automatic execution is because of the response
relation e— between Target Function and the actual function
in the new logic contracts. Simply put, when simulated, in a
DCR model any pending event (has a e— to it) is executed
immediately if automated execution is enabled for the role
of that event.
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3.14.3 Example

Popular libraries such as OpenZeppelin offer upgradable con-
tract libraries such as proxy upgradable contract [67]. This
library performs very similar to our model in Fig. 23 with
proxy being the same entity as the Upgradable Data Con-
tract event. This contract keeps the permanent storage and
points to new logic if the contract is upgraded. Since this
library is built for Solidity language (EVM-based blockchain
platforms), the workaround to implement the proxy contract
without actually implementing Target Function or determin-
ing any information about the function signature, is to capture
all calls to the proxy contract using the fallback function in
proxy. Fallback function in Solidity, is the default function
that is invoked when no other function matches the Target
Function signature. Proxy contract forwards the captured call
information in the fallback function to a function with that
same signature in Logic Contract. This call forwarding is
possible through delegatecall that enables the contract to
execute the called function within the context of the proxy
contract’s storage, allowing the logic contract to manipulate
the proxy’s data as if the logic were executing directly within
the proxy contract itself. This mechanism ensures seamless
upgrades by decoupling the contract’s logic from its state,
facilitating the evolution of contract functionalities without
altering the underlying data structure or contract address.

This pattern should be implemented with caution as mali-
cious or buggy logic contract can potentially overwrite
storage slots that belong to access control (Sect. 3.6) [68].
An example of this vulnerability arises from the use of
delegatecall, where the logic contract executes within the
storage context of the proxy contract. This shared storage
model can lead to a storage collision if the proxy and logic
contracts have incompatible assumptions about the layout
or types of data stored at specific storage slots [68]. This
vulnerability stems from the state variables defined in the
logic contract occupying the same storage slots that the proxy
contract reserves for its own administrative variables (e.g.,
owner variable). These administrative data often includes
the address of the contract owner responsible for authorizing
upgrades, as well as the address of the current logic con-
tract implementation itself. If a logic contract writes to a
state variable whose storage slot collides with, for example,
the proxy’s owner address slot, it can overwrite this crit-
ical access control parameter. An attacker can exploit this
by adding their own address as the owner to hijack con-
trol over the upgrade mechanism and deploy malicious logic
updates. Common mitigation strategies include adhering to
established proxy standards that reserve specific, well-known
storage slots for administrative data (such as those defined
in EIP-1967 [69]), ensuring these slots are unlikely to clash
with logic contract variables.
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Fig.22 Solidity code example

1 import "G@openzeppelin/contracts/ownership/Ownable.sol";
of using an pull over push 5
pattern 3 contract SimpleFundManager is Ownable {
4 mapping (address => uint) public balances;
6 function deposit() external payable {
7 balances [msg.sender] += msg.value;
] }
9
10 function distribute(address recipient) external onlyOwner {
11 uint amount = balances[recipient];
12 require (amount > 0, "No funds available to push");
13 balances [recipient] = 0;
14 (bool success, = recipient.call{value: amount}("");
15 require (success, "Failed to push funds");
16 }
17
18 function withdraw() extermnal {
19 uint amount = balances[msg.sender];
20 require (amount > 0, "No funds available to pull");
21 balances [msg.sender] = 0;
22 (bool success, = payable(msg.sender).call{value: amount}("");
23 require (success, "Failed to pull funds");
24 }
25 )
Fig.23 Upgradability design % %
pattern DCR model
Logic Contract 1 Upgradable Data Logic Contract 2
Contract
System
System User Y
Target
Target — P » .
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3.15 Governance
3.15.1 Motivation

Smart contracts enable decentralized applications by relying
on lack of central authority of blockchain. Smart contract
logic upgrades (Sect. 3.14) or even pivotal parameter updates
(such as predefined thresholds) are part of the normal main-
tenance of the decentralized applications. Enabling a certain
role (Sect. 3.6) in the smart contract to arbitrarily perform
such code upgrades or parameter updates defeats the purpose
of deploying the application in a decentralized architecture.

Admin

Set New
Logic

On-chain governance pattern is used in decentralized pro-
tocols to solve the central point of decision making. This
pattern allows for decision making on parameter changes and
upgrades [6, 28]. This pattern allows token holders or a group
of privileged users to submit proposals and vote on them to
make decisions that affect the behavior of the contract.

3.15.2 Model
Because of the inherent complexity of this structural design

pattern, we present two versions of it: simple governance
(Fig. 24) and timed governance (Fig. 25) models.
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Fig.24 Simple governance design pattern DCR model

As mentioned earlier this pattern allows for creation of
proposals, voting on them and then executing them to take
effect. Our model in Fig. 24 contains three activities Cre-
ate Proposal, Vote, and Execute Proposal. These activities
are directly translatable to functions in contract implemen-
tation. We use inclusion —+ and exclusion —% to enforce
the correct order of activities (function calls). The event Vote
is used by token holders or participants of the smart con-
tracts to cast votes. As soon as enough number of votes is
cast, Execute Proposal is included and activated via guard
[VoteCount > Threshold] on inclusion —+ from Vote to
Execute Proposal. Vote Count denotes the identifier of the
Vote event to capture the number of votes cast. The equals
symbol on top-right corner of Vote denotes the computation
that happens whenever this event is executed. In this case, the
computation is simply increasing the number of total votes
by one each time a vote is cast. Furthermore, after executing
the proposal (Execute Proposal), value relation —= is used
to reset event Vote (number of votes) to zero.

The simple governance model (Fig. 24) captures the core
functionalities of this pattern. However, the simple version
of the model does not handle the following issues well:

— As this pattern allows for submission of proposals,
protocol participants can maliciously or inadvertently
introduce vulnerabilities or bugs to the protocol by the
proposal.

— When voting, a lack of interaction from the participants
can endanger the continuation of the governance process.

— As the proposal execution might introduce a signifi-
cant modification to the application, a mechanism should
help the protocol participants to adapt to the modi-
fication. For instance, imagine a governance proposal
approves a contract upgrade that modifies the appli-
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cation’s interface (API). If this change were executed
immediately, any external application, script, or inte-
grated service currently calling the old function would
instantly fail potentially causing cascading errors. A
mechanism should help the protocol participants to adapt
to the modification.

To resolve the abovementioned issues, timed governance
model in Fig. 25 introduces the following features:

— Review delay. To resolve malicious or buggy proposals,
a proposal review period is necessary before enabling
the proposal voting. Therefore, a time constraint design
pattern (Sect. 3.4) is introduced from the Review event
to the Vote event. This pattern is added as Review Delay
Duration on the mentioned condition relation

— Voting deprecation. To resolve the protocol continuity
challenge, we introduce an automatic deprecation design
pattern (Sect. 3.2) on the Vote event. The blue exclamation
mark on Vote shows this event deprecates in a prede-
fined duration after it is enabled. This duration should be
adjusted based on the application.

— Grace delay. A mandatory delay after a proposal passes
allows participants time to adapt to the changes before
new proposal execution. This uses the time constraint
pattern (Sect. 3.4). In the model (Fig. 25), this delay
is enforced by a timed condition relation (—e) from
the intermediate Grace event to Execute Proposal. This
relation, labeled Grace Delay Duration, postpones when
Execute Proposal can be enabled.

The introduction of the intermediate grouping activities
Review and Grace in the timed governance model (Fig. 25)
addresses a subtlety in combining timed delays with sequen-
tial execution enforced by include/exclude relations in DCR
graphs. Consider applying the Review Delay directly using

. ... . Review Delay
a timed condition relation: Create Proposal Vote.

According to DCR semantics (specifically point (2) of
the Enabledness criteria described following Definition 1),
for Vote to become enabled via this timed condition after
the delay, the source event (Create Proposal) must sat-
isfy the check Create Proposal € In A [[dlly =
Ex(Create Proposal) > Review Delay. A key part of this
check is that the source event (Create Proposal) must be
included (Create Proposal € In) when the condition is
evaluated after the delay. However, to maintain the correct
process flow and prevent actions like creating a new pro-
posal while the first is under review, the Create Proposal
event usually needs to be excluded (— %) once it has success-
fully executed. This exclusion might be triggered by Create
Proposal itself (self-exclusion) or by the event that logically
follows it (e.g., the start of the review period). If Create Pro-
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Fig.25 Timed governance
design pattern DCR model
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posal becomes excluded before the Review Delay finishes,
the enablement check for Vote based on the direct timed con-
dition fails because the prerequisite Create Proposal € I is
no longer true. The Review event serves as a persistent state
marker or anchor for the delay, circumventing this issue. The
sequence works as follows:

Create Proposal executes successfully.

As an effect, Create Proposal includes Review (—+).
Now, Review € In.

Create Proposal is then excluded (e.g., via Review—%

Create Proposal or aself-exclusion). Now, Create Proposal

¢ In.

The timed delay is anchored to the Review event:
Review Delay

Review Vote

Since the Review event remains included (Review € In)
throughout the delay period (it should at least not be
excluded until Vore potentially occurs), the enablement check
(Review € In A...) succeeds after the delay, allowing Vote to
become enabled. The Review event might not represent a dis-
tinct user transaction but fulfills this essential structural role
within the DCR model to correctly sequence events involv-
ing time delays and exclusions. The same logic applies to
the Grace event, which anchors the Grace Delay between
the Vote event completing and Execute Proposal becoming
enabled. A similar structural pattern using intermediate activ-
ities for timed sequences can be observed in our casino model
(Sect. 5.1).

Owner

Execute

[ Vote Count > Threshold] Proposal

>3

3.15.3 Example

Compound governance is an implementation of the timed
governance model (Fig. 25) for decentralized finance (DeFi).
It provides a democratic system for managing protocol
upgrades, emphasizing community involvement and system-
atic procedure. In Compound Governance, a token holder
with enough COMP tokens (Compound’s governance token)
or a user sponsored by anyone with enough COMP tokens
can submit a proposal [40]. This constraint is not captured
by our models (Fig. 24 and Fig. 25).

After a proposal is submitted, it enters a review period,
similar to the timed governance model’s Review Delay Dura-
tion. This period allows the community to discuss, debate,
and evaluate the merits and potential impact of the proposal
before voting begins. This process ensures that proposals are
thoroughly vetted and only viable, well-considered changes
proceed to the voting phase.

In Compound, voting power is proportional to the amount
of COMP tokens a user holds or is delegated. Voting begins
after the review period has concluded, marking the start of
a fixed voting window. This aligns with the vote event auto-
matic deprecation feature of the timed governance model.

For a vote to be successful, it must not only achieve a
majority but also meet a quorum threshold, i.e., a minimum
percentage of all voting power must participate. This ensures
that approved proposals genuinely represent the commu-
nity’s will. This aligns with guard [VoteCount > Threshold]
in both our governance models.

Once a proposal passes, there is a mandatory delay before
the changes are executed, akin to the Grace Delay Duration
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in the timed governance model. In Compound this feature is
referred to as timelock.

4 Mapping DCR Models to Solidity Smart
Contracts

We present the correspondence between the elements of
a DCR graph model (as defined in Definition 1 and used
throughout Sect. 3) and the constructs found in typical
smart contracts, particularly those written in Solidity for the
Ethereum Virtual Machine (EVM). This mapping provides
the foundation for using DCR graphs as formal specifica-
tions for smart contract behavior, bridging the gap between
the abstract process model and the concrete implementation.
DCR Event. A DCR event typically corresponds to a public
or external function call in a Solidity contract. Executing
the event in the DCR model mirrors invoking the corre-
sponding function via a blockchain transaction initiated by an
Externally Owned Account (EOA)—a non-contract account
on Ethereum blockchain. For instance, the createGame event
in the casino model (Fig. 27) maps to the createGame (
bytes32 hash) function in the Solidity code (Fig. 26).
DCR Role. Roles assigned to DCR events map directly
to access control mechanisms within the smart contract
(Sect. 3.6). This is commonly implemented using Solidity
modifiers Or require statements that check msg.sender
against authorized addresses (e.g., the byop modifier check-
ing against the operator address in Fig. 26, corresponding
to the Operator role assigned to events like createGame in
Fig. 27). Events without explicit roles in the DCR model are
generally callable by any authorized user, potentially subject
to other state-based conditions.

DCR Marking (Contract State). The marking M=(Ex, Re, In,
Va) collectively represents the current state of the smart con-
tract stored on the blockchain’s distributed ledger.

— Values (Va): The data values associated with events map
directly to contract state variables (e.g., uint, address,
bytes32, enum types like the state variable, operator
address, or hashedNumber in Fig. 26). DCR input/com-
putation events model the update of these variables (e.g.,
hashedNumber = hash in createGame).

— Included (In): The set of included events represents
which contract functions are logically permitted to exe-
cute according to the contract’s current business process
state. In Solidity, this is often implicitly managed by con-
trol flow logic or state variables checked by modifiers
(e.g., the inState (GAME_AVAILABLE) modifier ensures
the bet function is only effectively “included” when the
contract is in that specific state). The DCR model makes
this explicit via the In set and include/exclude relations.
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— Required/Pending (Re): Pending DCR events represent
obligations or actions that must (or should) eventually
occur according to the protocol. This often maps to state
variables or flags indicating required next steps, poten-
tially coupled with deadlines stored in state variables and
checked against block.timestamp. The response
relation e— frequently establishes such pending states
(e.g., the obligation to call decideBet after placeBet is
executed, as shown by the e— relation in Fig. 27). Time
incentivization patterns (Fig. 5) heavily rely on this con-
cept.

— Executed Time (Ex): The time since an event’s execution,
or simply the fact that it has been executed, maps to stored
timestamps (block. timestamp), block numbers (block
.number), or boolean flags in the contract state. This
information is used when DCR conditions depend on
whether or when a previous action occurred (e.g., needed
for timed conditions or ensuring Commit precedes Reveal
in the commit-reveal pattern, Fig. 15).

DCR Enabledness (Conditions). The enabledness criteria
for a DCR event, determined by relations like condition
and milestone —¢, correspond directly to the pre-
condition checks performed at the entry points of a Solidity
function, typically implemented using require (condition
"error message"); statements or within modifiers.
A function call triggers a transaction revert if these conditions
are not met at runtime, mirroring the inability to execute a
non-enabled DCR event.
DCR Relations (State Effects). The effect relations
(—+, =%, e—, —=, e—>x) model the state changes and side
effects resulting from the successful execution of a smart con-
tract function’s body.

— Include —+ / Exclude —% map to changes in state vari-
ables that logically enable or disable the preconditions
for future function calls (e.g., updating the state enum
variable in Fig. 26 effectively includes/excludes func-
tions guarded by the inState modifier; see also explicit
state transitions modeled in Fig. 18).

— Response e— maps to setting state that signifies an obli-
gation or expected follow-up action is now active.

— Value —= maps to direct assignments (=) that update
state variables based on function inputs, internal compu-
tations, or values from msg.value.

— Cancel e—x maps to clearing flags or state variables indi-
cating a previous obligation has been fulfilled or voided.

DCR Execution Step vs. Transaction Success. A successful

DCR execution step M Ly corresponds to a success-
ful (non-reverted) blockchain transaction invoking function
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e. This transaction updates the contract’s storage on the
blockchain, transitioning its logical state from M to M’.
DCR Non-Enabled Execution Attempt vs. Transaction Revert.
Attempting to execute a DCR event e when itis not enabled in
the current marking M corresponds directly to a blockchain
transaction calling the associated function e that fails its
require checks (or modifier conditions). This results in
the transaction being reverted, leaving the blockchain state
unchanged (as in M), except for the consumption of gas paid
by the initiator.

DCR Time Constraints. Timed DCR relations, such as delays
specified on condition relations or deadlines on response
relations e—, map to Solidity logic that explicitly checks
block.timestamp Or block.number against stored time
values within require statements. This enforces timing con-
straints crucial for patterns like the automatic deprecation
(Fig. 6) or the time incentivization (Fig. 5) patterns.

This explicit correspondence allows the DCR graph to
serve as a precise, high-level behavioral specification for a
smart contract. It abstracts away low-level EVM details while
formally capturing the essential control flow, data dependen-
cies, access control rules, and temporal constraints governing
the contract’s interactions. Understanding this mapping is
key to interpreting the design patterns (Sect. 3) and the con-
tract models presented in Sect. 5, and it forms the basis for
formal analysis and verification techniques, such as the run-
time monitoring approach using HighGuard mentioned in
Sect. 6. Besides formal analysis, this correspondence can
be used in a pipeline to automatically generate boilerplate
smart contract code from DCR graph specifications. At a
high level, such a pipeline would operate in three stages: (i)
Extraction: parse the DCR model (e.g., from the DCR Solu-
tions portal’s XML export or from DCR-JS) to obtain the set
of events, roles, relations, guards, and timing constraints; (ii)
Mapping: apply the correspondence defined in Section 4 to
translate each DCR element into Solidity constructs—events
become function signatures, roles become modifier defini-
tions checking msg . sender, condition relations become
require statements checking execution history and timing
via block. timestamp, and include/exclude effects become
updates to state variables governing function availability; (iii)
Emission: generate a Solidity contract skeleton containing
the function stubs, modifiers, state variables (including an
enumeration for abstract contract states where applicable),
and the corresponding require guards, leaving the devel-
oper to fill in application-specific computation logic within
each function body. The feasibility of this approach is sup-
ported by existing work on translating DCR graphs to smart
contract code for other platforms (e.g., the DCR-to-TEAL
translation by Xu et al. [70]). Realizing and evaluating such
a pipeline for Solidity, including measuring the fraction of
contract code that can be automatically generated versus
manually written, is a concrete next step.

5 Modeling and analysis of implemented
smart contracts

In this section, we delve into the modeling of smart con-
tracts that have been implemented in Solidity. The DCR
models presented for these contracts were derived through
manual analysis of their source code. This process involved
identifying the core business logic, roles, public/external
functions, state transitions, access control mechanisms, and
relevant design patterns, then translating this behavior into
the DCR graph formalism. Crucially, this modeling adheres
to the mapping between DCR elements and smart contract
constructs detailed in Sect. 4.

By modeling three specific smart contracts in the upcom-
ing subsections (a casino in Sect. 5.1, an escrow in Sect. 5.2,
and a digital marketplace in Sect. 5.3), we demonstrate how
a complete smart contract’s high-level behavior can be for-
malized through its DCR model. Furthermore, this endeavor
shows how utilizing and combining the DCR models of sev-
eral design patterns (formalized in Sect. 3) into one cohesive
model captures the intended smart contract design.

5.1 Casino

We present the model of a simple casino contract [71].% It
uses four design patterns identified in Table 1: time incen-
tivization, role-based access control, commit and reveal, and
abstract contract states.

The casino contract in Fig. 26 has two explicitly declared
roles,
player. It also contains three abstract states (see Sect. 3.10):
IDLE, GAME_AVAILABLE, and BET PLACED. Three modifiers
check the pre-conditions of each function based on the
roles and the state the contract is in.

Figure 27 shows the DCR model of this contract. The
activities all reflect functions of the same name, except
sub-process Casino, which everything is grouped under.
This sub-process reflects the behavior of the deployed con-
tract, which includes a suicidal closeCasino function that
selfdestructs, shown by an exclusion relation from close-
Casino to the sub-process in Fig. 27. Without a sub-process,
an exclusion relation would go from closeCasino to all other
activities, which is visually unappealing. Furthermore, we do
not model the actual states of the contract, instead choosing
to order the activities by inclusion —+ and exclusion —%
relations.

When the casino contract is deployed, it is initially in
abstract IDLE state. It is possible to create a game, add to
the pot, remove from it, or self-destruct in this state.

Creating a game changes the abstract state to
GAME_AVAILABLE, which enables anyone in the Ethereum

operator and

4 The scenario was originally provided by Gordon Pace [72].
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Fig.26 Solidity code for contract Casino {

[

CaSinOC.OmraCt(Somedetails 2 address public operator, player; bytes32 public hashedNumber;
and full implementation 3 enum State { IDLE, GAME_AVAILABLE, BET_PLACED };
omlt'ted,mlyorcorr.ectlons 4 State private state; wuint bet; Coin guess;
applied for illustration) 5 function addToPot () public payable byOp {...}
6 function removeFromPot (uint amt) public byOp, noActiveBet {...}
7 function createGame(bytes32 hash) public byOp, inState (IDLE) {
8 hashedNumber = hash
9 state = GAME_AVAILABLE;}
10 function bet(Coin _guess) public payable inState (GAME_AVAILABLE) {
11 require (msg.sender != operator);
12 require (msg.value > O && msg.value <= pot);
13 player = msg.sender; bet = msg.value;
14 guess = _guess; state = BET_PLACED;}
15 function decideBet (uint secret) public byOp, inState (BET_PLACED) {
16 require (hashedNumber == keccak256(secret));
17 Coin secret = (secret% 2 == 0)7 HEADS TAILS;
18 if (secret==wager.guess) {playerWins();} else {operatorWins () ;}
19 state = IDLE;}
20 }
Fig.27 Casino contract model -
Casino .,%
Operator Operator Operator
J
createGame removeFromPot closeCasino
+ aF
Operator Player
[ guess != haghedNumber ] - 4
o »%
decideBet Yo% — ® timeoutBet
placeBefWrapper .
——
e ¢
Player
J Operator
placeBet
addToPot

network to place a bet and take the role of the player (as
a result). The function decideBet checks if the player is
the winner by comparing the guess with the secret number.
This gives both the player and the operator a 50% chance
of winning the game. In the model, a response relation e—
from placeBet to decideBet emphasizes that decideBet has
to execute at some point and should not block the game from
continuing. However, since continuing the game at this point
depends on the operator making a transaction, it is possi-
ble for a malicious operator or buggy reverted decideBet
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function to lock the funds the player puts in the game. Fur-
thermore, after a player places the bet, the operator should
not be able to change the actual secret stored. Therefore,
three patterns are used in the model to provide the following
functionality:

1. A time incentivization pattern (Sect. 3.1) ensures that con-
tinuing the game is the favorable option for the casino
operator. Figure 27 shows the required mechanism, where
timeoutBet becomes available with a desirable delay (here
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Fig.28 Escrow contract model
using states

sender

%

placelnEscrow

Withdrawn

P1D, one day) to provide the player with an option when
the operator is unable or unwilling to make a transaction to
decideBet. Calling this function after the timeout guaran-
tees the player wins the game and motivates the operator
to decide the game in time.

2. A commit and reveal pattern (Sect. 3.7) is used to ensure
when operator createGame is called, the operator com-
mits to a secret without sending it. The revealing phase of
this pattern is performed in decideBet, where the secret is
submitted, checked, and compared to the player’s guess.

3. A role-based access control pattern (Sect. 3.6) to confine
Player and Operator roles to their respective activities.

The abstract contract states pattern (Sect. 3.10) used in the
implementation (Fig. 26) is not needed in the model (Fig. 27):
The model’s partial ordering provides the same semantics
without the complications of abstract contract states.

5.2 Escrow

In finance, an escrow is an entity in which assets are held
by a third party on behalf of two other parties that are in the
process of completing a transaction. The assets are held in
escrow until the terms of the contract or agreement between
the two parties are fulfilled, at which point the assets are
released to the appropriate party.

We demonstrate the process of modeling a simple escrow
contract with two approaches [73]. The escrow contract has
two explicitly defined roles sender and receiver, and three
abstract states AwaitingDeposit, DepositPlaced, and With-

AwaitingDeposit

DepositPlaced

sender receiver

releaseBySender releaseByReceiver

./V+

receiver

—

~ withdrawFrom

Escrow
%
% releaseEscrow
sender sender
!
placelnEscrow release
—p
: <t+—0 .
receiver + receiver
!
withdrawFrom relEEsE

Escrow

Fig. 29 Escrow contract model using simple partial orderings (inclu-
sion/exclusion)

drawn. State Withdrawn is a sink state and makes the escrow
single-use.

As this contract uses abstract contract states (Sect. 3.10),
the first approach is to model the abstract states from the
implementation. This makes the model less compact but
reflects the actual implementation. Each abstract state is mod-
eled with a sub-process that groups all the activities that are
available in that state together. As depicted in Fig. 28, when
model is simulated the only included-by-default component
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is Awaiting Deposit, therefore, the only executable actions are
the ones included by this sub-process (abstract state).> Here,
execution of placelnEscrow excludes its parent sub-process
and includes the next sub-process DepositPlaced at the same
step. The actual functions in the implementation that are
enabled in this state are releaseEscrowBySender, releaseE-
scrowByReceiver, and withdrawFromEscrow. Next, to enable
a withdrawal by the receiver, both sender and receiver should
release it. Each of the release functions can have implemen-
tation details related to conditions under which this release
happens and are not relevant to the abstract level we are spec-
ifying the behavior. Last but not the least, a withdraw by the
receiver puts the contract in a sink state.

The exact same behavior is specified by only using exclu-
sion —%, inclusion —+, and pending response e—> relations
in the next approach in Fig. 29. As it is demonstrated in this
figure, modeling partial orderings using inclusion/exclusion
of activities makes it much easier to understand the individual
behavior of activities (functions in Solidity).

5.3 Decentralized marketplace

The DecentralizedMarketplace contract (Figure 31)intro
duces a platform for trading items managed by transactions
between sellers and buyers under the oversight of an arbi-
trator. The contract functionality includes buying, shipping,
and financial settlements, including dispute resolution mech-
anisms where the arbitrator decides on refunds or seller
compensation.

This contract includes seven functions, all of which are
present in the DCR model (Fig. 30) as DCR activities with
the same name as the function identifier in the contract source
code.

Four of the presented high-level design patterns are used
in this contract model:

1. A guard check pattern (Sect. 3.9) applies to inclu-
sion —+ arrows from resolveDispute function to
refundToBuyer and compensateSeller functions.

2. Pull over push (Sect. 3.13) is used when arbitrator
role includes —+ other activities to transfer (pull) Ether
instead of directly pushing Ether to seller or buyer. In
reality, both activities included by the arbitrator role
(compensateSeller and refundToBuyer) in Fig. 31
correspond with the Pull event in Fig. 21 as they allow
the users to request their assets/Ether rather than pushing
them to the user account.

3. Access control (Sect. 3.6) ensures that each role exe-
cutes only its permissioned activities. In the beginning,

5 In this model, sub-processes are presented with blue color to empha-
size usage of sub-process semantics in DCR model of this design
pattern.
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buyItem does not have a specific role assigned to it, as
all parties can initiate buying regardless of their role.

4. Abstract contract states (Sect. 3.10) are used in the
contract implementation (Fig. 31) to impose the cor-
rect ordering of function calls. As demonstrated in Sect.
5.2, we directly model this event ordering using relation
between activities instead.

The model simulation execution allows to both automati-
cally and manually simulate event execution (step-by-step).
The swimlane chart in Fig. 32 is generated by the model
execution engine as a trace of its execution. This chart
demonstrates the roles performing each event in one model
execution (in each row). Moreover, events executed by dif-
ferent roles are stacked on top of each other; thus, time is not
strictly moving from left to right. As the chart shows (Fig. 32),
the user with seller role decides to dispute the process after
shipping the item, which is followed by arbitrator deciding
(by executing resolveDispute) leading to seller being able to
pull (Sect. 3.13) its compensation.

6 Related work

As the current work focuses on both formalization of smart
contracts in general and specifically their high-level design
patterns, we categorically reviewed both literature on smart
contract design patterns as well as general formalization and
modeling of smart contracts.

6.1 Formalization of smart contracts

As identified by previous research, modeling formalisms are
considered to either belong to high-level (also known as
contract-level or business process-level in literature) and low-
level (also known as program-level) categories [1, 74]. The
high-level models concentrate on the higher-level behavior
of a contract, overlooking specific technical details regard-
ing its implementation and execution. As we classify DCR
graphs as a high-level formalism, we review the most impor-
tant formalisms of this type.

State transition systems have been heavily leveraged as
one such formalism, a method that resonates with the pro-
gramming paradigms compatible with Solidity and is used
in Obsidian and Bamboo languages [25, 75, 76]. Validat-
ing these state transition models typically involves the use
of model checkers against temporal logic properties [77].
Algahtani et al. focus on visual modeling of smart contract
interactions using Behavioral Interaction Priority (BIP) [78,
79].

Parallel to state transition systems, Petri nets offer an intu-
itive way to represent behaviors, facilitating the visualization,
creation, and simulation of smart contract models [80, 81].
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Garfatta et al. use colored Petri nets to model system dynam-
ics and data dependencies of smart contracts and benefits
DCR graphs to capture the business process environment the
smart contract is running [82, 83].

Temporal behavior of smart contracts can be accurately
captured by timed automata [84, 85]. This approach aids in
understanding the impact of time on the execution of a smart
contract and the constraints that ensue (time-based design
patterns in the current work). Another perspective to this is
introduced through the modeling of the nondeterministic exe-
cution of smart contracts. This involves utilizing probabilistic
transition systems, such as Markov decision processes, to
offer a view of potential user behaviors and their repercus-
sions [86—88].

action

% % % +
seller arbitrator

[ 'refundBuyer ]

+—e
compensateSeller

[rw‘

buyer

resolveDispute

refundToBuyer

event can represent a high-level business phase or, as pri-
marily used in this paper, a specific smart contract function
call (Sect. 4). Secondly, DCR naturally abstracts implemen-
tation details within an event. For example, an access control
restriction (Sect. 3.6) is modeled by assigning a role to an
event, capturing the behavioral constraint without specifying
how the check is coded (e.g., modifier vs. inline require
in Solidity [25]). Thirdly, the modeler can selectively include
data elements and relations only when they are essential
for representing control flow logic, such as in guard con-
ditions (Sect. 3.9). Finally, DCR’s support for sub-processes
(Sect. 2.2) provides a powerful mechanism for hierarchical
modeling, allowing complex parts of a process to be repre-
sented as a single event at a higher level, thus managing

Suvorov and Ulyantsev [89] promote a correct-by-constructioncomplexity and detail explicitly. Our focus on high-level

method for smart contract generation using FSMs. They
model contracts with FSMs and linear temporal logic (LTL)
specifications and successfully transform these models into
Solidity code. VeriSolid [77] presents a framework for
designing and verifying Ethereum contracts by representing
them as transition systems. It includes an automated verifi-
cation loop with property translation to Computation Tree
Logic (CTL). Specification refinement is allowed if a model
fails verification until all properties are satisfied, automati-
cally generating the corresponding Solidity code.

A key advantage of using a declarative formalism like
DCR graphs is the ability to adjust the level of modeling
detail. This flexibility arises from several aspects of the DCR
formalism. Firstly, the granularity of events is adaptable; an

design patterns (Sect. 3) exemplifies choosing a specific,
abstracted level of detail suitable for analyzing the core inter-
action logic and business process of smart contracts.

6.2 Transaction dependencies

Smart contracts often involve multiple dependent transac-
tions, a challenge that has been addressed through various
approaches. Sergey and Hobor discuss the non-deterministic
nature of transaction ordering decided by miners [90], while
other works focus on commutativity conditions to exploit
interleavings [91] or identify serializable transactions in
Ethereum [92]. These issues have also been modeled using
finite state automata, which can lead to “bad states” in certain
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Fig.31 Solidity code for a 1 contract DecentralizedMarketplace {
decentralized marketplace 2 enum State {Listed, Pending, Shipped, Completed, Disputed}
contract (some details are 3 struct Item {uint id; address payable seller; address payable
omitted) buyer; uint price; State state; bool decisionMade;}
4 uint public itemCount; mapping(uint => Item) public items;
5 address public arbitrator;
6 mapping (uint => bool) public refundDecisions;
7 modifier onlySeller (uint _itemId) { require(msg.sender == items]|[
_itemId].seller, "Only seller can call this.");_; }
8 modifier onlyBuyer (uint _itemId) { require(msg.sender == items]|[
_itemId].buyer, "Only buyer can call this.");_; }
9 modifier inState(uint _itemId, State _state) { require(items[
_itemId].state == _state, "Invalid state.");_; 1}
10 function buyItem(uint _itemId) external payable inState(_itemId,
State.Listed) {
11 Item storage item = items[_itemId];
12 require(msg.value == item.price, "Incorrect price.");
13 item.buyer = payable(msg.sender);
14 item.state = State.Pending; 1}
15 function shipItem(uint _itemId) external onlySeller(_itemId)
inState(_itemId, State.Pending) {
16 items[_itemId].state = State.Shipped; 1}
17 function confirmReceived(uint _itemId) external onlyBuyer (_itemId)
inState(_itemId, State.Shipped) {
18 Item storage item = items[_itemId];
19 item.seller.transfer (item.price);
20 item.state = State.Completed; }
21 function disputeTransaction(uint _itemId) external inState(_itemId
, State.Shipped) {
22 require (msg.sender == items[_itemId].buyer msg.sender == items]|[
_itemId].seller, "Not a transaction party.");
23 items[_itemId].state = State.Disputed; 1}
24 function resolveDispute(uint _itemId, bool _refundBuyer) external
inState(_itemId, State.Disputed) {
25 require (msg.sender == arbitrator, "Only the arbitrator accepted.
")
26 Item storage item = items[_itemId];
27 item.decisionMade = true;
28 refundDecisions[_itemId] = _refundBuyer; }
29 function refundToBuyer (uint _itemId) external inState(_itemId,
State.Disputed) {
30 Item storage item = items[_itemId];
31 require(item.decisionMade && refundDecisions[_itemId], "Refund
conditions not met.");
32 require (msg.sender == item.buyer, "Only the buyer can initiate
the refund.");
33 item.buyer.transfer(item.price);
34 item.state = State.Completed; }
35 function compensateSeller (uint _itemId) external {
36 Item storage item = items[_itemId];
37 require (item.decisionMade && !refundDecisions[_itemId], "

Compensation conditions not met.");

38

require (msg.sender == item.seller,

"Only the seller can claim

compensation.");

39

g Il

scenarios (e.g., when most of the actions are not accessi-
ble) [93]. DCR graphs offer a more elegant solution in such
cases. Chen et al. use graphs to analyze transactional depen-
dencies and security in smart contracts, but their approach is
statistical and less precise than ours [94].
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item.seller.transfer (item.price);

item.state State.Completed

6.3 Design patterns

Research on design patterns covers reusable solutions to
common challenges in decentralized software design using
smart contracts [5].
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Fig.32 An execution trace of
the decentralized marketplace
smart contract model

seller

buyer, seller

arbitrator

Most of existing work on smart contract design patterns
merely categorize and review patterns with no focus on for-
malization or verification of the design patterns [6-9, 28, 36,
95].

The work by Wohrer and Zdun [7] is among the only
works that formalizes the design pattern “pull over push”
(Sect. 3.13). They formalize this design pattern using their
domain-specific language. The formalized pattern is then
used for automatic Solidity code generation [96].

The upgradability design pattern (Sect. 3.14) allows for
patching of contract, but it does not guarantee the correct-
ness of the patched contract. Antonino et al. present a smart
contract specification refinement and verification framework
based on the upgradability design pattern [97-99]. Their
framework is based on a trusted deployer that formally veri-
fies the contract with regards to the specifications.

6.4 Distributed workflow execution on smart
contracts

The Business Collaboration Language (BCL) was proposed
in 2016 as a data-aware business process language on a
blockchain [100]. The mentioned work puts forth the fact
that data is not the focus of processes in traditional business
process modeling, whereas blockchain-based applications
are data-centric. Effectively, a blockchain is a replicated
database. To face this issue, we categorize the design patterns
in smart contract applications into high-level and low-level
patterns (Table 1). This allows us to put focus on high-level
design patterns that are akin to traditional business processes
and are thus less data-centric.

Frantz and Nowostawski suggest specification and inter-
pretation of smart contracts should be accessible to a broader
audience [101]. Hence, they propose codification of law
directly from natural language. They demonstrate a semi-
automated generation of Ethereum smart contracts from an
institutional behavior specification. This specification is in

buyltem
-

Y

shipltem —>

compensateSeller| ———>» O

O

disputeTransaction

R

resolveDispute | —|

the form of natural language that follows the Grammar
of Institutions [102]. The metaphorical use of grammar
merely suggests a systematic way of specifying rules that
govern institutions. Statements in these specifications are
constructed of five types of components which are automat-
ically mapped to Solidity language constructs.

Some works suggest directly executing DCR graph work-
flows on blockchains, such as Madsen et al. embedding a
DCR execution engine on Ethereum [103]. Xu et al. [70]
provide an automatic translation of business process mod-
els specified in DCR graphs to TEAL programs [34, 60],
a Turing-incomplete smart contract language built for the
Algorand blockchain virtual machine.

Existing approaches largely concentrate on enabling the
execution of business process workflows on blockchains.
Compared to these, we formalize design patterns commonly
used in the smart contract developer community and noticed
by prior research [6-8, 28-31]. We demonstrate the useful-
ness of these patterns by modeling real-world contracts that
use them (cf. Sect. 5).

Instead of focusing on distributed workflow execution, our
work facilitates specification and formal analysis of smart
contract correctness and security.

6.5 Formal analysis using DCR models

As mentioned in Sect. 1, DCR specifications provide a basis
for automated analysis, to verify that the implementation of
the contracts adheres to their models.

We have implemented HIGHGUARD [17], a runtime mon-
itoring tool that captures transactions from the Ethereum
client and, in tandem, executes the corresponding actions
within an instance of the DCR graph model. For each
Ethereum transaction, HIGHGUARD checks if the DCR graph
model permits a corresponding action in the model. If
this is not the case, the tool reports a violation. When
leveraging runtime information, our framework enables auto-
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mated runtime verification. While runtime verification in the
blockchain domain is typically associated with the perfor-
mance overhead of contract or platform instrumentation [52,
104, 105], HIGHGUARD address this concern by placing the
monitor off-chain. If any deviations from the specification
are detected, HighGuard generates alerts that can be used
to enhance the contract’s implementation or enable a circuit
breaker pattern (cf. Sect. 3.8).

Machine-readable DCR specifications for a decentralized
application can serve as an oracle for synthesis tasks. XPLO-
GEN [106] uses the program comprehension and synthesis
capabilities of large language models (LLMs) given the for-
mal model of the smart contract in DCR graphs and inject
business logic vulnerabilities in the contract source code that
divert the behavior of the contract from its intended busi-
ness process model [106, 107]. These vulnerable contract
versions and the corresponding concrete exploits generated
by XPLOGEN are useful to benchmark vulnerability detection
tools for business logic vulnerabilities [50, 58].

7 Discussion

Formalizing smart contract patterns using DCR graphs
requires a discussion of the challenges and complexities in
our declarative modeling approach. We discuss the issues
such as combinability of the models and non-interference.
Additionally, we cover practical considerations such as
model usability, learning curve, and scalability in model rep-
resentation and execution.

7.1 Model composition and interference

The composition of DCR models representing different
patterns involves merging their respective graph structures
(taking the union of events, roles, relations, etc.) and ensur-
ing their initial markings are compatible (i.e., agree on the
state of shared events). Formally, this corresponds to the com-
position operator (“||”) defined in a prior work [108]. The
behavior of the resulting composite graph is governed by the
standard DCR execution semantics (Sect. 2.2.2) : an event
e is enabled in the composed system only if it satisfies the
conditions imposed by all relations involving e originating
from any of the merged component graphs. When an enabled
event e executes, its resulting effects on the shared marking
(e.g., making other events included, excluded, or pending)
are the combined union (denoted @ in [108]) of the effects
specified by each component relation triggered by e.

While syntactic composition is straightforward, semantic
interference is a significant concern. Constraints introduced
by one pattern (e.g., a timing constraint, an access con-
trol rule, an exclusion relation) can interact with the events
and constraints of another pattern, potentially leading to
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unintended consequences like the violation of a pattern’s
intended logic. For example, a time incentivization dead-
line (Sect. 3.1) might conflict with a speed bump delay
(Sect. 3.4). In practice, when composing pattern models for
a specific contract (as demonstrated in Sects. 5.1 to 5.3),
we recommend the following lightweight checks to miti-
gate interference risks: (1) Shared-event audit: identify all
events that appear in more than one pattern and verify that
their combined include/exclude effects are consistent (i.e.,
no pattern excludes an event that another pattern requires to
remain included for correctness); (2) Timing compatibility:
for events subject to both a delay (from a condition relation

) and a deadline (from a response relation e— originat-
ing in a different pattern), confirm that the delay does not
exceed the deadline, which would make the event unreach-
able; (3) Role consistency: ensure that roles assigned to
shared events across patterns do not inadvertently restrict
access beyond what each pattern individually intends. These
checks can be performed manually during design or partially
automated using the static analysis capabilities of existing
DCR tooling (cf. Sect. 7.3). While they do not constitute
a full formal non-interference proof, they address the most
common sources of unintended interaction observed in our
case studies.

Identifying all interfering compositions requires analyz-
ing the composite DCR model. Formal approaches exist,
such as checking for refinement, which ensures that the com-
posed process does not introduce new behaviors observable
via the alphabet of the original process [108, Definition 24].
However, verifying refinement is computationally complex
(NP-hard for the basic DCR), highlighting the difficulty of
guaranteeing non-interference formally [108, Theorem 27].
Our case studies demonstrate that several patterns can be
successfully combined (cf. Sect. 5). However, we do not
provide a systematic analysis of all possible interactions
between the 15 formalized patterns. A deeper investigation
is needed to understand the compositional properties of these
patterns. This includes developing stricter non-interference
conditions—possibly going beyond existing notions like
non-invasiveness, which syntactically prevents new compo-
nents from adding include (—+) or exclude (—9%) relations
targeting events in existing components [108]. Formally veri-
fying whether pattern-specific properties are preserved when
patterns are composed remains an important direction for
future work.

7.2 Limitations of DCR pattern modeling

By focusing on platform-independent, business logic pat-
terns, our DCR models abstract away implementation details.
This provides clarity on the intended workflow, interac-
tions, and temporal constraints. Howeyver, it is important to
acknowledge the trade-offs. While DCR models the behav-
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ior of patterns like circuit breaker (Sect. 3.8) or upgradability
(Sect. 3.14), the implementation complexities and risks asso-
ciated with these patterns, such as storage collisions [68] in
proxy patterns or the centralization concerns [4] inherent in
upgradability and oracle design patterns remain consider-
ations during protocol design and implementation that fall
outside the scope of this work.

Even regardless of implementation-level considerations,
the literature highlights the insufficiency of relying solely
on design patterns for security (without considering their
abstraction level), as they cover only a limited subset of
known vulnerabilities [31, 109]. This reinforces the value
of formalizing full contract designs (cf. Sect. 5) to enable
further analysis and verification tasks.

Furthermore, a perfect one-to-one correspondence between
DCR constructs and the full spectrum of smart contract lan-
guage features does not always exist. For instance, while
DCR’s guarded relations (Sect. 3.9) can model more than
one pre-condition, expressing highly complex state depen-
dencies, involving intricate calculations across multiple state
variables sometimes seen in DeFi protocols might become
cumbersome within DCR’s declarative framework, poten-
tially requiring complex guard expressions or numerous
intermediate computation events. Similarly, DCR’s data
model typically abstracts the specifics of complex on-chain
data structures, like nested mappings or large arrays of struc-
tures. Cryptographic primitives essential to some patterns
(e.g., keccak256 in Sect. 3.7 or signature checks) are usually
treated as opaque functions within the DCR model rather than
being supported natively. Likewise, while interactions with
external contracts or oracles (Sect. 3.11) can be represented
by events like Request and Receive, the model simplifies the
asynchronous nature and potential failure modes. This shows
a potential mismatch where the richer computational and data
manipulation capabilities of languages like Solidity (which is
built for the data-centric blockchain ecosystem) may exceed
what can be elegantly captured solely through DCR’s pri-
mary focus on process flow and event dependencies.

7.3 Smart contract model complexity

Recognizing the potential complexity of large, flat models,
the DCR graph formalism incorporates hierarchical model-
ing features to structure models and manage complexity [15].
Research explicitly identifies hierarchy as a key mechanism
for handling complexity in process modeling [110]. DCR
supports sub-processes as a form of hierarchical modeling
(cf. Sect. 2.2). Sub-processes allow complex workflows to
be broken down into smaller, potentially reusable modules.

Furthermore, a transaction to smart contract may involve
nested function calls, which make it challenging to model
as DCR events. We approach this problem by only mod-
eling the business logic of the contract using DCR graphs

and overlooking the details of the function implementations.
This means we only model the partial-order dependencies at
the level of transactions rather than function calls. To achieve
this, we conventionally only model public/external func-
tions as activities in DCR graphs (cf. Sect. 4).

7.3.1 The learning curve

Translating an informal design of the contract into a precise,
unambiguous formal specification demands a grasp of both
the pattern’s semantics and the formal language’s constructs.
DCR explicitly models concepts like roles, partial ordering
of events, and temporal attributes, which are often core com-
ponents of smart contract logic and high-level patterns. These
features map more naturally to smart contract semantics.
Moreover, prior research indicates DCR is perceived as more
useful than other formalisms such as Declare [111, 112]. The
development of user-friendly tools, such as the web-based
DCR-JS editor [113], and the availability of training courses
and resources [114] also facilitate learning and using DCR
graphs for smart contract modeling.

7.3.2 Tooling for DCR graphs modeling and analysis

The practical application and management of complexity in
any formal notation heavily depend on the capabilities of
its tool ecosystem. DCR graphs benefit from mature tooling
developed over years of academic research and commercial
application [114]. Key tools include the DCR Solutions por-
tal,% and libraries like DCR4Py [115] and DCR-JS [113].
These provide features for managing model complexity:

— Simulation allows users to explore dynamic behavior
step-by-step, observe enabled and pending events, and
validate logic through interactive scenarios [116].

— Static analysis modules support formal verification of
properties such as liveness and deadlock-freedom [116].

— Process discovery techniques, such as DISCOVER [117],
can infer constraints from execution traces, aiding in min-
ing formal models.

— Graphical editors with features like syntax highlight-
ing, state feedback, and visualizations improve usabil-
ity [114].

To illustrate how these capabilities apply concretely, con-
sider the casino model (Fig. 27). A key safety property is
that the player’s funds are never permanently locked. For-
mally, whenever the event placeBet has been executed, and
the contract has not been closed, it must always be possible
to eventually reach a state where either decideBet or time-
outBet is enabled. In DCR terms, this is a liveness property:

6 https://dcrgraphs.net
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Table2 Runtime impact of

Off-Chain

On-Chain

off-chain vs. on-chain DCR Aspect

graphs Verification
Performance
Scalability
Use-Case

External to blockchain

No gas cost [17]

Depends on off-chain infrastructure
HIGHGUARD [17], XPLOGEN [106] -

In-contract enforcement
High gas usage [118]

Limited by chain resources

after placeBet executes, decideBet becomes pending (via the
responserelation e— ), and the model must guarantee that this
pending obligation can be resolved. Using the static analysis
module, one can verify that no reachable marking exists in
which both decideBet and timeoutBet are both excluded and
non-enabled, while decideBet remains pending—confirming
that the time incentivization pattern (Sect. 3.1) indeed pre-
vents fund locking. Similarly, a basic safety property—that
decideBet is never enabled before createGame has been
executed—follows directly from the condition relation
from createGame to decideBet and can be checked by the
tool’s reachability analysis. These examples demonstrate that
even without full model checking against temporal logic for-
mulas, the structural properties of DCR graphs and their
existing tool support enable meaningful verification of criti-
cal smart contract properties.

7.3.3 Effects on smart contract runtime

Scalability of using DCR-based solutions with smart contract
runtime is also another concern. As Table 2 demonstrates,
putting the DCR model execution directly on-chain (embed-
ded in smart contracts) incurs gas costs but allows for direct
access to runtime information. We suggest separating design
and analysis of DCR graphs and their execution platform (off-
chain column in Table 2) to avoid additional fees or limit the
analysis capabilities.

8 Conclusion and future work

Smart contracts are critical yet complex pieces of software
that encode business processes in an executable form on a
blockchain. We collected 15 high-level smart contract design
patterns that dissect complex smart contracts into smaller
reusable components, making it easier to reason about them.
DCR graphs are an ideal way to formally model the seman-
tics of these patterns, supporting the concepts of time, data,
and roles. We therefore formalized these 15 design patterns
using DCR graphs in detail. We demonstrate the usefulness of
the patterns and their DCR formalization by modeling 3 full
contracts that collectively employ 6 of these design patterns.

The contract DCR models serve as reusable, platform-
independent templates for developing correct and secure
smart contracts across various applications and smart con-
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tract execution platforms. This not only aids in the initial
design phase but also has uses in monitoring the contract
behavior, allowing for automated verification [17, 106],
which reduces the risk of vulnerabilities. Future directions
of our research include an extensive evaluation of the High-
Guard tool, combinations of static or dynamic analysis of
low-level patterns [52] with runtime monitoring against our
high-level design patterns, as well as automated discovery of
the models from the contract transaction history.

As a future direction, we suggest exploring the automatic
generation of boilerplate smart contract code based on the
DCR graphs. This involves translating the relations captured
in the DCR models directly into constructs like require
statements in Solidity code. This direct boilerplate contract
generation ensures the Solidity code satisfies the DCR spec-
ifications.
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