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ARTICLE INFO ABSTRACT
Keywords: Efficient monitoring of large distributed systems is critical for applications such as data center load balancing,
Cf‘mti‘nuous monitoring fleet management, and smart grid energy optimization. This paper addresses the continuous distributed
Distributed data streams monitoring problem, where a central coordinator tracks statistics from numerous distributed nodes in real

Network monitoring
Distributed tracking
Data-aware approaches

time. We present FEDAMON, a novel Forecast-based, Error-bounded, and Data-Aware approach to continuous
distributed Monitoring that significantly reduces communication costs while maintaining accuracy. Instead
of transmitting all values to the coordinator, our event-based monitoring leverages lightweight forecasting
models at the coordinator and distributed nodes to predict the evolution of observations, communicating
when deviations exceed an error threshold. To adapt to dynamically changing data streams, we introduce
a data-aware model selection strategy that optimizes the trade-off between communication and accuracy.
Our solution is communication-efficient, fully automated, and equipped with dynamic error control, reducing
system parametrization to a single error tolerance of three preset levels. FEDAMON reduces communication to
10% of the baseline with less than 2% error across all streams on diverse datasets on average. Moreover, the
standard parameter solution surpasses even the best calibrated single models across all error bounds, achieving
up to 33% improvement in communication efficiency with identical error guarantees. Further gains of 25% in
accuracy is obtained by tuning the data-aware control factor without extra cost. In addition, our framework
generalizes effectively to previously unseen datasets. Finally, our dynamic error control achieves comparable
performance to fixed bounds. Results highlight the scalability and robustness of FEDAMON, enabling fully
automatic, real-time monitoring with large communication savings and marginal error.

1. Introduction during each round. The primary goal is to minimize the amount of
data transmitted between distributed nodes and C while maintaining

The proliferation of connected devices has led to an unprecedented accurate monitoring. The field of CDM is a vibrant research area, with
surge in the volume and velocity of data being generated across mod- various approaches aiming to reduce network costs. In recent years,
ern networks. Today’s network infrastructure faces the challenge of significant research has been devoted to developing communication-
managing high-velocity and high-volume data generated by billions efficient algorithms across various models for problems like (approx-

of internet-connected devices, reflecting the pervasive reality of the
Internet of Things (IoT) era [1]. Thus, reducing the amount of contin-
uously transmitted data has become imperative for saving energy [2]
and enhancing performance in modern packet-processing architectures
[3,4]. Efficiently and continuously monitoring large-scale distributed
systems is a crucial challenge with numerous applications, ranging
from extending the lifespan of battery-powered devices [5] in sensor
networks to improving load balancing in data centers [6,7].

This paper focuses on the Continuous Distributed Monitoring (CDM)
problem, where a central coordinator C monitors a distributed system
in a synchronous manner, retrieving observed values from all sensors

imate) event counting [10], computing item frequencies [11], and
identifying the most popular items [12]. We focus here on the All-
Values-Tracking (AVT) problem, i.e., keeping track of all observed
distributed values at each round, an important task with numerous
practical applications [3,13,14]. AVT focuses on tracking every individ-
ual value from each node and therefore provides a generic solution to
the CDM problem. Since C receives all observed values from the nodes,
it can compute any aggregation function based on these estimates. Fig.
1(a) illustrates the baseline monitoring approach, where all observed
values are transmitted to the coordinator.
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Fig. 1. Illustration of continuous monitoring comparing (a) baseline monitoring [8] with a (b) simple approximation [9] strategies, both on 4 distributed sensor

nodes with monitoring views at the coordinator.

The existing literature highlights several approaches to
communication-efficient distributed monitoring, such as prediction-
based models and data compression techniques. Prediction-based
frameworks, like the one in [15], employ forecasting models to min-
imize data transmission, but often rely on static modeling choices
and do not account for the evolving nature of data streams. Sim-
ilarly, prediction-based data reduction in Wireless Sensor Networks
(WSNs) [5] assumes shared communication mediums and leverages
inter-node correlations, which limits the applicability of per-node pre-
diction schemes in more general distributed settings. Data compression
techniques [16], while effective at reducing communication, fail to
provide real-time monitoring capabilities, which are critical for applica-
tions requiring up-to-date resource tracking. Thus, there remains a gap
in designing a scalable, adaptive monitoring approach that minimizes
communication overhead while maintaining real-time accuracy, par-
ticularly in distributed systems with private communication channels
and loosely correlated data streams, applicable to many Cyber-Physical
Systems (CPS) and modern distributed environments.

1.1. Aim, motivations and challenges

To avoid continuously flooding the network with monitoring mes-
sages, we aim to reduce communication costs by allowing a small,
bounded error in the tracked statistics at the coordinator. This is
a challenging problem, as worst-case scenarios may require all data
to be transmitted at all times. By embedding the monitoring logic
close to data sources and leveraging the predictable nature of data
evolution, we seek to drastically reduce network transmissions while
incurring only a small reduction in tracking accuracy. Additionally,
the dynamic nature of data streams necessitates data-aware monitoring
model selection to account for changing data characteristics, thereby
enhancing monitoring performances.

Despite advancements in distributed monitoring, current state-of-
the-art solutions [10,13,14,17] often prioritize worst-case scenarios,
focusing on tight theoretical bounds for communication complexity or
near-optimal online algorithms. However, these approaches fall short in
practical settings, where real-time data stream values typically exhibit
strong temporal correlations. For instance, continuously tracking all
node values remains a significant challenge due to the dynamic nature
of the data and the requirement for lightweight approaches—excessive
computational demands for monitoring would negate the benefits of
reduced communication. Furthermore, CPS and IoT devices operate
under stringent energy and computational constraints. In this context,
monitoring algorithms must be efficient not only in communication
but also in computation to ensure low energy consumption and sustain
system-wide energy efficiency. This creates a pressing need for algo-
rithms that are both lightweight and capable of leveraging temporal
correlations in data streams. A shift towards data-driven, data-aware
monitoring solutions is essential to address these challenges and meet
the demands of real-world applications.

Table 1

Summary of notations and symbols used throughout the paper.
Notation Description
C Coordinator node
S, n=1§] Set of distributed nodes and its size
s'es ith distributed node
v, 0 Value observed, estimated on s’ at time ¢
T Total no. of monitoring time steps
(o] Total no. of update messages sent
4 Communication ratio
ok, a, By Model-specific parameters
Rp, R}, Static and dynamic range for dataset D
Rg, Ry, Ry, Ry Range of Ericsson, Geolife, IntelLab, ACSF1
L,D Local buffer and its maximum size
Y, a Values, control factor for score calculation
M, ecteq Selected model running at distributed nodes
Ly gnge Buffer for dynamic range calculation

1.2. Contributions

The contributions of our Forecast-based, Error-bounded, and Data-
Aware Continuous Distributed Monitoring (FEDAMON) framework are
summarized as follows:

» We present a novel forecast-based, error-bounded framework
for continuous distributed monitoring. Both the coordinator and
distributed nodes locally predict the evolution of observed values
and communicate only when deviations exceed a predefined er-
ror threshold. This event-triggered strategy substantially reduces
communication while preserving accuracy. The framework relies
on lightweight yet effective forecasting models, including Auto-
Regressive (AR) [21], Least Mean Square (LMS) [22,
23], Piecewise-Linear Approximation (PLA) [20], Holt
Linear [24], and Holt Winters [25], ensuring minimal compu-
tational overhead at distributed nodes.

We introduce a data-aware model selection mechanism that dy-
namically identifies the most suitable forecasting model based on
evolving data characteristics. By continuously evaluating candidate
models, the coordinator optimizes the trade-off between commu-
nication cost and monitoring accuracy, updating distributed nodes
with the most appropriate model when necessary.

We propose a standardized parameter configuration together
with a dynamic data-range-based error control mechanism,
significantly simplifying deployment. This design reduces system
parametrization to a minimal set of intuitive error tolerance levels
while maintaining robust performance across diverse data streams.

To validate our approach, we conduct experiments on four large
datasets spanning diverse environments, including CPU usage in mobile
architectures, vehicular sensor data, temperature readings in sensor
networks, and energy consumption of home appliances. We further
apply our approach to three additional validation datasets, covering
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Table 2

Parameters of FEDAMON and their suggested default value.
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Param. Description Default value
€ Absolute error upper-bound x% - Rp

5 Relative error tolerance for adaptive error control using dynamic range 5%, 10%, 15%
W range Buffer size for dynamic range 1000

7, Starting round for dynamic range 150

M Candidate model list -

I3 Model selection criterion 0.01

Wicore Size of the set for score calculations 100

T Starting round for data-aware selection 150

€ is used as a parameter when Ry, is fixed, x € [1,2,...,15];

8, Wange» 7o are used when dynamic range is introduced;
M, & Wy, are used when standard solution is introduced.
Table 3
Summary of related work in distributed and forecast-based monitoring, highlighting our proposed FEDAMON framework.
Node-
Category Model/Approach Key features Rounds  Channel wiosee Limitations
Cormode’s Monitor aggregates over union of streams;  Async. Bidirectional X Typically studied monitoring functions
Model [10] events interchangeable; efficient for classical and algorithms ignore node identities
data mining functions
Distributed =~ Data  Requires sublinear space with data-sketches;  Sync. Unidirectional X No feedback from Cj; limited for tasks
CDM- Streams [18] suitable for approximate summaries requiring historical data; impractical in
related real systems
models
Distributed Online  Uses relays for local aggregation; competi-  Sync. Unidirectional X Overhead of relays; limited applicability
Tracking [17] tive analysis vs. offline optimal
Online Tracks top-k values; allows broadcast Sync. Unidirectional X Strong synchronization assumption; spe-
Monitoring [13,14] counted as one message cific to top-k tracking; no experimental
validation
Baseline Each node forwards all values; simple and Sync. Bidirectional v Not scalable due to high communication
Monitoring accurate cost
(TinyDB) [8]
Simple Approxima- Nodes send updates only when deviation Sync. Bidirectional v Does not capture linear correlations; loss
Forecast- tion [9] exceeds threshold; simple and efficient of accuracy; does not adapt to data
based evolution
approaches Adaptive AR Pre-  Each node runs multiple AR models; Ho-  Sync. Unidirectional v Restricted to AR models; does not ac-
diction [15] effding bound discards weak models; single count for data evolution; requires pa-
optimized AR per node rameter tuning (less flexible than a
plugin approach)
Prediction-based Exploits spatial correlations; cluster-head ag-  Sync. Bidirectional X Assumes shared medium; not feasible
Reduction in  gregation; offloads prediction tasks for per-node models; limited in low-
WSNs [5,19] correlation datasets
Data Stream Com-  Compress data and send in batches; signifi-  Sync. Unidirectional X Breaks real-time monitoring; coordinator
pression [16,20] cantly reduces communication overhead cannot track per-node values continu-
ously
FEDAMON Forecast-based, error-bounded, data-aware  Sync. Bidirectional 4 Extra computational overhead on C

model selection; tracks all nodes individu-
ally; adapts dynamically; minimizes commu-
nication

when using data-aware solution

highway speed records and electricity consumption from different re-
gions. The results demonstrate significant reductions in communication
with minimal impact on real-time monitoring accuracy, highlighting
the practical benefits of our framework in real-world applications.

This work is an extension of our previous work [26]. Compared to
the short conference version, this revised and extended version adds
two additional prediction models to our evaluation and standard solu-
tion (Holt Linear and Holt Winters), a communication reduction
analysis, a more detailed description of the monitoring algorithms (on
the distributed nodes and at the coordinator) and scoring calculations,
a novel approach to dynamically calculate per-node error bounds, and a
fully revised evaluation that incorporates all refinements and additional
components as well as additional validation datasets.

1.3. Paper structure

The rest of this paper is structured as follows. Section 2 provides
an overview of related work in continuous distributed monitoring and

forecasting approaches. Section 3 presents our proposed forecast-
based monitoring framework, including the design of error-bounded
communication protocols, prediction models, and communication anal-
ysis. Mechanisms for data-aware model selection and dynamic error
control are introduced in Section 4. Section 5 discusses the results of
our extensive performance evaluation, highlighting the effectiveness of
our approach across various scenarios and comparing it to baseline
solutions. Finally, Section 6 concludes the paper by summarizing our
contributions.

2. Background and related work

In this section, we introduce our system model and compare it to
other related monitoring models, highlighting the differences in key
assumptions and characteristics. We then outline the primary problem
in focus and present the existing solutions solving it. Table 3 summa-
rizes related CDM models and previous forecast-based approaches in
comparison to FEDAMON.
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2.1. Continuous distributed monitoring

2.1.1. CDM system model

The Continuous Distributed Monitoring (CDM) problem concerns
the task of continuously gathering information at a central location,
or Coordinator (referred thereafter as C), i.e., a sink node that col-
lects values observed by a set of distributed nodes. Unlike traditional
monitoring approaches, CDM emphasizes optimizing communication
efficiency rather than computational performance. The notations used
throughout the paper are summarized in Tables 1, 2.

We consider a set of n distributed nodes, or sensors, S = {s',s2, ...,
s"}, where each node s’ observes a discrete stream of values v; e R* at
discrete timesteps r € N. The coordinator C is connected to each node
via a bidirectional channel, while direct communication between nodes
is not assumed. The distributed nodes can represent routers or worker
nodes in a data center, IoT devices in a sensor network, or vehicles in a
vehicular fleet. Fig. 1 provides an example of communication between
C and the sensor nodes. For each node s, monitoring rounds have a
fixed duration d;, so that time ¢ (or round ) corresponds to the interval
starting at real-time 7 - d; and ending at (t+ 1) - d;. The objective of CDM
is to compute a monitoring function f at C using distributed inputs,
while minimizing communication overhead. The function f may track
all values individually or compute an aggregate (e.g., maximum or
average) over the nodes’ readings, such as CPU usage of worker nodes
in a data center, temperature or humidity from IoT devices, or vehicle
positions in a fleet management system.

A monitoring strategy is defined as an algorithm to compute the ac-
tion (referred as the monitoring decision) taken by a node after recording
a measurement: to either transmit an update to C or remain silent. The
central challenge in CDM is to reduce communication overhead while
ensuring that the monitoring function is accurately maintained at the
coordinator. The monitoring view refers to C’s (possibly approximate)
view of all tracked values, which is updated at every round. Values
observed at nodes are treated as observation events. Based on the
monitoring decision, each node determines whether or not to trigger
an update event.

For the subsequent analysis, we assume a reliable and stable com-
munication channel between the coordinator C and each distributed
node, as well as synchronized monitoring periods (i.e., consistent start
and end times across nodes and the coordinator). In practice, these
assumptions can be partially relaxed, as discussed in Section 4.6.
Consistent with prior work [10,13,14,17], we assume a single in-
stance of the central coordinator C and do not consider replication.
Consequently, failures of C are beyond the scope of this study.

2.1.2. Other related CDM models

Cormode’s Model [10] is one of the most well-known frameworks
for distributed monitoring. It focuses on enabling C to compute an
aggregate function over the union of streams from n observers, each
directly connected to C via a bidirectional channel. In this context, an
item refers to an application-specific type of observation detected at a
remote site, which is then considered an event. The model operates
asynchronously, where each observation triggers an event, followed
by a monitoring decision and a message transmission to update the
function f at C. The key strength of this model lies in leveraging
the interchangeability of events to efficiently compute classical data
mining functions. However, there is a major limitation that prevents its
application to our setting, namely that f is treated as a function over
the union of streams, thereby ignoring the identity of the nodes (i.e., the
same event from different nodes is treated identically), whereas our
problem requires tracking each node individually.

The Distributed Data Streams Model [18] introduces a variation
of the CDM model with two notable differences: observers commu-
nicate with C via unidirectional channels, and they are constrained
to use sublinear space, meaning they can only maintain approximate
summaries or data sketches [27] of their input streams. Due to the
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unidirectional communication, observers must rely solely on their own
observations to make monitoring decisions, without any feedback from
C. While the space limitations are effective for counting problems
(such as top-k items or frequency tracking), they are less applicable
in scenarios where historical data is critical, which is often the case
in our context. Additionally, the restriction to unidirectional channels
significantly reduces the efficiency of monitoring algorithms, and no
practical system justifies this limitation.

The Distributed Online Tracking Model [17] is another unidirec-
tional, synchronous framework that introduces intermediary nodes (or
relays) between observers and C. These relays, acting as cluster heads
in WSNs [5], are responsible for local aggregation before forwarding
data to C. This model emphasizes competitive analysis, comparing its
online algorithms against an optimal offline solution. However, it also
suffers from the assumption of unidirectional communication channels,
which is required to achieve online performance bounds.

Lastly, the Online Monitoring Model [13,14] addresses the problem
of tracking (approximately) the top-k greatest values from distributed
nodes in a synchronous environment. Within each monitoring round,
nodes are allowed to send a polylogarithmic number of messages to C
using synchronized sub-rounds. This model also incorporates a broad-
cast channel, counted as a single message, to enhance communication.
However, this synchronization assumption limits its applicability to
specific types of distributed systems, and no experimental validation
was provided in prior studies.

2.2. The All-Values-Tracking (AVT) problem

The AVT problem consists in maintaining at C an approximation of
the current value for every node and every monitoring round, where
observed values are assumed to arrive at the distributed nodes in
discrete rounds.' See Fig. 1 for an illustration of AVT monitoring with
4 distributed nodes, one coordinator C, and 50 rounds; two monitoring
strategies, “baseline monitoring [8]” and “simple approximation [9]”,
are presented (cf. Sections 2.3 and 3.3) along with the monitoring views
at C.

We highlight that when a highly communication-efficient solu-
tion for AVT is presented, it can be extended to efficiently monitor
any function f at C. This can be achieved without fine-tuning the
monitoring logic to f, by simply computing f continuously over the
(approximated) tracked values at C. As this work focuses on a general
CDM setting rather than providing solutions for a specific monitoring
function f, more efficient monitoring algorithms may exist for some
f. Our design thus offers query flexibility by allowing new aggregation
queries to be implemented without redesigning the monitoring system.
For instance, abnormal values can be detected when all values are being
tracked. Beyond supporting aggregation functions, note that tracking
all values from all nodes in real time is also essential in many practical
scenarios. For example, in a smart city scenario, vehicle tracking [28]
requires real-time access to the position of each node to enable traffic
flow optimization, safety monitoring, and incident detection. Similarly,
in sensor networks, IoT devices often need to report raw, full-resolution
readings (e.g., environmental or health monitoring [29]) rather than
data summaries, since the original values may feature anomalies or cor-
relations required for later analysis. In industrial, performance-critical
systems — such as core mobile broadband networks processing millions
of packets per second — efficient monitoring of distributed nodes is
essential, as it must introduce only minimal overhead when transmit-
ting statistics over the network, which is shared with dense operational

! Rounds may have different lengths that vary across nodes, as long as
the coordinator is aware of the start of each round. Hereafter, we refer to
rounds using a discrete timestamp 7 > 1, regardless of which monitored node
is involved. Cf. Section 4.6 for how round synchrony is handled in our system
model.
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traffic. Consequently, reducing the communication cost of monitoring
directly contributes to improved overall system performance as shown
in [3]. In large-scale distributed systems such as cloud computing and
data centers, comprehensive and high-precision AVT across all nodes
is critical for service reliability and troubleshooting. However, contin-
uously collecting massive amounts of probe data severely consumes
network communication and computational resources, potentially even
undermining core operations. Therefore, balancing monitoring preci-
sion against communication overhead without downgrading system
efficiency has become a core problem. To tackle this, architectures
like on-demand partial deep analysis and load-adaptive regulation are
proposed in [30-33].

While there are efficient solutions in the CDM space [10-12,34,35]
that significantly reduce data transfer over the network, these methods
are not applicable to the AVT problem. This limitation arises because
these approaches rely on the interchangeability of data sources, mean-
ing that a value observed at one node can be treated as equivalent to
that observed at another. In contrast, the AVT setting requires each
individual data stream to be tracked separately.

One of the most practical approaches to AVT is adaptive filtering
[36], which transmits only values that fall outside a predefined per-
node interval. It has been extensively studied in the context of IoT
devices [37]. While it yields significant reductions in communication
costs, it often results in a loss of accuracy, whether in value accuracy
by filtering minor fluctuations or in time accuracy. However, as demon-
strated in our evaluation, it can be further refined by considering both
data variation (not all nodes benefit equally from the same model)
and data evolution (prediction models may need to adapt over time
to better align with changing data trends).

Another well-studied technique is Geometric Monitoring [34,35],
which enables efficient threshold-based monitoring of functions com-
puted over network-wide aggregates. However, these global approaches
are not directly applicable to AVT, which focuses on per-node data
granularity. In addition to analytical approaches, heuristic solutions for
distributed queries have also been explored [36], as well as algorithms
for tracking popular items [38]. These heuristic methods prioritize
reducing communication costs while maintaining acceptable accuracy,
but they are generally limited to specific query types and do not address
the per-node tracking challenges inherent in AVT.

To summarize, the inherent complexity of AVT lies in the need
to monitor all individual streams independently, without leveraging
data redundancy across nodes. Thus, there is no one-size-fits-all so-
lution for arbitrary input data, which previous CDM approaches have
generally targeted. The distributed nature of AVT compounds this chal-
lenge, requiring solutions that prioritize node-to-coordinator communi-
cation while remaining agnostic to the presence or absence of other
nodes. This necessitates more sophisticated, communication-efficient
strategies that can handle the non-transferable nature of events across
distributed nodes.

2.3. Forecast-based monitoring

Simple Approaches. The most straightforward approach to CDM is
for each node to directly forward all its observations to C, which
corresponds to the TinyDB [8] strategy and serves as our baseline
monitoring method. However, this approach quickly becomes imprac-
tical as the number of nodes or the volume of observations increases,
leading to scalability issues [3,10]. Two common techniques to address
this challenge are reducing the polling frequency and sampling values
from only a subset of nodes. Reducing the polling frequency mitigates
scalability concerns but sacrifices responsiveness. The main drawback
of polling is its dependency on the chosen frequency: a high rate can
easily overload the network, while a low rate may result in significant
losses in monitoring accuracy [10]. Sampling, on the other hand, lowers
monitoring overhead by collecting data from only a subset of nodes.
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While this approach reduces communication, it is unsuitable for the
AVT problem, where every individual stream must be monitored.

State of the art. In [15], the authors outline a framework for
communication-efficient distributed monitoring using predictive mod-
eling. Similar to our proposal, the approach leverages predictions at C
and sends real values only when the deviation from predictions exceeds
a predefined threshold. It employs an AR model, where parameters
are transmitted instead of raw data. Initially, nodes run multiple AR
models with varying lags and use a racing mechanism based on the
Hoeffding bound to evaluate and discard underperforming models.
Ultimately, each node maintains a single optimized model, ensuring
efficient and adaptive monitoring. The main differences compared to
our approach are: (1) their reliance on a single AR model, whereas
we consider the prediction model as a plugin that may have several
possible implementations, and (2) their disregard for the evolution of
data streams, in contrast to our data-aware forecasting approach that
adapts to different data and network conditions.

Prediction-based data reduction has also been extensively studied
in the context of WSNs [5]. A key difference from our setting is
that WSN models typically assume a shared communication medium
among sensor nodes, allowing values transmitted by nearby sensors
to aid in data reduction. This assumption limits the feasibility of
per-node prediction schemes [5], as they are often considered too
energy-intensive to operate on individual sensor nodes. Instead, pre-
diction tasks are usually offloaded to a cluster head or to C, which
reduces the potential communication savings. For instance, in [19],
the authors propose the approximate framework Ken, which employs
probabilistic models to estimate a probability density function over
node values and exploits spatial correlations among distributed nodes
through inter-node communication. However, in the special case of
the Disjoint-Cliques model with the maximum clique size restricted to
one (DjC1), spatial correlations are no longer leveraged, as nodes are
treated independently.

In contrast, our work considers a more general distributed setting
where communication channels between nodes and the coordinator
are private. As their work is compared with TinyDB [8] and Simple
Approximation [9], we also utilize these methods for comparison with
our approach. Furthermore, the datasets we use often exhibit lower
correlations between the observations of distributed nodes, making our
approach better suited for such scenarios.

The related problem of data stream compression [20,39,40], partic-
ularly studied in sensor networks [16], is also worth noting. The key
distinction from our problem lies in the real-time dimension of monitor-
ing. If the sole focus were on the data itself, nodes could compress their
observations and transmit the compressed data at large intervals, sig-
nificantly reducing communication with the coordinator. However, this
would prevent the coordinator from tracking node values in real time,
since it would need to wait for the next batch of compressed data before
updating its view. In contrast, our approach ensures that C maintains
a continuously updated, though possibly slightly inaccurate, global
view of the system at every round. For many applications that require
continuous monitoring of resources, such delays are unacceptable.

3. Error-bounded forecast-based monitoring

In this section, we introduce our monitoring framework, which is
based on maintaining aligned time series prediction models at both the
nodes and C. By treating the observations at each node as a time series,
we can capture the underlying characteristics of evolving patterns with
limited required prior knowledge, making the approach generalizable
to any data stream. In each round, every node applies a monitoring
strategy to decide whether to transmit an update to C or remain silent.
We describe below how the monitoring strategy in FEDAMON operates.
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3.1. Error-bounded value tracking

It is evident that striving for an error-free solution to the AVT
problem is impractical: due to the unpredictable nature of stream
changes over time, the only viable approach to perfect AVT (i.e., error-
free) would be to transmit every value that differs from the last shared
value. Instead, we adopt a more efficient strategy by permitting the
coordinator to tolerate a small, bounded error for each stream indepen-
dently, with this error constrained in absolute terms by a predefined
absolute error upper bound. That is, for any given times ¢ > 1, the
value 9 that C has as estimate for the value on s’ is within € of its true
observation v}, i.e.,

[0} —vi| <. )

where ¢ € R* is defined as a fraction of the range R;,, which captures
a sufficient proportion of percentiles across all relevant data streams.
For instance, a modest error threshold may be set to 15% - Ry, while a
more restrictive one would correspond to 1%- Rp,. Hereafter, we refer to
Eq. (1) as the error constraint applied to each s'. If not otherwise stated,
€ is assumed to be identical across all nodes in the system and constant
over time, referred to as a static error threshold.

3.2. Monitoring strategy

The monitoring decision is guided by the current monitoring strat-
egy, which balances communication efficiency with the need for ac-
curacy. The primary objective is to reduce unnecessary transmissions
while ensuring that C maintains an approximate but sufficiently ac-
curate view of the observed data streams. Our system is built on the
principle of forecasting the evolution of the monitored values to reduce
communication. As long as the constraint in Eq. (1) holds at time ¢t,
no update message (event) is needed for that round. At every round,
observations are stored locally in a circular (ring) buffer L, referred to
as the local buffer, with a maximum size® of D > 1. The exact value of
D may depend on the prediction model but remains constant during
execution. Additionally, when dynamic error control is enabled (cf.
Section 4.4), a secondary, larger buffer is maintained to support range
adaptation.

If the observed value deviates significantly from what C currently
knows (i.e., the constraint is violated), the node sends an update mes-
sage. When a violation occurs on node s’ at time ¢, both the observed
value v/ and the previously buffered values from L are sent to C.
Sending L is important as C and node s’ utilize those previous observa-
tions to estimate new model parameters for predicting future node s'’s
values ﬁ:', for ¥ > . An alternative design described and analyzed in
Section 3.4 forwards only the necessary model parameters to C instead
of L. After sending an update message to C, the buffer L is cleared to
save memory for new observations.

Our proposed framework is a 2-layer hierarchical model in which all
nodes are directly connected to the central coordinator C. In real-world
systems, it can be naturally extended to additional hierarchical layers,
for example by running our monitoring framework both at a cluster
level of aggregation between the end nodes and C, and again at the
central coordinator C for a 3-layer hierarchy.

The communication benefit is measured by the communication ratio
p, defined as the proportion of update messages sent to C, regardless
of the information contained in those messages (i.e., one message may
carry multiple values). For T denoting the number of timesteps in the
studied period (assuming all nodes share the same monitoring period),
it is calculated as:

(Y]
T-n’

p= 2

2 The buffer size is limited to reduce memory usage and data transmission
for improved performance, although it would be straightforward to store all
values that do not trigger an update if desired.
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where Q is the number of updates sent by the monitoring strategy
during T. If the system achieves a p as in Eq. (2), then when accounting
for the cost of protocol headers (i.e., not only the data payload but also
the packet header), the effective communication reduction is bounded
by p together with the header size. In other words, the practical
communication reduction is lower than p, and we further quantify this
difference in Section 3.4.

3.3. Prediction models

Since observations vary across nodes, we provide multiple options
for models to capture local observation behaviors at each node and
at the coordinator C. By design, our framework is compatible with
generic prediction models, allowing additional models to be incorpo-
rated to adapt to different data streams. This means that while the
specific models presented later are effective, alternative models can also
be employed within the framework. We present six well-documented
prediction models (SA, AR, LMS, PLA, Holt1, and Holts) included in
our standard solution. All models follow the same monitoring strategy:
when s’ violates the constraint at time ¢, all buffered values L are
sent to C. Both C and s' then update their model parameters using
the new data, including L, for predictions starting from time ¢ + 1.
Since time-series prediction often relies on previously predicted val-
ues, some models (precisely, all introduced here except SA and PLA)
gradually replace true observations with their own past predictions
when no updates occur. The following sections describe in detail how
model parameter calculation is performed within this framework. In
the following, v, represents what the model considers to be the “true”
observation at some time ¢’ < 7, and 9, denotes the prediction made
by the model for time 7. In other words, we intentionally omit the
node’s identity i in the model’s view for two reasons: (1) the model
is agnostic to the node’s identity, as each node runs its own prediction
model independently, and (2) v, may not correspond to the actual value
for a specific node i (i.e., v) e.g., v, itself may be an earlier prediction
generated by the model.

3.3.1. Prediction model template
Let M be a model used for forecasting future values based on past
observations. In our design, M must implement the following interface:

* M.minValues specifies the minimum number of past observations
(i.e., exact values recently read) required for M to produce its first
forecast. In other words, M must receive at least M .minValues
observations before it can perform its initial prediction.®

M .predict(r) forecasts the value 9, for the observation v, that will
occur at timestamp ¢. Following the definition of M .minValues, we
assume M .predict(?) is called after receiving at least M .minValues
values.

M .update(t, L) updates the model M using the current timestamp ¢
and an ordered list L, which M treats as the consecutive set of true
observed values L = {v,_|1 4, ..U} up to and including timestamp
t. If the addition of these |L| samples brings the total number
of observations to at least M.minValues, this operation updates
M’s internal state to improve the accuracy of forecasts for future
timestamps # > t by recalculating model parameters. Otherwise,
only M’s internal buffer is updated.

3 M.minValues is mainly a constraint for the first prediction. Afterward,
all previously seen values can be memorized by M, which is responsible for
always maintaining a buffer of M .minValues in its local state.
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3.3.2. SivMpLE APPROXIMATION (SA)

The most basic forecasting approach produces a static prediction
based on the last updated observation, i.e., it assumes that local obser-
vations remain constant over time. In other words, the prediction o, for
t 2 1,,, does not change during the interval [z,,,,,7], where 7,,,, is the
last time the node violated the constraint. The prediction model is thus
simply given by:

b, =, 3

>
prev

This model is trivial to implement, only requires maintaining a
single parameter Uty and we have M.minValues = 1 for SA. This
model, referred to as Approximate Caching [9], is one of the baseline
methods introduced in [19]. In our study, we also implement it as the
simplest forecasting model within our framework.

3.3.3. Auto-REGRESSIVE MobpEL (AR)

Auto-Regressive model [21] is a widely used time-series prediction
model. AR can be employed in our system, with parameters that can be
updated online as new observations become available while remaining
computationally efficient. The predicted value 9, at each node is based
on a linear combination of past observations v,_;, expressed as an AR
model of lag ¢:

—js

¢
0, =6+ Z wj U, 4)
=

where w = (6, wy . w,,, ..., w,,) is the set of £ + 1 model parameters
with §, being a constant additive term. For M being an AR-7-k pre-
diction model, the model parameters w,, are estimated using Ordinary
Least Squares (OLS) by minimizing the sum of squared errors (SSE) over
the last k — ¢ known samples, i.e., w,, = arg miny, SSE(w, #, k, £) with

-1 3 2
SSE(w,1,k,0)= Y [u, - <5, +) w/.‘,u,_j>] .
r=t=(k—2) j=1
An AR-¢/-k model, as defined above, requires k previous samples
{0y }1—k<rr<; tO calculate its parameters, setting M .minValues = k for
AR-£-k (if k = 2¢ +1). This is because each predicted value o; depends
on samples that mostly overlap with 9;_; except for the most recent
value (i.e., D ;1 Tequires v;_, in addition to more recent samples). Thus,
the oldest sample in the SSE, v,__,), implies that v,_, is needed to
calculate the weights for o,. A closed-form solution can be obtained by
solving OLS, which requires at least k > 2£+1 observations (i.e., k—¢ >
¢ + 1), thus it can start prediction after 2¢ + 1.

3.3.4. Least MEAN SQUARE FiLter (LMS)

LMS is one of the most widely applied adaptive filters [41], known
for its low computational overhead and memory usage, making it well-
suited for predictive tasks. Essentially, LMS takes each observation at
time ¢ as input and computes the prediction as a linear combination of
the last # observations:

14
0= 0,0 (5)
j=1

where 0 = (0,,,6,,,...,0,,) is the set of model weights at time .
Initially, O is set to zero and is updated iteratively to approach the
best suited weights. After collecting ¢ observations, the model can start
making predictions. When a violation occurs at s’, the prediction error
is computed as:

e, =v,— 0.

The goal is to minimize |e,| as the cost function between the predic-
tion and the true value. The weights are then updated in one iteration
(which occurs when an update message is sent to C) as follows:

0,041 =0, +nev,_;, 6)
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1

where 7 is the step size, which must satisfy 0 < 5 < + to ensure
t

convergence [22,42]. Here, we set n = (xE,)~!, where « is a fixed
model parameter and E, is computed as:

2
1
E =23 (v).
¢ &

This bound determines the upper limit for the step size 5. Since our
method enforces an error constraint, whenever update messages are
sent, the model’s ¢ parameters 6 are updated according to Eq. (6),
where 6;, refers to the weight set that remained unchanged since
the previous model update. Predictions in LMS require ¢ observations
(i.e., M. minValues = # for LMS). Prediction starts as soon as # values
are available, in contrast to the “normal” mode in [22], which requires
additional iterations for O to first converge, that is, a fixed number
of rounds below an error threshold, before predictions are used and
observations cease to be transmitted.

3.3.5. PiecewistE LINEAR ApPROXIMATION (PLA)

Instead of using previous values themselves as input for prediction
(i.e., using the output as the input for the next time step), we can
compute the PLA over the data by representing the observations in
the data stream as a function of time, modeled by line segments with
a size of # points. The time duration of one line segment spans the
range [t — £,t), where the points on the segment are represented as
(=0, 0_p), (t—=C+1,0,_py1), ..., (t—1,0,_;). Let the set of timestamps
{t—¢,t—¢+1,...,t — 1} be denoted as X, and the corresponding set
of values {v,_,,v,_s,1,..., 0,1} as Y. By extending the line segment of
the best-fit line, we can estimate future values. The prediction at time
t is expressed by the linear equation:

0, =at+b, )

where a is the slope of the best-fit line given by the covariance between
X and Y divided by the variance of X, i.e.,

_ cov(X,Y)
T var(X)

The intercept b is calculated as:
b=E(Y) - aE(X),

where E(X) and E(Y) represent the expected values of X and Y, re-
spectively. When C receives an update triggered by an error constraint
violation, it recalculates the parameters a and b. Because estimating
these parameters requires ¢ data points, we set M .minValues = ¢ for
PLA.

3.3.6. Hort LiNnear (HoLtL)

Exponential smoothing [43] is widely used for time series fore-
casting, where it calculates the weighted average of past observations,
with weights decaying exponentially as the observations get older. In
other words, the most recent values are associated with higher weights.
Holtl [24] is a type of exponential smoothing method that accounts
for a trend (slope) in the data. The equations for predicting the value
h timestamps away from the current time 7 are:

ﬁt+h =3 + hb,
av, + (1 —a)(s;_; + b,_1) (8)
B(s; = s;-1) + (1= Bb,_y,

Here, s, represents the smoothed value at time ¢, and b, is an
estimate of the trend at time ¢. « (0 < a < 1) is the data smoothing
factor, and g (0 < p < 1) is the trend smoothing factor. As shown in
Eq. (8), s, is a weighted average of v, and the one-step-ahead forecast
0, at time ¢. Similarly, b, is a weighted average of the estimated trend
at time ¢, calculated from s, — s,_; and b,_;. The smoothing factors «
and f determine how much weight is placed on recent values, and
their impact is evaluated in Section 5. The initial values s, and b, are

St

b,
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estimated by minimizing SSE over ¢ training samples. Consequently,
the required number of initial input values is # for Holtl. In our
framework, 4 corresponds to the time difference between the current
time and the last time an update message was sent.

3.3.7. Hort WinTters (HoLts)

Holts [25] is another type of exponential smoothing method that
considers seasonality by introducing one more seasonal component c,.
When ¢, is calculated in the same units as the original observation, it
is called Holt-Winters’ additive method and for all time ¢ in one whole
seasonal period 7, the corresponding ¢, are added up to approximately
zero. The equations for forecasting a value 4 timestamps away from
time ¢ is:

Oyp = 5;+ hb, + Crah—£(k+1)
s;=a(; —c_p)+ A —a)(is,_y +b,_)
by = p(s; = s, + (1 = )b,
=y =85 = b+ A=y,

9

where y (0 < y < 1) is the seasonality smoothing factor, # the
period of seasonality, k = [%J to make sure the predicted value is
always calculated from the last seasonal period of the observations,
i.e., from [t — ¢ + 1,1]. s, is a weighted average between the seasonally
adjusted part (v, —c,_,) and one-step-ahead forecast o, (same as Holt1)
at time ¢. b, is identical to Holtl as well. The seasonal component
¢, is a weighted average between (v, — s,_; — b,_;) and the seasonal
component of the # time ago. The initial values s, b, ¢, are estimated
by using Maximum Likelihood Estimation [44] for the past two seasonal
samples. Hence, for M = Holts, M.minValues = 2#. The parameters
a, B,y are evaluated in Section 5.

3.4. Communication analysis

There are two variants of our framework with different impacts on
communication overhead. The default, Configuration 1, requires nodes
to send the buffer L to the coordinator, which then calculates the
corresponding model parameters (coefficients) to make predictions.
The alternative, Configuration 2, has nodes send all the values needed
for forecasting directly, without requiring the coordinator to calculate
model parameters. In this case, the transmitted values include both the
model parameters and past observations (the output variable depends
on its own previous values in SA, AR, LMS, Holt1, and Holts). For
a fair comparison, Table 4 lists the number of values that must be
sent in each configuration. The results indicate that Configuration 2
reduces communication overhead only for PLA when # > 2. For other
models, the communication cost of Configuration 2 is not lower than
that of Configuration 1, because only PLA does not use past observations
as independent variables. Additionally, when updates are frequent,
Configuration 1 sends only the buffered values (usually fewer than the
upper bound in Table 4), making Configuration 2 less efficient since
it redundantly sends values that may have been transmitted previ-
ously. Nevertheless, Configuration 2 has the advantage of bypassing
the parameter optimization phase entirely, which can be beneficial
in rare situations involving message loss. By directly transmitting the
model parameters together with the required past observations for
forecasting, the system can recover immediately and resume consistent
operation without first waiting for the buffers to be cleared. Therefore,
Configuration 2 should be viewed as a robustness-oriented alternative
rather than the primary communication-optimized strategy. For these
reasons, in this paper, we focus on analyzing communication reduction
using our prediction-based method under Configuration 1.

To ease the analysis, consider as a baseline a protocol that would
transmit every observed value to the coordinator in a separate message.
Hence, the baseline cost for the network usage (communication cost
accounting for the protocol overhead) is

Upaseline =T -n-(H + V),
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Table 4
Number of values required to transmit to update the model for the two
configurations of each model type. (upper bound for Configuration 1).

Model type Configuration 1 Configuration 2
SA 1 1

AR-¢-k k k+¢+1
LMS-¢-x ¢ 2¢

PLA-# 14 2

Holtl-f-a-p ¢ ¢
Holts-Z-a-p-y 20 20

where H is the protocol header overhead (in bytes) and V' the size of
one observed value (in bytes) and both are assumed constant. Let us
call Upagetine/(T - n) = H + V the per-value overhead. Let us consider
now that our system achieves a communication ratio of p as per Eq. (2)
while denoting r; for the number of rounds where s’ sends an update
message, i.e., let ¢; ; be the jth update message from s" and lg; ;| < D be
the number of values contained in message ¢, ; following Configuration
1. For the sake of simplicity, let us assume the system ends with a signal
sent to the node to send a final update and that a sequence of buffered
values always fits in a single transmitted packet (which can fit 160-320
values even considering large protocol overhead). For the models uti-
lized in this work, D is constrained to a fixed value, which depends on
the selection of model parameters. Since we have limited the size of the
local buffer on each node, we can bound the amount of sent values:

n I‘[

2 Xlal<Q-D. (10)
i=1 j=1
Moreover, since obviously there cannot be more buffered values than
observed values, we also have:

Yl <7 n an

i=1 j=1

By using Egs. (10) and (11), and assuming ¢ = O(1) denotes the
small number of bytes required for additional information in an update
message (3 variables and a 2-bit flag in our system, explained in later
sections), we can calculate the network usage as:

n
U:ZZ(H+V~|q,—_,-I+c)
n ; n ,,‘

U= YH+O+V Y ¥ 14l

i=1 j=1
U<Q-(H+c)+Vmin{Q-D,T - n}.

Hence the network usage in comparison to the baseline can be upper-
bounded by the communication ratio up to constants depending on the
header and value sizes:

U <Q'(H+c)+V-min{Q~D,T~n}

Ubaseline T-n-(H+V)
<p~(H+c)+min{p-D,1}~V
- H+V
< (H+c>+ |4 )
H+V H+V

In other word, as long as the protocol overhead H is relatively large
in comparison to the size of a single value V' and the extra few bytes c,
the network usage ratio can be well approximated by p. Note that in the
above calculations, we have abstracted connection and retransmission
overhead which in any case will influence in a similar manner both the
baseline and FEDAMON’s network usage.

4. Data-aware model selection

In this section, we propose a data-aware model selection frame-
work to adapt the prediction model to the diversity of data stream
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Fig. 2. Overview of our model simulation and update process, illustrating the various circular buffers (L, L,,,,,, as well as M.L, M.L
to a prediction model M), together with their respective maximum sizes: D, W,

range’

characteristics. Without prior knowledge of the observations, selecting
an optimal model for the nodes can be challenging. Additionally, due
to the skewed distribution of data across distributed nodes, applying
a single model type is not suitable for all nodes. Thus, we advocate
for a data-aware model selection approach based on model score,
enabling automatic control in determining the appropriate model type
and following the data streams continuously generated on the nodes.
The selection is done by C using node-wise model selection over a list
of candidate models denoted as M = { M, M,, M5 ... } simultaneously.
Hence, s’ runs a personalized model type independently, without re-
quiring alignment with other nodes, while being guided by messages
from C regarding model type switching.

4.1. Circular buffers

Our implementation uses a set of circular buffers that cache recent
values at different levels; below, the details of each:

» L denotes a local buffer (first introduced at Section 3.2) maintained
at every node that gets reset upon every update. Every value ob-
served at the node is added to L, and the buffer can grow up to
size D, a parameter set by the coordinator. Once an error violation
occurs, L is transmitted to C.

L, 4. is @ larger buffer maintained at each node that contains the
most recent W,,,,. values. That buffer is never flushed and is used
to calculate a dynamic error threshold per node as described in
Section 4.4. When the error is static and directly provided as input,
this buffer can be omitted.

{L'[M], L] [M], Linsg[M]}ls,-s,,,MGM is a collection of 3n|M]| buffers
maintained at the coordinator to use for calculating a score for each
candidate model M € M’ for each node s’, with M being a pool
of models associated to node s'. To ease the code description (see
Algorithm 1), for a given instantiated model M, we denote those
buffer as M.L, M.L,,., M.L,,;, but those fields are not accessible
by the model M for calculating its predictions.

Fig. 2 shows the buffers of different levels. In the pseudo-code,
buffer(k) initializes a circular buffer of size up to k, and if L is a buffer,
L < L+{v} appends the value v to the buffer L. Once L’s size reaches k,
each new value flushes out the oldest value in the buffer. The notation
L < @ means L is reset (or emptied) and L « L uU L’ appends L’ into
L while keeping L under its maximum size (equivalent to adding each
element of L' to L one by one).

and M.L,, associated

errs

M .minValues and W,

score*

Algorithm 1: Model simulation and calculation of

scorel (M, 1,V)

1 Function: SimulateAndUpdateModel(M,t, L €, a)

// Assumption: L={v,,-,v,} with 1, =1—|L| +1
2 fort—|L|<j<tdo
3 M.L<M.L+{v}
4 if j > M.minValues then
5 L 0, < M.predict(j);
6 if j < MminValues or|ﬁj—uj‘ > € then
7 M.update(j, M.L);
8 M.L <« @,
9 Nysg < 1, error < 0;
10 else
11 L Ny < 0, error « |ﬁj—uj|;
12 M.L,., < M.L,, + {error};
13 L M'Lmsg - M'Lmsg + {nmsg};
14 acc«—l—(;zeeML e)/e;

Wicore Terr

15 omiss < 1— Z‘m€M.ngm/l/[/score;
16 M.score « a * acc + (1 — a) * omiss;

4.2. Model score

As the score calculation procedure is performed independently for
each node, the node index i is omitted from the notation throughout
this section for better clarity.

Score calculation with an updated model. Let us denote V = {v; | 7 -
Wieore + 1 < j < 1t} the set of the last W, recently observed true
observations, with |V| = W,,,,, and let us assume here that M is a
model that has been updated exactly at timestamp ¢t — W,_,,.. The selec-
tion process is done by considering the performance of each candidate
model upon receiving an update message. Specifically, YM € M at time
t, the performance of candidate models is calculated using the score
function (cf. Algorithm 1), which calculates a trade-off between the
monitoring accuracy acc and that of messages omission rate omiss over
the last W,,,,, rounds. Here follows how a model’s score is computed.
At time ¢, a model scoreS(M,t,V) for model M, a set V of recent exact
values and error threshold e is computed as:

scoreS(M,1,V) = a - acc®(M,1, V) +
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Algorithm 2: Forecast-based Error-bounded Data-Aware MONi-
toring: FEDAMON-Node

Algorithm 3: Forecast-based Error-bounded Data-Aware MONi-
toring: FEDAMON-Coordinator

Input: absolute error upper-bound €
(or an error tolerance 8, W,,,,, and 7, when using dynamic
range R’ ; e is initially set to 0 then)

1 Node s’ € S executes:

// Initialize buffer(s) and parameters
2 M,D « receive((“init”, M, .creq- D));
3 L < buffer(D), L,,,,, < buffer(W,,,..), !' < D;
4 fort>1do
5 v, < read(n) ; // monitored stream
6 L« L+{v); //|LI<D
7 Lrtmge - Lrange + {Ut} 5 // |Lrunge| < u/ruﬂgy
8 if r < MminValues then
9 send(C, (“update”, {v,},t — 1,1,€));
10 M update(, {v,});
11 else
12 if receive((“switch”, M,,,)) then
13 L M < M, ; // up-to-date model
14 U, « M.predict();
15 if |0, — v;| > € then
16 if 1 > 7, then
17 | € < calculateRange(L,,,.);
18 send(C, (“update”, L,?,t,€));
19 M .update(t, L);
20 L=g,t «t; // clear buffer

(1 —a)-omiss€(M,t,V),

where 0 < « < 1 is the control factor that weights the contribution
of monitoring accuracy. In the score’s calculation, setting a = 0, the
emphasis is put on reducing communication overhead, while setting
a = 1 places all the importance on accuracy. Thus, tuning « enables
the ability to take both communication and accuracy into account.

In detail, acc€ is calculated over the last W,

score
ZU,GV (10, =0, 1)

ew,

score

rounds as follows:

acc(M,t,V)=1-— ,
noting that if there is an update message, o, is replaced with v, on
the coordinator, thus the error is zero at that round; as for omiss€, the
fraction of omitted messages among all observations over the last W,
rounds, it is calculated as:

Qe
omiss€(M,t,V)=1-— V.M

score

where Qf, , is the potential number of updates that would have been
transmitted during the last W, rounds if model M were used for
prediction, calculated by the coordinator using the error constraint that
is introduced at Eq. (1).

At last, let us observe that both acc and omiss lie in the interval
[0, 1], hence score is bounded to the same interval. The extremal cases
are occurring when acc = 0 and every prediction reaches the error
threshold e while acc = 1 indicates not a single prediction contain any
error (note that we compute the accuracy over the predicted values
and not the values eventually transmitted to C). Similarly, omiss = 0
indicates every single prediction broke the error constraint whereas
omiss = 1 means not a single prediction occurred beyond the set error
bound and no update message was transmitted to C during the last
Wieore TOUNAS.

score

Score calculation for out-of-sync models. Assume an update is triggered
at time 7, and the previous “global” update (i.e., the last execution of

10

Input: absolute error upper-bound e (initially set to 0 when
using dynamic range), pool of candidate models M,
criterion &, score buffer size W,,,,, and starting round
for data-aware selection ¢

Output: C’s monitoring view {0},

1 Dpay < maxyey M.minValues;
2 D « max{Dy .y, Wicore) // Assumption: r > D
3 Coordinator C executes in parallel for each s’ € S
4 M’ is a set of candidate models for node i;
// Initial Setup
5 M;elmed « M[0] ; . // default model
6 send(s’, ( .mlt M DY)
7 for M € M' do
8 M.L,, M.L,,, < buffer(W,,,), buffer(W,.,,.);
9 M .L < buffer(M .minValues);
10 t,';pdme «0; // last update at node s’
// Forecast-based Monitoring Phase
11 forr>1do
// Estimation of v/ at C
12 ifr>M'  ~ minValues then
" selected .
13 | # <M, . predict@);
// Model updating and switching
14 if receive(s’, (“update”, L,?',t,€)) then
// Assumption: ¢ =1 ,  to proceed
15 0« L[-1]; // last value in L’s buffer
16 for M € M/ do
17 L SimulateAndUpdateModel(M.1, L,e,a)
18 if t >  then
19 My, < argmax e M.SCOTe;
20 if M,’ap.sco.re > M;elected.score + ¢ then
2 L send(s', (“switch”, M}, )) ;
22 Msl'elected - Mt’op;
23 B tLpdaw “— 1

Algorithm 1) occurred at time . Models may be out of sync with one
another, meaning that the coordinator’s simulation of each model must
take into account the last state the model was in at time ¢,,;, <+ when
calculating its score for time 7. The previously defined score can be
computed at the coordinator for a given model M if M was last updated
at time 7', since in that case, the coordinator can easily run the “fresh”
model over the values contained in V (for example, by storing those
values at C).

To handle this, we use the previously introduced buffers M.L,
M.L,,, and M.L,,, which respectively store the values since the
last internal update of M, the corresponding errors, and the update
message indicators over the last (at most) W, rounds. The buffer
L transmitted to Algorithm 1 corresponds to the unprocessed values
received at the coordinator when an update message arrives. Since L
is the local buffer of a node s', it always contains consecutive true
observations from s’; L can grow up to size D, which is set larger than
WS’L‘G"G'

This means that when updates are sent relatively frequently (i.e.,
when |L| < D), all simulated models are updated under the exact same
conditions as they would be if executed on s, since C has access to all
true observations between times ¢,,,, and 7. However, when the selected
model performs very well and |L| = D, some values recorded between
times ['+1, r—|L|] are never transmitted to C, creating a gap in the true
observations available at the coordinator. In this case, the simulation

err?
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proceeds on a best-effort basis: each model continues running from
its state at time 7,,,,, accumulating predicted values into M.L despite
the gap in time. Once M violates the error constraint at some time
j >t—|L|+1, M.L is flushed, and M considers those buffered values as
the “true observations” corresponding to timestamps [j — |M.L|+1, j].

4.3. Node-wise prediction and model selection

Node’s side. Algorithm 2 defines the behavior of a node in FEDAMON.
The process is straightforward and follows the monitoring strategy
described earlier. In short, each node s’ runs a single model to make
predictions and reports to C whenever its error exceeds the defined
threshold. Each node is first initialized by the coordinator with a buffer
size D and an initial model M,,. Except during the initial rounds, when
the current model may require more values than have been collected,
a prediction is made in every round. When the error constraint is
violated, an update message is sent to C, and the local buffer is cleared.
Dynamic error control is discussed later in Section 4.4.

Coordinator’s side. The model selection process is based on the coordi-
nator C maintaining the list Ml and concurrently simulating each model
upon receiving an update message.

Initialization: The coordinator initializes the maximum buffer size
D to max{W,,.. Dmax }> allowing the local buffers to grow up to D. This
setup ensures that (1) gaps (i.e., missed true observations at C) never
overlap with timestamps used for model score calculation, and (2) C
can update all candidate models to their most up-to-date state. The first
model M, in the candidate pool is used as the initial selected model.
If the pool contains only a single model, the data-aware component is
not triggered and can be omitted. Initially, all buffers of the candidate
models are created, and an “init” message is sent to the monitored
node s’ with D and the initial model M. Before the default model M,
has accumulated its minimum required number of inputs, each round
results in the coordinator receiving an update from s’, ensuring that the
monitoring view remains error-free during these initial rounds.

Model Update and Simulation: Upon receiving an update message
from the selected model M, ., (Algo. 3, line 14), C updates the state
and score of all candidate models in M. For each M € M, Simulate-
AndUpdateModel (Algo. 1) is invoked. Recall that for each model
M, the coordinator maintains two buffers, M.L,,. and M.L,,,, each
of size Wy,,,., to store values required for computing acc and omiss.
Each model M is simulated and updated using the true observations
contained in L, which were transmitted in the latest update message.
Predictions are used once ¢ exceeds M’s required number of inputs. To
replicate the behavior the model would exhibit if executed on a node,
M updates its internal parameters only when its prediction violates
the error constraint. When this occurs, the values stored in M.L since
the last internal update are flushed, and M’s parameters are refreshed.
Once all values from L have been processed, M’s score for the current
timestamp ¢ is computed based on the contents of M.L,,. and M.L,,,.

Model Selection: After = rounds (a configurable parameter assumed
to be larger than D) have elapsed, the data-aware selection process
begins. Let Mjop € M’ denote the model at round  with the highest
score, i.e., M;op = argmaxy oy scoreS(M,1, V). Ties are resolved by
selecting the model with the smallest index. The highest score is then
compared with the score of the currently selected model running on s'.
If
LY)+¢&

¢ i € i
SCOF@a(Mmp, 1, V) > Scorea(Mseleczed’

holds, where ¢ is the model selection criterion, a new model is selected.
A model-switching message (“‘switch”, Mtiop) is then sent from C to s’
(Algo. 3, line 21). Since s’ retains its previous observations and has
been configured with D > D,,,,, it can estimate the parameters of the
newly selected model. Otherwise, as the studied models have relatively
few parameters (cf. Table 4), we can also alternatively assume that the
required parameters, along with the model type, are transmitted in the
switching message received by s'. Thus, in Algo. 2, after line 13, M
corresponds to M,..;.q On the coordinator’s side. This model selection
process is performed independently for each node in the system.
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Fig. 3. Example of different types of events arriving in different orders with
one single node and coordinator C.

4.4. Dynamic range

We introduce a method that enables fully automatic control of our
data-aware system without requiring prior knowledge of R;,. Each node
maintains a circular buffer L,,,,, of maximum length W, to store
the most recent W,,,,, observations. At each time 7, the observation v,
is added to L,,,,, (Algo. 2, line 7). Using the values in this buffer, the
node calculates a dynamic absolute error upper bound e after z, rounds
have elapsed (e is initially set to O before that). The dynamic range is
defined as

R, =

D max v, —

min ;.
vEL

range V€L ange

An error tolerance 6 (as a fraction) controls the allowed deviation
between the predicted value o, and the actual observation v,. The
updated absolute error upper bound is then

_ ’
€=5-Ry,.

This € is recalculated whenever a constraint violation occurs and sent
from node s’ to the coordinator as part of the update message (Algo. 2,
line 17). The dynamic error calculation starts after z, rounds and thus
without waiting for W,,,,. observations.

If a static error € is provided as input to the monitoring algorithms,
lines 7 and 17 can be omitted.

4.5. Standard solution

To handle entirely new data streams at distributed nodes, we pro-
vide a standard model list for our framework designed to overcome
the challenges posed by unknown data distributions and characteris-
tics. Normally, selecting and tuning candidate models requires manual
effort, which conflicts with our goal of fully automatic monitoring.
In our standard solution, a fixed set of candidate models are already
predefined with fixed types and parameter combinations, removing the
need for manual adjustments. This standard solution performs reliably
across heterogeneous datasets with varying data dynamics, making it
especially suitable for completely new data streams. In the experimen-
tal section, we present a comprehensive evaluation to demonstrate the
effectiveness of the proposed approach and to systematically analyze
the impact of parameter configurations.

4.6. Robustness and event consistency

As stated in Section 2.1.1, our theoretical guarantees assume reli-
able communication and synchrony between the coordinator C and the
distributed nodes. In this subsection, we briefly discuss how the frame-
work behaves in practical scenarios where temporary communication
irregularities (e.g., delayed, out-of-order, or loss events) may occur.
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Table 5

Datasets with type of statistics, no. of nodes, total duration T, standard data range R, € = 5% - R;, and model criteria &.
Dataset D Statistic # Nodes T Standard data range R e at 5%- Ry I3
Ericsson CPU usage 720 2022 R, =97 4.85 0.01
Geolife Vehicle speed 100 54,743 R; =120 6.0 0.029
IntelLab Sensor temperature 47 300,000 R; =446 2.23 0.015
ACFS1 Power consumption 10 2920 R,=13 0.65 0.01

Event handling. At the beginning of each monitoring round, a new
observation event is generated at each node. If the error constraint
is violated at time ¢ on node s, the node sends an update event to
the coordinator. This event corresponds to transmitting the message
(“update”, L,7',1,€) (Algorithm 2, line 9), where L denotes the local
buffer of s/, ¢ is the timestamp of the previous update event at node
s', t is the current timestamp, and e represents the current dynamic
error threshold. Upon receiving an update event under normal (failure-
free) conditions, the coordinator replaces the predicted value for node
st at time ¢ with the exact observed value (i.e., the last element of L),
provided that r matches the current monitoring round.

Out-of-order events. With unreliable communication, update events
may arrive out of order due to network delays. For instance, an update
generated at time ¢ may arrive after the update for time 7 + 1, or an
update for time 7 + 3 may be received after the one for ¢ + 4 (cf. Fig.
3). The coordinator can detect and properly process such situations by
inspecting the timestamps 7' and ¢ contained in the message. Based on
this information, it decides whether to process the event immediately
or defer it until preceding updates have been handled. For clarity of
presentation, we abstract from these low-level ordering details in the
pseudo-code. Given typical monitoring periods and network latencies,
such events are rare in practice. Moreover, mechanisms for handling
out-of-order message delivery are well studied in distributed systems
[45].

Loss events. In the presence of occasional message loss, temporary
inconsistencies may arise. However, the coordinator maintains a col-
lection of buffers {L{[M], LL"[M], Linsg[M]}ISiSVl. wmem> Which are con-
tinuously updated by subsequent correct events. As new consistent
updates are received, any outdated or corrupted entries are eventually
overwritten. Consequently, the system automatically recovers after a
bounded delay and converges back to a consistent state. While reliable
communication is assumed for the formal guarantees, the buffer-based
design of FEDAMON provides practical robustness against transient
communication irregularities.

Synchronization. Perfect clock synchronization between the distributed
nodes and the coordinator C is not required. Since events are labeled
with their corresponding monitoring period, the framework does not
rely on exact alignment of local clocks across nodes and the coor-
dinator. To mitigate potential clock drift over extended periods, a
lightweight synchronization protocol may be executed infrequently
(e.g., once per hour), as commonly adopted in practical distributed
monitoring deployments [23]. Furthermore, due to the lightweight de-
sign of FEDAMON, the time required to compute a monitoring decision
at a node is often negligible compared to the duration of a monitoring
round. In typical deployments, network latencies also allow multiple
communication round-trips between C and the nodes within a single
monitoring interval, ensuring stable operation even under minor timing
deviations.

5. Evaluation

In this section, we evaluate the experimental results on different
datasets using our proposed methods under the assumption of reliable
communication with no failures. First, we evaluate how different single
prediction models perform on four real-world datasets, and how they
differ in terms of messages sent, thereby motivating the necessity of

our data-aware method. We then apply data-aware model selection to
choose candidate models of the same type in one dataset, followed by
testing the framework with standard model parameter settings across
four datasets. This allows us to explore the trade-off between commu-
nication overhead and monitoring accuracy, as well as observe how
different models are selected throughout the process. Next, we apply
our data-aware framework with standard solutions to three validation
datasets to test its effectiveness. Finally, we present results demon-
strating how our approach performs with fully automatic control using
dynamic range.

5.1. Experimental setup

In this section, we describe the datasets, parameters, evaluation
metrics, and parameter selection process. All experiments are con-
ducted in a simulator under the assumption of no failures or out-of-
order events.

5.1.1. Testing datasets

We evaluate our approach on a variety of datasets with different
characteristics. All experiments use timestamp sequences starting from
0 and increasing by 1 at every data point. Range R;, is an empiri-
cal knowledge we collect from each dataset D which represents the
possible fluctuation of the data streams. We have set the value of Ry
in relation to D so that it covers the 97.2% percentiles of all values
within D, hence discarding some outliers with extremal values. Then €
is calculated as a proportion of Rj. The characteristics of the datasets
we used are listed in Table 5.

 Ericsson [3] is 4 h of hardware CPU usage retrieved during 8
runs of a load testing procedure in an Evolved Packet Core testing
infrastructure.

Geolife [46] is GPS trajectories generated from vehicles within
the scope of the (Microsoft Research Asia) Geolife project. The
vehicular speed based was calculated on the longitude, latitude, and
timestamps from the raw data following the preprocessing done in
[471].

IntelLab [48] is collected from 54 IoT sensors in IntelLab, from
which we select 47 sensors for temperature readings.

ACSF1 is from UCR Time Series Classification Archive [49], which
contains power consumption from home appliances across 10
classes. In this study, we select class 3 and aggregate all the time
series data (training and test datasets). Each node represents a
subset of data from class 3.

For clarity, we denote by R, Rg;, R; and R, (corresponding
respectively to Ericsson, Geolife, IntelLab and ACSF1) when referencing
a specific Ry, of one of the datasets. The values of each are listed in
Table 5.

5.1.2. Evaluation metrics
FEDAMON is evaluated for two metrics among all scenarios:

+ Communication ratio: p is the number of update messages O sent
to C over the total duration of time T by the number of nodes n as
described in Section 3.2.

+ Mean Absolute Error (MAE) over Rp: MAE is the difference be-
tween the reported value on C and v/, note that the reported value
is different from ! since when the constraint is broken, ¢! is replaced
by v;.
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Fig. 4. Forecast-based model performance in four datasets. Here, AR-4-130 indicates that # = 4 and k = 130, LMS-3-300 indicates that # = 3 and x = 300, PLA-8
indicates that # = 8, Ho1t1-29-0.9-0.1 indicates that # = 29,a = 0.9, # = 0.1, while Ho1ts-10-0.9-0.1-0.4 indicates that # = 10,a = 0.9, = 0.1,y = 0.4.

5.1.3. Model and system parameters

A wide range of model parameters was tested for all selected model
types, see Fig. 6. The values of the parameters 7, k, k, «, f, y that provide
the best performance for each of the testing datasets are listed in the
legend of Fig. 4. Holtl and Holts have more model parameters
to tune compared to the other models. To avoid the tedious task
of testing the full parameter space, we used a systematic procedure
as follows: (1) all possible values of «,f,y in the range [0,1] with
increments of 0.1 were tested on a shorter monitoring period of 100
timestamps for an arbitrarily chosen node, with € = x% - Rp where
x € {1,2,...,15} for each dataset, (2) the top 3 parameter settings
(in terms of communication efficiency) are further tested on 5 nodes
over the full monitoring period, (3) the average communication ratios
are computed across all thresholds for each parameter combination,
and the best 3 combinations are then selected. For comparability and
clearer interpretation, € is set to a static value based on the range
of each dataset (as shown in Table 5), except in Section 5.5, where
dynamic error control is evaluated. The buffer size W,,,,, of L, is
set to 1000 for the dynamic range.

Standard solution. We evaluated multiple system configurations and
selected those that consistently achieved strong performance across all
datasets. Recurrent top-performing models were identified based on
empirical results obtained from four datasets (cf. Section 5.3.1) and
subsequently validated on three additional datasets (cf. Section 5.4).
We further conducted a systematic exploration of the parameter space
for W,,,., a, and &. Specifically, we varied W, € [50,150] in
increments of 10, a € [0, 1.0] in increments of 0.1, and ¢ € [0.001,0.05]
in increments of 0.001. Experimental results across all datasets indicate
that ¢ has a relatively limited overall impact; therefore, we selected
the best-performing value. In contrast, « plays a more significant role,
particularly with respect to communication overhead. Based on these
observations, the standard parameter configuration is set to W, =
100, @ = 0, and & = 0.01. The number of candidate models |M]| is set to
eleven, comprising one SA, two ARs, two LMSs, two PLAs, two HoltLs,
and two HoltWs, with SA serving as the initial model. The maximum
local buffer size at each node, denoted by D, is computed according
to Algo. 3, line 2, as the maximum between the largest minValues
among all models and W,,,,.. Under the standard parameter configura-
tion, this results in D = 100 in our experiments. Note that D may vary if
alternative (non-standard) parameter settings are used. In the standard
configuration, both the dynamic error calculation and the data-aware
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Table 6
Standard model parameters for our data-aware system, with a = 0, & = 0.01,

W,ore = 100 and z, = 7 = 150.

Parameter SA AR LMS PLA Holtl Holts
¢ - 6,8 6,28 29,39 5,30 3,4

k - 100 - - - _

K - - 100 - - -

a - - - - 0.9,0.8 0.3,0.8
B - - - - 0.1,0.2 0.1,0.3
y - - - - - 0.1,0.3

mechanism are activated after z, = r = 150 monitoring rounds. A
summary of the parameter settings for the data-aware standard solution
is provided in Table 6.

5.2. Single model prediction performance

We start our evaluation by measuring the communication saved in
each of the 4 datasets. Fig. 4 shows p achieved by SA, AR, LMS, PLA,
Holtl and Holts together with the measurements in terms of MAE
over Rp with different parameter settings. We report p for varying e
values. More specifically, we show results for 1% - R, < € < 15% - Rp
for all datasets.

Regarding p, the performance of our forecast-based method is ev-
ident in Ericsson, IntelLab, and ACFS1 across all models. When e
exceeds 7%- Rp, the best model for each dataset achieves a p of less than
20%. However, other models still achieve a communication efficiency
below 20% when € is 15% - Rp. In Fig. 4, AR stands out as the most
communication-efficient prediction model, in Fig. 4d, Holts achieves
the best performance, in Fig. 4b and ¢, SA outperforms all other
models. Considering the significantly smaller resource overhead of the
SA algorithm, its performance on those datasets is quite remarkable.
We observe that € not only bounds the maximum error in relation to
the range R, but on average entails a MAE of half its allowed range
over all tested datasets. Furthermore, increasing e results in greater
communication savings; however, the MAE over R, also increases.
This highlights well the inherent trade-off between communication
efficiency and error, which we will examine in the following discussion.

We analyze the performance of each model over time by examining
the number of messages sent across all nodes (excluding the initializa-
tion phase before r rounds have elapsed). We use the same parameter
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Fig. 5. Messages sent (upper plot) over time across all nodes of Ericsson
dataset (e = 5% - R.) using a subset of models from Fig. 4(a) and original
data streams from four selected nodes (lower plot).

settings as in Fig. 4a, under the Ericsson dataset with ¢ = 5% - Rg.
As shown in Fig. 5, Holtl and Holts initially perform best for r €
[0,200], but their performance declines toward the end of the period.
Similarly, SA sends the most messages for ¢ € [400, 1000], yet becomes
the most communication-efficient model by the end. PLA performs best
for ¢ € [400, 1000] but does not consistently maintain top performance.
These differences largely arise from the temporal evolution of data
streams, as illustrated in Fig. 5 using selected original data streams from
various nodes in the Ericsson dataset. Consequently, selecting a fixed
model does not guarantee consistent superiority over time, emphasizing
the need for our data-aware model selection approach.

5.3. Data-aware system evaluation

In this section, we evaluate the performance of the data-aware
system. Specifically, we focus on communication, accuracy respectively
and move on to the trade-off evaluation. The introduced communi-
cation overhead of switching events and potential scalability are also
considered in this section. Here, SA is always set as the default selected
model M::elec red (Algo. 3, line 5). If not otherwise stated, a = 0,& = 0.01.
5.3.1. Communication focus
Performance of data-aware with one model type. We continue to explore
the performance of the selected model in p when having candidate
models with the same model type but different parameter settings.
Specifically, we evaluate the performance under ACSF1 with AR-only,
LMS-only, PLA-only, Holtl-only and Holts-only with a = 0.
From Fig. 6, the results show that the data-aware method can always
guarantee p close to the best parameter setting in each experiment.
Moreover, from PLA in Fig. 6, the selected model outperforms all the
others when € is smaller than 10% - R4 and running different Holt1 as
candidate models shows our data-aware method gives the best results
in terms of p when € > 9% - R 4.

Performance of the standard solution. As shown in Fig. 7, the average
performance of our data-aware method surpasses that of all individual
models in terms of p when averaged over different datasets and this
across all €, achieving a +12.7% relative improvement on average com-
pared to the best model type, AR. In the best-case scenario, when € is
1%, it achieves a +7.1% absolute increase in communication reduction
(+33% relative improvement) compared to AR. While our selection
involves empirical judgment based on quantitative results, it is guided
by systematic testing and clearly demonstrates the effectiveness of the
data-aware approach in adapting and switching models. Moreover,
in [19], the Disjoint-Cliques algorithm with a maximum clique size
of one (DjCl1) and SA achieve comparable communication ratios of
approximately 65% on the two datasets evaluated by the authors. In
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in communication ratio. While a direct experimental comparison is not
available, this observation indicates that FEDAMON achieves compet-
itive, and potentially improved, communication efficiency relative to
the DjC1 algorithm.

5.3.2. Accuracy focus

When nodes send more messages to C, monitoring accuracy in-
creases accordingly. We explore the trade-off between communication
and accuracy by setting € = 15% - Ry,. Smaller values of e¢ constrain
the system’s error to a narrower range, while larger values allow
more flexibility to adjust communication and accuracy based on model
performance. We run the data-aware selection algorithm with the
standard solution over each dataset. Fig. 8 illustrates the effectiveness
of a in controlling this trade-off. Specifically, when «a is 0, the system
prioritizes communication, resulting in minimal p. As a increases, the
communication ratio rises linearly, indicating that the system places
more emphasis on accuracy over communication cost.

Moreover, a reduction of +1.5% in MAE over range (25% relative
improvement) is achieved by setting a = 0.4 almost without increasing
communication overhead compared to « = 0. The robustness of our
data-aware system in absolute error is shown in Fig. 9, with € = 15%- R,
using the standard solution under the Ericsson dataset at « = 0.7. The
distribution of MAE over range for each node over time is comparable
with SA, and the mean is around 5% of R, even when ¢ = 15%,
demonstrating the effectiveness of error control via a.

5.3.3. Occurrence of each model

We continue our investigation of how each model is selected over
time, with model occurrences reported in Fig. 10. The evolution is
studied on the Ericsson dataset with ¢ = 5% - R, and a = 0.7,
using the standard solution candidate models from Table 6. The entire
monitoring period is divided into twelve time slots (slot O corresponds
to ¢+ € [150,306] and so on, as metrics begin counting after = = 150
leaving 1872 remaining timestamps). Time increases along the x-axis
from left to right. At slot 0, SA is the most selected model, as all
nodes initially use SA by default. Over time, other models are gradually
chosen. In slots 1 and 2, Holtl models become predominant, while
slots 3 to 7 are dominated by AR models. This illustrates how the data-
aware standard system effectively adapts to time-dependent variations
in data, selecting models based on their score without requiring prior
knowledge of model parameters.

5.3.4. Introduced overhead

The data-aware system introduces one additional message from C
to the nodes whenever a switch event occurs. We evaluate the aver-
age introduced communication overhead across all datasets in Table
7, using the standard solution candidate models from Table 6. The
overhead is measured as the number of switching messages divided
by the total dataset size (i.e., nT) for ¢ € {1% - Rp,...,15% - Rp}.
The average introduced overhead across all datasets is 0.29%. Given
that the average communication ratio is 8.29%, the overhead from
switching messages is minor at about 3%-4% of all communication.
The total communication cost, including switches, is 8.58% on average
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Fig. 10. Occurrence of each model over time on Ericsson (€ = 5%- R, a = 0.7),
model parameters are the same as Table 6, total duration is divided into 12
timeslots.

5.3.5. System stability

Thanks to the use of lightweight forecasting models, our framework
is designed to scale efficiently, allowing a single coordinator to mon-
itor a large number of distributed nodes. In the evaluated datasets,
our framework consistently performs well with the number of nodes
ranging from 10 to 720. Within our evaluation environment, the chosen
metrics (communication savings and error) are largely independent
of the number of nodes in the system. We examine how varying the
number of nodes affects the stability of these metrics within the same
dataset. The Geolife dataset, which consists of speed measurements
from individual vehicles, exhibits very different data profiles across
nodes. Fig. 11 shows the MAE and communication ratio as the number
of nodes changes, with € =5% - R¢, a = 0, using the standard solution.
Despite the variation in data profiles, the MAE remains very stable at
approximately 1.7%, while the communication overhead stays close to
29.65%. These results illustrate that the main trade-off within a dataset



Y. Zhang and R. Duvignau

3.0 40
9
£ 2.5 F35 .2
o 2
= c
©
= 2.0 1 L 30 2
2 S
o c
W g
< 4 L
g 1.5 25 £
[}
O
1.0 T T 20

T T T T T T
100 120 140 160 180 200
Number of Nodes

60 80

Fig. 11. System performance using standard parameters on Geolife (e = 5% -
Rg, a = 0) with varying node set.

Table 8
Validation datasets with no. of nodes, total duration 7, standard data range
Rp.
Dataset D # Nodes T Data range Rp,
PeMSD7(M) 228 12,672 79.6
ELD 25 2975 1940.6
Energy consumption 50 8760 17.8

is controlled by the error threshold, largely independent of the nodes
being involved.

5.4. Validation

We apply our standard solution of FEDAMON to three new datasets
to demonstrate generality. Although the standard solution already out-
performs all single prediction models, the chosen parameters were still
selected empirically based on the four studied “testing datasets”. The
details of each validation dataset are listed in Table 8, with Ry, covering
at least 95% of all data points.

« PeMSD7(M) [50] is originally collected from the Caltrans Per-
formance Measurement System (PeMS) [51] in real time by over
39,000 sensor stations deployed across major metropolitan areas of
the California state highway system. PeMSD7(M) is preprocessed in
[50]1, where 228 stations from District 7 of California are randomly
selected for weekdays in May and June 2012 from historical speed
records.

Electricity Load Diagrams (ELD) [52] contains electricity con-
sumption in kW from 370 clients, collected every 15 min. Here,
25 nodes are randomly selected from May 1st to May 30th, 2013,
containing 2975 records per node.

Energy Consumption corresponds to consumption profiles (in
kW/h) of 2221 real households (as preprocessed following [53,54],
originally from [55]) with each trace containing yearly electricity
consumption for one household; we picked 50 traces from that
dataset.

The results are summarized in Table 9. Even on unseen datasets, the
standard data-aware method performs close to the best single predic-
tion model for each dataset. Compared to the testing datasets, the
communication ratio p for single model types is lower on the validation
datasets with the same e (except for SA at 5%), while the data-
aware method achieves the best average p on the validation datasets,
consistent with the results on existing datasets. Regarding error on
validation datasets and in line with our previous results, MAE over
range varies from 0.69% to 1.75% for each single model at 5%, from
1.59% to 3.77% at 10%, and from 1.82% to 5.82% at 15%.
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Fig. 12. Distribution of thresholds over time across three levels of error
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Fig. 13. Distribution of communication ratio on each node over three levels
of error tolerance for data-aware and SA (dynamic range v.s. fixed range) on
ACSF1.

5.5. Dynamic range

We evaluate the performance of dynamically adjusting the range
using the standard solution on the ACSF1 dataset. We set three error
tolerance levels 6 at 5%, 10%, and 15%, corresponding to low, medium,
and high tolerances. Fig. 12 shows the distribution of € (converted to
percentage, i.e., 100 - § - R},/Rp) over time. The mean values for the
three levels are 4%, 7%, and 11%, respectively. We then compare the
communication ratio for equivalent error tolerances, for example, com-
paring the low tolerance level (5%- R})) to 4%- Rp. Fig. 13 illustrates the
results, contrasting the data-aware method with SA using both dynamic
and fixed ranges at each node. Our dynamic range method achieves a
comparable communication ratio without requiring prior knowledge.
Furthermore, while SA reaches a communication ratio of about 50%,
our data-aware method reduces it to below 10%. This demonstrates
that SA may perform poorly on some datasets and emphasizes the
importance of the data-aware method in ensuring system performance.

6. Conclusions

In this paper, we propose FEDAMON, a fully automated, forecast-
based and error-bounded monitoring framework for continuously track-
ing values generated by distributed nodes at a central coordinator. The
framework incorporates a data-aware model selection mechanism to
minimize communication overhead in large-scale distributed systems.
Our experimental evaluation shows that FEDAMON sends only 10%
of the updates compared to baseline monitoring while maintaining
less than 2% average error across all monitored streams. Moreover,
it is particularly suited for distributed applications where one aims to
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Table 9
Communication ratio on validation datasets, and the average of the three validation datasets and the testing datasets (Ericsson, Geolife, IntelLab, ACSF1).
Dataset Epsilon Method/Model type
Data-aware SA AR LMS PLA Holtl Holts
5% 13.44% 10.94% 13.82% 17.45% 27.06% 15.85% 19.38%
PeMSD7(M) 10% 5.58% 4.44% 6.21% 8.97% 14.30% 7.62% 9.05%
15% 3.02% 2.46% 3.75% 6.22% 8.41% 4.87% 5.51%
5% 5.62% 5.42% 6.08% 7.36% 10.19% 7.33% 7.89%
ELD 10% 4.13% 4.06% 4.25% 4.86% 6.83% 5.16% 5.50%
15% 3.52% 3.42% 3.58% 3.99% 5.50% 4.22% 4.54%
5% 14.8% 17.6% 14.1% 69.4% 18.0% 24.5% 30.1%
Energy 10% 3.5% 5.2% 3.2% 58.4% 4.3% 10.5% 12.0%
15% 1.0% 1.7% 0.88% 42.6% 1.4% 5.4% 5.7%
5% 11.28% 11.31% 11.34% 31.42% 18.42% 15.89% 19.14%
Averaged (Validation datasets) 10% 4.41% 4.56% 4.56% 24.09% 8.47% 7.77% 8.86%
15% 2.53% 2.53% 2.73% 17.59% 5.11% 4.84% 5.26%
5% 9.52% 20.21% 11.24% 49.34% 19.51% 21.21% 21.26%
Averaged (Testing datasets) 10% 5.37% 16.64% 5.46% 47.12% 10.07% 16.13% 12.74%
15% 3.05% 5.11% 3.29% 34.79% 4.64% 11.03% 6.33%

track all node values without extensive prior knowledge. In contrast to
assigning fine-calibrated models for a specific dataset, FEDAMON per-
forms well using standard candidate models across different datasets,
achieving up to 33% improvement in communication overhead with
identical guarantees on maximum error, validating the generalization
of our data-aware model selection method. Furthermore, the trade-off
between communication overhead and monitoring accuracy is effec-
tively controlled by our data-aware model selection, achieving a 25%
improvement in average monitoring error without incurring additional
communication cost. By evaluating our framework with the proposed
standard solution to validation datasets, results show it generalizes
well. We further show that the dynamic range achieves comparable
results to acquiring a full range of values of the datasets. Our evalua-
tion results are promising, demonstrating the framework’s effectiveness
and highlighting its potential for large-scale, efficient monitoring of
distributed systems.
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