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Abstract. The emergence of generative Al marks a transformative shift in
industrial automation. Traditional robot programming relies on manually written,
low-level code that requires specialised expertise, limiting flexibility and
accessibility. Recent advances in Large Language Models (LLMs) such as ChatGPT
and Mistral introduce new paradigms for automated code generation. However,
concerns about data security, model hallucinations, and the opaque reasoning of
generative systems continue to hinder their adoption in industry. A promising
approach to address these challenges is Retrieval-Augmented Generation (RAG),
where the generative model draws on curated, domain-specific data sources
controlled by the user. By combining structured knowledge retrieval with
generative inference, RAG-based systems can produce robot code that is not only
more accurate and context-aware but also verifiable and transparent. This
approach enhances user trust and enables safer integration of Al in industrial
settings.

This paper explores the application of Retrieval-Augmented Generation (RAG)-
based architectures - a method that combines information retrieval with LLMs -
for robot code generation. RAG-based systems enable LLMs to access and utilise
domain-specific data, thereby grounding their outputs in reliable knowledge. By
leveraging these techniques, robotics developers can achieve more accurate and
efficient code generation, potentially accelerating innovation in autonomous
systems. Furthermore, it presents a conceptual framework for RAG-enhanced
robot programming that balances autonomy with human oversight. The proposed
framework enhances the adaptability and intelligence of automated programming
by providing a transparent, controllable, and explainable alternative to
conventional Al-driven methods, paving the way for more reliable and human-
centric automation in future manufacturing environments.

1. Introduction

The rapid development of Generative Artificial Intelligence (GenAl) is currently transforming how
industrial robots are programmed [1]. Traditional robot programming usually depends on
vendor-specific tools, proprietary languages, and skilled programmers. Conventional methods are
time-consuming and limit scalability, especially in today’s manufacturing environments where
product variation and customisation demands are increasing. GenAl, particularly through Large
Language Models (LLMs), introduces an alternative paradigm for robot programming [2]. GenAl
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can generate and refine robot code using natural language prompts, lowering the barrier to
program industrial robots and enabling non-experts to carry out these programming tasks. There
is a great potential to utilise LLMs’ capacity for pattern recognition and contextual understanding
in robot programming, but so far, their use in real industrial contexts remains limited. Issues such
as model hallucination, lack of explainability, and data privacy concerns hinder the reliability and
trustworthiness of Al-generated robot code [1].

Retrieval-Augmented Generation (RAG) is a promising solution that merges the creative
capabilities of generative models with factual, domain-specific knowledge [3]. In a RAG setup, a
generative model is linked to a retrieval system that sources relevant information from internal
databases such as robot manuals, code repositories, and various types of process documentation
[4]. By leveraging RAG architectures in robot programming, it is possible to achieve secure,
explainable, and dependable code that aligns with company safety and quality requirements in
manufacturing. Additionally, RAG frameworks facilitate adaptive learning for different robot
models and programming tasks, promoting quicker deployment.

This paper investigates the development of RAG systems for generating robot code, with an
emphasis on improving accuracy, interpretability, and data security in within industrial settings.
The authors propose a conceptual framework and system architecture designed for robot code
generation using IP-protected data. Initial implementation and evaluation highlight the
approach’s potential to improve confidence and trust in Al-assisted robot programming, paving
the way for improved collaboration between humans and robots in manufacturing environments.

2. Background

2.1 Robot programming

Traditionally, robots are programmed using offline software provided by robot vendors such as
RobotStudio by ABB, MotoSim by Yaskawa Motoman, and Kuka.Sim by Kuka, to name a few. This
programming approach is a relatively manual and specialised process. These vendor-specific
software programs require in-depth knowledge of syntax, coordinate systems, and motion-
control logic, which is proprietary to each vendor. Offline or online programming for robots
requires substantial effort. These tasks can be time-consuming and costly, especially if there is a
minor change in part geometry, end-effector configuration, or integration of new sensors or
fixtures, which can take hours or days of code adjustments and validation [5]. Robot programming
has also been the domain of highly skilled specialists, which can contribute to long deployment
cycles and high integration costs, particularly in automotive manufacturing, where product
variation is high, and the constant need to reduce production costs is constant.

2.2 Generative Al in robotics

Generative Al powered by large language models such as ChatGPT, Claude, and Gemini is
demonstrating impressive capabilities for code generation. Research shows that Al-assisted code
generation based on LLMs achieves code accuracy of upwards of 90% [6]. The industry is also
witnessing increased interest in low-code/no-code robot programming solutions aimed at
eliminating traditional programming. Large language models are successfully applied to generate
robot and PLC code, with iterative refinement and error-correction mechanisms to improve code
quality [7, 8]. Despite these advancements, challenges remain in the use of GenAl in robotics,
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especially code generation based on domain-specific knowledge, as dataset curation and fine-
tuning are resource-intensive processes [9].

2.3 Challenges with LLMs

While the integration of generative Al into robotic programming is promising, some challenges
need to be addressed for LLMs to be reliably deployed. A key challenge is the risk of hallucination,
which means that the LLMs generate believable but incorrect code [10]. In industrial robot
programming, hallucinations can manifest as invalid parameters or incorrect task sequences,
leading to serious operational consequences and even dangerous situations. RAG systems can
further increase hallucination errors if the retrieved documents are outdated or inaccurate.
Ensuring that the LLM-generated output is correct is a critical technical challenge. Another key
challenge is the lack of transparency and explainability in LLMs [11]. When LLMs generate robot
code, it is often unclear which sources or training data formed the output. This lack of traceability
complicates critical processes such as validation, debugging, and certification processes that are
vital for safety-critical industrial robot applications. Maintaining the quality and reliability of
generated code continues to pose significant challenges. Therefore, there is a clear need for
supervisory mechanisms to monitor and validate code produced by LLMs [12]. Persistent
concerns regarding the accuracy and interpretability of LLM-generated code may affect trust and
hinder the adoption of these technologies in critical contexts [13]. Without robust mechanisms to
verify both the reliability and provenance of generated code, users may lack confidence in its
deployment [14].

Data privacy and intellectual property (IP) protection are significant concerns for companies. [15].
Companies have proprietary process data, CAD files, source code, etc., that cannot be shared
outside the organisation. When LLMs are used in RAG frameworks that connect to external
platforms/APIs, there is a risk that the model may expose or store proprietary information. This
is especially problematic for manufacturing companies where production setups, control
algorithms, equipment configurations, etc., constitute core competitive assets. As a result,
industrial companies often require locally deployed LLMs, potentially combined with other
security measures such as encryption. Another challenge is the responsibility for the output
produced by LLMs [16]. Who is responsible when automatically generated code leads to
unintended behaviour of the robot or even accidents? This is an open question with legal and
ethical perspectives.

2.4 RAG architectures

The fundamental concept of RAG is to enhance LLMs’ generative capabilities by incorporating a
retrieval component that accesses an external knowledge base [17]. Customised RAG systems can
incorporate domain-specific knowledge, which is crucial for generating accurate and contextually
relevant RAPID code. By integrating specialised datasets and knowledge bases, these systems
ensure that the generated code aligns with the specific requirements and standards of the domain
[3]- When a user provides a query, for example, generating an assembly sequence, the retriever
searches a collection of relevant documents and sources of information. This could, for example,
be code repositories, robot manuals, controller libraries or CAD models. The retrieved data is
inserted into the model’s input prompt, thereby augmenting the context available for generation.
The LLM then generates code based on a combination of its internal pretraining and the retrieved
data. As long as the retrieved data is up to date, this architecture increases the accuracy and
domain relevance of the generated code [18].
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State-of-the-art RAG architectures extend beyond the basic structure by including multiple
components that are specialised for industrial applications. A typical setup consists of a semantic
embedding stored in a vector database, which indexes process documents, robot APIs, and safety
guidelines. Retrieved segments are filtered through re-ranking mechanisms that prioritise
domain relevance, for example, selecting data corresponding to the correct robot model or control
library version [17]. The final prompt is generated by combining the user query with the retrieved
information, often after transforming it into a format the LLM can efficiently process. In some
systems, the generated code is passed through verification layers, such as rule-based validators
or digital twin simulations, to ensure compliance with safety standards and operational
constraints [18].

3. Research Methodology

The research study follows the Design Science Research Methodology (DSRM) as described by
Peffers et al. [19], grounded in the design science principles formulated by Hevner et al. [20].
DSRM is appropriate for this study, as the primary contribution is the design and development of
a novel artefact (the RAG system) intended to address an identified industrial problem. The
research problem was identified through an analysis of current industrial robot programming
practices and recent advances in LLMs. In line with the problem-centred nature of design science
research, this study aims to develop a solution that improves the accuracy, transparency, and
trustworthiness of Al-generated robot code by grounding generation in curated, domain-specific
knowledge sources. Following the DSRM process, the artefact, i.e. The RAG system, is designed
and developed iteratively. The artefact is demonstrated through representative robot
programming tasks and is evaluated qualitatively by comparing its outputs with those of a
general-purpose LLM. Evaluation criteria focus on accuracy and context-awareness, in line with
the relevance-driven evaluation principles of design science research.

4. Proposed RAG System and Architecture

A summary of the differences between customised RAG and general-purpose LLMs is presented
in Table 1. The use case presented in this paper proposes a RAG system that uses [P-protected
documents to generate RAPID code for running ABB robots. While general-purpose LLMs like
ChatGPT generate robot code primarily based on pre-training, the proposed RAG system
fundamentally differs from such an approach. Pre-training LLMs do not have vendor-specific
knowledge, such as the latest naming convention used in RAPID. RAG systems provide the ability
to access relevant, up-to-date information from the specific knowledge database in the RAPID
manual and technical documentation. Often, companies bake in their own standards and syntaxes
that are not accessible to general-purpose LLMs but can be used in RAG systems to generate
relevant and valuable answers. This ensures that code generation is aligned with the proper
syntax and company standards.

While LLMs provide opaque, incorrect answers, the RAG system shows which documents were
retrieved, which code snippets were used, and how the final answer was constructed, allowing
traceability and transparency. Hallucinations in robot code generation constitute a significant
problem with general-purpose LLMs, which provide answers that are irrelevant and contain
made-up parameters, motions, tool and work-object definitions, as they lack proper context
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dependence and domain-specific knowledge. RAG systems reduced these hallucinations as their
answer retrieval is limited by the technical documentation they have access to.

The system architecture of our RAG-based code-generation framework for industrial robot
programming comprises interconnected layers that work in harmony to transform user queries
into syntactically correct, contextually appropriate RAPID code.

Table 1: Customised RAG system vs General LLMs

Aspect Customised RAG System General LLMs

Knowledge Source A combination of LLMs and externally updated Use of only pre-trained data
databases.

Transparency Full: All steps in generation are visible (e.g., pre- Opaque: sources can be listed, but logic and
processing, embedding, indexing, retrieval, prompt data flow are inaccessible to the user.
engineering)

Domain Adaptation Highly customisable to a specific domain. Generic

Trustworthiness High, explainable answers are grounded in retrievable Low, high risk of hallucination. Unverified
datasets. data

Privacy and IP Complete control over data, including storage and Limited data control, no guarantee of IP-

protection retrieval, which ensures IP-protected datasets remain protected data remaining private.

within the organisation.

4.1 Pre-processing

Pre-processing is a critical step in any data-driven Al pipeline. The primary purpose of this step
is to transform raw, heterogeneous data into a standardised format that is suitable for
downstream processing. In the proposed case, the foundation lies in the data processing layer,
which ingests and prepares heterogeneous input sources such as existing robot programs (.tmod,
modx), PDF files, technical documentation, and instruction manuals, then converts them into
plain text and segments them into manageable chunks. Effective pre-processing ensures the
knowledge base is both comprehensive and accessible, reducing data noise and improving the
quality of information retrieval. The approach proposed in this paper employs content-aware
chunking strategies that differentially process textual documentation through sentence-boundary
preservation and code repositories through structural segmentation along module and procedure
boundaries. This aligns with best practices in information retrieval and natural language
processing, where data segmentation and normalisation serve as the basis for robust search [21].

4.2 Vectorised Database

In a RAG architecture, the vectorised database stores processed knowledge and textual
information as a high-dimensional embedding. These embeddings are typically generated by a
transformer-based language model, such as BERT or Sentence Transformers, mapping each text
segment to a point in a continuous semantic space. This approach builds on advances in
representation learning, enabling rapid retrieval of semantically relevant information. Vector
databases such as FAISS and Milvus are commonly used for this purpose and are also used in our
case, as they provide efficient large-scale similarity search [22, 23]. The RAG system proposed in
this paper uses a vector database (such as FAISS) to store embeddings of segmented code files
and instructional PDFs.

4.3 User query processing

User query processing is essential for bridging the gap between a user’s intent and the machine’s
understanding of the query. In a typical RAG system, this involves cleaning, normalising, and
embedding the user’s query so it can be compared with the knowledge base in the same semantic
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space. Techniques such as tokenisation and embedded generation, using models such as BERT,
are standard processes that ensure the query is contextually represented, enabling accurate
retrieval [24]. The proposed RAG system is specifically tailored to the robotics domain; for
example, queries for generating robot code are pre-processed to extract relevant intent and
technical terms. Domain-specific embedding strategies are used in this RAG system to efficiently
map queries about robot programming to the underlying technical documentation and examples
in the knowledge base.

4.4 Retrieval phase

The retrieval phase utilises similarity search algorithms (e.g. k-nearest in the vector space) to
identify the most relevant knowledge chunks from the vectorised database. This is foundational
to RAG systems, as it serves as the basis for a generative model of factual, contextually relevant
information [25, 24]. The embedding and retrieval layer generates unified vector representations
using advanced language models and implements a dual-path semantic search mechanism. This
layer enables simultaneous querying across both documentation and code corpora by measuring
cosine similarity in a high-dimensional embedding space. The retrieved contexts are then passed
to the prompt engineering Layer, which incorporates specialised templates that can be
dynamically selected based on query characteristics and available context. This layer strategically
formats the retrieved information, including source metadata and relevance indicators, to guide
the generation process. Our proposed RAG system is optimised for technical documents and
RAPID robot code snippets. The retrieval logic is fine-tuned to prioritise documents that match
both the technical requirements and the operational context of the user’s query stored in the
Vector databases.

User Query Processing

User Query Input

Pre-Processing

Generate Query Embedding
(Domain Specific Embedding)

— - —~ Generation Phase
AV4 Retrieval Phase Grounded Prompt Construction Invoke Generative Model
(OPENAI API)

Semantic Retrieval

Retrieve Top-k Chunks Final Output

Vectorized

Database ! = Generative Model Output Zl Return Final Answer to User

(FAISS & Chroma)

Post-Processing &
Answering Formatting

Figure 1: Proposed RAG system architecture

4.5 Grounded prompt generation

The grounded prompt construction combines retrieved context with the user’s query into a single
input for the generative model. This approach is especially helpful in reducing hallucinations and
for improving factual accuracy by explicitly linking the model’s output to retrieved information
[26]. In the proposed RAG system, the users’ code generation query (e.g., “Generate a RobotStudio
RAPID program that picks up a workpiece, at point A and places it at point B.” is merged with the
most relevant robot code snippet and document retrieved from the vector database. The prompt
template then guides the model (for example: “You are an expert RobotStudio RAPID code assistant.
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Use the provided context to generate a complete RAPID program”). This ensures that the output is
not only syntax accurate but also functionally applicable in industrial settings.

4.6 Generation Phase

The apex of the architecture is formed by the generation and synthesis Layer, where large
language models with carefully calibrated parameters produce the final RAPID code outputs. The
entire architecture is orchestrated by a unified pipeline controller that manages the workflow
from query intake to result delivery, maintaining comprehensive metadata tracking throughout.

A summary of the main differences between the RAG system and General LLMs is presented in
Table 1. These differences serve as the basis for evaluating the proposed RAG system and, in the
case of the paper, ChatGPT 4o.

5. Evaluation and analysis

To analyse the effectiveness of the proposed RAG system, a series of tests was conducted using a
vectorised knowledge base populated with RAPID code examples and technical documents. These
include RAPID for different ABB robot types and processes, predominantly in welding operations.
The RAG output was then compared with one generated by ChatGPT for the same query, using the
same documents and manuals.

The following three criteria were used to assess the performance of the proposed RAG system and
ChatGPT 4o.
e Code Accuracy: Does the generated code match the template and reference structure for
RAPID programs?
o Context Awareness: How well do RAG and LLM incorporate task-specific details from the
prompt and relevant documents?
e Traceability: How well can each generated code snippet be traced back to the source for
verification purposes?

An example of code generation using our proposed RAG vs ChatGPT 4o is presented in Annex A,
based on the following query: “Create a RAPID procedure to move the robot from point A to point

B.” The result of the comparison is presented in Table 2.

Table 2: RAG vs LLM evaluation

Criterion RAG System Output ChatGPT 40 Output

Code Accuracy Matches reference structure, includes all task steps Generic, omits key steps and details
Context Awareness Incorporates prompt details and domain knowledge Lacks task-specific adaptation
Traceability Each segment is traceable to source documents No traceability or source references

A summary of RAG output and ChatGPT 40 outputis presented in Table 2. Furthermore, the output
results were also evaluated for reliability, transparency and hallucination reduction. With respect
to Reliability, RAG output generated correct syntax, proper variable declaration and references to
tools and work objects. In contrast, ChatGPT’s response included invalid work object definitions,
incorrect coordinates, and undefined variables (e.g.,, made-up weldWobj reference), requiring
manual check and diminishing trust in the Al-generated answer. In the context of transparency,
the customised pipeline based on our RAG provides details on embedding and indexing processes,
the utilisation of high-dimensional vector representations, and the FAISS library for similarity
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search. This fully transparent process enables tracing data to its origin through clear code and
metadata mapping; this cannot be said of ChatGPT’s response. Domain-specific RAG provides a
systematic, transparent method for constructing prompts for LLMs. The retrieved context is
inserted directly into the prompts tailored to the system, in this case, RAPID code for ABB robots.
This approach reduces the likelihood of hallucinations and ensures that the models’ responses
are grounded in verified, domain-specific information. While ChatGPT generated several
inaccuracies, including missing tool offsets, non-standard work object definitions and
unreferenced positions like pWeld and pHome. While data privacy cannot be directly measurable
through generated code, the RAG system safeguards IP-protected robot code and company-
specific standards by limiting retrieval to locally stored company-controlled documents. This
contrasts with general-purpose LLMs like ChatGPT 40, which rely on servers in remote locations,
often beyond the legal limits of the countries where companies are located, and cannot guarantee
the protection of IP-protected documents.

In the proposed RAG system, every step, from data processing and ingestion to generation, is
clearly defined, modifiable and auditable, thus enabling reproducibility and traceability. Such an
approach supports scientific rigour by ensuring that identical inputs produce identical outputs
and that every response can be traced back to its source, thereby fostering trust in the generated
code.

6. Discussion

Companies using generative Al to create robot code need a reliable, effective way to ensure the
responses they receive are traceable and trustworthy. Moreover, there is a growing need for data
protection and privacy for IP-protected information, such as proprietary robot code. The
approach presented in the paper demonstrates that RAG-based architectures can ensure
reliability, transparency, and domain adaptation for Al-powered code generation compared to
regular LLMs such as ChatGPT. By grounding code generation in specifically curated, [P-protected
data sources, the proposed RAG system addresses major concerns for companies, such as
hallucinations, source explainability, and data privacy, especially for safety and process-critical
operations such as robotics.

However, the current proposal is limited by the use of a fixed top-k retrieval strategy, i.e.,
retrieving the top-k most relevant chunks of information from the knowledge database. Future
work will focus on developing adaptive retrieval mechanisms and multi-model integration to
overcome this limitation. These proposed improvements will handle complex, ambiguous queries
that combine visual and test inputs. Such an approach can help answer questions that require
interpreting text and images, handle ambiguous and noisy queries, and work across diverse
domains and data types. In the context of robotics, such an approach can lead to the use of other
programming languages besides RAPID, enabling quick transfer of robot code between RAPID and
other languages.

This paper highlights that RAG-based code generation enables reliable and trustworthy use of
GenAl in manufacturing. Continued development of such systems will help with realising the full
potential of Al-powered code generation for robot programming whilst ensuring IP compliance
and user trust.
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7. Conclusions

This paper demonstrates the use of Retrieval-Augmented Generation (RAG) for reliable,
transparent and domain-specific adaptation of generative Al. By grounding robot code generation
in IP-protected data sources and enabling a transparent code-generation pipeline, the proposed
RAG system addresses critical challenges in the use of generative Al, such as hallucination, source
explainability, and data privacy.

The evaluation of the RAG system shows more accurate, context-aware answers than general
LLMs, with full traceability from input to output. While there are limitations related to fixed top-
k retrieval and a focus on text-based sources, the proposed architecture provides a solid
foundation for future enhancements, incorporating adaptive retrieval strategies and multimodal
data integration.
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Annex A

Generated RAPID code:
RAPID MODULE PickAndplace
Define tool and work object
CONST tooldata Gripper :- [TRUE, [[0,0,100],[1,0,0,0]], [0.5,[0,0,50],
[1,0,0,01,0,0,0];
CONST wobjdata Workobject :- [FALSE, TRUE,**, [[0,0,0][1,0,0,0]],
[[0,0,01,[1,0,0,0])];
Define positions
VAR robtarget Point :- [[500, 0, 200], [1,0,0,0] [0,0,0,0)];
VAR robtarget Point :- [[700, 0, 200], [1,0,0,0], [0,0,0,0]];
VAR robtarget safeposition := [[600, 0, 400], [1,0,0,0], [0,0,0,0]);
Main routine
PROC main()
Activate the tool
SetTool (Gripper);
Setworkobject (Workobject);
! Move to a safe position
Move (SafePosition, v100, z50, Gripper);
Move to Point A to pick up the workpiece Movel (PointA, v50, 25, Gripper);
Gripworkpiece();
Move back to the safe position

ChatGPT 40
MODULE MoveToWeld
! Persistent data for tool, work object, and positions
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PERS tooldata weldTool := [TRUE, [[0,0,250],[1,0,0,0]], [5,[0,0, 100],[1,0,0,01,0,0,0]];
PERS wobjdata weldWobj:= [FALSE, TRUE, ", [0,0,01,[1,0,0,0]], [10,0,01,[1,0,0,01]];

! Define home and welding positions (robtarget)

CONST robtarget pHome :=[[0,0,500),[1,0,0,0],[0,0,0,0],[9E9,9E9,9E9,9E9,9E9,9E9]];
CONST robtarget pWeld :=[[1000,0,800] [1,0,0,0] [0,0,0,0],[99,99,99,99,99,991];
PROC MoveHomeToWeld()

! Move to home position (ensure safe start)

Moved pHome, v1000, fine, weld Tool WObj:=weldWobj;

! Optional: Wait for external signal or safety check here ! WaitDI diSafeReady, 1;

! Move to welding position (linear move for accuracy) MoveL pWeld, v500, fine, weldTool
WObj:=weldWobj;

! Optional: Call welding routine or set output to start weld ! SetDO doWeldStart, 1;
ENDPROC ENDMODULE
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