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 a b s t r a c t

We propose a ‘Model to Mitigate’ methodology: designing a platform-agnostic model of smart con-
tract business logic and analyzing it before implementation. Using Dynamic Condition Response 
(DCR) graphs, originally developed for modeling business processes, we formally specify smart 
contracts and introduce a trace-conformance notion that links DCR-level guarantees to Solidity 
execution traces. Our method captures high-level properties such as event ordering, role-based 
access control, and time constraints, enabling the identification of design-rooted vulnerabilities 
through the discipline of explicit modeling. The DCR formalism requires developers to make con-
crete decisions about access control, preconditions, initial states, and event ordering-decisions 
that, when left implicit until implementation, are a documented source of vulnerabilities. Our 
analysis of real-world exploited and audited smart contracts yields six key insights, demonstrating 
how DCR-based modeling can enhance smart contract security by surfacing design flaws before 
they reach deployment. While we validate the approach on existing smart contracts with known 
flaws (i. e., post-implementation scenarios), the proposed methodology is applicable during design 
time (pre-development) .

1.  Introduction

Smart contracts are self-executing programs that run on decentralized blockchain platforms like Ethereum, enabling autonomous 
management of digital assets according to predefined rules [1,2]. While smart contracts offer significant potential in automating 
complex business processes, programming languages used to write them, such as Solidity, lack explicit constructs for representing 
essential process-oriented concepts like roles, action dependencies, and temporal constraints. This limitation complicates the design, 
analysis, and verification of smart contracts, often leading to vulnerabilities and inefficiencies.

Several studies have highlighted the prevalence of vulnerabilities in smart contracts due to flaws in their design and implemen-
tation [3]. High-profile incidents including the Parity multi-signature wallet freeze ($280 million, 2017), the Nomad bridge exploit 
($190 million, 2022), and the Ronin Network bridge hack ($12 million, 2024) demonstrate that many vulnerabilities originate not 
from low-level coding errors but from ambiguities in design decisions: who can execute which function, what preconditions must 
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hold, and what the contract’s initial state should be. There is therefore a pressing need for methodologies that can specify contracts 
rigorously, detect design flaws early, and improve security.

Existing approaches to modeling smart contracts often focus on low-level code analysis and rarely describe the business logic 
of the contract at a level that reveals these design-level issues. Declarative modeling languages like Dynamic Condition Response 
(DCR) graphs have been successfully used in business process modeling to capture complex workflows and event dependencies [4,5]. 
Recently, DCR graphs have been shown to be a suitable formalism for capturing design patterns in smart contracts [6]. However, 
their application in mitigating vulnerabilities and design flaws is under-explored.

In this paper, we propose a Model to Mitigate methodology that leverages DCR graphs to model the intended business logic of smart 
contracts before implementation. Previous works in this field [6–8] provide evidence for DCR graphs being effective for capturing 
the design of the contract. By providing a formal and platform-agnostic specification, we capture and analyze high-level properties 
such as partial ordering of events, role-based access control, and temporal constraints that facilitate the identification of design flaws 
and potential vulnerabilities at an early stage, reducing the risk of costly errors post-development.

Our primary contribution is methodological rather than tool-based: the act of constructing a DCR model forces developers to 
make explicit decisions about access control, event ordering, preconditions, and initial states-decisions that, when left implicit until 
implemented in code, are a documented source of vulnerabilities [3,9]. The DCR formalism requires answering questions such as 
“Who can execute this event?” and “What must have happened before this event is enabled?” that might otherwise surface only 
after deployment. To ground these claims formally, we introduce a trace conformance notion that connects DCR-level guarantees 
to Solidity execution traces: if a property holds for all valid DCR execution sequences and the deployed contract conforms to the 
model, then no feasible execution trace violates the property. For each case study, we identify formally specifiable properties-ranging 
from enabledness invariants and initial-marking consistency checks to safety conditions and temporal trace properties-and discuss 
the practical scope of automated analysis over DCR models.

While we validate the approach on contracts with known flaws (a necessary first step to demonstrate its relevance), the methodol-
ogy’s value lies in the discipline of modeling itself. We model and analyze a variety of real-world smart contracts, including successfully 
exploited contracts and extensively audited ones such as the Sygma contract [10], Nomad bridge [11], Deus DAO [12], and IOU [13]. 
Moreover, as we discuss in Section 7, the formal semantics of DCR graphs enable lightweight property checking that can complement 
the manual analysis presented here, and we provide an honest assessment of both capabilities and current limitations. We verify 
the ‘model to mitigate’ based on case studies of already-deployed smart contracts; however, the methodology is not restricted to 
post-development analysis. By extracting the business logic from specifications such as decentralized protocol white papers, develop-
ers can build and refine a DCR model before writing any contract code. We suggest modeling the contract’s functional and security 
requirements at the design stage, prior to or in parallel with implementation. This approach mitigates design flaws earlier and can 
inform a secure-by-construction implementation.

The contributions of this paper are as follows:

1. We demonstrate how DCR graphs can be used to model complex smart contract logic, revealing design flaws in existing imple-
mentations, and we introduce a correspondence to formally link DCR-level guarantees to Solidity execution traces.

2. We illustrate how DCR models can mitigate known vulnerabilities by enforcing correct sequences of actions and access controls, 
and for each case study we identify formally specifiable properties and discuss the scope and limitations of automated analysis.

The rest of the paper is organized as follows: Section 2 provides background on smart contracts and DCR graphs. Section 3 presents 
the correspondence between DCR models and Solidity smart contracts, including the trace conformance formalization. Section 4 
reviews related work in smart contract modeling and vulnerability analysis. In Section 5, we outline our proposed methodology. 
Section 6 discusses the results of our analysis. Finally, Section 7 provides a discussion of the findings, including threats to validity, 
tool support, and practical limitations, and Section 8 concludes the paper.

2.  Background

Smart contracts automate complex transactions on platforms like Ethereum but often conceal vulnerabilities within their intricate 
business logic [7,8,14]. Dynamic Condition Response (DCR) graphs provide a clear, declarative framework that models process 
dependencies, role permissions, and temporal constraints. This high-level approach exposes subtle design flaws and guides secure 
contract development by abstracting behavior into well-defined events and conditions. We provide a summarized background on 
both smart contracts specifically for Ethereum blockchain and DCR graphs as the formalism for business logic modeling [2].

2.1.  Smart contracts: ethereum and solidity

While our proposed methodology and results are platform independent, we use Ethereum [2] and Solidity [15] smart contracts 
as an example platform for our study. Ethereum, with its built-in cryptocurrency Ether, remains the leading blockchain framework 
supporting smart contracts. In Ethereum, both users and contracts can receive, own, and send Ether.

Ethereum operates using transactional semantics, where a transaction represents a state-changing operation in response to a 
function call from an account. Transactions can be reverted due to reasons such as running out of gas (a fee paid to execute smart 
contract code), sending unbacked funds, or failing runtime assertions. When a transaction reverts, all its effects are undone (except 
for the gas paid), as if the call never occurred [2].
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Fig. 1. The IOU contract [13] with possible deviant behavior.

Solidity [15], the most popular programming language for Ethereum smart contracts, follows an object-oriented paradigm with 
state variables and functions. Each user and contract instance has a unique address. Addresses own Ether, can receive Ether, and can 
send Ether to other addresses.

Mappings in Solidity are used to create key-value associations. Fig. 1 illustrates the IOU contract that manages token balances 
and allowances using mappings. The balances mapping tracks the token balance of each address, while the allowed mapping records 
how much an owner has approved a spender to transfer on their behalf.

The approve function allows a user (msg.sender) to authorize another address (\_spender) to spend a certain amount of tokens 
(\_val) on their behalf by updating the allowed mapping. The transferFrom function enables a spender to transfer tokens from an 
approved address (\_from) to a recipient (\_to), provided that the spender has sufficient allowance and the owner has enough balance.

The require statement in transferFrom ensures that necessary conditions are met before proceeding with the transfer: the spender’s 
allowance is sufficient (allowed[\_from][msg.sender] >= \_val), the owner’s balance is adequate (balances[\_from] >= \_val), and 
the transfer amount is positive (\_val > 0). If any of these conditions fail, the transaction reverts.

Core Language Features. In Solidity, functions (e. g., public, external, internal, private) and mappings (e. g., balances and allowed 
in Fig. 1) help express core behavior of the contract. A require/assert statement functions like a pre-/post-condition: if it evaluates 
to false, the transaction reverts immediately, preventing execution of the logic or undoing any state changes. Hence, require/assert 
effectively guards the function body from progressing under invalid conditions. Smart contracts also support modifiers to factor out 
recurring preconditions, and events to log execution for off-chain listeners. These language features (functions, mappings, condition 
checks, events) map naturally to events and guards in DCR graphs.

2.2.  Dynamic condition response graphs

The core DCR Graph model [16] defines a process as a graph where nodes represent events, and edges represent constraints and 
effects between events. Let 𝐸 be a finite set of events. The state of the process is given by a marking 𝑀 = (𝖤𝗑,𝖱𝖾, 𝖨𝗇), consisting of 
three sets of events:

• 𝖤𝗑: the set of events that have been executed,
• 𝖱𝖾: the set of events that are required to be executed in the future or excluded,
• 𝖨𝗇: the set of events that are currently included.

We consider DCR Graphs with six relations that define constraints and effects between events:

1. Condition (𝑒 𝑒′): For 𝑒′ to be enabled, 𝑒 must be excluded or have been executed at least once, i. e., 𝑒 ∉ 𝖨𝗇 or 𝑒 ∈ 𝖤𝗑.
2. Response (𝑒 𝑒′): If 𝑒 is executed, 𝑒′ is required to be eventually executed; i. e., execution of 𝑒 adds 𝑒′ to 𝖱𝖾.
3. Cancel (𝑒 𝑒′): If 𝑒 is executed, 𝑒′ is removed from 𝖱𝖾, canceling any pending obligation to execute 𝑒′.
4. Milestone (𝑒 𝑒′): For 𝑒′ to be enabled, 𝑒 must be excluded or not currently required to be executed, i. e., 𝑒 ∉ 𝖨𝗇 or 𝑒 ∉ 𝖱𝖾.
5. Include (e 𝑒′): If 𝑒 is executed, 𝑒′ is included, i. e., 𝑒′ is added to 𝖨𝗇.
6. Exclude (𝑒 𝑒′): If 𝑒 is executed, 𝑒′ is excluded, i. e., 𝑒′ is removed from 𝖨𝗇.

To model time-sensitive processes, we extend the DCR Graphs to timed DCR Graphs. In timed DCR Graphs, the marking is gener-
alized: 𝖤𝗑 and 𝖱𝖾 become partial functions mapping events to time values. Specifically:

• 𝖤𝗑(𝑒) denotes the time since 𝑒 was last executed,
• 𝖱𝖾(𝑒) denotes the remaining time within which 𝑒 must be executed again.

Time steps are natural numbers; we let 𝜔 denote infinity (i. e., an indefinite future deadline). The condition and response relations 
are extended with delays and deadlines, respectively. For example:

• For 𝑒 𝑘𝑒′, 𝑒′ is enabled if 𝑒 is excluded or was executed at least 𝑘 time steps ago, i. e., 𝑒 ∉ 𝖨𝗇 or 𝖤𝗑(𝑒) ≥ 𝑘.
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• For 𝑒 𝑑𝑒′, if 𝑒 is executed, then 𝖱𝖾(𝑒′) = 𝑑, meaning 𝑒′ must be executed within 𝑑 time steps, be excluded permanently, or have 
the requirement removed by a cancel relation.
To model hierarchical processes, we make use of DCR Graphs with sub-processes, a formalism that extends traditional DCR graphs by 

incorporating sub-process containment. We define a partial sub-process containment function 𝑠𝑝 ∶ 𝐸 ⇁ 𝐸, where 𝑠𝑝(𝑒) = 𝑒′ indicates 
that 𝑒′ is a sub-process event containing 𝑒. This relation is constrained to be acyclic to prevent infinite containment.

In DCR Graphs with data, events are associated with values upon execution, either from environmental input or as results of 
assigned expressions. We introduce a function 𝖵𝖺 added to the marking to record these values. Each relation is extended with a 
Boolean guard expression; if the guard evaluates to false in the current marking, the relation is disregarded. Let 𝖤𝗑𝗉𝖤 be a set of 
expressions, with 𝖡𝖤𝗑𝗉𝖤 ⊆ 𝖤𝗑𝗉𝖤 being the Boolean expressions. Each event 𝑒 ∈ 𝐸 can be associated with an expression in 𝖤𝗑𝗉𝖤. The 
data-assignment function 𝐷 ∶ 𝐸 → 𝖤𝗑𝗉𝖤 ⊎ {?} defines events as:

• Computation events if 𝐷(𝑒) ∈ 𝖤𝗑𝗉𝖤,
• Input events if 𝐷(𝑒) =?.

For 𝑑 ∈ 𝖤𝗑𝗉𝖤, let [[𝑑]]𝑀  denote the evaluation of expression 𝑑 in marking 𝑀 . Event identifiers can be used as basic expressions, 
evaluating to their current assigned value: [[𝑒]]𝑀 = 𝖵𝖺(𝑒).

Notation and preliminaries. We write 𝑓 ∶ 𝐴 ⇀ 𝐵 to denote a partial function from 𝐴 to 𝐵, i.e., 𝑓 may be undefined for some elements 
of 𝐴. Let ℕ𝜔 = ℕ ∪ {𝜔}, where 𝜔 represents an indefinitely large value (used to indicate that an event has never been executed or 
that a delay constraint is effectively unbounded). Similarly, let ℕ∞ = ℕ ∪ {∞}, where ∞ represents an indefinite future deadline (the 
event must eventually occur, but with no fixed time bound). Let 𝑉  be a domain of data values (e.g., integers, addresses, byte arrays, 
or structured records) that may be associated with events upon execution. Let 𝑅 be a finite set of roles representing participants who 
may execute events (e.g., admin, user, relayer, or a wildcard “any”), and let 𝐴 be a finite set of action names corresponding to 
identifiable operations (e.g., Solidity function names such as approve or transferFrom).

We now formally define the timed DCR Graphs with sub-processes, data, and roles.
Definition 1. A timed DCR Graph with sub-processes, data, and roles is a tuple

 where:
1. 𝐸 is a finite set of events,
2. 𝑠𝑝 ∶ 𝐸 ⇁ 𝐸 is the sub-process containment function,
3. 𝐷 ∶ 𝐸 → 𝖤𝗑𝗉𝖤 ⊎ {?} is the data-assignment function,
4. 𝑀 = (𝖤𝗑,𝖱𝖾, 𝖨𝗇,𝖵𝖺) is the timed marking with data, where:

• 𝖤𝗑 ∶ 𝐸 ⇀ ℕ𝜔 records, for each executed event, the time (in discrete steps) since its last execution;
• 𝖱𝖾 ∶ 𝐸 ⇀ ℕ∞ records, for each pending event, the remaining time within which it must be executed (or ∞ if no deadline 
applies);

• 𝖨𝗇 ⊆ 𝐸 is the set of currently included events;
• 𝖵𝖺 ∶ 𝐸 ⇀ 𝑉  records the data value most recently associated with each event (undefined for events that have not yet been 
executed with a value).

5. ⊆ 𝐸 × ℕ𝜔 × 𝖡𝖤𝗑𝗉𝖤 × 𝐸 is the guarded timed condition relation,
6. ⊆ 𝐸 × ℕ∞ × 𝖡𝖤𝗑𝗉𝖤 × 𝐸 is the guarded timed response relation,
7. , , , ⊆ 𝐸 × 𝖡𝖤𝗑𝗉𝖤 × 𝐸 are the guarded cancel, milestone, include, and exclude relations, respectively,
8. 𝐿 = (𝑅) × 𝐴 is the set of labels, with 𝑅 and 𝐴 being sets of roles and actions,
9. 𝑙 ∶ 𝐸 → 𝐿 is a labeling function mapping events to labels.

Notation remark. When we write 𝑒 𝑘𝑒′ with a subscript 𝑘, this is shorthand for the tuple (𝑒, 𝑘, 𝑡𝑟𝑢𝑒, 𝑒′) ∈ , emphasizing the delay 
parameter. The guard component defaults to 𝑡𝑟𝑢𝑒 when omitted. Similarly, 𝑒 𝑑𝑒′ denotes (𝑒, 𝑑, 𝑡𝑟𝑢𝑒, 𝑒′) ∈  with deadline 𝑑. For the 
unguarded, untimed relations ( , , , ), we write 𝑒 𝑒′ as shorthand for (𝑒, 𝑡𝑟𝑢𝑒, 𝑒′) ∈ , etc.

Enabledness. The condition ( ) and milestone ( ) relations constrain when events can be executed. Informally: Formally, an 
event 𝑒 is enabled in marking 𝑀 = (𝖤𝗑,𝖱𝖾, 𝖨𝗇,𝖵𝖺) and can be executed by role 𝑟 ∈ 𝑅 if:
1. 𝑙(𝑒) = (𝑅′, 𝑎) with 𝑟 ∈ 𝑅′,
2. 𝑒 ∈ 𝖨𝗇,
3. All conditions are met: For all (𝑒′, 𝑘, 𝑔, 𝑒) ∈ , if 𝑒′ ∈ 𝖨𝗇 and [[𝑔]]𝑀  is true, then 𝖤𝗑(𝑒′) ≥ 𝑘,
4. All milestones are met: For all (𝑒′, 𝑔, 𝑒) ∈ , if 𝑒′ ∈ 𝖨𝗇 and [[𝑔]]𝑀  is true, then 𝖱𝖾(𝑒′) is undefined,
5. Either 𝑒 is not contained in a sub-process, or 𝑠𝑝(𝑒) is enabled and can be executed by role 𝑟.
Note that here, 𝑒 is in the target position of each relation tuple.

Roles, Actions, and Labels. In our DCR specification, each event 𝑒 is labeled by (𝑅′, 𝑎) where 𝑅′ ⊆ 𝑅 is the set of roles authorized to 
execute 𝑒, and 𝑎 is the named action (mapping to e. g., approve and transferFrom in Fig. 1). These labels help track which participant(s) 
can fire an event and how that event is referenced in the system design. In smart contracts, common roles might be admin, owner, 
relayer, or even “any user,” while actions map directly to function calls (or sub-calls in a nested call stack).
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Execution. When an event 𝑒 is executed in marking 𝑀 = (𝖤𝗑,𝖱𝖾, 𝖨𝗇,𝖵𝖺), the marking updates to 𝑀 ′ = (𝖤𝗑′,𝖱𝖾′, 𝖨𝗇′,𝖵𝖺′). The update 
depends on the response, include, and exclude relations, and the computation expressions assigned to events. In DCR Graphs with 
sub-processes, executing an event 𝑒 can trigger the execution of its containing sub-process event 𝑒′ = 𝑠𝑝(𝑒), which may in turn trigger 
its own containing sub-process, and so on. This cascade is finite due to the finite number of events. Informally, a sub-process event 
𝑒′ is executed if one of its immediate sub-events 𝑒 (i. e., 𝑠𝑝(𝑒) = 𝑒′) is executed, and after 𝑒’s execution, all immediate sub-events of 𝑒′
are either not included or not pending; in this case, the sub-process is said to be accepting [4,5].

An event 𝑒 is unique in the set 𝐸, so 𝖨𝗇, 𝖤𝗑, and 𝖱𝖾 refer to different properties of the same underlying event. 𝑒 cannot be ‘included’ 
and ‘excluded’ at the same time. If a particular activity must occur multiple times (i. e., multiple instances), one can use the timed 
repetition constructs outlined in our prior works that reset 𝖤𝗑(𝑒) after each execution [6] or may model each instance as a separate 
event (𝑒1, 𝑒2, etc.).

3.  Correspondence between DCR models to solidity smart contracts

We present the correspondence between the elements of a DCR graph model and the constructs found in typical smart contracts, 
particularly those written in Solidity for the Ethereum Virtual Machine (EVM) [17]. This mapping provides the foundation for using 
DCR graphs as formal specifications for smart contract behavior, bridging the gap between the abstract process model and the concrete 
implementation. A DCR graph comprises both static structure (the set of events 𝐸, the relations, and the role/action labels) and dynamic 
state (the marking 𝑀 = (𝖤𝗑,𝖱𝖾, 𝖨𝗇,𝖵𝖺)). The figures in this paper primarily show a brief visual view of the models, where events are 
represented as boxes, relations as directed edges, and roles as annotations. This view corresponds to the Solidity code’s functions and 
modifiers. The marking evolves during execution: each event execution updates 𝖤𝗑, 𝖱𝖾, 𝖨𝗇, and 𝖵𝖺 according to the effect relations. 
When we speak of “the DCR model” of a contract, we mean the structure together with an initial marking 𝑀0 that captures the 
contract’s state at deployment. In 𝑀0, typically 𝖤𝗑(𝑒) is undefined for all events (none have been executed), 𝖱𝖾 may contain events 
with initial obligations (if any), 𝖨𝗇0 specifies which events are initially available, and 𝖵𝖺 is undefined or initialized to default values 
matching Solidity’s default state variable initialization.

The DCR graphs in this section use the standard visual notation from DCRGraphs.net [18]. Each box represents an event, with the 
event name displayed inside. The role(s) authorized to execute an event appear above the box (e.g., “admin” in Fig. 4). An event with 
no role annotation is executable by any participant. In the marking visualization (if shown), a green border or checkmark indicates 
the event is included (∈ 𝖨𝗇), a blue checkmark indicates it has been executed (∈ 𝖤𝗑), and an exclamation mark (!) indicates it is pending 
(∈ 𝖱𝖾). Guards and time delays, when present, appear as annotations on the arrows. For brevity, not all marking details are shown in 
every figure; the structural aspects (events, roles, relations) are the focus.

DCR Event. A DCR event typically corresponds to a public or external function call in a Solidity contract. Executing the event in 
the DCR model mirrors invoking the corresponding function via a blockchain transaction initiated by an Externally Owned Account 
(EOA), a non-contract account on Ethereum blockchain. For instance, in a casino contract, a createGame event in the DCR model 
would map to the corresponding createGame(bytes32 hash) function in the Solidity code.

DCR Role. Roles assigned to DCR events map directly to access control mechanisms within the smart contract. This is commonly 
implemented using Solidity modifiers or require statements that check msg.sender against authorized addresses (e.g., a byOp mod-
ifier checking against an operator address, corresponding to an Operator role assigned to the relevant events in the DCR model). 
Events without explicit roles in the DCR model are generally callable by any authorized user, potentially subject to other state-based 
conditions.

DCR Marking (Contract State). The marking 𝑀 = (𝖤𝗑,𝖱𝖾, 𝖨𝗇,𝖵𝖺) collectively represents the current state of the smart contract stored 
on the blockchain’s distributed ledger.

• Values (𝖵𝖺): The data values associated with events map directly to contract state variables (e.g., uint, address, bytes32, enum 
types representing contract state, operator addresses, or stored hashes). DCR input/computation events model the update of these 
variables (e.g., storing a hash upon game creation). DCR input/computation events model the update of these variables (e.g., 
hashedNumber = hash in createGame).

• Included (𝖨𝗇): The set of included events represents which contract functions are logically permitted to execute according to the 
contract’s current business process state. In Solidity, this is often implicitly managed by control flow logic or state variables 
checked by modifiers. The DCR model makes this explicit via the 𝖨𝗇 set and include/exclude relations.

• Required/Pending (𝖱𝖾): Pending DCR events represent obligations or actions that must (or should) eventually occur according to 
the protocol. This often maps to state variables or flags indicating required next steps, potentially coupled with deadlines stored in 
state variables and checked against block.timestamp. The response relation  frequently establishes such pending states (e.g., 
the obligation to call a decideBet function after placeBet is executed, modeled by a  relation in the corresponding DCR graph). 
Time incentivization patterns [6] heavily rely on this concept.

• Executed Time (𝖤𝗑): The time since an event’s execution, or simply the fact that it has been executed, maps to stored timestamps 
(block.timestamp), block numbers (block.number), or boolean flags in the contract state. This information is used when DCR 
conditions  depend on whether or when a previous action occurred.
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DCR Enabledness (Conditions). The enabledness criteria for a DCR event, determined by relations like condition  and milestone 
, correspond directly to the pre-condition checks performed at the entry points of a Solidity function, typically implemented 

using require(condition, ‘‘error message’’); statements or within modifiers. A function call triggers a transaction revert if these 
conditions are not met at runtime, mirroring the inability to execute a non-enabled DCR event.

DCR Relations (State Effects). The effect relations ( , , , ) model the state changes and side effects resulting from the 
successful execution of a smart contract function’s body.

• Include  / Exclude  map to changes in state variables that logically enable or disable the preconditions for future function 
calls (e.g., updating a State enum variable effectively includes/excludes functions guarded by a state-checking modifier; explicit 
state transitions can be modeled using include/exclude relations as described in previous work [6]).

• Response  maps to setting state that signifies an obligation or expected follow-up action is now active.
• Cancel  maps to clearing flags or state variables indicating a previous obligation has been fulfilled or voided.

DCR Execution Step vs. Transaction Success. A successful DCR execution step 𝑀 𝑒,[𝑣]
←←←←←←←←←←←←←←←←←→ 𝑀 ′ corresponds to a successful (non-reverted) 

blockchain transaction invoking function 𝑒. This transaction updates the contract’s storage on the blockchain, transitioning its logical 
state from 𝑀 to 𝑀 ′. 
DCR Non-Enabled Execution Attempt vs. Transaction Revert. Attempting to execute a DCR event 𝑒 when it is not enabled in the cur-
rent marking 𝑀 corresponds directly to a blockchain transaction calling the associated function 𝑒 that fails its require checks (or 
modifier conditions). This results in the transaction being reverted, leaving the blockchain state unchanged (as in 𝑀), except for the 
consumption of gas paid by the initiator. 
DCR Time Constraints. Timed DCR relations, such as delays specified on condition relations  or deadlines on response relations 

, map to Solidity logic that explicitly checks block.timestamp or block.number against stored time values within require statements. 
This enforces timing constraints crucial for patterns such as automatic deprecation or time-based incentivization [6].

This explicit correspondence allows the DCR graph to serve as a precise, high-level behavioral specification for a smart contract. 
It abstracts away low-level EVM details while formally capturing the essential control flow, data dependencies, access control rules, 
and temporal constraints governing the contract’s interactions. Understanding this mapping is key to interpreting the contract models 
presented in Section 6, and it forms the basis for formal analysis and verification techniques, such as the runtime monitoring approach 
using HighGuard mentioned in Section 4.

3.1.  Trace conformance

Here we formalize what it means for a deployed contract to conform to its DCR model. We introduce three lightweight definitions 
that rely only on the DCR semantics already given in Section 2.2 and on standard notions of blockchain transaction traces.

Contract–Model Mapping. Let 𝐺 = (𝐸, 𝑠𝑝,𝐷,𝑀0, , , , , , ,𝐿, 𝑙) be a timed DCR Graph with sub-processes, data, 
and roles (Definition 1), intended as the specification of a Solidity contract 𝐶. We assume a contract–model mapping 𝜇 = (𝜇𝑓 , 𝜇𝑟) where:

• 𝜇𝑓 ∶ 𝐹𝑢𝑛𝑐(𝐶) ⇀ 𝐸 is a partial function from the public/external functions of 𝐶 to DCR events, and
• 𝜇𝑟 ∶ 𝐴𝑑𝑑𝑟 → 𝑅 maps an Ethereum address (specifically, the msg.sender of a transaction) to a role in 𝑅.

Functions of 𝐶 not in the domain of 𝜇𝑓  (e.g., pure view functions or internal helpers with no corresponding DCR event) are outside 
the scope of conformance checking. The mapping 𝜇 formalizes the informal correspondences described in the preceding paragraphs 
of this section (DCR Event ↔ Solidity function, DCR Role ↔ msg.sender).

Definition 2  (Solidity Execution Trace). A Solidity execution trace of contract 𝐶 is a finite sequence
𝜎 = ⟨ 𝑡𝑥1, 𝑡𝑥2, … , 𝑡𝑥𝑛 ⟩

where each 𝑡𝑥𝑖 = (𝑓𝑖, 𝑠𝑖, 𝑣𝑖, 𝑡𝑖) records: a successfully executed (non-reverted) call to function 𝑓𝑖 ∈ 𝐹𝑢𝑛𝑐(𝐶) by sender 𝑠𝑖 ∈ 𝐴𝑑𝑑𝑟, with 
input/output values 𝑣𝑖 and block timestamp 𝑡𝑖 (with 𝑡𝑖 ≤ 𝑡𝑖+1). Reverted transactions are excluded, mirroring the DCR semantics in 
which a non-enabled event simply cannot execute (cf. the “Transaction Revert” paragraph above). 
Definition 3  (Trace Projection). Given a contract–model mapping 𝜇 = (𝜇𝑓 , 𝜇𝑟), the projection of a Solidity trace 𝜎 onto 𝐺 is the 
subsequence

𝜋𝜇(𝜎) =
⟨

(𝑒𝑗 , 𝑟𝑗 , 𝑣𝑗 , 𝑡𝑗 )
⟩

𝑗∈𝐽

obtained by retaining only those transactions 𝑡𝑥𝑖 for which 𝜇𝑓 (𝑓𝑖) is defined, and setting 𝑒𝑗 = 𝜇𝑓 (𝑓𝑖), 𝑟𝑗 = 𝜇𝑟(𝑠𝑖), 𝑣𝑗 = 𝑣𝑖, and 𝑡𝑗 = 𝑡𝑖. 
Definition 4  (Trace Conformance). A Solidity execution trace 𝜎 of contract 𝐶 conforms to DCR model 𝐺 under mapping 𝜇 if, for 
the projected trace 𝜋𝜇(𝜎) = ⟨(𝑒1, 𝑟1, 𝑣1, 𝑡1),… , (𝑒𝑚, 𝑟𝑚, 𝑣𝑚, 𝑡𝑚)⟩, there exists a sequence of markings 𝑀0,𝑀1,… ,𝑀𝑚 such that for every 
1 ≤ 𝑗 ≤ 𝑚:
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1. event 𝑒𝑗 is enabled in marking 𝑀𝑗−1 and can be executed by role 𝑟𝑗 (per the enabledness conditions in Section 2.2), and
2. 𝑀𝑗−1

𝑒𝑗 , [𝑣𝑗 ]
←←←←←←←←←←←←←←←←←←←←←←←←←←→ 𝑀𝑗 according to the execution semantics of 𝐺.

We say that contract 𝐶 conforms to 𝐺 (under 𝜇) if every feasible Solidity execution trace of 𝐶 conforms to 𝐺. 
This definition yields a conditional guarantee that connects the DCR-level analysis to implementation-level security:

 If (i) a property 𝜑 holds for all valid execution sequences of the DCR model 𝐺 (e.g., “event process is never enabled without 
prior execution of initialize”), and (ii) the deployed contract 𝐶 conforms to 𝐺 under 𝜇, then no feasible execution trace of 𝐶
violates 𝜑 (projected through 𝜇).

The practical implication is that our “model to mitigate” claims are conditional on conformance: the DCR model rules out undesirable 
behaviors at the design level, and these guarantees transfer to the implementation to the extent that the implementation faithfully 
realizes the model. Establishing conformance itself can be achieved through manual code review guided by the mapping 𝜇, runtime 
monitoring (e.g., HighGuard [7] checks each transaction against the DCR specification at runtime), or certified code generation 
from DCR models.

Scope and limitations. This formalization captures inter-transaction ordering and access control, which is the level at which our case 
studies identify vulnerabilities. It does not model intra-transaction behavior such as reentrancy within a single call stack; such low-
level properties are better addressed by complementary static analyzers [19,20]. The mapping 𝜇 is currently constructed manually as 
part of the modeling methodology (Section 5); automating its extraction from Solidity ASTs is future work. While this formalization 
facilitates the future work on automated contract generation from DCR models, we sometimes break this down to model-specific 
intra-transaction properties as well, which is discussed in the upcoming subsection.

3.2.  Challenges in model correspondence

While the correspondence described above covers the common case where each Solidity function maps to a single DCR event, 
several recurring situations require additional modeling workarounds. We discuss three such challenges and the solutions we have 
adopted.

3.2.1.  Keeping the effects of excluded events
A challenge arises when an event has outgoing effect relations (e.g., responses, includes) but may be dynamically excluded during 

execution. If the event is excluded before it fires, its effects never occur, but if it was previously executed, some of those effects (e.g., 
pending responses it created) may still be active in the marking.

Solution: Wrapper events. We address this by introducing wrapper events that encapsulate the effect-producing logic. The wrapper 
event remains included and is responsible for managing the effects, while the original event can be excluded without orphaning its 
prior effects. This pattern separates the “can this action occur?” question (controlled by inclusion of the main event) from the “what 
are the consequences of past occurrences?” question (managed by the wrapper).

3.2.2.  Modeling post-conditions
Solidity functions may have post-conditions (invariants that must hold after execution) that are distinct from pre-conditions 

(checked via require). DCR’s native semantics focus on enabledness (pre-conditions) and effects, but do not directly express post-
conditions.

Solution 1: Strengthened guards. We can encode the post-condition into the guard of the event itself, using the conjunction of the 
pre-condition and the weakest predicate that ensures both the function body and post-condition are satisfiable. This approach is 
elegant but can be difficult to compute, especially when external calls are involved.

Solution 2: Helper events via sub-processes. A more practical approach models the function as a sub-process containing two helper 
events: one for the main body and one for the exit point. A condition relation links the body to the exit-point event, and the exit-point 
event has a response relation (liveness obligation) from the outset. The sub-process is in an accepting state only when the exit-point 
event has been executed, signaling successful completion including post-condition satisfaction. This approach uses multiple DCR 
events for a single Solidity function but maintains a clear correspondence.

3.2.3.  Dynamic paths inside functions
Some Solidity functions contain conditional logic (e.g., if/else, try/catch) that leads to different state effects depending on 

runtime conditions. Modeling such functions as a single DCR event loses this branching structure.
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Solution: Branch decomposition. We decompose the function into multiple DCR events, one per significant execution path, grouped 
within a sub-process. Mutual exclusion between paths is modeled via exclude relations, and guards on the events capture the branching 
conditions. This is illustrated in the Sygma executeProposal case (Section 6.2.1), where the try/catch branches correspond to distinct 
sub-events with different effects on proposal.\_status.

The trade-off is increased model complexity, but this complexity reflects genuine behavioral complexity in the code. Hiding it 
would obscure exactly the kind of design flaw (e.g., redundant state writes on failing paths) that the modeling process is meant to 
surface.

4.  Related work

We categorize related works into three areas: modeling formalisms for smart contracts, correct-by-design approaches, and bug 
hunting and auditing for smart contracts.

Modeling Formalisms for Smart Contracts. Modeling formalisms are either business process-level or implementation-level [6,21]. Busi-
ness process-level formalisms focus on high-level contract behavior, ignoring technical details; DCR graphs are an example. State-
transition systems compatible with Solidity are used in languages like Obsidian and Bamboo [6,22,23], with validation via model 
checkers and temporal logic properties [24]. Petri Nets provide intuitive graphical models [25,26]; the BIP framework models inter-
actions between contracts and users [27]. Timed automata capture temporal behaviors and time constraints [6,28,29]. Probabilistic 
transition systems, like Markov decision processes, represent nondeterministic execution and user behaviors [30–32].

A prior study explored the expressiveness of DCR graphs for modeling certain smart contract interactions [6], but it did not address 
how this modeling approach can be integrated into a pre-development security-focused and vulnerability-mitigation workflow. Our 
contribution goes beyond that initial demonstration by proposing specific methodological steps to (a) detect design-level flaws (e. g., 
entangled access control, ambiguous initial states) and (b) mitigate known vulnerability patterns (e. g., misuse of allowances, bridging 
misconfigurations). We also emphasize how DCR modeling can be integrated pre-implementation for a correct-by-design paradigm 
and used post-implementation for thorough audits.

Correct-by-Design. Suvorov and Ulyantsev [33] propose a correct-by-construction method using Finite State Machines (FSMs) and 
LTL specifications, transforming models into Solidity code. VeriSolid [24] offers a framework for designing and verifying Ethereum 
contracts as transition systems, with automated verification using CTL and automatic Solidity code generation. Flames [34] uses 
domain-adapted LLMs to synthesize executable require statements for contract hardening without needing vulnerability labels, ad-
dressing the gap between design-level specifications and deployable defenses. While these approaches contribute to modeling and 
verification, DCR graphs provide declarative modeling with adjustable detail levels and bridge business processes with implementa-
tion.

Unlike automated verification frameworks (e. g., Coq, TLA+, and Move Prover [35–37]) or low-level static analyzers [19,20], 
our approach targets the high-level business logic where a certain class of functional vulnerabilities often originate [7,9,14]. This 
complements formal verification, as DCR-based models can highlight workflows, roles, and design patterns that implementation-
level verifiers might overlook. Consequently, we see our method as bridging the gap between high-level process modeling and formal 
correctness checks in the lower-level code.

Bug Hunting and Auditing for Smart Contracts. [38] propose an on-chain bug bounty system using multi-version programming to form a 
Hydra contract with multiple versions managed by a proxy. However, it has limitations like increased gas consumption, lack of opcode 
support, and no code delegation management. Our approach uses tools like HighGuard [7] and XploGen [8] to model contracts 
and formally verify correctness, offering a more comprehensive solution. Zhou et al. [39] classify exploits and defense strategies, 
highlighting that incorporating defenses is insufficient without holistic system design. Raven [40] complements offensive analysis 
by mining defensive invariant categories from reverted Ethereum transactions, discovering six previously unreported categories 
of working on-chain defenses. Our current work argues that modeling using DCR graphs pre-development can mitigate flaws and 
vulnerabilities. We verify our ‘model to mitigate’ method using already developed or exploited contracts. Whereas analysis and 
auditing tools work post-development on source code or transaction data.

5.  Proposed method

Our methodology involves iterative modeling and manual expert analysis. The modeling process entails understanding contract 
logic and interactions, then visualizing this logic using DCR graphs (Section 2.2) with the DCR visual modeling tool [18]. Modeling 
can be challenging for complex, interdependent multi-contract systems. We gained significant insights into their operational and 
security aspects, presented in the results section.

5.1.  Modeling methodology

To construct DCR graphs for each contract, a seven-step methodology (visualized in Fig. 2):

1. Contract Logic Identification: Analyze the smart contract code, documentation, and inheritance hierarchies to identify functions, 
modifiers, state variables, and events.
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Fig. 2. Modeling methodology used in “model to mitigate”.

2. Identifying Roles: Extract explicit roles (e. g., admin, operator, player) that execute contract functions.
3. Mapping Functions to DCR Events: Map public and external functions to events. Consider internal and private functions as 
sub-activities or include them via inclusion  / exclusion  and response  relations if they affect multiple public/external 
functions. When a single function contains significant branching logic or multiple distinct state-changing paths (e.g., try/catch 
blocks), it may be decomposed into multiple DCR events grouped within a sub-process, as discussed in Section 3.2.3.

4. Modeling Access Control: Assign roles to events to reflect role-based access control, ensuring only permitted roles can execute 
specific activities. This step consists of putting (2) and (3) together. Furthermore, we also model implicit access control mechanism 
of the contract.

5. Representing State Transitions: Use relations between activities to model function availability. Represent modifiers and require 
statements using condition relations  and guards in the DCR graph to capture conditional logic and dependencies.

6. Incorporating Time Constraints: For time-based features, use delays and deadlines in the DCR graph according to design patterns 
from previous work [6].

7. Iterative Refinement: Refine models by adding inferred covert roles from require statements and validate against intended 
behavior. Use DCRGraphs.net [18] to visually create and simulate models, aiding in logic validation and issue identification.

5.2.  Pre-Development vs. Post-development workflows

Our methodology supports two complementary workflows, depending on when the DCR model is constructed:

Pre-development (modeling intended behavior). In this workflow, the modeler constructs a DCR graph from requirements documents, 
protocol whitepapers, or design discussions before the Solidity implementation exists. The modeling process itself surfaces design flaws. 
The DCR formalism requires explicit decisions about which roles can execute each event, what preconditions must hold (condition 
relations), what obligations are created (response relations), and what the initial marking 𝑀0 is. Ambiguities or unresolved questions 
in the informal specification become apparent when they cannot be or are not expressed in the model. The resulting DCR graph then 
serves as a specification that guides implementation and against which the code can be validated.

Post-development (modeling actual code). In this workflow, the modeler reverse-engineers a DCR graph from an existing smart contract 
implementation. Flaws are identified in two ways: (i) Model–intent mismatch: The extracted model is compared against the intended 
behavior (from documentation, audits, or domain knowledge). Discrepancies indicate potential vulnerabilities.  (ii) Simulation anoma-
lies: Simulating the model may reveal unexpected enabled events, unreachable states, or missing preconditions that were not apparent 
from code inspection alone.

In our case studies (Section 6), we apply the post-development workflow to contracts with known vulnerabilities. This retro-
spective analysis validates that the modeling process would have surfaced the flaw, even though the vulnerability was historically 
discovered post-mortem. The value of the methodology lies in the discipline of modeling, where explicit decisions required by DCR 
force consideration of exactly the questions (access control, ordering, initialization) whose implicit or incorrect handling caused the 
vulnerabilities.
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Fig. 3. adminAddRelayer function from Sygma contract [10].

Fig. 4. A straightforward role-based access control in the DCR model for adminAddRelayer, requiring the admin role.

6.  Results

In our case studies, we model and analyze DEUS DAO [12], Sygma [10], Nomad Bridge [11], and IOU [13]. This combination was 
carefully chosen to cover both cases of complex real-world contracts that are extensively audited, such as Sygma (audits available in 
[41,42]) and DEUS (audits available in [43]) as well as successfully exploited contracts (Nomad, DEUS DAO, and IOU).

6.1.  Discovery of design flaws

As a result of the modeling process involving the Sygma contract [10], we found two flaws in the design of the contract: entangled 
access control and unclear initial state. These flaws were previously unnoticed by the audits [41,42]. Furthermore, beyond manual 
analysis, for each case study we outline here what classes of properties are relevant for each case.

6.1.1.  Entangled access control
Flaw. In the Sygma contract [10], the function adminAddRelayer (Fig. 3) is intended to be callable only by an administrator. However, 
the code does not include an explicit permission check within adminAddRelayer itself. Instead, the check is deferred to a call inside its 
body, requiring the developer to maintain a second conditional revert to enforce the same access policy. Although the net effect is 
eventually the same-reverting if the caller is not the admin-this design suffers from two drawbacks:

• Access control checks become entangled in multiple function calls, increasing the likelihood of missing or misplacing them during 
maintenance or updates.

• Reverting a transaction later in the call chain wastes gas for the caller, who pays for execution up to the point of failure. An earlier, 
unified check would revert sooner and save gas.

Modeling and Mitigation. The flaw was surfaced during model construction. Creating the DCR event for adminAddRelayer required 
assigning a role-the formalism demands this explicitly. We assigned admin, reflecting the function’s intended access control (Fig. 4). 
This immediately raised the question: “Where in the Solidity code is this role actually enforced?” Examining the code revealed that 
adminAddRelayer itself contains no require(msg.sender == admin) check; the authorization is deferred to grantRole, called internally. 
The DCR model thus made the intended access control explicit, exposing the actual implementation’s entangled structure. Translating 
the model’s requirement back into Solidity suggests placing the role check directly in the adminAddRelayer function or in a dedicated 
access-control modifier. Consolidating role verification into a single place avoids the maintenance overhead of duplicate checks and 
allows earlier reversal of transactions (thus reducing gas costs on failing calls).

Formally Specifiable Properties. The intended property is an enabledness invariant where for every reachable marking 𝑀 , the event 
adminAddRelayer is enabled only if the executing role is admin. In the DCR model (Fig. 4), this holds by construction because the 
event’s label restricts execution to the admin role. A model checker can verify that no alternative execution path enables the event 
for an unauthorized role. 
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Fig. 5. ProposalStatus enum from Sygma contract.

6.1.2.  Unclear initial state
Flaw. The Sygma contract contains a part for governance protocol that uses decentralized governance proposals [44]. Decentralized 
governance proposals have emerged as a mechanism for enabling community-driven decision making in blockchain systems. In these 
schemes, stakeholders submit proposals that undergo clearly defined state transitions, typically moving from an initial inactive state, 
to active discussion, and eventually to a conclusive decision (e.g., passed or canceled) [45]. The implementation of Sygma, uses a 
Solidity enum to show the state the proposal is at (Fig. 5).

Modeling and Mitigation. Constructing the DCR model required specifying the initial marking 𝑀0, including which events are initially 
included (𝖨𝗇0) and what values state variables hold at deployment. For a governance system with proposal states, this means deciding 
which transitions are available from the outset. The Solidity code, however, provided no explicit initialization-it relied on the default 
value of a Solidity enum (the first item, Inactive). The modeling process forced us to make this decision explicit, revealing that the 
intended initial state was implicit and potentially ambiguous. As presented in previous work [6], modeling the order of actions with 
built-in DCR semantics is more straightforward than modeling the order of actions through finite state machines, but capturing the 
correct event ordering demands starting from the correct available-for-execution set of activities. Although relying on the default 
enum value is not a vulnerability per se, it makes the implementation less understandable and harder to review. Explicit initialization 
of the abstract state enum-mirroring the explicit 𝑀0 required by the DCR model-would enhance clarity and intent.

While unclear initial state may appear to be a purely syntactic coding issue detectable by automated syntactic analysis tools, real-
world incidents demonstrate that the problem is fundamentally one of design-level ambiguities about a contract’s intended starting 
configuration. In the 2017 Parity multi-signature wallet incident, the shared library contract was deployed with a valid initialization 
function (initWallet) already defined in the code, yet this function was never called during deployment, leaving ownership unset 
at its default value [46,47]. An anonymous user exploited this by calling the unguarded initialization function, claiming ownership 
of the library, and subsequently invoking the self-destruct operation leading to permanently freezing approximately $280 million 
in Ether across 587 wallets [46]. More recently, in August 2024, the Ronin Network bridge was exploited for $12 million after 
a contract upgrade defined two initialization functions (initializeV3 and initializeV4), but only the latter was invoked during 
deployment [48]. The omitted initializeV3 was responsible for setting the \_totalOperatorWeight variable, which determined the 
minimum vote weight required to authorize cross-chain withdrawals. Because this variable defaulted to zero, the bridge’s multi-
signature verification was effectively disabled, allowing any single arbitrary signature to approve a withdrawal [48]. In both cases 
a syntactic rule such as “all variables must be explicitly initialized” would not have mitigated the incident: the initialization logic 
existed in the source code but was omitted from the deployment workflow. The underlying problem was the absence of an explicit 
specification of what the system’s initial state should be and which functions should be enabled at startup. A DCR model’s initial 
marking 𝑀0 = (𝖤𝗑0,𝖱𝖾0, 𝖨𝗇0,𝖵𝖺0) addresses this by requiring the modeler to declare which events are initially included, which are 
pending, and what values state variables hold before any interaction occurs, the modeling process surfaces mismatches between 
the intended and actual initial configuration as a first-class design concern. These incidents underscore that unclear initial state is 
not merely a matter of coding style but a documented root cause of vulnerabilities that the discipline of explicit DCR modeling can 
mitigate.

Formally Specifiable Properties. The property is an initial-marking consistency check: the set of initially included events 𝖨𝗇0 and initially 
pending events 𝖱𝖾0 must match the intended starting configuration (e.g., only proposal-creation events are enabled, not execution or 
cancellation events). This is trivially inspectable via the DCR model’s initial marking and can be checked by enumerating the enabled 
events at 𝑀0.

6.2.  Efficiency improvement

As a result of modeling and analyzing the DCR model of the Sygma [10] contract, we identified a part of the implementation 
where the logic of the contract could be implemented in a different way to reduce the gas consumption of the transactions.

6.2.1.  Reducible gas consumption
Flaw. In the executeProposal function of the Sygma contract, part of the logic (Fig. 6) unconditionally sets proposal.\_status to 
ProposalStatus.Executed and then relies on additional condition checks and event emissions. This sequence introduces unnecessary 
writes to storage and extra conditional jumps. Moreover, the catch branch always emits an event and updates the proposal status, 
even in cases where a full revert would be cheaper and clearer (e.g., if revertOnFail is true). Consequently, transactions incur higher 
gas costs than necessary.
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Fig. 6. Original (reducible) part of executeProposal function from Sygma contract.

Fig. 7. Inferred semantics of executeProposal function, revealing redundant writes and conditionals.

Fig. 8. Modified (reduced) part of executeProposal function from Sygma contract.

Modeling and Mitigation. Fig. 7 shows a DCR model of executeProposal, highlighting its control-flow branches and the potential for 
reverts or event emissions after an external call. We re-implemented this DCR model in Fig. 8. By contrast, the revised code in Fig. 8 
corresponds more directly to the DCR structure, setting proposal.\_status only if the call succeeds, while reverting (or emitting an 
event) if the call fails. This avoids a needless state write or conditional check. The resulting logic is both more intuitive and more 
gas-efficient, as it moves certain write operations and event emissions inside the try block, preventing them from being triggered 
unless necessary.

This is an example of intuitive action dependencies in the model leading to a version of the contract that consumes less gas. Code 
snippets in Fig. 6 (original version) and Fig. 8 (reduced) have the following differences:

• In the original code (Fig. 6), the proposal.\_status is always set to ProposalStatus.Executed, which costs a high gas fee for an 
SSTORE operation in Ethereum Virtual Machine (EVM) when changing an storage variable. Then, there is an if condition that 
checks revertOnFail, which also costs gas for a conditional JUMPI. In the reduced code (Fig. 8), proposal.\_status is only set if 
the try statement succeeds, potentially saving gas if the function call within the try statement fails.

• The try/catch blocks in the two snippets handle exceptions differently, which has an impact on gas consumption. In the origi-
nal snippet, the catch block always changes the proposal.\_status and emits an event, leading to potentially higher gas usage, 
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Fig. 9. Buggy Deus DAO contract code (custom burn functionality).

while in the reduced snippet, the catch block conditionally reverts or emits an event based on revertOnFail. This means less gas 
consumption if the contract reverts since no event is emitted and no state change occurs.

Formally Specifiable Properties. While gas optimization is not a safety property per se, the underlying concern of whether a state write 
is reachable on a path that later reverts can be expressed as a reachability question: “Does there exist an execution trace in which 
setStatus(Executed) occurs and is later rolled back?” Dead-transition analysis (identifying transitions that can never fire or always lead 
to rollback) can flag such redundancies.

6.3.  Vulnerability mitigation through design constraints

6.3.1.  Mitigating the deus DAO vulnerability
Incident. On May 6, 2023, the Deus DAO Protocol was exploited on the Arbitrum, Ethereum, and BNB chains due to a bug in its 
token burn function. The hack resulted in loss of 6.41 million USD accross multiple chains [49–51].

The vulnerability stems from a bug in public token burn function (Fig. 9). Deus DAO contract implements a custom version of 
ERC20 standard [52] where it defines its burnFrom function (Fig. 9). The bug enabling the vulnerability is caused by misplacing account 
and \_msgSender() as the indices of \_allowances mapping (line 2 in Fig. 9). This mistake leads to assuming the wrong current amount 
of allowance for the attacker enabling him to burn tokens of another owner more than he is allowed. This function does not seem to 
provide a clear access control as it is meant to be called by any address on the chain. If written correctly (\_msgSender(), account not 
being misplaced), the attacker could only burn what he was allowed by the owner account. This is despite the fact that in other more 
carefully implemented ERC20 contracts, there often is an extra access control mechanism to revert the transaction in corner cases 
(not just rely on zero burning as an extreme).

Modeling and Mitigation. The ERC-20 standard [52] does not indicate any sort of access control other than the general instruction 
for the spender (or burner in this context) to be authorized. Even safeTransferFrom function in ERC-721 [53] does not imply having 
dedicated access control in place. These leave the developers deciding about the security violation checks based on their understanding 
of the contract interactions, specially when not having a full view of security properties their implementation should satisfy. An 
example of a more secure implementation is OpenZeppelin ERC-20 contract \_update functionality, also used as a burn functionality 
(Fig. 11). Line 6 and 7 in this implementation revert the transaction in case the attacker’s balance is less than the value he is asking 
for. With the same access control mechanism in place for DEUS DAO, the bug would not be as dangerous as the attacker’s transactions 
would be rejected before approving the wrong action. Particular conditions of accessing burnFrom function such as balance or allowance 
checking could be modeled using condition  or inclusion  / exclusion  relation. One such model is depicted in Fig. 10. 
Here, the function itself comprises two significant state-changing activities: invoking \_approve and \_burn. This model captures 
the access control properties of the secure alternative implementation by: first, an unassigned role on top of each activity means it 
is executable by all roles in the model, hence, capturing public burnFrom function characteristic; second, availability of \_approve 
is conditioned on other state-changing actions in the contract (that are not part of \_burnFrom function) which is captured by the 
guarded inclusion relation from previous activity to \_approve.

Formally Specifiable Properties. The property is a guarded enabledness condition. For every reachable marking 𝑀 , the event _burn(ac-
count, amount) is enabled only if 𝖵𝖺(allowances[𝑚𝑠𝑔𝑆𝑒𝑛𝑑𝑒𝑟][𝑎𝑐𝑐𝑜𝑢𝑛𝑡]) ≥ 𝑎𝑚𝑜𝑢𝑛𝑡. This is a safety property over the data-aware DCR 
model. Violation corresponds to a reachable marking where the burn event is enabled despite insufficient allowance, precisely the 
exploited scenario in the actual attack.

6.3.2.  Mitigating the nomad bridge vulnerability
Incidnet. Bridging is the practice of connecting two blockchain networks to enable the transfer of tokens, information, and function-
ality between them. Nomad [11] is a bridging protocol that supports multiple chains. A successful exploit happened on its contracts 
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Fig. 10. Modeling access control mechanism for burnFrom function from Fig. 9.

Fig. 11. Access control mechanism in ERC20 standard (OpenZeppelin [54]) burn functionality.

on August 1st, 2022 that resulted in a failure of authentication in the contract. Based on the inner workings of bridge smart contract, 
three specific functions were involved in the flaw that resulted in their vulnerability: initialize, acceptableRoot, process. Without 
going into too much detail, initialize function is supposed to correctly initialize a variable (confirmAt) that will later be checked 
inside acceptableRoot to allow or disallow processing of a message (using the process function). The problem arises in the initialize 
function by not checking any condition to correctly initialize confirmAt, a variable that is later used to authorize the processing of 
messages. Therefore, the incident, in essence, is the result of missing a condition before making an event plausible. The condition is 
added to their implementation by their developers for the updated contract after being exploited.1

Modeling and Mitigation. Modeling the process event required specifying its enabling conditions in the DCR graph. The intended 
behavior is that process should only be enabled after initialize has correctly set confirmAt; expressing this as a condition relation 
(𝑖𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒 𝑝𝑟𝑜𝑐𝑒𝑠𝑠 with an appropriate guard) made the dependency explicit. Comparing this model to the actual code revealed 
that the initialize function did not properly constrain confirmAt, meaning the condition was not enforced-precisely the vulnerability 
exploited in the incident. As it is possible to build a partial model of the contract that captures only certain high-level security 
properties, we present such a partial model in Fig. 12. This model uses response  and (guarded) inclusion  to show that by 
executing acceptableRoot, processing of the message is allowed under certain conditions (guarded inclusion ).

While the presented partial model in Fig. 12 may seem very trivial, in reality implementing the condition requires functions in 
code to work together (initialize2 and acceptableRoot3) to perform a correct authorization. The fact that the correct condition can 
only be checked if the setting of the values is distributed temporally in two code locations adds to the complexity of implementing a 
correct version.

The compelling aspect of modeling the Nomad bridge using DCR graphs is that although it captures the fact that two conditions 
should align (Fig. 12) to enable the process function, it is not concerned with the code location where this is done. This independence 
from implementation details not only hides the complexity and lets the modeler visualize the actual intended behavior, but also 
provides developers with a mind map to follow and check after implementing the contract.

Independently, Raven [40] identifies a business process-based defensive invariant category mined from on-chain data and demon-
strates that it can serve as a fuzzing oracle to detect and prevent Nomad vulnerability. This is consistent with our DCR-based modeling 
and analysis.

1 https://github.com/nomad-xyz/monorepo/commit/0e02cc1f09d16f809f5d2d8f05abbeea6d1af04e
2 https://github.com/nomad-xyz/monorepo/blob/0e02cc1f09d16f809f5d2d8f05abbeea6d1af04e/packages/contracts-

core/contracts/Replica.sol#L262C5-L274C6
3 https://github.com/nomad-xyz/monorepo/blob/0e02cc1f09d16f809f5d2d8f05abbeea6d1af04e/packages/contracts-

core/contracts/Replica.sol#L103C5-L117C6
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Fig. 12. Execution condition that was missing in the Nomad bridge hack.

Fig. 13. IOU contract DCR model representing the vulnerability reflected in the high-level business process.

Formally Specifiable Properties. The property is a safety/reachability condition. The event process is never enabled in any reachable 
marking where initialize has not been executed with a valid confirmAt value. Formally: for all reachable markings 𝑀 , if 𝑝𝑟𝑜𝑐𝑒𝑠𝑠 ∈ 𝖨𝗇
and process is enabled, then 𝖤𝗑(𝑖𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒) is defined and the guard on the condition relation from acceptableRoot to process evaluates 
to true. This can be verified via reachability analysis on the composed DCR model.

6.3.3.  Mitigating order-of-events vulnerability
Incident. Kolluri et al. [13] analyze a critical race condition in the IOU contract, as illustrated in Fig. 1. The contract’s intended 
behavior allows a token sender to approve a receiver to spend up to a specified amount of tokens on their behalf. The approve 
function in Fig. 1 also enables the sender to revoke this approval by setting the allowance to zero. However, a vulnerability arises 
due to the non-deterministic interleaving of transactions within the same block.

Specifically, if a sender initially approves a spender and later calls approve(0) to revoke this approval, there is no guarantee that 
the revocation transaction will execute before a concurrent transferFrom call by the spender. In cases where transferFrom is executed 
before the revocation, the spender can still withdraw funds, violating the sender’s intent. This behavior exposes a race condition on 
the allowed state variable (Fig. 1), fundamentally breaking the expected security guarantees.

The Ethereum developer community has long acknowledged this issue [55]. The vulnerability originates from ERC20’s approval 
mechanism [52], which lacks atomicity in modifying allowances. The community’s primary recommendation has been for clients to 
follow a defensive pattern: first setting the allowance to zero before assigning a new value. However, this approach shifts responsibility 
onto users and front-end implementations, rather than enforcing safety at the contract level.

Modeling and Mitigation. We modeled the existing contract code in Fig. 13, capturing the contention between transferFrom and 
revoke. Each function’s execution inherently excludes the other, yet both can be included within the same block due to Ethereum’s 
transaction processing model. Crucially, constructing this model required deciding the relative ordering of approve and transferFrom. 
The DCR formalism does not permit “undefined” ordering: events are either independent (can execute in any order), ordered (one 
conditions the other), or mutually exclusive (one excludes the other). This forced decision directly confronted the race condition. 
If we model them as independent, the race exists; if we add a timed condition, the race is eliminated. The original code implicitly 
allowed independence, but the intended behavior-the sender can revoke before the spender acts-requires ordering, a mismatch the 
modeling process made explicit.

The fundamental issue visible in Fig. 13 is that it does not accurately reflect the intended business process. The expected behavior 
should not allow disapproving and spending to occur simultaneously, creating a race condition where execution order determines 
security outcomes. Instead, the correct semantics should prioritize the sender’s authority in revoking permissions before they are 
exercised. Our proposed way to address this at the smart contract level is to enforce a strict ordering of events via a delayed con-
dition relation ( ), linking approve to transferFrom. By introducing a required delay or dependency, the spender cannot execute 
transferFrom immediately after approve without first verifying whether the sender has revoked permission. This mechanism gives the 
sender a deterministic time window to ensure the revocation takes effect before any withdrawal occurs. Fig. 14 presents the model 
that captures the intended behavior of this class of smart contracts (ERC20) in a way that enforces design constraints ruling out this 
vulnerability. The guard written above the condition relation ( ) is the time according to ISO 8601 [56], meaning that there should 
be at least a delay of one day before transferFrom is available for execution to the receiver.

Formally Specifiable Properties. The manual modeling of the contract and inspection of it prior to development has two benefits. First, 
the modeling process itself forces the developer to decide whether approve and transferFrom should be mutually exclusive, ordered, or 
concurrent. This decision point directly confronts the race condition, because one cannot construct a well-formed DCR model without 
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Fig. 14. Alternative model of the IOU contract that resolves the order-of-events vulnerability.

Table 1 
Key insights from contract modeling.
Contract Sec. Insight Design Patterns
Sygma [10] 6.1.1 Consolidate authorization into a single, direct check (as naturally represented in the DCR 

model relations) to make implementation clearer and more gas efficient.
Access control

6.1.2 Explicitly initialize the contract’s initial state to enhance clarity and auditability to check the 
contract’s business logic against its DCR specifications.

—

6.2.1 Visualize control-flow using DCR graphs to mitigate unnecessary or redundant state changes. Action dependencies
Deus DAO [12] 6.3.1 Implement dedicated access control and guard checks for sensitive operations according to the 

DCR model relations even when logic embeds authorization.
Guard checks, Access control

Nomad bridge [11] 6.3.2 DCR model captures multi-step business logic distributed in multiple places in source code in a 
logically unified way which helps developers align conditions correctly to mitigate unwanted 
behavior.

Access control, Action depen-
dencies, Guard checks

IOU [13] 6.3.3 DCR model allows specifying time constraints over sensitive actions that address race condi-
tions, especially between users with varying permissions.

Time constraints

resolving the relative ordering of these events. Second, the formal semantics enable a precise trace property: “there exists no execution 
trace in which transferFrom executes between approve(n) and approve(0) by the same sender without respecting the timed delay 𝑘.” 
This property is expressible in LTL and can be model-checked against the timed DCR model. In the corrected model (Fig. 14), the 
timed condition relation 𝑘 enforces this ordering; a model checker would confirm that no violating trace exists, providing formal 
assurance that the race condition is eliminated. Without such a formal check, the model alone may not suffice, which underscores 
the importance of combining modeling with lightweight formal analysis.

We present the summary of our results in Table 1. The analysis of the Sygma contract’s adminAddRelayer and revokeRole functions 
reveals an entangled access control system where permission checks are deferred and scattered across the code, increasing complexity, 
potentially raising gas costs, and making maintenance more challenging. An explicit permissions check within these functions could 
mitigate this issue (Section 6.1.1). This study also highlights an unclear initial state (in a system that uses abstract contract states 
design pattern [6]) for the Sygma contract. This weakness may lead to confusion and negatively impact code understandability. 
Explicit initialization of abstract state enum could enhance clarity and intent in such instances (Section 6.1.2). On the gas consumption 
front, the executeProposal function presents opportunities for reduction. A manual implementation based on the DCR graph can 
improve the code’s efficiency without changing its core functionality (Section 6.2.1). Reviewing the exploits in Deus DAO and Nomad 
Bridge reveals how meticulous modeling of access control mechanisms and guard conditions can mitigate similar occurrences, thereby 
emphasizing the role of DCR modeling in mitigating contract exploits (Section 6.3). The examination of the IOU contract demonstrates 
the importance of correctly modeling the order of events. A deviation from the intended sequence can lead to exploitations, especially 
in functions like approve (Fig. 1) where the sequence of actions directly impacts the output.

7.  Discussion

In this section, we reflect on the validity of our findings, position DCR-based modeling within the spectrum of formal methods 
available to smart contract developers, and discuss the current tool support and practical limitations for automated analysis over DCR 
models.
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7.1.  Threats to validity

All our case studies involve contracts with known vulnerabilities or flaws. We do not claim that a developer using DCR modeling 
before knowing about the vulnerability would have caught all issues. However, we observe that the modeling process imposes a 
systematic discipline: constructing a DCR model requires explicitly specifying who can execute each event, what preconditions must 
hold, and what the initial state is. These are precisely the design decisions whose omission caused the vulnerabilities in our case 
studies (e.g., the missing initialization in Nomad, the entangled access control in Sygma, the unresolved event ordering in IOU). 
While the evidence is necessarily retrospective, we argue that a formalism which requires answering these questions may reduce 
the likelihood of silently leaving them unresolved. A prospective user study with developers where one group uses DCR modeling 
pre-development and a control group does not would provide stronger evidence and is an important direction for future work.

7.2.  Lightweight formal modeling for smart contracts

A developer aiming to ensure the security and correctness of a smart contract can adopt either a purely formal approach, using, 
for example, Coq [35] or TLA+ [36], or a purely informal approach, such as brainstorming on a whiteboard. However, each extreme 
has disadvantages: fully formal methods demand specialized expertise and significant effort, while unstructured discussions risk 
overlooking design flaws because they lack a mechanism to ensure completeness [57–59]. Our proposed DCR-based methodology sits 
between these poles. It offers enough formal rigor to specify dependencies, constraints, and roles, yet remains lightweight for rapid 
iteration and broader participation. Unlike a detailed formal proof, a DCR model does not require theorem-proving or exhaustive 
coverage of low-level code details. At the same time, it goes beyond a purely text-based whitepaper format by forcing one to articulate 
who can execute each event, under which conditions, and in what order. This is particularly valuable in decentralized application 
(dApp) development, where hidden corner cases or ambiguities in role permissions often lead to vulnerabilities [22,24]. This is 
reminiscent of other model-based approaches such as SOFL (Structured-Object-based-Formal Language) [60,61], which also span from 
informal to formal specification. However, compared to general-purpose frameworks like SOFL, our approach combines DCR graphs 
with domain-specific design patterns tailored to smart contracts (Table 1). In contexts where these patterns apply, that combination 
reduces the effort of formal modeling, since developers do not have to start from scratch but can reuse established best practices. 
Complementary approaches such as Flames [34], which synthesizes require statements via security-aligned LLMs, could automate 
the translation of DCR-level constraints into deployable Solidity guards. This further helps with concretization of the design decisions 
which are made explicit by our ‘model to mitigate’ methodology by the developers or designers.

7.3.  Tool support for automated analysis

Existing DCR tools already provide partial support for the analyses mentioned in this paper. The DCR Solutions portal [18] supports 
interactive simulation that allows step-by-step exploration of enabled events and marking evolution, which is useful for validating 
initial-marking properties and access-control invariants (Sections 6.1.2 and 6.1.1). Static analysis modules in the portal can check 
for deadlock freedom and liveness [18], addressing whether pending obligations can always be fulfilled. Furthermore, the formal 
semantics of DCR graphs (including timed and data-aware extensions) have been shown to be amenable to encoding in existing 
model-checking frameworks. Prior work has established decidability results for safety and liveness properties of DCR graphs [4,5], 
and translations to Büchi automata or Petri-net-based representations enable the use of standard temporal-logic model checkers.

For the data-aware properties (Sections 6.3.1 and 6.3.3), verification is more challenging because guard expressions introduce 
data dependencies that can make the state space infinite or very large. Abstraction techniques such as predicate abstraction over 
the value domain or bounding the number of participants is needed to make model checking tractable in these cases. Lightweight 
approaches, such as bounded model checking (exploring traces up to a fixed depth), offer a pragmatic middle ground that can detect 
violations without full state-space exploration.

7.4.  Practical limitations for formal analysis

We identify two practical limitations of formal analysis over DCR models of smart contracts: state explosion with data and modeling 
fidelity.

State explosion with data. Smart contracts manipulate rich data types (balances, mappings, timestamps), and the data-aware DCR 
semantics may reflect this. However, full model checking over unbounded data domains is undecidable in general [5]. Practical 
approaches require either abstraction (e.g., treating balances as “sufficient” vs. “insufficient”) or bounded analysis. 
Modeling fidelity. DCR models abstract away low-level implementation details (Section 3). A property verified on the DCR model holds 
for the design but does not automatically transfer to the Solidity implementation unless the implementation faithfully refines the model. 
Bridging this gap requires either certified code generation from DCR models or runtime monitoring tools such as HighGuard [7] 
that check implementation behavior against the DCR specification.
Despite these limitations, even lightweight formal checks such as verifying enabledness invariants and performing bounded trace 
analysis add significant rigor beyond purely manual inspection. We view the integration of such checks into the DCR modeling 
workflow as an important direction for future work that bridges process modeling and formal correctness guarantees.
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Our pre-development modeling (‘model to mitigate’) raises essential questions, such as ‘Who can call this function?’ and ‘What 
must happen before or after it?’ that might otherwise surface too late in the smart contract’s life cycle, leading to vulnerabilities. 
Although we do not present a head-to-head comparison of DCR against other formalisms, our experience (Section 6.3) shows that 
even a short, high-level DCR model can detect design-level vulnerabilities (e.g., Nomad exploit) and efficiency improvements (e.g., 
Sygma). This aligns with existing work in model-based systems engineering: graphical, iterative modeling can reduce error rates and 
clarify complex interactions early on [58].

8.  Conclusion and future work

We have presented the ‘Model to Mitigate’ methodology, demonstrating how Dynamic Condition Response (DCR) graphs can serve 
as an effective tool for analyzing and mitigating vulnerabilities in smart contract design. The core insight is that the discipline of 
constructing a DCR model forces developers to make explicit decisions about access control, event ordering, preconditions, and initial 
states-precisely the design decisions whose omission is a documented root cause of smart contract vulnerabilities.

Our analysis of four real-world contracts-Sygma, Deus DAO, Nomad bridge, and IOU-yielded six key insights spanning entangled 
access control, unclear initial states, reducible gas consumption, and mitigatable vulnerability patterns. In each case, we identified how 
the modeling process itself surfaces the flaw by requiring explicit answers to questions that the original implementations left implicit 
or ambiguous. To substantiate these findings formally, we introduced a trace conformance notion linking DCR-level guarantees to 
Solidity execution traces, providing a conditional guarantee: properties verified on the DCR model transfer to the implementation 
to the extent that the implementation faithfully conforms to the model. For each case study, we identified the formally specifiable 
property at stake and discussed the practical scope of automated verification.

Several avenues for future work emerge from this study. First, automating the extraction of DCR models from Solidity code 
would reduce the manual effort required and address concerns about inter-modeler variability. Second, integrating lightweight model 
checking-such as bounded trace analysis and enabledness invariant verification-directly into the DCR modeling workflow would 
strengthen the formal guarantees. Third, leveraging runtime monitoring tools such as HighGuard [7] and exploit-generation tools 
such as XploGen [8], in conjunction with DCR specifications, would enable real-time detection of specification violations. These 
oracles can further be used with fuzzing techniques [40,62,63] to detect undiscovered vulnerability patterns. Finally, certified code 
generation from DCR models would bridge the modeling fidelity gap, ensuring that the implementation provably conforms to its 
specification. Data-driven invariant catalogs such as those produced by Raven [40] could guide which properties to prioritize when 
analyzing DCR models.

Despite the challenges that persist in smart contract security due to the complexity and interrelationships of decentralized applica-
tions [64–67], our results suggest that even lightweight, high-level DCR modeling positioned between unstructured design discussions 
and heavyweight formal verification can meaningfully reduce the risk of design-level vulnerabilities by imposing a systematic disci-
pline.
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