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Abstract

Safety of Automated Driving Systems (ADSs) is arguably one of the main remaining barriers before
widespread market deployment. While there exists a plethora of methods for planning a trajectory
that fulfils certain constraints, what those constraints should look like, to enable effective planning
of safe trajectories, is still being discussed. In this article, we generalize the concept of Precautionary
Safety (PCS) and present a framework providing constraints on the tactical and operational deci-
sions of the ADS. Such constraints consider the ADS’ capabilities, the external conditions, knowledge
of statistically relevant events and behaviors of other traffic actors, as well as the controllability of
these events. The proposed framework enables assessment of the statistical fulfilment of quantita-
tive risk acceptance criteria (QRACs), including requirements on accident, injury, and fatality rates.
The framework further provides a means to dynamically adapt the constraints used for trajectory
planning, i.e., to adapt the driving to the situation at hand. A case study, considering a possible
collision scenario with a jaywalking pedestrian and a rear-end collision with a trailing vehicle, is
provided to showcase the applicability and usefulness of the presented framework. The simulation-
based case study displays the safety benefits from considering QRACs with multiple injury risk
levels and further shows how the proposed PCS framework can be applied in practice.
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1. Introduction

utomated Driving Systems (ADSs), defined as SAE

automation level 3-5 [1], promise to disrupt our

transportation system with increased efficiency and
safety as a result. However, for such promises to
be realized, there is a need to ensure safe decision-
making. Such decision-making needs not only to follow
traffic rules but also to be resilient to the statistically
relevant behaviors and events where other actors might
violate said rules. Various formal method techniques have
been suggested to guarantee that the ADS—by design—
does not violate specified (traffic) rules [2] and that the
ADS consequently does not expose other road users to
dangerous behaviors. While this is a good, and perhaps
even necessary start, these methods are (i) not well-suited
to capture all statistically relevant operational uncertain-
ties of the ADS [3-6]. Moreover, they (ii) struggle to
accommodate rare cases with high-severity outcomes.
Furthermore, such methods commonly (iii) do not adapt
with respect to the situation awareness (SAW) [7, 8] but
rather consider static assumptions defined during the
design of the ADS.

Precautionary Safety (PCS) [9, 10] has been proposed
to address all three (i—iii) of these shortcomings. First, it
enables the ADS to adapt its driving policy to account for
exposure to external events—thus capturing (i) the statis-
tically relevant cases, including those with (i) high-severity
outcomes. Second, PCS incorporates SAW (iii), which
includes the ADS's capabilities, both in terms of available
resources of the vehicle platform as well as its ability to
perceive the surroundings. Moreover, as highlighted in
this article, PCS accounts for the controllability of the
situation by considering the ADS's ability to identify and
execute appropriate evasive maneuvers. The PCS frame-
work also enables the fulfilment of Quantitative Risk
Acceptance Criteria (QRACSs) [11] that simultaneously
considers multiple safety requirements covering accident,

injury, and fatality rates, e.g., as suggested through the
Quantitative Risk Norm (QRN) [12]. QRACs have been
suggested, in the recent ISO 5083 [11], to cover aspects
of both functional safety [13] and the safety of the
intended functionality [14].

In this article, we present a PCS framework, shown in
Figure 1, capable of deriving constraints on the driving
policy of the ADS. The (I) SAW and the (ll) interaction models
are used to (lll) deduce the consequence probabilities of
the relevant adverse events. The deduced consequence
probabilities are (IV) compared to the prescribed QRN to
discern the validity of the constraints to the (V) tactical
decisions and evasive responses of the ADS. The constraint
search, encompassing steps (Ill) through (V), is iterated until
the deduced consequence probabilities fulfil the require-
ments, after which the constraints are supplied to the ADS.

The contributions of this article are summarized
as follows:

e a formalization, elaboration, and generalization of
PCS, enabling knowledge of the QRN fulfilment at
runtime. The formalization consists of:

= 3 novel mathematical formulation for assessing
the fulfilment of the QRN, and

= 2 framework, based on this formulation, allowing
the derivation of PCS constraints on the tactical
decisions and evasive responses to fulfil the QRN,;

* a case study of the framework—including collision
with jaywalking pedestrians and rear-end collision
with a trailing vehicle—showcasing the safety and
performance benefits from the PCS approach.
Moreover, the case study explores the implications
of conditional exposure models.

A detailed comparison between the contributions of
this article and previous work on PCS [9, 10] is given in
Section 3.5.

The proposed PCS framework for deriving constraints on the tactical decisions and evasive responses of the ADS,

while fulfilling QRACs.
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The remainder of the article is organized as follows.
First, definitions and notations central to the article are
presented in Section 2 and a discussion on related works
is given in Section 3. The PCS framework and the formu-
lation supporting that framework are provided in Section
4. A case study showcasing the framework’s usefulness
is described in Section 5 and simulation results are
presented and discussed in Section 6, where future
research perspectives are also given. Finally, the conclu-
sions are provided in Section 7.

The following subsections present definitions and nota-
tions for the terms central to the remainder of the article.

2.1. Consequence Classes, v,

When introducing the QRN, Warg et al. [12] proposed the
quantitative norm to be set as allowable frequencies of
different consequences, or consequence classes. Each
consequence class is denoted v, and, in practice, relates
to the severity level of the incident. The QRN, however,
goes beyond the severity levels commonly included in
functional safety analysis of 1ISO26262 [13], by also encom-
passing quality level consequences such as vehicle
damage or scared traffic participants [12].

2.2. Loss Event, L,

An example of a loss event would be a collision with a
jaywalker. In contrast to Warg et al. [12], that discuss
incident types, we use loss events in the same way as
Warg et al. use incidents. More precisely, a loss event
includes a classification of the actors involved in the event,
e.g., the ADS and a jaywalker (cf. Figure 4 of [12]) as well
as details of the collision (e.g., impact velocity) and could
be associated with multiple consequence classes.

2.3. Transfer Function, P(v|L,)

There is a need to connect the loss events (L,) and the
consequence classes (v)). Generally, this can be modeled
through a transfer function, P(yj|L,), providing the prob-
ability of each consequence class given a loss event. The
transfer function could be determined through consulting
different data sources, such as, e.g., detailed crash reports.
Given some selection of loss events, it might then
be possible to have the transfer function P(y|L,) deter-
mined independently of the ADS implementation.

To limit the number of consequence classes relating
to a specific loss event, it is useful to define the loss events
more narrowly, e.g., L; = “Collision with jaywalker at less
than 10 km/h” instead of “Collision with jaywalker.” By
narrowing the definitions of the loss events, we further

support the more detailed PCS framework later explored
in this article.

2.4. Scene, S;

The scene, denoted by S, is taken to include any factor
that belongs to the operational context of the ADS. Note
that the factors consider in this article are by no means
exhaustive. Rather, they present a suggestion of factors
we have found useful in our modeling and discussions.
The modeling aspects of the operational environment of
the ADS are more thoroughly explored in publications
related to the definition of the Operational Design Domain
(ODD)v see, e'g-r [1: E_B]

In defining the term scene, we draw upon the factors
proposed by [19]. More specifically, we consider two main
categories of factors:

e Macroscopic factors (similar to what one would
include in an ODD): the geometry of the scene in
terms of road geometry, R, and possibly surface
conditions, e.qg., road friction, y; and encompass
operational conditions more broadly, in the form of
geographic position/road type, G, time-of-day, T, and
weather, W; and

* Microscopic Factors (pertaining to the specific
operational scene): the state of the ADS, X, (including
velocity, acceleration, heading, etc) and the
configuration of other actors in the scene, A.

Taken together, the scene is the tuple: S;={R, u, G, T,
W, X, Al

2.5. Adverse Event, E;

An adverse event, Ej, is an action of another traffic partici-
pant or a sudden event affecting the ability of the ADS
to perform the dynamic driving task without incurring a
collision. For example, it could be an aggressive cut-in into
the lane of the ADS, a jaywalker suddenly crossing the
road, or a tree falling over the road. The event is consid-
ered adverse if the resulting situation after the event is
associated with a significant (e.g., above some threshold)
increase in the likelihood of a loss event compared to the
situation before the event occurred. In fact, a loss event
should only occur if preceded by an adverse event. All
non-adverse events can then be disregarded when
assessing the probability of a loss event. The detailed
definition of adverse events is not crucial to the case
study explored in this article, but it would be useful for
ensuring the efficiency of the approach outlined in this
article, i.e., by avoiding analysis of non-adverse events.

This section provides an overview of related work perti-
nent to the concepts discussed throughout the article.
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3.1. Trajectory Planning

Finding suitable and safe trajectories given the scene and
the control capabilities of the ADS is paramount in real-
izing a safe system. Such approaches can include uncer-
tainty modeling of the obstacles [20-22], considering
occlusions [23] as well as fulfilling chance-constraints
using, e.g., stochastic model predictive control [24, 25].
This article does not explore the details on how to find
such trajectories. Instead, the PCS framework is used to
derive appropriate constraints that can subsequently
be used within such trajectory optimization frameworks.
For example, the set-based approaches in [20-22]
consider observed obstacles and further make some
assumptions on the occluded areas, but will not include
all possible rare events, as this would lead to a prohibi-
tively conservative model, as argued in [23]. The PCS
framework instead ensures that relevant rare events are
considered, therefore avoiding an overly conservative
behavior while maintaining safety with respect to QRACs.
The derived constraints from the PCS framework might
also increase the feasibility of the trajectory planning
frameworks to find safe trajectories, by positioning the
ADS in a favorable state, anticipating possible (hidden)
adverse events. Stated differently, if the trajectory
planning framework is included as part of the ADS'’s
evasive capabilities, the PCS framework can make sure
to align the assumptions of the trajectory planner with
the states later populated by the ADS—even when
considering the risk of rare, yet catastrophic, events.

Trajectory planning decisions can also include injury
minimization objectives, as explored in, e.g., [26] and [27].
Such contributions to the trajectory planning would also
contribute to the final consequence estimates and would
contribute valuable inputs to consider when evaluating
the ADS and deciding on appropriate PCS constraints on
the tactical and operational decisions.

3.2. Rule-Based (Formal) Methods

In [2], formal methods and techniques to comply with
traffic rules are reviewed. Such methods can guarantee
that the ADS will not cause any accidents as long as the
other traffic participants also abide by those rules or
assumptions, for example defined in [28]. However, this
is not enough, considering that humans frequently violate
traffic rules. For example, rule-based models, such as,
e.g., [29-32] or collision-avoidance systems relying on
worst-case assumptions [33], struggle to capture rare
case events that might lead to severe outcomes.
Moreover, to avoid “highly conservative behavior,” formal
approaches might make assumptions about the possible
areas that other actors can traverse [23]. The PCS frame-
work, proposed in this article, addresses this by explicitly
considering the exposure probability of rare (edge) cases.
The provided PCS constraints thus accommodate such
events while still avoiding prohibitively conservative

behavior. Furthermore, the PCS framework allows for
statistical fulfilment of quantitative safety requirements
encompassing not only the rate of collisions but also the
consequences, i.e., injuries and fatalities.

3.3. The Quantitative Risk Norm

The QRN concept was proposed as a tailoring of the
HARA process of ISO 26262 [13] by Warg et al. [12], with
guantitative requirements on the acceptable frequency
of different loss events and consequence classes as the
safety target. These quantitative requirements support
a shift away from a process-based safety argument
toward a quantitative, evidence-based safety process, in
line with the QRAC proposed in the recent ISO 5083 [11].
The PCS framework presented in this article provides a
clear means for achieving such quantitative safety goals
by deriving constraints for the tactical and operational
decisions of the ADS.

The QRN stipulates acceptable frequencies of loss
events and consequence classes (cf. Figure 2 of [12]). The
specific acceptable frequencies are an active topic of
research and are not considered further in this article.
However, it is worth noting that QRACs could include
considerations beyond the classical limit to risk of harm.
For example, Sandblom et al. [34] suggested also consid-
ering a limit to transfer of harm and a limit to risk of harm
in specific situations. The latter consideration is akin to
what we later discuss in this article, where the QRN level
is posited per loss event for a specific scene.

For an overview of available (quantitative) risk defini-
tions, we direct the curious reader to [35], or to [36],
where a new risk acceptance criterion on the fleet level
is proposed. Other aspects of risk, such as legal and
ethical constraints, have also been approached but are
not considered in this article. A summary of several
existing safety definitions can also be found in [37].

3.4. Situation Awareness,
Dynamic Risk Assessment, and
Dynamic Safety Management

Situation awareness (SAW) has been proposed to support
the safety assurance of an ADS by enabling the ADS to
adapt its tactical decisions for safe operation [7]. The use
of SAW has later come to be referred to as tactical safety
[38, 39]. Underpinning such a SAW approach is the esti-
mation of risks belonging to the operational situation.
One way of achieving such risk estimations is called
Dynamic Risk Assessment (DRA). How DRA can be realized
and connected to the tactical decisions of an ADS is
exploredin, e.g,, [40—-42]. While Reich et al. [41] drew upon
the integral risk approach of [43] to provide the risk
estimate, there are other probabilistic approaches, such
as Time-To-Critical-Collision-Probability (TTCCP) [44]. The
commonality between these metrics is to consider
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m Details of the proposed PCS framework, supporting a process for deriving QRN fulfilling evasive responses (B) and
tactical constraints (x) of the ADS via loss event probabilities (P(L|S,E; B)) associated with the scene S and the adverse events (E)).

N Statistical models of actor N
behaviors and hidden risks |

trajectory distributions or predicted behaviors of the
surrounding actors. In contrast to the risk estimates of
[43] and [44], the PCS framework here provides a link to
the fulfilment of the quantitative safety requirements of
the QRN directly.

Moreover, in deriving the PCS constraints, we also
consider the capabilities of the ADS. However, we not
only incorporate knowledge of the internal capabilities of
the ADS, as suggested in [8], but also consider error rates
and uncertainties related to the perception system of the
ADS, considerations that are also included in the risk map
underpinning the systems proposed in [45-47].

The PCS framework presented in this article also
differs from the SAW and DRA approaches, discussed
above, in that all three factors supporting the HARA, i.e.,
exposure, controllability, and severity, are thoroughly and
quantitatively integrated in our framework. For example,
while the TTCCP of [44] and the integrated risk of [43]
provide probabilistic estimates of the risk, but do so only
through the binary lens of collision or no collision.

Based on SAW and DRA, Trapp et al. [48] proposed
Dynamic Safety Management, which allows the system
to “self-optimize its performance during run-time” [48].
In [49] this notion of DRA is taken one step further to
create safety awareness by analyzing the factors under-
pinning the HARA. Khastgir et al. [50] also suggested
dynamically calculating the factors of the HARA at runtime
based on the current operational situations. Both [50] and
[49] suggest that the ADS adapt to this dynamic HARA.
But while [50] provides a detailed example, [49] remains
rather conceptual.
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Compared to [48-50], the PCS framework, presented
in this article, does not rely on a predetermined hazard
analysis. Instead, we directly connect the risk levels to the
fulfilment of the quantitative requirements of the QRN.
Not relying on a predetermined hazard analysis might
be more suitable for an ADS, considering the difficulty of
enumerating all possible hazards, see, e.g., [51, 52].
Furthermore, the outcome of the proposed QRN assess-
ment is a set of constraints directly related to tactical
decisions and evasive responses of the ADS, without any
need to consider the integrity levels of the components
used, as in [50], or the “relevant goal space,” as in [49].
Moreover, we consider more nuances in assessing the
factors of the HARA, including considering statistically
possible adverse events—i.e., not only relying on trajec-
tory distributions of nominal behaviors—incorporating
interaction models between the ADS and other traffic
actors as well as considering the evasive ability of the
ADS when assessing the controllability.

3.5. Precautionary Safety

The tactical safety enabled by SAW is taken one step
further through the concept of Precautionary Safety (PCS)
[9], where a connection between a QRN and the driving
policy of an ADS is established. The proposed planning
module for precautionary safe decisions accounts for
knowledge of the evasive capabilities of the ADS, the
exposure rate to adverse events, and the performance
limitations of the ADS. The PCS concept is further devel-
oped in [10], where a PCS driving velocity is derived while
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accounting for the uncertainties in the statistical model of
event exposure, as well as the models for errors in the
perception system. Neither [9] nor [10] disclose implemen-
tation details for how the PCS framework should be used
in practice and how to consider multiple different events
beyond the jaywalking pedestrian or the appearing moose.
Both of these aspects are, however, explored in this article.

In both [9] and [10], the tactical decision is exemplified
in terms of a PCS driving velocity, corresponding to the
maximum velocity that satisfies the considered QRN. To
evaluate the PCS velocity, the ADS is exposed to the
adverse event (a jaywalker in the case of [9] and a moose
in [10]) and the evasive ability of the ADS is judged to
determine the impact (i.e., loss event) probabilities.

The framework presented in this article differs from
the aforementioned articles on PCS in four ways, by:

¢ Including the selection of evasive responses within
the outputs of the PCS framework;

e Explicitly considering interaction models with other
traffic participants;

* Presenting a general, detailed, and mathematically
grounded formulation and framework for deriving
the PCS constraints, fulfilling the QRN; and

¢ |ncorporating the use of conditional exposure
models based on SAW.

Moreover, we conduct a baseline comparison as part
of the case study. The case study itself is also more
elaborate than those presented in [9, 10], including
multiple adverse events, a detailed interaction model with
the trailing vehicle, as well as conditional exposure prob-
abilities modulated by the operational situation (i.e., the
presence or absence of a standstill vehicle).

To understand how the PCS framework can be used
in the broader context of an ADS safety case, please refer
to [53] for a safety case fragment that builds upon the
PCS principles.

Note that the PCS framework, discussed in this article,
does not relate to policy-level and organizational aspects of
the deployment and operations of ADS, as covered in [54].

The following section presents the PCS framework and
the mathematical formulation for linking the ADS'’s perfor-
mance to the fulfilment of the QRN.

To fulfil the QRN, the probability of all possible loss
events for all consequence classes needs to be less than
the required level stipulated in the QRN [12]. Namely,

ZP(V,,Lk) <QORN(v)) Vv ()
=1

Instead of relying on fleet-level statistics and
measuring the fulfilment of the QRN retrospectively, after
the consequences have occurred, we look for a way to
provide a predictive statement of the safety of the ADS.
This is what we set out to do with the presented QRN
assessment framework.

4. Formulation for QRN
Assessment

It is possible to rewrite the left-hand side of (1) as:

SPlnl)-SPOLPL) @

where P(y|L,) is the transfer function from a specific loss
event L, to a consequence class v, For some selection of
loss events, the transfer function could be determined
independently of the ADS implementation, as discussed
in Section 2. This is a key insight, as it allows us to focus
on the second factor of (2), i.e., the probability of the loss
event itself, P(L,). Unfortunately, the loss event probabili-
ties are only measurable as a lagging metric post-deploy-
ment. Thus, to achieve a predictive measure of safety,
we need to consider the possible adverse events, E;, and
possible scenes, S, associated with the loss event. By
factorizing P(L,), we can rewrite it as:

ZZP (Le.S.E;B)
ZZP (LdS.E;.B

where P(S)) is the probability of the ADS being in a partic-
ular scene S;, P(E||S)) relates to the exposure rate of the
adverse event E; given the scene, and P(L,|S; E;B) is the
ADS’s ability to avoid a loss event given the scene, the
adverse event and the intended evasive response of the
ADS, B. In contrast to P(L,), these factors are more easily
measurable or estimated.

There are three things to note with respect to (3).
First, the loss event can be avoided by the ADS or the
other traffic participants present in the scene. This is
encapsulated by P(L,| S; E;, B).

Second, the probability of an adverse event given a
scene (P(E||S;) corresponds to the exposure of the adverse
event and is closely linked to the normal usage of exposure
as relied upon for the derivation of ASILs, e.g., following
ISO 26262 [13] processes. This factor is independent of
the ADS itself but dependent on the operational condi-
tions of the system, such as time-of-day, weather, and
geographic position, i.e., the scene. To find the exposure
rates of different adverse events, one can rely on collected
operational data. Either the collected data is used to

JPES)P(S) 6
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construct the model at each new update of the ADS, or
it is constructed continuously using, for example, Bayesian
inference. An example of the latter is explored in more
detail in [10]. The models could also be constructed based
on data from external sources or databases, including
roadside sensors, naturalistic data sets, or governmental
databases. It is also useful to consult available crash data-
bases to discern the factors leading up to the crashes
and analyze whether those factors constitute adverse
events. In such cases, the crash database might also
provide input to the exposure model.

Third, the probability of the ADS being in the scene
in the first place is highly influenced by design choices—
i.e., the selection of ODD—as well as the run-time deci-
sions of the ADS—e.g., how to position the ADS within
the traffic scene and at what speed to travel. The ADS
should strive to avoid combinations of scenes and
adverse events where the ADS struggles to avoid the
associated loss events or where there is a low control-
lability on the part of the other actors. Avoiding such
scenes can effectively be done by removing them from
the ODD altogether. However, the high-risk scenes that
remain in the ODD are still possible to avoid by appro-
priate constraints to the tactical decisions of the ADS,
which is the purpose of the PCS constraints explored in
this article.

4.2. Detailed PCS Framework for
QRN Assessment and Derivation
of Tactical Constraints

The PCS tactical constraints of the ADS should lead the
system away from scenes with a high likelihood of
resulting in a loss event, i.e., where the product of the
two factors P(L|S; E;B) P(E|S)) is large, in comparison
with the QRN. While this sounds straightforward in theory,
the question remains: how does one make such informa-
tion available to the ADS at runtime, i.e,, how does one
know which scenes pose elevated risks and which do not?
For that purpose, we suggest the framework presented
in Figure 1, which is detailed further in Figure 2. Note that
the two decision variables for the proposed PCS frame-
work are the PCS tactical constraints and the intended
evasive response, as indicated by the two dark gray boxes
of Figure 2.

The ADS (dark gray box at the bottom of Figure 2)
interacts with the surrounding environment, and this
process is perceived by the perception and localization
system of the ADS (to the left of Figure 2). The perception
and localization system provides estimates of the current
scene in terms of macroscopic scene factors: R, T, G, and
W, as well as the microscopic scene factor of how other
actors in the scene are positioned, A. Together with
(statistical) models for the probability of different adverse
events P(E|S), this information creates the SAW of the
ADS needed to assess the fulfilment of the QRN. The

SAW provides information about the possible adverse
events, either as adverse behavior of other actors (E;“°™)
or adverse events related to hidden risks (E]***").

Together with the vehicle platform, the perception
and localization system also provides input to estimate
the state and capabilities of the ADS, X and p. Furthermore,
the perception system also provides estimates of the
error rates for each of the provided pieces of information,
denoted P(Err{actuation, perception}).

To deduce the loss event probabilities, there is also
a need to know the evasive capabilities of the ADS and,
moreover, the intended evasive response, B, related to
different adverse events—captured in the term P(L4|E; S,B).
Additionally, there is a need for models describing the
interaction (M(S)) between the ADS and the other actors
in the scene. Altogether, this information is used to deduce
the loss event probability related to the current scene, S.

It is not only relevant to assess the loss event prob-
ability of the perceived scene but also that of “adjacent”
scenes, as indicated by the reported errors from the
perception system.

Furthermore, the errors in perception also play a
more direct role when deducing the loss event probabili-
ties, as in the case study explored later, where the percep-
tion system sometimes fails to detect the adverse
event altogether.

How the deduction of the loss event probabilities is
done in detail is dependent on multiple factors related to
the ADS, its intended use case, and ODD, as well as avail-
able statistical models of the different risks and available
interaction models. The deduction can then draw upon
different means for simulation, modeling, and sampling
to achieve a reliable estimate. This is an area extensively
explored in relation to scenario-based testing, where
different sampling techniques, such as, e.g., importance
sampling [55], adaptive importance sampling [56], and
subset simulation [57], have been proposed to speed up
the coverage of the testing. Along the same vein, in [58,
59], a process for leveraging subset simulation to conclude
the probability of different severity level outcomes of a
scenario is described and explored. Such a process would
also be highly relevant in the context of efficiently deducing
the loss event probabilities discussed in this article. In the
interest of clarity and focus of this article, however, a
general and detailed process for the consequence deduc-
tion is deferred to future work. That said, the case study
in the subsequent sections provides a concrete and
detailed explanation of how it can be done for a
specific example.

Once the loss event probabilities have been calcu-
lated, they can be compared to the levels stipulated in
the QRN, i.e, QRN(L,|S). If they are found to be in accor-
dance with the QRN, the analyzed precautionary tactical
constraints and intended evasive response are considered
safe. If not, there is a need to alter the state of the ADS
(X) through different tactical constraints or to change the
intended evasive response (B).
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4.3. Context-Specific QRN

As part of the budgeting process for the QRN, it makes
sense to consider requirements on the loss event level,
and not only on the consequence level [12]. However, one
might want to take this one step further and consider
context-specific QRN levels, QRN(:|S;), where the require-
ments are dependent on the operational conditions of
the ADS, i.e, the scene S; Just as with the use of loss
event—level QRN requirements, deciding to use context-
specific QRN requirements is a choice that should support
the safety assurance efforts of the ADS. Like the loss
event—level QRN, a context-specific QRN also supports
fulfilling the limit to risk of harm in specific situations [34].
However, while the situation-specific risk is covered by a
context-specific QRN, it is important to also consider the
fulfilment on the consequence level. For that purpose, it
is central to see how the context-specific, the loss event
level, and the consequence-level QRN requirements
interact. The QRN requirements on any of the former
levels might be warranted in isolation without a connec-
tion to the consequence level, but there is still a need to
consider the total risk of harm as captured by the conse-
guence-level QRN.

Before looking at that connection, it is worth noting
that the scenes that condition the context-specific QRN
levels should be coarse. The purpose here is not to make
a detailed risk budget across any combination of all the
factors making up the scene. Instead, context-specific QRN
requirements benefit from being coarse in the sense of
imposing different allowable frequencies for radically
different types of operational contexts, such as, e.g., urban
environments compared to highway driving or heavy rain
versus sun and dry roads. In particular, the context-specific
QRN should by no means encode any of the microscopic
factors of the scene. This would both render a close to
infinite number of scenes to consider as well as render the
interconnection between the ADS's tactical constraints and
the fulfilment of the QRN much more complex than necessary.

When determining the consequence-level QRN fulfil-
ment from the loss event QRN, one would need to sum
across all possible (coarsely distinguished) scenes to
determine the collective contribution of risk from the
context-specific QRN requirements. Using the law of total
probability gives us

Zvv,QRN(v,lS,-) <QRN(v) @

with w; being the weights corresponding to each scene.
These weights need to be selected in such a way that they
over-approximate the probability of the ADS being in the
scenes with high risk, to make sure that this sum is a
conservative and applicable estimate of the fulfilment of
QRN(v)) when considering the propensity of the ADS to
operate in any given scene S; These weights are closely
related to P(S;). Note, however, that it is non-trivial to ensure

specific probabilities for the ADS to operate in specific
scenes without imposing arbitrary limitations on what
missions to accept and when the feature will be available.
An alternative is to make sure that the QRN of each
scene is, on average, below that of the complete QRN,
ie, AQRN(VAS,-) < QRN(V,),VS,-. However, requiring
#scenes
the QRNSs for all scenes to be below the overall (average)
QRN might drastically impact the performance in situa-
tions where this is a much too strict limit. For example,
it is reasonable that there is much more risk associated
with driving at night, in heavy rain at temperatures close
to 0°C, than on dry roads with good illumination—at least
with respect to some classes of loss events. Furthermore,
by the same token, other contexts will instead allow a
larger margin in terms of risk than otherwise warranted.
Consequently, while being a simple, straightforward
solution to the fulfilment of the overall consequence-level
QRN, it is also associated with a few unwanted side effects.
Now, circling back to the proposed QRN assessment
framework. Note that the subscript i has been removed
from the S in Figure 2. The reason for this is that the ADS
is already operating in a particular scene. Thus, there is
no need to consider all possible scenes, as is the case
when we determine the overall QRN fulfilment [c.f. (4)]. In
particular, the probability of being in a specific scene has
already “collapsed” when the ADS operates there. A
context-specific QRN for the scene, i.e. QRN(L,|S), provides
the link we need between the QRN and the tactical
constraints of the ADS.

4.4. Run-Time Estimate of QRN
Fulfiiment

Performing a thorough and detailed simulation to assess
the loss event probabilities for all scenes and considering
all possible adverse events at runtime in the vehicle is
likely not possible unless there are analytical models or
simple, reliable heuristics available. However, that need
not prevent the use of such information to elicit tactical
constraints for the ADS at runtime. Instead, there are
three different ways through which such information can
be provided:

1. Through a pre-calculated look-up table, as
suggested in [60]. An example of this is also
provided through the case study presented in the
following sections;

2. Using a surrogate model running in the vehicle, as
suggested in [61]; and

3. Make a full (possibly simulation-based)
assessment on a remote server and push the
results to the ADS at runtime, following the
concept outlined in [62].

These different approaches would correspond to
changing the “constraint search” box on the right-hand
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side of Figure 1, while the other components given in the
framework would act as inputs.

The applicability of the proposed framework of Figure 2
is explored through a case study presented in this section.
The case study involves the potential collision with a
jaywalking pedestrian and a rear-end collision with a
trailing vehicle, and the ADS operating on a single-lane
road, illustrated in Figure 3. The two decision variables of
the ADS considered here are: the evasive response of the
ADS, B, incorporating a brake delay response of 300 ms,
and the tactical constraints relating to the cruising speed,
Vo. An instantiation of the QRN assessment framework
pertaining to the case study is given later in Figure 5,
highlighting the aspects of the framework that are appli-
cable to the case study.

The case study requires establishing models, data,
and statistics to populate several elements of the
proposed framework. First, the interaction models (M(S)),
covering both the jaywalking pedestrian as well as the
trailing vehicle, needs to be established. Second, the ADS’s
capabilities to detect and act in the presence of the
adverse event also need to be modeled. Third, the QRN
levels (QRN(L,|S)), toward which the deduced loss event
probabilities can be compared, should also be determined.

Finally, the case study is extended to consider condi-
tional exposure rates to the adverse event (P(Ejsywaikerl S));
depending on the presence or absence of a standstill vehicle.

5.1. Frontal Collisions with
Jaywalking Pedestrians

For modeling the loss event probabilities with the
jaywalking pedestrian, the case study relies on the models
developed and presented in [10]. These include a uniform
probability of the distance to the jaywalker as it appears
in front of the ADS, i.e., digywaiker & U(0, Dpax), With Dp,,y Set
to 150 m. The perception system of the ADS is modeled
by 1 with three different false negative (FN) error rates
for three different perception ranges, A = {[0,20] : 1075,[2
0,50] : 10™,[50,150] : 1073}, where the ranges given in

meters and the FN rate given per hour. These perception
ranges are illustrated as different shades of green in
Figure 3. Compared to the model of [10], the present case
study also considers a brake delay of 300 ms [63] between
the detection of the pedestrian and the onset of the
evasive braking response, asps. This selection of brake
delay models the characteristic of mechanical braking
systems and is found to adequately approximate more
elaborate brake system models [63]. Moreover, the pedes-
trians are also modeled to pass the lane of the ADS at a
speed of 5 km/h, and the lane width is taken to be 5 m.

5.2. Trailing Vehicle Interactions—
Modeling Braking Response

If there is a trailing vehicle present in the scene when the
ADS needs to avoid collision with a jaywalker, there is a
risk of a rear-end collision. For this case study, this inter-
action model (M(S)) shows the trailing vehicle models and
the braking response of the driver in the trailing vehicle
according to the distributions presented in [64]. Markkula
et al. [64] analyzed time series data of rear-end conflicts
with near-crash or crash outcomes from naturalistic data
sets and provided a distribution of the driver behaviors
across the analyzed data. For our modeling, we are
looking for a way to determine the time at which the rear
vehicle starts braking, tg, and thus make use of the distri-
butions of the brake onset timing, ag, presented in Figure
10 of [64]. Furthermore, for simplicity and without loss of
generality, we assume a constant acceleration of -8 m/
s? on the part of the rear vehicle once the brake response
has started. Note here that no brake delay is included, as
the models from [64] considers the resulting trajectories
rather than the acceleration request following the pressing
of the brake pedal.

The brake onset timing, ag, is introduced as a dimen-
sionless quantity to normalize some of the dependencies
between the situation and the response in the data
analyzed by Markkula et al. [64]. The quantity is defined as

tB - tO.Z

Qg (tB) = (5)

tC - tO.Z

where tg is the time of brake onset we are looking for, t¢
is the time of collision if the driver does nothing to

m lllustration of the considered scenario of the case study, including a jaywalking pedestrian and a trailing vehicle.

P (Errl’erception)

Hidden risks

© The Authors

P(Ejaywatker|nstandstill)

P (Ejaywalker |Stand$till)
Occlusion
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respond to the threat, and tg, is a factor where the driver
first sees a visual looming exceeding the level corre-
sponding to an inverse Time-To-Collision (TTC) value of
0.2 s (related to 7' = 0.2 s [64] (see p. 217)). For our
purposes ty» is taken to be the max(0,tc — 5), i.e,, the time
point where the TTC is equal to 5 s. The max(:) is used to
capture the cases when the collision time is more
imminent than 5 s without violating the model assumptions.

Markkula et al. split the provided distributions of the
brake onset timing according to whether the driver has
its eyes-on-threat or not. Note that the data does not
include a significant portion of automated vehicles, but
the eyes-off-threat cases are simply a means for Markkula
et al. to fit a reasonable model to the data present.

Since we are looking for a means to model general
driver behavior, we consider a weighted sum of the two
distributions provided for eyes-on- and eyes-off-threat.
The collective Cumulative Distribution Function (CDF) of
this weighted sum, following the parameters given in
[64], becomes:

In(aB (tB)) = Hhog n

alog N

F(tB) =w,® {aS(tB)_ﬂN] + w,d
Ox

©6)

where w; are the weights, ag(tg) is the brake onset
timing described above, @ is the normal CDF, and p and
o are the location and scale parameters of the respec-
tive eyes-on- and -off-threat distributions. For the
purpose of this article, we use the car events (top panel

of Figure 10 of [64]), the values for which are: w, = ﬁ ,
+
5
Wo=——— v =022 o, = 0.29, Hegn = 140, and
>“oarms Y o ’

Olgn = 0.71. Now, for a specific case of the following
distance d,, initial velocity v,, evasive manoeuvre aps,
and considering the QRN presented in Table 1, we can
determine the specific brake onset times (tg) that would
result in each specific loss event L, related to different
impact velocities. While we have a different goal than
Shin et al. [65], we acknowledge the need for consid-
ering the same cases to derive the collision conditions

TABLE 1 QRN values for rear-end collisions considered in the
case study.

Impact velocity
[km/h] (i.e., loss

eventlL,) Consequence (ISS)r, Accident rate [h™]
<30 Vehicle damage (N/A) 7 %107
30-475 Light injury (1-3) 7 x10°©
475-55 Moderate injury (4-8) 3x107
55-65 Severe injury (>9) 5x108
>65 High fatality (N/A) 11x10°8

© The Authors

Gyllenhammar et al. / SAE Int. J. of CAV /Volume 9, Issue 4, 2026

for our different brake onset times, i.e, whether the
ADS has stopped before the collision or not.

Once the brake onset times, tg, corresponding to the
different impact velocities are determined, the corre-
sponding probabilities, P(L,|brake), can be calculated using
(6). An illustration of this process is shown in Figure 4,
where the CDF is shown as a function of tg for the values
of tc and &g, corresponding to the same parameters as
used for producing the results later presented in Section 6.

The final loss event probability for a rear-end loss
event is also dependent on the risk of a brake event
happening in the first place. Thus, the probability of a
consequence is P(L,| brake) P(brake), with the first factors
determined as described above. The probability of a brake
response by the ADS in our example is the probability of
a jaywalker entering the road P(Ejywaner) PlUs the false
positive rate (P(ErrP)) of detecting jaywalkers when there
are none. Thus, the final rear-end loss event probability
of a specific scene {dg, vo} C S (if a potential jaywalker were
to appear) becomes

P(Leldolvo ) = P(Lilbrake) P (E s ) + P(ErrFP) @

In the results presented in this article, the P(Err™) =
107% h™. In the bottom half of Figure 6, the schematic
steps of deducing the loss event probabilities of rear-end
collisions, described in this section, are summarized visually.

One could argue that the factor to account for FNs
for jaywalkers (i.e., the case when there is a jaywalker
present, but the ADS fails to detect it) should also
be included in (7). However, considering that the system
will then crash into the jaywalker, and assuming that it
would then use full braking, this factor is irrelevant for
determining the rear-end loss event probabilities and is
thus omitted for the purpose of this case study.

This brake response model is based on data including
crashes and near crashes, meaning that the resulting
brake onset times (tg) is likely conservative. Conservative
in the sense that they result in worse outcomes than
would a model based on more normal driving conditions.
However, when the ADS enacts a high brake response to
avoid a pedestrian collision, it would indeed present a
critical collision risk, warranting the conservative model
for brake response. Conversely, 2 model based on less
critical data might render a lower probability of collision.
In the shift toward increasingly automated vehicles, this
brake response model is nevertheless relevant as it
captures the possibly late responses associated with
partially automated vehicles and the potentially increased
distraction rate of human drivers.

5.3. Conditional Exposure
Probabilities—Standstill Vehicle

The example presented above later helps showcase the
relationship between the situation around the ADS and
the appropriate evasive responses and tactical constraints
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m lllustration of the deduction of the probability of the loss event L, by determining the tg:s corresponding to the
impact velocities for the loss event and correlating those to the CDF for the brake onset time.

Cumulative distribution function for tp

1.0
P,

0.0 1
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to fulfil the QRN. However, to further exemplify the uses
of the proposed QRN assessment framework we also
consider whether there is a vehicle standing still at the
side of the road. The assumption here is that if there is
a standstill vehicle, there is likely a human close by and
the risk of that human (now jaywalker) walking out in
front of the ADS is significantly higher than the exposure
to jaywalkers in a scene without a standstill vehicle.

The probability of a jaywalker walking out on the road
in front of the ADS if there is a standstill vehicle present
is taken to be P(Ejywaiker| Standstill) =1x 10~* h™, the prob-
ability of a vehicle being standstill on the roadside is
P(standstill) =5 x 1073 h™ and the probability of a jaywalker
if there is not a vehicle standing still is P(Ej,ywaiker| Standstill)
=1x107® h™. These numbers represent an engineering
judgement by the authors, established for the purpose
of showcasing the impact of considering conditional
exposure models in the context of this case study, but
nevertheless thought to be realistic. That said, such rates
can be estimated through, e.g., accident or incident
databases, statistics from authorities, or done according
to the process described and explored in [10].

When using the exposure rate to jaywalkers, condi-
tional on the presence of a standstill vehicle, it is relevant
to also account for the FN rates of detecting the standstill
vehicle (P(FN)). Thus, P(FN)P(standstill)P(E;ywaikerl Standstill)
needs to be added to P(Ej, waker| Standstill), from above.
Assuming P(FN) = 107 h™, this FN factor will however
become negligible (107® x5 x 103 x1x 10 =5 x 1073 h7)
in this example.

If we did not have the ability to discern the presence
of a standstill vehicle, we would be stuck with a general
probability of jaywalkers for all conditions, given by the
law of total probability:

P(Ejaywalker ) = P(Ejaywalker|standstill) P( standstill

+P(E jywaerIStandstill )P standstill) ®)

Using the values from above: P(Ejywaiker) & 5 % 107 ™

5.4. QRNs for the Case Study

In the case study, it is assumed that the QRN is posited
for each loss event-type (collision with jaywalker or rear-
end) separately. Furthermore, the QRN is split into different
subcategories to better relate to different consequence
classes. Indeed, this split is selected in such a way that
the transfer from a loss event is assumed to be completely
captured by one single consequence class. While this is a
limitation to the fidelity of the modeling, it does not impact
the insights garnered from the case study. Moreover, it
does also not impact the details of the method for
run-time deduction of loss event probabilities, which are
anyhow the focus of this article.

Rather than allocating large portions of this article to
derive a new QRN for the jaywalker event, we rely on the
work previously done in [9], where a detailed QRN is
derived and presented. The specific values are reproduced
in Table A1 in the Appendix and will, for the sake of clarity,
not be further discussed here.

Following a similar process as the one used in [10],
we derive a QRN for the loss event pertaining to rear-end
collisions. We leverage the STRADA (Swedish Traffic
Accident Data Acquisition) database, statistics, providing
the number of rear-end accidents (called “upphinnande
olyckor”) resulting in a fatality, or different injury levels.
Specifically, the non-fatal accidents are estimated by the
Police on site of the accident and/or by hospital staff (if
they are involved in caring for the victims of the accident)
according to the Injury Severity Score (ISS) [66].

According to STRADA there are roughly 5.5 million
vehicles in Sweden, assuming that each vehicle operates
300 h a year and that a vehicle operates with a trailing
vehicle 50% of the time, this yields the final accident rates
presented in Table 1. Before finalizing the QRN, there is a
need to link the consequences v, to a specific loss event L,.
For that purpose, we take support from [67] (see Figure 2),
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where the relationship between impact speed and injury
probability for rear-end collisions is presented. The specific
velocity levels, presented in Table 1, have been placed across
the x-axis of Figure 2 of [67], based on engineering judge-
ments by the authors. Finally, we have been unable to find
statistics for non-injury accidents separated by accident
type. Thus, we assume that the accident rate for the
“vehicle damage” category is simply 10 times that of the
“light injury” accidents.

The authors recognize that the justification of a QRN
can be more complex than what is shown here. However,
since the focus of this work is to show how any QRN can
be met, we leave such details for future work.

5.5. Deducing Loss Event
Probabilities

The task of deducing the loss event probabilities related
to each event is equivalent to understanding what propor-
tion of the adverse event, were it to occur, that leads to
each loss event. A schematic illustration of the process
for loss event deduction for the jaywalker event is
presented in the top of Figure 6 and the corresponding
process for the rear-end collisions are given in the bottom
of the figure. Once we have the process for deducing the
loss event probabilities, we can evaluate different tactical
decisions, i.e., the cruising velocity v, to determine which
ones fulfil the QRN.

5.6. Limitations to the Case Study

While we have strived to design a pertinent and realistic
case study for the purpose of the evaluation of the
proposed framework, it is important to clarify some of
the limitations and shortcoming of the proposed case
study. First, the case study does not consider different
time-of-day T, weather conditions W, or geographic posi-
tions G, nor different surface conditions p. Thus, for the
purpose of this example, the scene, S, only involves the
presence or absence of a trailing vehicle and its distance
(dp) to the ADS (relating to the factor A of the scene), the
presence or absence of a standstill vehicle, as well as the
state of the ADS x. More specifically, we consider the
velocity, vg, as the tactical constraint (i.e., X :=vg), and the
evasive response, B, to only include longitudinal actions—
in practice corresponding to the brake amplitude applied
(i.e., B = apps). Moreover, the case study does not include
dynamic changes to the available capabilities of the ADS
across different scene factors. However, the results
presented in Section 6 explore how different brake ampli-
tudes impact the constraints to the cruising velocity, vj.
Thus, effectively showcasing the relationship between the
ADS’s braking capabilities and the applicable
cruising velocity.

Naturally, limiting the number of conditional factors
in the scene simplifies the presentation and discussion of

the chosen example. Nevertheless, the analyzed case
study can easily be extended, and it is quite straightfor-
ward to include more factors within the proposed frame-
work. More precisely, such factors would be included
analogously to how the presence or absence of a standstill
vehicle is considered in this case study. The choices of
the presented case study are the result of thoughtful
reasoning that strikes the right balance between realism
and the level of discussion complexity in this article, and
the rationales are twofold:

1. To retain clarity and conciseness of the article.
Adding additional aspects would add complexity
without any additional benefits in terms of
showcasing the strengths and usefulness of the
proposed PCS framework; and

2. The inclusion of additional factors would require
access to additional models. For example, the
inclusion of more scene factors would imply
knowledge of specific exposure levels and
interaction models corresponding to each of the
explored factors. Considering that we do not have
such models available to us at this time, this also
contributes to the decisions and design choices
made for the case study.

Figure 5 provides an instantiation of the proposed
QRN assessment framework in the context of the case
study, reflecting the assumptions described above.

5.7. Baseline for Comparison

To understand the implications of simultaneously consid-
ering multiple consequence classes, we also introduce a
baseline for benchmarking purposes, which considers an
allowed collision rate with jaywalkers of 107 h™ (corre-
sponding to the severe injury risk accident rate of the QRN,
presented in Table A1) and an allowed rear-end collision
rate of 3 x 107 h™ (corresponding to moderate injuries of
Table 1). The allowed collision rates are selected to provide
a reasonable trade-off between performance and safety
of the baseline model, as well as to showcase the benefits
of using multiple consequence classes as per the QRN.

5.8. Simulation of the Case Study

To explore the case study, we have implemented a simula-
tion in Python where the different models and statistics
are realized in view of the proposed QRN assessment
framework. In more detail, the implementation follows
the steps shown in Figure 6 for each of the two loss event
types, respectively. These steps provide an assessment
of the QRN fulfilment for a set of tactical constraints (vp)
and evasive responses (a,ps) given specific values for the
scene (e.g., dy and the presence of a standstill vehicle). To
illustrate the relevance of the QRN assessment frame-
work, we also need to close the circle and consider the
“constraint search” box of the framework. For that
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m Instantiation of the framework of Figure 2 related to the case study. The adverse event E; only relates to the
appearance of a jaywalking pedestrian. The two dark gray boxes highlight the decision variables of the ADS, namely the brake
response, B, and the cruise speed, v,
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purpose, the maximum velocity (i.e., tactical constraints) equations and assumptions, described in the sections
of a particular scene fulfilling the QRN is derived for ~ above, make that for us.
different evasive responses. When finding the optimal
value of the velocity (i.e., maximum, conditioned on QRN
fulfilment), we use binary search [68] (see §6.21, p. 410). i i
The term “simulation” here is used to meansampling 6. Simulation Results and
and numerically solving the needed equations and steps . -
to arrive at the loss event probabilities and the subse- Discussion
quent maximum velocity. Thus, we do not rely on a
specific simulation engine to determine movements of  This section presents the results of the simulation-based
the actors and the like, but rather have a minimal set of case study, described in Section 5. First, a comparison

m Depiction of the steps included in deducing the loss event probabilities related to jaywalker and rear-end loss
events, respectively.

Probability of jaywalker loss event Outputs

1. Fraction of distance (0, Dpyax) resulting in

: 4
each loss event, including model of FNs {P(Lyljaywalker)i-,

2. Multiply with pedestrian exposure rate,

P(E‘jaywalker) {P(Lk)}z=1

Probability of rear-end loss event

Outputs
1. Determine values of brake onset time, tg,
corresponding to each loss event
2. Calculate corresponding probability using
the CDF, F(tz) {P(Lylbrake)}i,

5 3. Multiply with probability for a brake s
2 event, P(Ejaywaker) + P(ETT™) {P(LDYi=a
o
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between our PCS framework and a collision rate-
constrained baseline model is presented.

Second, we have a look at the simulation results of
a concrete parametrization of the case study example (i)
to explore the tactical constraints that fulfil the QRN for
different evasive responses (i.e. braking amplitudes), (ii)
to analyze the impact of different false positive rates of
the perception system, and (iii) to see how the exposure
rate to jaywalkers conditioned on the presence of a stand-
still vehicle impact the tactical constraints and the selec-
tion of evasive responses.

The ability of the ADS to adapt its precautionary
constraints, at runtime, based on the implications of the
proposed QRN assessment framework is discussed. As
is the construction of conditional exposure models. Finally,
the topic of completeness is discussed in light of the
presented framework, limitations, and avenues for future
work are provided.

6.1. Comparison to a Collision-
Constrained Baseline

One integral part of the PCS framework is the consider-
ation of multiple consequence classes across the QRN.
This aspect is explored in Figure 7. Here, the PCS frame-
work is compared to the baseline described in Section
5.7. Both the baseline and the PCS approach have access
to the correct exposure rate of jaywalking pedestrians,
as this varies across the x-axis in Figure 7. Note that the
collision rates include collisions at all velocities. The colli-
sion rates are derived using the driving velocity that is
most restrictive, considering both types of accidents (see
the bottom panel of Figure 7).

If we first turn to the upper panel of Figure 7, where
the rear-end collision rate is depicted, we see that the
knowledge of a QRN leaves the PCS approach at a lower
overall collision rate for low exposure rates, which also
shows up as the lower allowed velocity (blue as well as
orange dashed lines) in the lower panel. This trend is also
true for collisions with jaywalkers, shown in the middle
panel of Figure 7. It is worth noting that as the exposure
rate increases, the type of accidents incurred by the
baseline and the PCS approach differ. Under the assump-
tions of the case study, described in Section 5, almost all
collisions with jaywalking pedestrians occur at cruising
speed, or else the emergency braking can avoid the colli-
sion altogether. Thus, the collisions produced by the
baseline are not only more abundant but also occur at
higher collision velocities due to the relatively higher
cruising speed compared to the PCS approach.

As the exposure is increased above = 2 x 107 h™, the
roles change, and it is instead the baseline that produces
an overall lower collision rate. The collisions produced by
the PCS approach do, however, occur at lower speeds
and continuously fulfil the QRN.

To the end of the x-axis, the rear-end collision rate
saturates the baseline’s allowed collision rate, rendering

a zero allowed velocity. This is perhaps an overly conser-
vative selection for the allowed collision rate, as it corre-
sponds to rather severe accidents (moderate injuries, in
fact). However, this collision rate was selected to showcase
the nuances that the QRN-aware PCS approach can
produce. When only considering collision rates, the results
in the baseline produce both a higher risk profile for low
exposure rates and a too conservative solution for high
exposure rates.

6.2. Considering the Evasive
Response

Next, the impact of different evasive responses is explored
for the case study example. Here, the jaywalker exposure
rate is fixed at P(Ejaywaiker) = 1% 107 h™T, which renders the
maximum velocities for different braking amplitudes
(aaps), depicted in Figure 8. The blue solid line represents
the velocity fulfilling the QRN for jaywalker conflicts, and
we can see that a larger deceleration (to the left of the
figure) results in higher allowed velocities. The yellow
dash-dotted line relates to rear-end collisions. Lastly, the
black dashed line is the velocity considering the fulfiiment
of the QRN for both types of loss events.

Following the jaywalker velocity in Figure 8, the
increase in braking amplitude across the x-axis only
results in an increase of just above 10 km/h. Adding lateral
capabilities to detect as well as steer away would signifi-
cantly improve the odds of the ADS avoiding collisions,
especially those cases that occur really close to the ADS,
and thus provide the main portion of the high-impact
velocity collisions. However, for the purpose of showcasing
the PCS framework, the present case study does not
consider such maneuvers.

The presence of a trailing vehicle impacts the
maximum velocity in the sense that the ADS is unable to
enact really high deceleration and is thus limited to a
velocity of 65 km/h, as is seen from the horizontal line of
Figure 8.

Interestingly, the line corresponding to the rear-end
collisions is flat across all evasive responses, which signi-
fies the relative difficulty of mitigating the second last of
the loss event classes, i.e, relating to the velocity range
55-65 km/h of Table 1.

6.3. Different False Positive Rates

Since the fulfilment of the QRN for rear-end events is
highly dependent on the braking probability, described in
(7), lowering such values would allow higher maximum
velocities. This is illustrated in Figure 9, where the
maximum velocities for different evasive responses are
depicted for different values of FP rates of the perception
system. Notably, for the top two lines, the braking ampli-
tude does indeed impact the maximum velocity as the
ADS is then able to fulfil the QRN for the second last and
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A comparison between the PCS approach (dashed lines) and a baseline with only one consequence class, i.e.,
collisions (solid lines). The top panel displays the collision rate for rear-end collisions, the middle panel the collision rate with
jaywalking pedestrians, and the lower panel presents the resulting maximum velocities fulfilling the respective requirements for
the two approaches across the two considered collision types. The x-axis spans different exposure rates to jaywalking
pedestrians. The FP rate for the perception system is set to 107° h™, the following distance d, = 90 m and the deceleration for
both the ADS and the trailing vehicle are set to asps = a,, = —8 m/s?. The dotted lines in the top and middle panels correspond to
the allowed collision rate of the baseline. Note that all axes are in log-scale, except for the velocity (y-) axis in the bottom panel.
Note that the maximum velocity is capped at 105 km/h.
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m The maximum velocities and braking amplitudes, fulfilling the QRN for rear-end collisions when assuming different FP
rates for the perception system. The following distance is set to d, = 55 m as opposed to 90 m, to get more interesting behavior
for lower braking amplitudes. Note that the maximum possible velocity is capped at 105 km/h (hence the plateau of the blue solid

line for lower braking amplitudes).
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eventually the last consequence class, as the FP rate is
reduced. Different FP rates can represent different oper-
ating conditions, e.g., night, rain, clear, or day, therefore
showcasing how the PCS approach is also able to consider
variable capability estimates from the ADS. Such differ-
ences could also be present in the false negative rates of
the system, but for the sake of brevity, they are not
explored in more detail in the presented case study.

6.4. Conditional Exposure Model

We now turn to the case where we have a conditional
probability model for the exposure rates to jaywalkers,
dependent on the presence of a standstill vehicle. The
results for the three possible cases are shown in Figure
10, where the exposure values are taken from Section
5.3. If the ADS is unable to detect a standstill vehicle,
we see that the maximum velocity matches that of Figure
8. For the case where there is a standstill vehicle present,
the ADS needs to keep its velocity really low at around
15 km/h even when using high braking amplitudes, which
is due to the high FP rate of the perception system in
combination with the brake delay and the high exposure
rate compared to the allowed accident rate of the QRN.

The middle line of Figure 10 corresponds to the case
where the ADS does not have any conditional model for
jaywalker exposure using the presence of a standstill
vehicle. Here, the ADS is restricted to a velocity reduction
of more than 30 km/h compared to the case when the
ADS has access to the conditional model and detects the
absence of a standstill vehicle. It is worth noting that for
all three lines in Figure 10 a trailing vehicle is present.
However, the rear vehicle only impacts the maximum
velocity in the top line (corresponding to the case
presented in Figure 8). In the other two cases, where the
exposure rate to jaywalkers is higher, the QRN for a

jaywalker loss event is instead the limiting factor when
deriving the maximum velocity.

Other values for the different conditional probabilities
will yield different quantitative results in terms of the
resulting maximum velocity, but the qualitative relation-
ship between the three lines will remain the same as

depicted in Figure 10.

6.5. Run-time Precautionary
Tactical Constraints

From the results in Figure 8, we can conclude that the
ADS is able to travel slightly faster if preparing a more
aggressive evasive response while detecting the absence
of a trailing vehicle (corresponding to the left side of the
figure). Conversely, if a trailing vehicle is detected, it thus
augments the scene S, the ADS needs to lower its speed
in order to fulfil the QRN.

Here, it should be noted that the plots above do not
account for the FP rate of detecting the absence of a
trailing vehicle. However, considering the relative close-
ness between the optimal (vo = 65 km/h, a,ps = -8 m/s?)
and the applied (v = 67.5 km/h, asps = 12 m/s?) tactical
constraints/evasive response couple, any such failures
would, in the context of this case study, be negligible for
any reasonable FP rate and would, for this case, not
impact the QRN fulfilment. In general, that term should,
however, be accounted for in the analysis to ensure fulfil-
ment of the QRN of all loss event types.

The application of the results presented here would
suggest a pre-analysis of the few possibilities considered
in the case study and, as such, provide the ADS with a
look-up table of the appropriate tactical constraints and
evasive responses considering the present operational
scene. Thus, the ADS could carry out the SAW and
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m The maximum velocity for three different exposure levels of jaywalkers. Two corresponding to the conditional
probabilities of the presence or absence of a standstill vehicle and one model independent of the standstill vehicle, the exact
probabilities presented in Section 5.3. In all three cases, a trailing vehicle is present at a distance d, = 90 m, decelerates with a,, =

—8 m/s? and the FP rate of the perception system is set to 107° h™
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subsequently check the appropriate tactical constraints
and evasive responses accordingly.

A
relevant implication of the proposed QRN assessment
framework is the ability of the ADS to judge if the scene
(including its own state, e.g., velocity) is likely to result
in acceptable loss event probabilities. If instead the
present scene is found to violate the QRN given the
provided assessment results (either in the form of a
look-up table or through more elaborate methods, as
discussed in Section 4.4), the ADS needs to change its
state to comply with the predicted QRN fulfilment. An
example of such a scene would be if the ADS approaches
a standstill vehicle and only detects it a few meters
before passing it. Despite the late detection, the ADS
should still aim to mitigate the potential accident conse-
quences by reducing its velocity to match that of the
QRN assessment (i.e., 15 km/h according to Figure 10).
Similarly, if the ADS detects a trailing vehicle while
driving at 67.5 km/h (having previously failed to detect
it), it needs to adapt its velocity and the prepared
evasive response.

As such, the proposed QRN assessment framework
effectively grants the ADS the ability to dynamically adapt
its precautionary tactical constraints to ensure continuous
fulfilment of the QRN. Moreover, gathering data on the
prevalence of such occasions (i.e.,, when the QRN is
temporarily assessed to be violated due to a false SAW)
could further help increase the performance for consecu-
tive releases. Note that the risk incurred in those situa-
tions should have already been accounted for in the
analysis by considering the error rates of the ADS with
respect to detecting such situations. Thus, by letting the
ADS adapt to dynamic changes in its SAW, it will reduce
the likelihood of the ADS operating under a false impres-
sion of its surroundings. Consequently, the impact of such

failures in the SAW is thus reduced and, as a result, could
lead to an increased performance.

If the SAW makes the ADS believe it is operating in
the wrong context, the applicable QRN levels might also
be different. This is an important factor of residual risk
that needs to be adequately analyzed. However, the
impact of such errors could be mitigated through appro-
priate choices of which contexts to distinguish and impose
different context-specific QRNs for. First, the contexts
should be easily distinguishable by the ADS and preferably
have redundant means of making such distinctions.
Second, contexts that are prone to being mixed up could
be assigned similar QRN levels to minimize the risk of a
false context detection.

Furthermore, specific attention should be given
toward eliminating systematic errors, since such errors
would increase the risk ensuing from operating according
to the wrong context-specific QRN levels. In particular, the
loss event probabilities are associated with adverse
events with comparatively low exposure rates. Thus, if
the ADS can detect a false context classification quickly,
the risk is almost negligible. However, if there are system-
atic errors and the ADS is left to operate in “the wrong
context” for a prolonged period of time, this might have
more dramatic effects on the ADS’s ability to fulfil the
QRN—and in turn operate safely.

Lastly, while the QRN levels might be different
between different contexts, many of the scene factors
will remain the same. For example, the presence of a
trailing vehicle will impact the ADS in similar ways, irre-
spective of the context-specific QRN. Thus, assuming that
the performance of the ADS is independent of the
detected context, the main concern with failures in context
detection is matching the deduced loss event probabilities
to the wrong context-specific QRN.
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6.6. Construction of Conditional
Exposure Models

From Figure 10, we can conclude that it is favorable to
have a model accounting for the presence of a standstill
vehicle when estimating the exposure rate of a jaywalker.
At least in the example considered here. Generally, it is
reasonable to construct such conditional models for
adverse events that restrict the performance of the ADS.
However, one cannot just construct such conditional
models out of thin air.

First, there is a need for data underpinning the statis-
tics of the model. Using a Bayesian approach to determine
the exposure rates, as described in [10], one still needs
an additional half order of magnitude of data compared
to the true value (having to do with confidence levels of
the Poisson model). Thus, to estimate the exposure rate
of jaywalkers in the presence of a standstill vehicle, one
would need a lot of data from standstill vehicles to be able
to say that the adverse jaywalker event rate is only 1 x
10 h™. More specifically, one would likely need to pass
over 200,000 vehicles standing still without any jaywalker
incident to conclude such a number with some confi-
dence. However, to be able to arrive at the number of
the non-conditional model (i.e., P(Ejaywaiker) = 5 * 107 h7),
one would need an even larger amount of data (~108 h
of data). What should be noted here is that the proposed
framework for QRN assessment allows for the incorpora-
tion of such models to improve the performance of the
ADS. These models do not need to be present from the
beginning of operations of the ADS, but could gradually
be constructed as more operational data becomes available.

Second, the construction of conditional models could,
of course, be data-driven, but they can also be guided by
other models. For example, considering animal exposure,
one could model the exposure at different times of day.
Then, a biological model for when the animal is commonly
asleep or when it is likely to move about would provide
valuable input to construct a conditional exposure model.

Exposure models for different times of the day might
be particularly relevant if it is found that the capabilities
of the ADS also change depending on the time. For
example, while the ADS's perception system might be less
reliable at night, the exposure rates to jaywalkers might
also be less, and thus the use of a conditional model for
night in this case might benefit the overall performance
of the system, as the exposure rates and failure rates
could somewhat counteract each other. However, note
that the associated design choice of allowing reduced
integrity of the ADS in relation to reduced exposure rates
needs to be justified, both by adequate evidence as well
as from an ethical and moral standpoint.

6.7. Completeness and Scalability

The framework proposed in this article, and presented in
Figures 1 and 2, suggests evaluating the loss event

probabilities and comparing these to the level posited in
the QRN. But how do we know if we have considered all
scenes and adverse events that might lead to a specific
loss event? To ensure this completeness, it is crucial to
have an exhaustive set of scenes and events when
following the assessment framework proposed herein.
When using the framework of this article to decide on
appropriate tactical constraints and evasive responses,
the completeness of the scene(s) is not relevant, as
we only ever care about the scene the ADS is currently
operating in. However, the adverse events need to
be completely enumerated to get an accurate estimate
of the loss event probabilities for the scene. Since both
types of adverse events (i.e., actor behaviors and hidden
risks) pertain to the operational context of the ADS and
not the ADS itself, one can introduce a category for
“other” events, as suggested in [12] when exhaustively
enumerating the applicable loss events for the QRN. While
this “other” adverse event might severely limit the initial
performance of the ADS, the accumulation of operational
data will gradually reduce the exposure rate. Thus, as
more data becomes available, the impact of this “other”
adverse event will also diminish.

In terms of the scalability of the proposed framework,
it revolves around two main aspects: (1) to provide a
complete assessment of the loss event probabilities in a
timely manner with respect to the development cycle of
the ADS and (2) to transfer the knowledge of these loss
event probabilities into runtime. The first aspect (1) is, as
already discussed in Section 4.2, supported by the well-
established methods for scenario-based testing. However,
composing generalizable interaction models for such
testing and how to efficiently cover all applicable adverse
events remain challenging. As for (2), the look-up table
approach explored in the presented case study suggests
a crude way of achieving this, but more elaborate models
are possible and would likely improve the performance
of the ADS and enable capturing a larger variety in the
SAW. This represents a pertinent avenue for future work.

6.8. Limitations and Future Work

While we have strived to design a pertinent and realistic
case study for the purpose of evaluating the proposed
framework, the presented case study provides a limited
validation of the proposed PCS framework, and further
validation should naturally be considered in future work.

First, the case study does not consider adverse
actions from actors already present in the scene (i.e, it
considers just statistical models for hidden risks, see the
top left of Figure 2). The inclusion of such events might
also warrant a more refined simulation and sampling
system than applied here. Such an approach would effec-
tively merge the proposed QRN assessment framework
with works related to scenario-based testing, as already
alluded to in Section 4.2 and discussed in Section 6.7. This
is our intended next step for future work.
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Second, the case study does not include lateral
actions of any of the actors. Adding that degree of
freedom would be both crucial for realistic risk assess-
ment and central in designing a relevant and performant
ADS. The case study was nevertheless built on a one-
dimensional example to facilitate clarity and conciseness
of the presentation as well as to highlight the implications
of the proposed framework and the associated PCS
constraints. Adding additional degrees of freedom would
significantly obfuscate the discussions of this article with
respect to mechanisms of the proposed framework and
is hence deferred to future work.

Third, future work should consider more elaborate
models of vehicle dynamics, beyond the brake delay incor-
porated in the case study. Moreover, future evaluations
should include a wider variety of scene factors and ODDs,
such as, e.g., time-of-day, weather, road surface condi-
tions, and regions with disparate traffic behavior and
interaction models.

The three described limitations all pertain to the
evaluation as part of the case study. They do not, however,
correspond to fundamental limitations of the framework
itself. Future work should focus on testing the framework
while removing these three limitations from the evalua-
tion used. One bottleneck for achieving this is, of course,
the access to detailed models for event and error expo-
sures as well as interaction models. In future work,
we intend to address this bottleneck by leveraging large-
scale fleet data.

In terms of limitations to the proposed framework
of the article, this article does not provide concrete
guidance for how to connect context-specific QRN require-
ments to the consequence-level QRN. This is discussed
in Section 4.3, but we do not provide any definitive recom-
mendations. Furthermore, such aspects are also not
covered by the presented case study. Providing concrete
strategies to enforce applicable exposures to the contexts
(i.e., scenes) related to the context-specific QRNs are left
for future work. The lack of concrete guidance does not,
however, limit the usefulness of the proposed PCS frame-
work in large. That said, further work is warranted to iron
out these details pertaining to the use of context-specific
QRN requirements within the context of the proposed
PCS framework.

In this article, we formalize, generalize, and elaborate on
the concept of Precautionary Safety (PCS) to supply
tactical and operational decisions that can fulfil QRACs
spanning multiple accident, injury, and severity levels
simultaneously. In particular, the framework presented in
Figure 1, and detailed in Figure 2, connects the tactical
decisions and intended evasive responses to the fulfilment
of the predetermined QRN. The framework itself is
enabled by a mathematical formulation, where the

probability of each loss event (and by extension each
consequence class) is factorized into three different
factors: (i) the probability of the scene; (i) the probability
of adverse events given the scene; and (iii) the loss event
probability given the adverse events, the scene, and the
intended evasive response. A simulation-based case study
is conducted to display the utility and applicability of the
presented framework. The PCS framework is also
compared to a baseline, showcasing the safety and
performance benefits of having a QRN-aware approach.
Furthermore, the usefulness of conditional exposure
models is explored and discussed. Future research should
focus on investigating the scalability of this approach with
respect to the full operational complexity of the ADS and
its operational environment, as well as making sure to
cover all applicable loss events.
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Appendix: QRN Values for
Jaywalker Collisions

TABLE A.1 QRN values for jaywalker collisions, reproduced
from Rodrigues de Campos et al. [9], based on [69].

Impact velocity
[km/h] (i.e., Loss

eventL,)

Accident rate [h™]

Consequence, v,

<10 Minor accident 1%x10°°
10-20 Light injury risk 1x10°
20-30 Severe injury risk 1x107
30-40 Low fatality risk 1x10°8
>40 High fatality risk 1% 107
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