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On Bias in User-Centric Discrete-Event Systems

Martin Fabian , Nishant Parekh , Wolfgang Ahrendt

Abstract— User-centric discrete-event system are discrete-
event systems with which multiple users interact, each through
their own distinct events. Each user has specific goals that they
want to achieve, represented by specific states of the discrete-
event systems. In these kinds of systems, bias may be present,
positive bias that allows some users to always achieve their goals
irrespective of the other users, or negative bias that prevents
some users from achieving their goals irrespective of what they
do. This work shows how the existence of a strategy, a special
type of supervisor computed according to the Ramadge &
Wonham supervisory control theory, can with carefully chosen
controllable events and marked states reveal bias, positive and
negative, in a user-centric discrete-event system. This can then
be a guiding factor in deciding whether to interact or not with
a given user-centric discrete-event system.

I. INTRODUCTION

Discrete-Event Systems (DES) is a useful formalism for
modeling systems that exhibit a discrete state-transition
behavior. This includes many man-made systems, such as,
infrastructural systems [10], manufacturing systems [11],
automotive control systems [5]. Even many types of com-
puter programs can be usefully modeled as DES, like smart
contracts [6, 12].

The Supervisory Control Theory (SCT) [9] is a formal
approach to generate correct-by-construction controllers for
DES. Given a DES modeling a system to be controlled, the
plant, and a DES modeling the desired behavior, the specifi-
cation, a controller, called a supervisor, can be automatically
constructed, synthesized, that guarantees that the controlled
system of plant and supervisor exhibits the realizable parts
of the desired behavior. Such a supervisor is required to be
controllable, meaning that it does not try to affect events
that it cannot control, and non-blocking, meaning that it
guarantees that it is always possible to reach some state of
particular interest.

A user-centric discrete-event system (UCDES) is a specific
type of DES, where the interaction with multiple users is a
critical part of the behavior of the system. Each user has
a set of interaction events with which that user interacts
with the UCDES, and after having issued (by whatever
means available) such an interaction event, the UCDES
may perform a sequence of internal events whereafter new
interaction events can be issued. Typical examples of such
UCDES are systems where user input directly influences the
sequence of events that change the system’s state, such as
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human-machine interaction [1], smart contracts [6], multi-
user services and multi-player games.

In many cases, users have specific goals when interacting
with a UCDES. In online games this is obvious, the user
wants to win and collect some reward. In other UCDES,
there may be more subtle goals where users just want to
interact with the UCDES to achieve some personal benefit,
maybe not obvious to others.

However, UCDES may exhibit bias towards or against
specific users or sets of users. Such bias means that certain
users are at an advantage (positive bias) with interacting
with the UCDES in that there is a guaranteed way for them
to always reach their goals, or users are at a disadvantage
(negative bias) in that there is a way for other users to prevent
them from reaching their goals. Bias might manifest due
to bugs in improper implementation, or due to deliberate
insidious implementation, but in any case it would be useful
for any user that interacts with a UCDES to know beforehand
whether that UCDES is biased for deciding whether to
interact with it or not; especially so for negative bias.

Should bias exist, as shown in this paper, this can bere-
vealed by the existence of a strategy to enforce that bias.
Such a strategy is a special type of supervisor [9], which in
addition to being controllable and non-blocking, also has the
property of having no cycles of non-marked states. Due to
being controllable, users with controllable interaction events
can always steer the system to remain within the strategy,
and due to being non-blocking with these user’s goal states
marked, some goal state is always reachable. The absence of
cycles of non-marked states then guarantees that the system
can always be controlled to actually reach one of those goal
states, which enforces the bias.

Historically, bias in DES has concerned discrete event
simulation where bias refers to a statistical measure related
to stabilizing behavior after atypical startup conditions or
perturbations [3]. This is not the type of bias discussed in
this work; here is developed a framework for assessing in
UCDES whether there exists behavior that can be exploited
by user interactions for the benefit or the detriment of (other)
users. To the best of our knowledge, this has not been
researched earlier.

This paper is a companion paper to [7], defining the
notions of bias and strategy more rigorously than what was
possible due to space restrictions in [7]. However, while [7]
is specific to Ehereum smart contracts, the work described
in this paper is more general, and thereby a contribution of
its own.
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II. BACKGROUND

This section gives a terse overview of the background
necessary to appreciate the rest of the paper.

A. Finite-State Machines

Finite-State Machines (FSM) [2] are a modeling formalism
suitable for DES. The main elements are states, events, and
transitions, where states represent situations under which
certain conditions hold, and events represent incidents that
cause the transitioning from one state to another. Formally:

Definition 1: Let G = ⟨QG,ΣG, δG, iG⟩ be a (determin-
istic) FSM where:

QG is the set of states;
ΣG is the set of event labels, the alphabet;
δG is the transition function; and
iG is the initial state, iG ∈ QG.

The transition function δG ⊆ QG × ΣG × QG, describes
the possible evolution of the FSM from state to state on
the occurrences of events. The transition function can be
extended to finite sequences of events, s ∈ Σ∗

G in the
standard way [2], δG ⊆ Q× Σ∗

G ×Q. As the FSM transits
from state to state in accordance with sequences of events,
these sequences make up a language, L(G) = {s ∈ Σ∗

G |
δG(iG, s) is defined}.

An FSM S = ⟨QS ,ΣS , δS , iS⟩ is a sub-automaton of G,
if it holds that QS ⊆ QG, ΣS = ΣG, δS ⊆ δG and, iS = iG.
Note that the alphabet and the initial state of S are equal to
those of G.

FSMs can interact through synchronous composition [2],
where shared events are transited on simultaneously, or not
at all. That is, for two FSMs, G1 and G2, their synchronous
composition G1||G2 is defined as:

G1||G2 = ⟨Q1 ×Q2,Σ1 ∪ Σ2, δG1||G2
⟨i1, i2⟩⟩,

where for ⟨qi, q2⟩ ∈ Q1 ×Q2 and σ ∈ Σ1 ∪ Σ2:

δσ,G1||G2
(⟨q1, q2⟩, σ) =


⟨δ1(q1, σ), δ2(q2, σ)⟩ σ ∈ Σ1 ∩ Σ2

⟨δ1(q1, σ), q2⟩ σ ∈ Σ1 \ Σ2

⟨q1, δ2(q2, σ)⟩ σ ∈ Σ2 \ Σ1

undefined otherwise

Note that if G1 or G2 does not define an event from a
certain state but has it in its alphabet, that event and any
transition on it is disabled at that state.

A cycle in an FSM is a sequence of consecutive transitions,
⟨⟨q1, σ1, q2⟩, ⟨q2, σ2, q3⟩, . . . , ⟨qn, σn, q1⟩⟩ (for n ∈ N) that
starts and ends at the same state.

B. Supervisory Control

The SCT [9] considers a plant G and a specification K that
can both be modeled by FSMs. G describes by its language
all possible behavior, while K describes the desired behavior
of a controlled system consisting of G and a supervisor S
to be automatically generated, that is, synthesized. The task
of S is to observe the behavior of the plant and to influence
it to behave within the specification. The supervisor is also

an FSM, and then the controlled system is modeled by G||S,
the synchronous composition of the plant and the supervisor.

The supervisor controls the plant by dynamically disabling
events that the plant would otherwise have been able to
generate. However, the alphabet of the plant is partitioned
into the set of controllable and uncontrollable events, Σc

and Σu, respectively. The supervisor must be such that it
never tries to disable any uncontrollable events; this is the
notion of controllability, formally expressed as:

L(S)Σu ∩ L(G) ⊆ L(S) (1)

Note that full desired behavior of K may not be possible
to achieve, due to parts of the behavior not being controllable
in the above sense.

In addition, the supervisor is required to be non-blocking.
Some states, Qm ⊆ QG (in this setting defined not as a part
of G itself) are considered to be marked, meaning that they
are of special interest. The supervisor being non-blocking
then means that from any state that the supervisor allows
the controlled system to reach, it must be possible to reach
some marked state. This is a liveness property of the system,
formally expressed as:

L(G||S) ⊆ Lm(G||S), (2)

where Lm(G||S) is the set of event sequences reaching
marked states, that is, Lm(G||S) = {s ∈ L(G||S) |
δG||S(⟨iG, iS⟩, s) ∈ Qm}, and Lm(G||S) denotes the prefix-
closure, that is all shortenings of the event sequences of
Lm(G||S), including the entire sequence and the empty
sequence ε.

In addition, the supervisor is required to be minimally
restrictive, meaning that when effecting its control of G, it
disables as few transitions as absolutely necessary, giving the
plant the maximum possible freedom.

The standard synthesis algorithm [9] starts from G||K
and removes states and transitions so as to fulfill (1) and
(2), above. To also guarantee that S is minimally restrictive,
the algorithm is careful to remove as little as absolutely
necessary. Let sup CNB(·) denote this synthesis algorithm,
then for S = sup CNB(G||K), it holds that G||S = S.

Sometimes, as in the following, the specification K has
no internal dynamics of its own, but is simply expressed by
desired (or forbidden) states already in G. This can be fit
into the above framework by making K a copy of G, with
the desired states marked (and the forbidden states removed).

In either case, S is a sub-automaton of G.

III. USER-CENTRIC DISCRETE-EVENT SYSTEM

A user-centric discrete-event system is a DES with which
multiple users interact, each through their own distinct
events. Each user has specific goals that they want to achieve.
These goals correspond to specific states of the DES, so
achieving some goal means interacting with the DES so as
to make the system eventually reach one of those states.

Definition 2: An FSM G is a user-centric discrete-event
system if:



Fig. 1. Tho FSM modeling the Stick-Picking user-centric discrete-event
system game. The top FSM models the player’s turn taking, with Player 1
taking the first turn. The bottom FSM models the decrease of the number
of sticks as each player takes their turn, starting at 7 sticks.

• ΣG can be partitioned into n + 1 subsets Σ0, Σ1, . . . ,
Σn, for n ∈ N, such that each ∅ ̸= Σi, for i ∈ {1..n}, is
the set of interaction events used by user Ui to interact
with G;

• For each user Ui there exists a set of states ∅ ̸= QUi ⊆
QG designating the goals of Ui. Goals may overlap
between users, that is, it may hold that ∅ ̸= QUi

∩QUj

for i, j ∈ {1..n}, i ̸= j.
The events of Σ0 (which might be empty) are referred to as
the internal events of G. As users interact with G through
their interaction events, one or more internal events may be
triggered in sequence.

Note that the interaction events are not considered to be
forcible, they are just ordinary events through which a user
may choose to interact with G. If in a certain state there are
only interaction events enabled, one of those will eventually
be chosen by one of the users.

As an example, consider a simple two-player game, called
the Stick-Picking Game, where users take turns to pick a
number of sticks, 1, 2, or 3, to decrease the total number of
sticks starting at 7. The player to pick the last stick loses the
game. A DES model of this game could consist of one FSM
modeling the player’s turn taking and one FSM modeling the
decrease of the number of sticks, see Fig 1.

In Fig 1, the top FSM models the turn picking, showing
that Player 1 takes the first turn. The e1:1, e2:1, etc.,
events denote that Player 1 or Player 2 pick a number of
sticks, respectively, with Player 1 starting to pick. The bottom
FSM models how the number of sticks decrease as each
player takes their turn. For instance, the transition from S5
to S2 is taken when either player picks three sticks. The
model of the sticks is agnostic to which player starts the
picking.

In this particular case, the model has no internal events,
but this is generally not the case. Also, this particular model
has a finite language, which again is generally not the case.

IV. BIAS IN UCDES
Bias exists in a user-centric discrete-event system when

a user or users1 can by carefully selecting their interaction

1For brevity, in the following, the term “user” should be interpreted as
“user or users”, since bias can exist towards or against multiple users,
especially so in cases where a set of users collude against other users.

events steer the DES to their benefit, or detriment of other
users. The sequences of internal and interaction events rep-
resenting such a steering is called a strategy.

There are two types of bias. Positive bias towards a user
exists when that user can by choosing their interaction events
steer the DES to the benefit of themselves, that is, eventually
reaching some of their goals. Negative bias against a user
exists when other users can by choosing their interaction
events steer the DES to the detriment of that user, meaning
always avoiding the that user’s goals.

Note that the existence of positive bias towards a user, does
not necessarily mean that there exists negative bias against
other users, or the other way around. This entirely depends
on the goals of the respective users. In some cases, users
may have complementary goals so that positive bias exists
towards all users simultaneously. It may even be the case
that some user-centric discrete-event system embed negative
bias against all users.

The choice of which interaction events to consider control-
lable decides which user’s perspective the bias is regarded
from, while the choice of goals to consider, the marked
states, relates to the type of bias, positive or negative, that is
considered.

V. DETECTING BIAS IN UCDES

Bias in a user-centric discrete-event system can be de-
tected by computing a supervisor with appropriately chosen
controllable events and marked states.

Let a configuration be a tuple ⟨Σc, Qm⟩, where Σc is the
set of events to consider controllable, and Qm is the set
of states to consider marked. Let G be a UCDES and let
S = sup CNB(G, ⟨Σc, Qm⟩) denote the synthesis from G
of a controllable and non-blocking supervisor, S, for the
configuration ⟨Σc, Qm⟩, that is, with Σc the controllable
events and Qm the marked states.

If no supervisor exists, then it is clear that no marked states
are reachable, hence no user with Σc as interaction events
can steer G to reach the goals represented by Qm; that is,
no strategy for any bias, whether positive or negative, exists.

If a supervisor does exist, it is controllable (1) and non-
blocking (2). Being controllable, means that with Σc as
interaction events a user can make sure that whatever other
users do, this always remains within the behavior of the
supervisor. Non-blocking, on the other hand, meaning that
some marked state is always reachable, is a weak property in
that it only guarantees the possibility for some marked state
to be reached, it does not guarantee that any marked state
will ever actually be reached. The essence of that weakness
is that the supervisor can include cycles wherein the system
just runs around without ever reaching any marked state. A
strategy, though, is meant to guarantee that a user can always
steer the system to a marked state or away from it. Thus, a
supervisor is not always a strategy.

Definition 3: Given a UCDES G, and considering a con-
figuration ⟨Σc, Qm⟩, a strategy T is a sub-automaton of G



such that:

Lm(T ) ⊆ {s ∈ L(G) | δG(iG, s) ∈ Qm} (3)

L(T )(ΣG \ Σc) ∩ L(G) ⊆ L(T ), (4)

L(T ) = Lm(T ), (5)
∀s ∈ L(T ), ∀t ∈ Σ∗

G : st ∈ L(T ) \ Lm(T ),

∃n ∈ N : |t| < n.
(6)

In Definition 3, expression (3) defines the marked lan-
guage of T to be a subset of the sequences of events
that reach the marked states Qm. Expression (4) is the
standard controllability with respect to the uncontrollable
events ΣG \Σc. Expression (5) is the standard non-blocking,
which as discussed above does not guarantee that some
marked state will actually be reached. However, expres-
sion (6) guarantees the absence of cycles with non-marked
states. Together, expressions (4)–(6) mean that irrespective
of what other users do, the user whose interaction events are
considered controllable can always steer the system to reach
some (marked) state favorable to that user (positive bias), or
detrimental to some other user (negative bias).

Thus, given a UCDES G, a strategy to reveal bias towards
or against a user Ui can be computed by:

1) Setting Ui’s interaction events, Σi, to be controllable.
2) Marking the states favorable or detrimental to Ui.
3) Synthesing a supervisor S = sup CNB(G, ⟨Σc, Qm⟩).
4) If S contains cycles of non-marked states, break those

cycles, regard S as a new specification and go to 3).

Detecting positive bias towards a user Ui is achieved by
the configuration ⟨Σi, Qm⟩, where Ui’s external actions Σi

are considered controllable, and Qm = QUi
⊆ QG is the set

of Ui’s favorable states.
Detecting negative bias against a user Ui is achieved by

the configuration ⟨
⋃

j ̸=i Σj , Qm⟩, with Qm ⊆ QG\QUi
a set

of states detrimental to Ui; here the other user’s interaction
events are considered controllable, and the strategy, if it
exists, allows Ui to do whatever they want (but to no avail).

In both cases, the internal events are considered uncontrol-
lable, capturing that no user can affect the internal behavior
of the UCDES.

When a supervisor has a finite language, no cycles exist,
and hence no cycles with non-marked states, thus such
a supervisor is directly a strategy. When the supervisor
language is non-finite, things are not as easy; it needs to
be checked for cycles of non-marked states, which can be
done in time complexity O((|QS | + |δS |)(c + 1)), with c
the number of cycles, and space complexity O(|QS |+ |δS |),
by the extended Johnson’s algorithm [4]. And if such cycles
are found, they need to be removed, which can be done by
removing a transition of the cycle that is not involved in any
other cycle, and then the synthesis has to be performed again
with the altered supervisor as specification. This iteration has
to be done until it converges, which in many cases means
when the null supervisor is computed. At that point it is clear
that no strategy exists.

Fig. 2. Supervisor for the two-player stick-picking game showing positive
bias towards Player 1.

VI. EXAMPLES

This section presents some examples to illustrate the
notion of bias and how to detect it. The models are available
at https://tinyurl.com/BiasUCDES.

A. Two-Player Stick-Picking

For the two-player stick-picking game of Fig 1, when ex-
amining positive bias towards Player 1, Player 1’s interaction
events are set controllable, and the states P1 and S0, which
together mean that Player 2 took the last stick, are marked.
For this model, a supervisor can indeed be synthesized, see
Fig 2, and since this is a finite-language supervisor it shows
that there does exist positive bias towards Player 1.

Examining the strategy exhibited by the supervisor of
Fig 2, it is seen that Player 1 should start by picking two
sticks, then whatever Player 2 does, Player 1 can always steer
the game into the state P2.S1 where there is only one stick
left for Player 2 to pick, and thus Player 2 has to pick that
stick and loses the game.

In this particular case, the two-player stick-picking game,
positive bias towards Player 1 means also negative bias
against Player 2. And indeed, examining negative bias
against Player 2, by setting Player 2’s interaction events
controllable and and all other events uncontrollable, and
marking Player 1’s winning state P1.S0 (with Player 1 still
taking the first turn), no supervisor exists. This seems typical
of two-player games; if one wins the other loses. However,
for multi-player games this is not necessarily the case.

B. Multi-Player Games

For a multi-player game, consider the 3-player, 7-sticks
stick-picking game. In that case the turn-taking has three
states, as seen in Fig 3, where all states are marked as yet no
detection of bias is considered. The model of the actual stick-
picking is shown at the bottom of Fig 1. For the configuration
⟨Σ1, {P1.S0, P3.S0}⟩, which defines Player 1’s events to
be controllable, and Player 1’s not-losing states to be marked,
no supervisor and hence no strategy exists, showing that there
does not exist positive bias towards Player 1. In fact, there
does not exist positive bias towards any individual player.

However, there does exist negative bias against individ-
ual players, meaning that two players can collude against
the third. For instance, with the configuration ⟨(Σ2 ∪
Σ3), {P2.S0}⟩, Player 1’s events are uncontrollable, and
the state where Player 1 takes the last stick and loses the
game is marked, a supervisor does exist, see Fig 4. Since
this supervisor has a finite language, it is a strategy that

https://tinyurl.com/BiasUCDES


P1

P2
!e1:1
!e1:2
!e1:3

P3

e2:1
e2:2
e2:3

e3:1
e3:2
e3:3

Fig. 3. Turn taking model of the 3-player, 7-sticks Stick-Picking Game.

P1.S1

P2.S0

!e1:1

P1.S7

P2.S4

!e1:3

P2.S5

!e1:2

P2.S6

!e1:1

P3.S2

e2:2

P3.S3

e2:1 e2:3 e2:2

P3.S4

e2:1 e2:3 e2:2

e3:1 e3:2 e3:3

Fig. 4. Negative bias against Player 1 in the 3-player, 7-sticks Stick-Picking
Game.

shows negative bias against Player 1. The other two players
can collude to guarantee that Player 1 always loses the game.

C. Non-finite Languages

The above examples are all special cases where the
supervisor language is finite, hence a supervisor is directly
a strategy. As an illustration of the complexity that arises
with a non-finite supervisor language, this section uses the
supervisor synthesized for a variant of the Two Machines
and a Buffer model of [8]. This system can be viewed
as a user-centric discrete-event system with two users, a
Loader and an Unloader, with their respective interaction
events {load1, load2}, and {unload1, unload2}, and
the set of internal events empty. Several supervisors are
shown with the same structure, only differing in what state is
marked. Of course, all supervisors are controllable and non-
blocking w.r.t. to the plant and the uncontrollable events.

Fig 5 shows the supervisor computed for the Two
Machines and a Buffer model with the events of
Loader controllable, and the events of Unloader uncon-
trollable. The state q2 is marked, as it represents a favorable
state for Loader, whose perspective bias is investigated
from. By inspection, it can be assessed that there is no cycle
of non-marked states, thus the supervisor is a strategy that
reveals positive bias towards Loader; whatever Unloader
does, Loader can always steer the system to reach q2.

Fig 6 shows two supervisors for the Two Machines and
a Buffer model, computed with different marked states,
that is, states considered favorable to Loader. In either case,
the supervisor is not a strategy because of cycles of non-
marked states.

Fig. 5. Supervisor for Two Machines and a Buffer model, this
supervisor is a strategy revealing positive bias towards Loader.

Fig. 6. Two variants of a supervisor for Two Machines and a Buffer
model. In either case, the supervisor is not a strategy. With q3 marked (left),
a strategy does exist; with q4 marked (right), no strategy exists.

For the supervisor of Fig 6, left, with q3 marked, the
cycle of non-marked states is q5q2q4q6q5. Thus, since
at q4, Unloader can always choose the unload1 event
to remain with in the cycle of non-marked states, Loader
is not guaranteed to be able to steer the system to always
reach the marked state q3.

However, from the supervisor of Fig 6, left, it is possible to
break the cycle of non-marked states and find a strategy for
Loader. Except for the ⟨q5,load2,q2⟩ transition, remov-
ing any of the transitions in the cycle and re-synthesizing a
supervisor togehter with the original plant and specification,
will generate a strategy that guarantees that Loader can
always steer the system to reach q3. The reason that load2



cannot be removed is that it is also part of a cycle with some
marked state. The resulting strategy is a simple cycle over
the states q0q3q5q2q0.

For the right supervisor of Fig 6, things are different; the
cycle of non-marked states q0q3q5q2q0, now includes
the initial state q0. Thus, removing this cycle will result in
an empty strategy, meaning that no strategy exists, hence
there is no bias towards Loader in this case.

To summarize,
• With q2 (or q5) marked, the supervisor is a strategy;
• with q3 marked, the supervisor is not a strategy, but a

strategy exists;
• with q4 (or q6) marked, a supervisor exists, but no

strategy exists.
Finally it can be noted that for the configuration

⟨{unload1,unload2}, Qm⟩, that is, from the perspective
of Unloader with whatever state marked, no supervisor
exists, hence no strategy and therefore no bias.

VII. CONCLUSIONS

This paper defines the notion of user-centric discrete-
event system, which are DES with which users interact, each
with their own distinct events. Each user has specific goals
they want to achieve with their interaction, and these goals
can be represented by marking specific states of the DES.
In such systems, bias may be embedded, which manifests
itself through the existence of a strategy to enforce that bias;
positive bias towards a user or users that allows these users
to steer the DES to always achieve their goals, or negative
bias against these users that prevents them from achieving
their goals. The existence or absence of such strategies can
be revealed by supervisor synthesis. If no supervisor exists,
then no strategy and hence no bias exists.

However, if a supervisor exists, then this may or may not
be a strategy, as a supervisor, though being non-blocking,
does not guarantee the ability to actually reach some marked
state. Thus, a strategy is a supervisor with added constraints
on the cycles of non-marked states.

Future work includes investigating the exact properties of
cycles of non-marked states that guarantee that a strategy
exists given a supervisor with non-finite language. Also,
an efficient algorithm, preferably modular or compositional,
for directly computing strategies without first computing
supervisors would be interesting.
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