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Advanced Properties of Digital Signature Schemes
Hanna Ek
Department of Computer Science and Engineering
Chalmers University of Technology |University of Gothenburg

Abstract
In today’s digital society it is of great importance to be able to authenticate
ourselves to others and verify the identity of others without any physical inter-
action. Digital signatures are a well established cryptographic primitive used
for authentication over the internet. They are a purely asymmetric primitive
and do not require any pre-shared secrets between the authenticating and the
verifying parties. However, with our ever-growing dependence on digital plat-
forms for communication, storage and computations, plain digital signatures
do not cover all today’s needs for secure authentication.

This thesis explores advanced properties of digital signatures, particularly
it contributes to the field of multi-key homomorphic signatures and threshold
signatures. Multi-key homomorphic signatures allow for verification of out-
sourced computations to untrusted cloud services and threshold signatures
distribute trust in a system and avoid a single point of failure.

Paper I examines the succinctness property of multi-key homomorphic
signatures and presents the most succinct multi-key homomorphic signatures
in the literature. Succinctness refers to the asymptotic size of an aggregated
signature in terms of the number of individual input signatures. This is an
important aspect of homomorphic signatures since the overhead of verifying
the correctness of an outsourced computation depends linearly on the size of
the aggregated signature.

Paper II presents an adaptively secure universally composable threshold
Schnorr signature scheme from standard assumptions. Security can be proven
under a variety of assumptions and in various different frameworks that cap-
ture differently strong adversaries and more or less realistic settings. Adapt-
ive security in the universal composability framework is considered as one of
the strongest security notions. Consequently, proving security in this setting
provides strong guarantees for real-world deployment.
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Chapter 1

Introduction

Over the last decades, the importance of digital platforms and services has
increased drastically and completely changed the way we communicate, store
information, and manage our data. This gives rise to many new challenges:
How do I know that I am indeed texting with my friend? How can an online
bank ensure that a user is authorized to access a specific account? How can
a computer verify that a software update comes from a trusted source? All
these questions are fundamentally concerned with authentication.

At the core, authentication is the act of verifying the identity of someone
or something and is something we do daily, for example, when we show our
driving license to prove we are certified to drive, when accessing certain com-
puter systems we answer security questions, such as ”What was your pet’s
first name”, to verify our identity, or when we log in to an online bank we use
BankID1 [1] to authenticate ourselves. In short, there are many reasons for
authentication and likewise several ways of achieving it.

For the purpose of this thesis, let us first distinguish between digital and
non-digital authentication. Showing your driving license is a completely non-
digital authentication process, while answering a security question and authen-
tication through BankID are both digital authentications. This leads us to yet
another distinction: Cryptographic authentication and non-cryptographic au-
thentication.

To showcase this distinction, consider an adversary who wants to forge an
authentication. Such an adversary can fairly easily learn the answer to the
security question by looking up common pet names or doing some lightweight
investigation of an authorized person’s background. Thus, within a relatively
short amount of time they can authenticate themselves to a computer system
to which they are not authorized. For cryptographic authentication however,
we require unforgeability [2], which essentially means that it should be (almost)
impossible to forge an identity. Consequently, a successful verification through
a cryptographic authentication process implies, with (almost) 100% certainty,
that someone is who or something is what they claim to be.

This thesis will focus on cryptographic authentication schemes and more
1BankID is Sweden’s most used electronic identification system (eID)
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4 CHAPTER 1. INTRODUCTION

specifically advanced properties of such schemes. In the remainder of this
introduction, we will introduce some relevant concepts and then define the
research questions of this thesis. We start with further separating the notion
of authentication and then continue with introducing some advanced properties
for cryptographic authentication schemes.

1.1 Cryptographic Authentication
Cryptographic authentication can be achieved through two cryptographic prim-
itives; message authentication codes (MACs) and digital signatures (DS) [3],
[4], where MACs are symmetric cryptographic primitives whereas DS are asym-
metric. An authentication scheme is denoted symmetric if the view, in terms
of known secrets and keys, of the sender and receiver is the same and asym-
metric if the view differs. Therefore, the sender and receiver in a MAC scheme
share a pre-established secret that is used for authentication. Remark that this
pre-shared secret should be private and only known to the parties engaging in
the MAC scheme.

Conversely, DS do not require a pre-established shared secret between the
sender and receiver. Instead, the sender knows a secret key and the receiver,
and all other parties, know the corresponding public key. This makes DS
publicly verifiable and transferable. That is, anyone who knows the public key
can verify a signature on a message. Additionally, verifying a digital signature
also conveys information about who generated the signature, namely the party
in possession of the secret key that corresponds to the public key used to verify.
Finally, we remark that neither the public key, signature nor the combination
of them leaks any information about the secret key.

From now on we will only consider digital signature schemes and refer to
cryptographic authentication as digital signature schemes, or digital signatures
in short.

1.2 Digital Signature Schemes
To get an intuition of digital signatures consider two parties, Alice and Bob,
interacting as in Figure 1.1. Where Alice acts as the signer that computes
and sends a signature and Bob acts as the verifier that receives and verifies
the signature. Furthermore, we assume that Alice the signer knows a secret
key, sk, and Bob the verifier knows the corresponding public key, pk and can
associate it to Alice. To convince Bob about the authenticity of a message, m,
Alice computes a signature, σ, of the message using sk. Then given the tuple
(pk, σ,m) Bob can verify the signature with respect to the message. A valid
signature convinces the verifier that the message m is the original, unmodified,
message sent by the signer.

More formally. A digital signature scheme consists of a tuple of four prob-
abilistic polynomial time (PPT) algorithms, (setup, keygen, sign, verify) [5] defined
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Figure 1.1: The signer (on the left) signs a message using a secret key and sends
the message and the signature to the verifier (on the right). The verifier then
checks the signature against the corresponding public key and either accepts
or rejects the message.

below. The signer is the party that runs the keygen and sign algorithms and
the verifier is the party that runs verify.
setup(λ, aux)→ pp : Takes as input the security parameter2 λ and optionally
some auxiliary input, aux, and outputs the public parameters3 pp.

keygen→ (sk, pk) : Outputs a random key pair, (sk, pk), where sk is the secret
signing key and pk is the corresponding public verification key.

sign(sk,m)→ σ : Takes as input a secret key, sk, and a message, m. It outputs
a signature, σ.

verify(pk, σ,m)→ 0/1 : Takes as input the public key, pk, signature, σ, and a
message, m. It outputs 1 if σ is deemed to be a valid signature for the message
m under the public key pk and 0 otherwise.
A digital signature scheme should (at least) satisfy correctness and unforgeab-
ility.

Intuitively, correctness means that for any admissible message an honestly
generated signature should be accepted by the verification algorithm with high
probability, formally this is defined as:

Pr

verify(pk, σ,m) = 1

∣∣∣∣∣
pp← setup(λ, aux)

(sk, pk)← keygen

σ ← sign(sk,m)

 ≥ 1− negl(λ).4

Implying that for any message, m, and signature, σ, that is the output of
sign(sk,m), the verification algorithm, verify(pk, σ,m) should output 0 only

2A security parameter determines the security level of a scheme. Typically measure in
the bit length of the key, which in turn determines the algorithmic complexity of the attacks
towards the scheme.

3The public parameters pp is an implicit input to subsequent algorithms.
4negl(λ) is a negligible function in the security parameter, λ. Meaning that negl(λ) is a

positive function that should approach 0 faster than any inverse-polynomial in λ.
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Challanger Adversary

(pp)← setup(λ)
pp

(pk, sk)← keygen
pk

mi

σi ← sign(sk,mi)
Q := Q ∪ {mi}

σi

m∗, σ∗

b← verify(pk, σ∗,m∗)

Output : b ∧m∗ /∈ Q

for i = 1, . . . , n

Figure 1.2: Existential unforgeability under chosen message attack, euf−cma,
security game for digital signatures. The challenger samples the public para-
meters and a key pair, then shares the public parameters and public key with
the adversary. The adversary can query for polynomially many signatures on
messages of its choice and wins if it outputs a valid forgery (m∗, σ∗) such that
the message m∗ was not previously queried.

with negligible probability, where the probability is taken over the randomness
used in the algorithms.

Unforgeability means that it should be hard to produce a signature, σ, of a
message, m, that is accepted by the verification algorithm under some public
key, pk, without access to the corresponding secret key, sk. Unforgeability
is, formally, defined through the security game existential unforgeability under
chosen message attack [2], euf−cma, shown in Figure 1.2 and a digital signature
scheme, is unforgeable if:

Pr
[
euf−cmaA(λ) = 1

]
≤ negl(λ),

for all PPT adversaries, A.

1.3 Advanced Properties of Digital Signatures
Above we described the basic structure of a digital signature scheme, in which
a signer seeks to convince a verifier of the authenticity of a message. However,
there exists a wide range of different digital signatures schemes for various
use cases and security goals. To mention a few, we have; ring signatures [6],
designated verifier signatures [7], group signatures [8], blind signatures [9],
threshold signatures [10], [11] and homomorphic signatures[12], [13].

This thesis focuses on threshold signatures and homomorphic signatures,
which are introduced in more detail in the following sections.
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1.3.1 Homomorphic Signatures
In 2002, Johnson et al. [12] introduced the concept of homomorphic signa-
tures, a way to provide authentication of computations outsourced to untrus-
ted parties.

Consider the setting where a user Alice (acting as the signer) signs a bundle
of data points (m1, . . . ,mn) and uploads the data points and their correspond-
ing signatures to an untrusted server. Another party, Bob (acting as the
verifier) wants to evaluate a function f over the signed data. Due to limited
computational power, Bob outsources the computation to the server and re-
ceives back the value m. Consequently, the following question arises: How
can the server convince Bob that the returned value m is indeed equal to the
evaluation f(m1, . . . ,mn)?

A naive approach would be to send the entire collection of messages and
signatures to Bob, who can verify each signature and check that m is the
intended computation. However, this would require that Bob both verifies n
signatures and recomputes the entire function, which defeats the purpose of
outsourcing the computation.

Homomorphic signatures address this question by enabling the server to
convince Bob of such a statement without requiring Bob to recompute the
function. Specifically, homomorphic signatures enables the server to compute
m and derive an evaluated signature σ, from the signatures issued by the
signer, that upon verification implies the correctness of the computation. In
particular, verifying σ convinces the verifier that m is the evaluation of the
requested function over the expected signed messages.

An important remark is that Bob does not merely want to be convinced
that m is the evaluation of the function f on some data signed by Alice.
Rather, he wants that m is the result of evaluating f over the exact set of
data, (m1, . . . ,mn), signed by Alice. In particular every data point in the set
must be included in the computation, and no additional data may be included.
To capture this homomorphic signatures are signed in a context and associated
with a label. A label is a unique identifier of a message, for intuition it can be
viewed as an address to a specific entry in a particular dataset or in a more
descriptive way a timestamp of when a measurement was made.

More formally. First we introduce the notion of a labeled programs [13]
which is defined as P := (f, ℓ1, . . . , ℓn), such that f is a function that takes n
inputs and returns a single value and ℓi is a label associated with a message
mi. As discussed above, the notion of labels and labeled programs is essential
for homomorphic signatures, as it binds the signatures to a specific context.
Labels ensure that the evaluation is performed only on the intended data and
prevents mix-and-match attacks in which signatures from unrelated datasets
or computations are used in the evaluation to produce seemingly valid outputs.

A homomorphic signature scheme consists of the tuple of five PPT al-
gorithms (setup, keygen, sign, eval, verify) [13]. The algorithms (setup, keygen,
sign, verify) are as defined in Section 1.2 with the exception that sign addition-
ally takes as input a label, and verify takes (P, pk,m, σ) as input. Thus we
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refer to the definitions given above, omit them below, and merely give the
definition of eval.
eval(P, pk, {mi, σi}ni=1)→ σ Takes as input the labeled program P, the public
key pk and the messages with the corresponding signatures {mi, σi}ni=1 and
outputs an evaluated signature σ.

A homomorphic signature scheme should satisfy unforgeability, authentica-
tion correctness, evaluation correctness and succinctness. Intuitively, unforge-
ability, means that it should be cryptographically hard for the evaluator to
produce a signature σ such that m is not the evaluation of the labeled pro-
gram P but verify(P, pk,m, σ) = 1. Authentication correctness means that
signatures output by the signing algorithm should verify under the labeled
program PI := (I, ℓ), where I is the identity function and ℓ is the label of the
signed message. Evaluation correctness means that a signature output by eval
verifies under the labeled program P with overwhelming probability, given the
same public key and parameters. Succinctness is a fundamental property of
homomorphic signatures stating that the size of the signature output by eval
should be sublinear in the size of all the signatures given as input. This pre-
vents the naive solution of defining the evaluated signatures to be the entire
collection of n messages and their corresponding signatures.

Multi-Key Homomorphic Signatures. A limitation of homomorphic sig-
natures is that they only support computations over data originating from
a single signer, in contrast many practical applications which require com-
putation over data originating from multiple independent signers. Multi-key
homomorphic signature (mkhs) [14] schemes extend homomorphic signatures
to the multi-signer setting, by enabling authenticated evaluation of functions
on messages originating from multiple signers, with distinct signing keys. In
a mkhs scheme eval and verify take a set of public keys as input instead of a
single key.

Focusing purely on the succinctness property of multi-key homomorphic
signatures, the size of the evaluated signature should be sublinear in the num-
ber of input messages and the number of participating signers. Otherwise,
the trivial solution of appending all individual signatures and messages would
suffice.

1.3.2 Threshold Signatures
A threshold signature [10], [11], [15] is an interactive protocol between n signers,
such that any subset of at least t of the signers can collaboratively sign any
admissible messagem while no combination of at most t−1 signers can produce
a valid signature. We refer to this as a (t, n)-threshold signature scheme, where
t < n is the threshold and n is the total number of signers in the protocol.

A core concept in threshold signatures is to split the secret key into shares
that are distributed among the signers. Specifically, the key is split into n
shares, one per signer in the protocol, such that any set of at most t−1 shares,
leaks no information about the key, while any set of t shares can be used to,
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for example, reconstruct the key or sign messages. Note that the secret key
in its entirety is not stored in one physical location but instead distributively
among the signers. This way of splitting the secret key into shares that are
stored across multiple parties is a way to distribute trust and eliminate single
points of failure. This increases resistance against key compromise and key-
recovery attacks since an adversary must compromise at least t signers in order
to recover the secret key. Notably, one of the main advantages of threshold
signatures are that they enable signing of messages without needing to store
the secret key in one place.

A simple and elegant approach of splitting a secret into shares that satisfies
the threshold properties is through Shamir secret sharing [16] which is based
on polynomial interpolation. Shamir secret sharing works as follows. Let S(X)
be a uniformly random polynomial of degree t − 1 such that S(0) = sk. For
each party Pi, where i ∈ [n], the share is defined as the evaluation of the
polynomial at position i, shi = S(i).

This brings us to the following question: who samples the polynomial and
computes the shares? One approach, used in for example Glacius [17] and
Gargos [18], is to depend on a trusted party that samples the secret key, splits
it into shares and distributes the shares among the signers. However, if one
wishes to avoid relying on a trusted party, as it reintroduces a single point
of failure, the key shares can instead be generated using a distributed key
generation (DKG) protocol [19], [20], [21].

Distributed Key Generation. DKG is an interactive protocol between n
parties, with the goal of generating a public key pk and shares sh1, . . . , shn of
the corresponding secret key sk. The protocol ensures that the public key is
publicly known, while the corresponding secret key is never reconstructed or
computed in its entirety. Instead, it remains distributed among the parties.
At the end of the protocol each party Pi, for i ∈ [n], obtains a threshold share,
shi, of the secret key and learns the public key. The shares should be such
that any set of at most t − 1 shares reveals no information about the secret
key, whereas any set of at least t shares can be used to, for example, jointly
sign a message or reconstruct the secret key.

Note that neither threshold signatures nor DKG protocols inherently rely
on Shamir secret sharing. Although Shamir secret sharing is a commonly used
technique for splitting a secret into threshold shares, it is just one example
of how a secret can be split into shares that achieve the desired threshold
properties described above.

1.4 Proving security
Naturally, proving security properties is the most important aspect of public-
key cryptography. Moreover, the most common approach for proving security
of cryptographic primitives, including digital signature schemes, is through
a game-based security definition combined with a reduction to a well-
established hardness assumption, such as the discrete logarithm (DL), hardness
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of factoring large numbers or learning with errors (LWE) [5].
Game-based security proofs for signature schemes result in a security argu-

ment of the form. If a polynomial time adversary can produce a valid forgery,
then one can construct a polynomial time algorithms that solves a problem A.
Thus, either A is solvable in polynomial time or no polynomial time adversary
can produce a valid forgery and if one believes that the problem A cannot be
solved in polynomial time, the scheme is unforgeable.

An example of such a security game is the euf−cma game shown in Fig-
ure 1.2. There the adversary learns the public parameters and public key
of a signature scheme, and queries the challenger for signatures of arbitrary
message. The goal of the adversary is to produce a valid forgery, i.e., a sig-
nature of a message it has not queried. For a given signature scheme, if one
proves a reduction from valid forgery to some hard problem, it follows that the
signature scheme is unforgeable.

Game-based security proofs work well for proving security of individual
primitives, but these security proofs do not necessarily extend when multiple
primitives are combined into larger protocols. Thus, over the last decades, it
has become common to prove security in more modular frameworks.

Universal composability [22] is a framework for proving security of cryp-
tographic schemes that enables modular design and analysis of complex cryp-
tographic protocols composed of simpler cryptographic building blocks. This
feature makes proving security in the universal composability (UC) framework
desirable.

In UC, security of a protocol is proven by showing that its execution is
indistinguishable from an execution of an ideal functionality. An ideal func-
tionality can be thought of as some utopian entity that satisfies exactly the
security guarantees we want our protocol to have. The idea behind UC is then
that if it is impossible for any PPT distinguisher to distinguish between these
two executions, the protocol must provide the same security guarantees as the
ideal functionality.

Adaptive security in the UC framework considers adversaries that may
corrupt any protocol participant at any time during (or after) the execution
of the protocol. Upon corruption, the adversary learns the entire state of the
newly corrupted party, including all secret keys and randomness used during
the execution. This state leakage upon corruption makes adaptive UC security
proofs especially challenging. A protocol is adaptively UC-secure if it is secure
against adaptive corruptions.

1.5 Research Questions
This thesis aims to advance the field of digital signatures. It does so by explor-
ing two different research questions, one related to multi-key homomorphic
signatures and one related to threshold signatures and DKG protocols:
Question 1: Is it possible to construct a fully succinct, multi-key homo-
morphic signature scheme that is practical for real-world deployment? Where
fully succinct means that the size of the evaluated signature is independent of
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the number of input messages to the outsourced computation and logarithmic
in the number of signers contributing with signed input messages.
In 2024, Anthoine et al. [23] presented a multi-key homomorphic signature
scheme, which evaluated signature is logarithmic in the number of input mes-
sages. Thus, if each signer contributed with only one message their results
would imply the definition of fully succinct. However, in many applications,
there are considerably fewer signers than messages, thus it remains an inter-
esting open question to make the size of the evaluated signature logarithmic
in the number of signers instead of the number of messages.

Question 2: Can we construct a DKG protocol that is adaptively secure in
the UC framework from standard assumptions. Furthermore, can we use this
construction to derive an adaptively UC secure threshold signature scheme
that does not depend on trusted key distribution?
Previous adaptively secure DKG schemes use either non-standard assumptions
such as secure erasure [24], [25] or weaker security models such as oracle-aided
simulation [25] or the single-inconsistent player model [24], [26], [27]. Secure
erasure requires honest parties to delete parts of their state that cannot be
simulated upon corruption. In oracle-aided simulation the simulator is given
limited access to a discrete logarithm oracle and in the single-inconsistent
player model the simulator is allowed to fail if the adversary corrupts a specific
random honest party.
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Chapter 2

Summary of Included
Papers

This thesis consists of two included papers, titled Succinct Multi-Key Linearly
Homomorphic Signatures for Certified Statistics (Paper I) and Adaptively Se-
cure, Universally Composable Distributed Generation of Discrete-Logarithm
Based Keys (Paper II). Below we give a brief overview of the main contribu-
tions of the two papers and describe my specific contribution to each of them.

2.1 Paper I
I am the main technical author of this paper. I have been responsible for
designing the construction as well as formulating and writing the security
proofs.

This paper answers research Question 1, formulated in Chapter 1, posit-
ively. The paper presents an adaptive secure fully succinct multi-key linearly1

homomorphic signature scheme (mklhs) and uses the scheme for a case-study
of certified statistics over COVID-19 data.

The paper takes as starting point the efficient and simple multi-key linear
homomorphic signature scheme by Aranha and Pagnin [28], whose aggregated
signatures are of size O(t), i.e., linear in the number of signers contributing
with input messages to the outsourced computation and independent of n, the
total number of input messages. A limitation of their construction is that it
is only proven secure against weak adaptive adversaries [14], i.e., adversaries
that declare in advance which messages will be queried during the security
game2.

In our paper, we extend their signature scheme by combining it with an
inner product argument [29], which is a proof, whose size is logarithmic in the

1Linear indicates that the outsourced functions are limited to linear functions.
2The security game capturing the security of homomorphic signatures is called homo-

morphic unforgeability under chosen message attack, huf-cma, [14].
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length of the statement, of the following relation,

R = {(g,h ∈ Gm, P ∈ G, c ∈ Zq); a,b ∈ Zmq s.t P = gahb ∧ c = ⟨a,b⟩}

As a result, we obtain aggregated signatures of size O(log(t)). Additionally,
we prove security against adaptive adversaries which is a stronger security
notion than weak-adaptive and captures a more realistic attacker scenario.

The MKHS schemes in both Paper I and [28] supports homomorphic evalu-
ation of linear functions only, i.e., the outsourced function is restricted to be a
linear function, as indicated in the name mklhs. Besides this limitation, there
are many interesting applications for our mklhs construction, in the paper,
this is exemplified by a case study on authenticated mortality statistics of the
impact of COVID-19 in Spain.

2.2 Paper II
I joined this project when a draft of the constructions had already been made.
My main contribution has been to write the security proof of the DKG con-
struction, which has been an iterative process requiring adjustments to the
construction.

This paper answers research Question 2, formulated in Chapter 1, posit-
ively by presenting;
• A 3-round DKG protocol with Guaranteed Output Delivery (GOD). GOD

of a DKG protocol states that given an honest majority the DKG protocol
will output a public key pk known to all participants and a corresponding
secret share shi to each party Pi participating in the protocol.

• Two committed3 DKG protocols, one in 3-rounds with GOD given honest
majority and one in 2-round with identifiable abort (IA). IA of a DKG
protocol states that if a party is corrupt, i.e., adversarial, the protocol will
output the identity of this user, enabling the honest users to eliminate this
party before rerunning the protocol.

• A 3-round threshold Schnorr signature with identifiable abort derived from
the committed DKG protocol.

All of the above schemes are proven secure in the adaptive UC framework
from standard assumption. Particularly the security relies on Decisional-Diffie-
Hellman (DDH) [30], the random oracle model (ROM) [31], adaptive non-
interactive zero knowledge proofs (aNIZK) [32] and a public-key infrastructure
(PKI).

In summary, we present the first adaptively secure universally composable
DKG and committed DKG functionalities that do not rely on non-standard
assumptions such as secure erasure, single-inconsistent party or oracle aided
simulation.

3Committed indicates that the protocol additionally outputs commitments to each party’s
secret key share, ski.



Chapter 3

Future Work

This chapter presents different future research directions motivated by the
results in the included papers. Although both included papers aim to enhance
the functionality and security of digital signature schemes, the two papers
included in this thesis consider two rather different digital signatures; multi-key
homomorphic signatures and threshold signatures. Consequently, the future
work directions of this thesis are also split into two corresponding research
directions, one building on the work with homomorphic signatures and on the
work with threshold signatures. Additionally, the thesis proposes a third line
of future work, considering advanced properties of post-quantum secure digital
signature schemes.

3.1 Extending the Function Space for Multi-
Key Homomorphic Signatures

As of today, to the best of my knowledge, all efficiently implementable mkhs
schemes are restricted to linear functions, i.e., the function f on the signed mes-
sages outsourced to the evaluator is limited to be of the form, f(m1, . . . ,mn) =∑n
i=1 aimi, where ai are known coefficients. Indeed, this limitation also ap-

plies to the construction presented in the first included paper. However, many
interesting statistical measurements, such as variance and Euclidean squared
distance, are quadratic in the input messages.

Anthoine et al. [23] proposed two mkhs constructions that support boolean
circuits of unbounded depth and arithmetic circuits of unbounded depth and
bounded width. Their constructions rely on batch arguments (BARGs) [33],
[34] and functional commitments (FC) [35] and the efficiency of their signatures
scales with the underlying BARG and FC constructions. Both BARGs and
FC have good asymptotic behavior but they suffer from heavy machinery and
large concrete parameters making them inefficient in actual deployment. Thus,
the mkhs constructions presented by Anthoine et al. are theoretically very
interesting but not practical.

Consequently, an interesting line of research would be to determine if one

15
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can construct an efficiently implementable multi-key homomorphic signature
that supports quadratic computations over the input messages.

3.2 Adaptively UC Secure Threshold ECDSA
Signatures

In the second paper, we introduce an adaptively UC secure committed DKG
protocol and then show how to derive threshold signatures from our committed
DKG protocol. More specifically, we prove threshold Schnorr Signatures i.e.,
a threshold version of the signature scheme obtained by applying the Fiat-
Shamir [36] transform to challenge-based Sigma protocols [37], [38] for the DL
relation. Although, Schnorr signatures are used in mainstream applications
such as Bitcoin [39], other signature schemes are more widely deployed, such
as ECDSA [40] which are used in for example authentication protocols such
as TLS and SSH as well as in blockchains. Therefore, a natural extension to
the second included paper is to explore if the committed DKG protocols can
be used to derive adaptively UC secure threshold ECDSA signatures.

3.3 Advanced Properties of Post-Quantum Se-
cure Signature Schemes

Two famous and well studied cryptographic security assumptions are the hard-
ness of finding the discrete logarithm of a group element and factoring large
numbers. However, both of these assumptions are not post-quantum secure
assumptions as both rely on the hidden periodicity problems which can be
solved in polynomial time by a quantum computer [41]. Consequently, in the
presence of quantum computers, all signature schemes relying on these assump-
tions can be forged in polynomial time. Both papers included in this thesis,
rely on variations of the discrete logarithm assumption, thus their security
guarantees do not hold in the post-quantum setting.

A natural line for future research is post-quantum secure digital signatures
and more specifically advanced properties of post-quantum signatures. In the
NIST competition Post-Quantum Cryptography: Additional Digital Signature
Schemes [42] there are 14 signature schemes selected for the second round
and 4 of them, MAYO, QR-UOV SNOVA and UOV [43], [44], [45], [46], are
based on multivariate quadratic problem (MQ). Recently, advanced properties
for MQ-based signature schemes has gained some attention, specifically with
respect to threshold signatures, [47] [48]. Thus, an interesting line of research
would be to achieve the same results as the included papers but for signature
schemes based on post-quantum secure assumptions.
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