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Abstract

Organizations are rapidly adopting Artificial Intelligence (AI), but
the governance frameworks needed to manage its risks remain
poorly understood, creating a gap between high-level policy and
real-world practice. Addressing this, our paper presents findings
from an in-depth case study of a large Engineering, Procurement,
and Construction (EPC) company, supplemented by five compar-
ative interviews with leaders from other engineering and tech-
nology organizations. Our primary contribution is the identifi-
cation of four distinct governance archetypes: High-Assurance,
Cautious, Enterprise-Driven, and Developer-Led. We argue that
their adoption is based on an organization’s specific risk profile,
defined by operational domain, Al application, and organizational
scale. We further show how these governance archetypes directly
shape technical architectures, from mandated hybrid systems in
high-assurance environments to emergent designs in developer-
led settings. The resulting typology provides a novel diagnostic
framework for practitioners and an explanatory tool for researchers,
bridging the crucial gap between regulation and implementation.
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1 Introduction

The adoption of Artificial Intelligence (AI) and automation systems
is accelerating in the industry, promising to improve efficiency and
drive innovation [20]. However, this shift creates an organizational
problem: while AT’s capabilities are advancing rapidly, the organiza-
tional practices for managing its risks and ensuring accountability
are lagging behind [15]. In high-stakes domains like critical infras-
tructure, where errors can have catastrophic consequences, this is
a critical safety and emerging legal imperative [5].

Extensive research has addressed Al governance from two pri-
mary angles. At the macro level, scholars have focused on high-level
ethical principles and regulatory frameworks [6]. At the micro level,
the focus has been on prescriptive solutions [10, 21]. What is miss-
ing is the crucial bridge connecting these two ends: the empirical
understanding of the emergent governance frameworks that orga-
nizations are creating to connect principles to practice. There is a
significant “governance gap” regarding the concrete rules, roles, and
processes that organizations are implementing. It remains unclear
how these frameworks are shaped by an organization’s specific con-
text, such as its risk environment and scale, and crucially, how these
organizational choices constrain the resulting technical systems.

This paper identifies how organizational risk orientation and
domain context shape Al governance. We adopt the definition of Al
governance from [14] as a system of rules, practices, processes, and
technological tools employed to ensure that an organization’s use
of Al aligns with its strategies, values, and legal requirements. To ex-
plore this, we conducted an exploratory qualitative study centered
on an in-depth case study of McDermott, a major global Engineer-
ing, Procurement, and Construction (EPC) firm, supplemented by
expert interviews from five other organizations. While we acknowl-
edge the limited sample size characteristic of early-stage empirical
work, this design provides a rich, contextualized understanding of
how governance and engineering co-evolve.

We address the following research questions:

(1) What governance frameworks for Al and automation sys-
tems are adopted by engineering organizations, and what
factors shape the choice of framework?
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(2) What solution approaches and architectures emerge in prac-
tice based on these governance frameworks?

The paper makes the following contributions:

o A Typology of Four Governance Archetypes: We identify
and define the High-Assurance, Cautious, Enterprise-Driven,
and Developer-Led models. We demonstrate that these emerge
predictably from the interplay of application risk, domain
risk, and organizational scale.

e The Governance-Architecture Link: We establish a direct
link between governance and software engineering, show-
ing how archetypes mandate specific architectural patterns,
including the use of hybrid systems for reliability and the
formalization of Human-in-the-Loop (HITL) as an auditable
component in high-risk settings.

2 Related Work

Al governance research spans high-level principles, prescriptive
frameworks, and literature syntheses, yet a persistent gap remains
between prescribed principles and organizational practice. At the
macro level, scholars have articulated core ethical principles [6] that
are increasingly codified into legal frameworks like the EU AI Act
[5], regional initiatives [11, 23], and international standards such
as ISO 42001 [9]. Notably, Ebers [3] points out that legal ambiguity
complicates the translation of these high-level requirements into
the auditable outcomes required for high-risk systems, such as risk
management and data quality assurance.

At the micro level, research proposes prescriptive frameworks
and tools to guide organizational implementation. These include
conceptual models for responsible Al [17] and guidance frameworks
like the NIST AI Risk Management Framework (RMF) [16]. While
valuable, these are often disconnected from specific engineering
approaches that translate requirements into verifiable technical
properties [10]. Furthermore, practitioner guides for sectors like
finance [8] and construction [21] often rely on single-domain case
studies, frequently in healthcare [13, 24], which limits their explana-
tory power across diverse industrial contexts.

Systematic reviews confirm this empirical gap, highlighting the
challenge of operationalizing theoretical principles [14]. Recent
syntheses identify a scarcity of research on high-risk Al governance
[11] and find that most existing solutions focus on organizational
policy but rarely address the practical “Who, What, When, and
How” of implementation [1]. Our study addresses this by providing
an explanatory framework that links organizational context to four
distinct governance archetypes and their resulting architectures.

3 Research Methodology

We employ a mixed-method qualitative design centered on an in-
depth, embedded case study of McDermott, a major EPC company
(Company 1) [22], supplemented by five comparative expert inter-
views to establish the boundaries of our framework [12] through
analytical generalization [18].

3.1 Participant Selection and Characteristics

Our selection captures variation across risk profiles and organiza-
tional scales (Table 1). Company 1 (McDermott) is the primary case,
and the lead author’s role as an embedded member of its Al team
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enabled the in-depth participant observation. Companies 2-6 pro-
vide a comparative sample of diverse engineering and technology
providers.

Table 1: Participating Organizations’ Characteristics

Company Sector / Domain Size | Primary Al Use Type Informant Role

1 (McDermott) | EPC Large | GenAl & Automated Engineering | Senior IT Specialist

2 EPC Large | Automated Engineering Software Product Manager
EPC Large | Automated Engineering Digital Director

4 Tech Conglomerate Large | Enterprise GenAl R&T Manager

5 Eng. Software Provider | SME | Platform Automation Product Manager

6 Energy Systems SME | Industrial Control Systems Dev Team (6 participants)

3.2 Data Collection and Analysis

Data for Company 1 (McDermott) was collected (March—July 2025)
via participant observation in Al steering committees, analysis
of internal strategy and policy documents, and semi-structured
interviews. For Companies 2-6, we conducted 60-minute semi-
structured anonymous interviews with senior leaders.

Analysis followed an iterative thematic approach [2] using a sys-
tematic coding process. We first employed open coding to identify
emergent practices (e.g., “mandatory review gates”, “human-in-the-
loop audit”, “off-the-shelf vs. proprietary”). This was followed by
axial coding to group patterns into three primary coding cate-
gories: Formality, Risk Strategy, and Technology Adoption. To ensure
rigor and credibility, we applied two key techniques. First, we used
data triangulation within our primary case by comparing find-
ings from observations, internal documents, and interviews. Second,
throughout the analysis process, we performed informal member
checking by communicating with interviewees to clarify points of
ambiguity and ensure our interpretations were accurate.

Our analysis is based on existing literature by structuring our
risk assessment around three dimensions derived from established
enterprise governance and regulatory logic [5, 19]:

e Domain Risk: Inherent risk of the business sector (e.g.,
critical infrastructure vs. software services).

o Application Risk: Determined by the system’s function and
potential for harm, aligning with the EU AI Act’s distinction
between high-risk and accessory functions as defined in [4].

e Organizational Risk: Pressures related to scale, reputation,
and standardization common in large enterprises [7].

4 The Four Risk-Driven Archetypes of Al
Governance

Our analysis of the six organizations reveals four distinct archetypes
of Al governance, each emerging predictably from an organization’s
specific risk profile. These archetypes should be understood not as
static “types” but as dynamic “states” because an organization may
transition between them as its risk posture, regulatory environ-
ment, or maturity evolves. Furthermore, while presented as distinct
for clarity, a single large organization may exhibit mixed charac-
teristics, applying different archetypes to different organizational
divisions based on their specific risk context. The four archetypes
are themselves a synthesis of three central themes identified in
our data: Governance Formality, Risk Management Strategy, and
Technology Adoption Approach.
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4.1 Archetype 1: High-Assurance Governance

This archetype is characteristic of any organization deploying an
application with High Application Risk, where errors can have
catastrophic or mission-critical consequences. It relies on strict
documentation, continuous internal audits, and the development of
a formal “responsible AI” framework with pillars for accountability
and transparency.

Governance Formality: The framework is centralized, formal,
and non-negotiable. As observed in our primary case study, Mc-
Dermott made a deliberate shift to consolidate control, creating a
single, authoritative “AI solution team” to “oversee all the Al use
cases and projects across the company.” This central team, along
with a formal “steering committee” and “Al Council,” forms the
undisputed backbone of their framework. Governance is executed
through mandatory, rigid IT tollgates where certain risk levels re-
quire “audit, AI Council approval” Company 2 employs a similar
multi-stage approval process, beginning with a mandatory business
case gate where “The first question they ask is what problem are
you solving?” followed by a formal risk and impact analysis.

Risk Management Strategy: The strategy is proactive and
quantitative, designed to produce auditable evidence of compliance.
McDermott’s internal documentation revealed a sophisticated diag-
nostic tool that moves beyond subjective assessment to a classified
system, evaluating projects across six critical dimensions: Data
Sensitivity, Access, Capabilities (Autonomy), Output Quality
& Accuracy, Legal, and Fairness. This rigor is a direct response to
unforgiving domain requirements where verification is paramount:
“the Al solution needs to be verified by various standardization
bodies. Otherwise, the clients won’t trust it.” The framework is
explicitly aligned with emerging regulations, with checklist ques-
tions addressing accountability, oversight, and documentation. This
directly creates the demand for governance artifacts like assurance
logs and audit trails.

Technology Adoption and Architectural Consequences:
The stringent governance directly mandates a constrained, verifi-
able, and human-centric architecture. This is not merely a prefer-
ence but a required outcome of the risk management strategy.

e Hybrid and Constrained Systems: The primary architec-
tural feature is the use of hybrid systems where the non-
deterministic power of Al is explicitly constrained by deter-
ministic logic. Development at Company 2 is confined to a
secure “Azure bubble,” and prototypes favor linking an LLM
to a formal ontology or using rule-based validation to ensure
engineering outputs are predictable and trustworthy.

e Mandatory Human-in-the-Loop: The architecture must
include formally designed and auditable points for human
intervention. McDermott’s internal framework moves HITL
from an informal concept to a required architectural com-
ponent, prescribing specific patterns based on assessed au-
tonomy levels, such as requiring an explicit approval gate
where a “System acts; but human explicitly approves first.”
This shows how governance rules are translated directly into
non-negotiable components of the system design.
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4.2 Archetype 2: Cautious Governance

This archetype emerges in organizations that manage their High
Domain Risk by strategically pursuing only applications with
Low Application Risk. Governance is designed to prevent risk
contagion by strictly limiting Al to accessory functions. This allows
the organization to experiment with Al without incurring the full
compliance overhead of high-risk systems, though it presents a
potential scaling challenge, as more autonomous solutions would
trigger a shift in governance.

Governance Formality: In stark contrast to the High-Assurance
model, Company 3’s governance is less formal and more iterative.
They manage projects through lightweight, time-boxed reviews
focused on empirical results over extensive documentation: “We
will inspect after 6 weeks and 12 weeks and look at what you’ve
been able to solve, and we’ll use that as a real-world litmus test to...
pause that idea for now and try something else”

Risk Management Strategy: The core risk strategy is one of
deliberate containment. This is achieved through a “fast follower”
technology posture—“We only want to be involved with technol-
ogy when it’s on that slope of enlightenment”—and a strict focus
on low-impact applications. Company 3 manages its high-stakes
environment as a government contractor, where they “have to be
absolutely right,” by limiting Al to accessory functions like “fairly
simple robotic automations” that do not influence critical decisions.

Technology Adoption and Architectural Consequences:
This risk-averse strategy fosters an architecture of isolated, low-
risk solutions. The landscape is dominated by standalone, off-
the-shelf tools, with a strategic avoidance of deep integration
with critical systems. This choice is strongly informed by a past
failure with an ambitious proprietary LLM that “did not go well,”
which now acts as a powerful architectural constraint against using
generative Al for safety-critical tasks.

4.3 Archetype 3: Enterprise-Driven Governance

This archetype is characteristic of organizations with Low Appli-
cation and Domain Risk but High Organizational Risk, where
governance is not motivated by the immediate correctness of appli-
cations but by the need for enterprise-wide standardization, control,
and predictability. It includes formal stages, a central unit that vets
all models, and a mandate for human accountability, which are
hallmarks of a mature organization maintaining control across a
complex enterprise.

Governance Formality: Company 4’s governance is defined
by a formal, centralized process that consciously evolved from
informal methods to a structured, gated process to gain control
over spending and technology proliferation. Control is enforced by
a central unit with absolute veto power over technology choices:
“Internally we have a central unit approving the usage of... basically
anything, such as pretrained models”

Risk Management Strategy: Risk is managed through a uni-
versally applied corporate principle. A prime example is Company
4’s non-negotiable rule of human accountability, which functions
as a core governance pillar that shapes all Al development: “We
can never trust a model. We always have to have a human taking
responsibility for the output of the model”
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Technology Adoption and Architectural Consequences:
This governance posture funnels all development onto a standard-
ized, platform-based foundation. This creates a pragmatic archi-
tecture where teams often prefer classical, deterministic algorithms
over Al for reliability or resource constraints. As one informant
noted, “We relatively often discover that developing classical algo-
rithms might be better” This platform model, while enabling scale,
necessarily constrains developer agility and tooling freedom,
creating a trade-off between enterprise control and local innovation.

4.4 Archetype 4: Developer-Led Minimal
Governance

Found in organizations with Low Domain, Application, and Or-
ganizational Risk, this archetype explicitly lacks the documented
policies and overarching processes of formal governance. Its mini-
malist controls are proportionate to the risk profile, enabling fast
experimentation with pilots launched directly with customers or
through internal developer trials.

Governance Formality: Governance is explicitly informal and
minimalist. Company 5’s informant stated directly, “We don’t have
that... formally established,” relying instead on informal knowledge
sharing. At Company 6, the entire framework was reduced to a
single, simple guideline: “a warning against putting internal data
on public AL’ with no formal committees or stage-gates.

Risk Management Strategy: The minimalist framework im-
plicitly transfers the burden of managing complex risks—such
as code quality, correctness, and long-term maintainability—from
the organization to the individual developer. This creates systemic
challenges, such as the risk of skill erosion, where a developer
might “introduce complex code without fully understanding it.” At
Company 5, risk is managed externally by product-market feedback
and internally by pragmatic constraints, such as choosing not to
train their own models because they “don’t have the capacity to
outperform the established players.”

Technology Adoption and Architectural Consequences:
The architecture is decentralized and emergent, shaped by the
ad-hoc integration of third-party tools into existing workflows.
With minimal built-in controls, the human developer becomes
the primary safeguard. Interestingly, developers at Company 6
are also discovering the need for hybrid solutions through practical
experience, recognizing that “Combining Al with some rule-based
system would actually be the way forward” Company 5 constrains
its architecture through technical guardrails, creating a “safe sand-
box” with strict scope limitation and no external web access.

4.5 A Diagnostic Framework for AI Governance

To synthesize these findings into a practical tool and show the
analytical move from data to archetypes, we present a diagnostic
framework (Figure 1) and a combined summary of the archetypes
(Table 2). This framework provides a logical path for an organization
to identify its governance posture based on its risk profile.

5 Discussion

This paper presents the findings of a preliminary study on Al gov-
ernance in practice. Based on an in-depth case study and supple-
mented by comparative interviews, our work identified four distinct
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Al governance archetypes based on an organization’s risk profile.
This finding empirically grounds the risk-based logic of regulations
like the EU AI Act [5]. This section discusses the implications of
our findings by connecting them to key literature gaps.

Our primary contribution as a preliminary study is to provide ini-
tial empirical evidence that recent literature reviews have identified
as critically missing. While scholars have mapped the landscape of
published academic solutions, they have confirmed that our under-
standing of how high-level principles are operationalized within
organizations is limited [14]. Our study, combining a deep case
with cross-industry interviews, addresses this gap, moving beyond
prescription to explain what is actually practiced across diverse
contexts. We show that governance is not a monolithic concept but
a spectrum of distinct, context-driven archetypes.

5.1 Implications for Theory and Practice

Extending Governance Models. Our typology complements es-
tablished governance models like the NIST AI Risk Management
Framework (RMF) [16] and ISO 42001 [9]. These standards pro-
vide a comprehensive set of prescriptive functions for a robust Al
management system. Our archetypes, in contrast, provide an ex-
planatory framework that connects an organization’s risk context
to its capacity and motivation for implementing those functions.
Our findings challenge a linear view of governance maturity, sug-
gesting instead that effective governance is about achieving a state
that is appropriate for the organization’s risk profile.

Explaining Organizational Readiness for Compliance. Our
archetypes provide crucial organizational context for technical
compliance. The formal processes required by normative guides
[8, 10] are a natural fit for a High-Assurance archetype but would
likely fail in a Developer-Led one, which lacks the necessary formal
structures. This highlights that technical compliance is an organiza-
tional challenge, and our typology can help assess an organization’s
readiness for such frameworks.

Dynamic States and Parallels to Technology Adoption.
The archetypes are best understood as dynamic “states,” not static
“types.” An organization may transition between them, for instance,
moving from Developer-Led to Enterprise-Driven as it scales, or a
division may adopt a High-Assurance posture when a product en-
ters a safety-critical market. This dynamic view aligns our findings
with established literature on technology adoption. The Enterprise-
Driven archetype, for instance, mirrors traditional, centralized IT
governance designed to manage costs and risks at scale, while the
Developer-Led archetype is analogous to the rise of bottom-up
adoption of new tools and open-source software.

Nuancing the Governance-Architecture Link. A key nuance
is that a single, large organization can exhibit multiple archetypes
simultaneously. For instance, a conglomerate might apply High-
Assurance governance to a safety-critical division but use a Developer-
Led approach for internal tools. This shows that an organization
may apply different governance archetypes to different systems
based on their specific risk contexts.

Making the Governance-Architecture Link Concrete. A key
contribution is linking these organizational archetypes to concrete
software engineering outcomes. This link is most evident in two
cross-archetype architectural trends: the normalization of hybrid
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Figure 1: A Risk-based Diagnostic Framework for Identifying AI Governance Archetypes.

Table 2: Summary of AI Governance Archetypes: Risk Profiles, Mechanisms, and Architectural Consequences

Archetype (Companies) | Risk Profile (based on Diagnostic Framework) | Key Governance Mechanisms & Artifacts

Resulting Architectural Patterns

Any Organizational Risk

High-Assurance High Application Risk, Central steering committee; mandatory, auditable stage-gates; Mandated hybrid (probabilistic/deterministic) systems;
(McDermott, C2) Any Domain/Organizational Risk formal risk checklists; detailed documentation requirements. formal, auditable Human-in-the-Loop (HITL) components.
Cautious II:I(:V\;AS):;}.:?:(I){?SI;RISK Iterative, time-boxed reviews; problem-driven prioritization; Dominated by isolated, off-the-shelf tools;

(C3) & X strategic avoidance of high-risk applications. strategic avoidance of deep system integration.

Enterprise-Driven Low Application & Domain Risk,
(C4) High Organizational Risk

Centralized technology vetting unit; enterprise-wide policies
(e.g., mandatory human accountability).

Standardized, centrally managed platform foundation;
pragmatic use of classical algorithms over AI where appropriate.

Developer-Led Low Application, Domain,
(Cs5, C6) & Organizational Risk

Minimalist rules (e.g., IP protection); informal knowledge sharing; | Decentralized, emergent architecture; ad-hoc integration
no formal committees or stage-gates.

of third-party tools; human developer as primary safeguard.

systems (probabilistic/deterministic) for reliability, and the evolu-
tion of Human-in-the-Loop (HITL) from an informal concept
into a formal, auditable component in high-risk settings.

5.2 Limitations

The findings of our early-stage research have several limitations.
Most notably, our archetypes are derived from a sample of only
six organizations, offering analytical generalization rather than
statistical generalization [18]. The analysis is also interpretive, in-
fluenced by the varying data depth between our in-depth primary
case and the supplementary interviews. This introduces potential
bias. We sought to mitigate this through data triangulation in the
primary case and a systematic coding process grounded in estab-
lished literature. Finally, our study provides a snapshot in time of a
rapidly evolving field, and the archetypes observed will likely adapt
as new technologies and regulations emerge.

5.3 Future Work

As an early-stage study, this work provides a foundational frame-
work that requires further validation. Future work should first
validate this framework with a larger, more diverse sample of or-
ganizations to test its generalizability and refine the archetype
boundaries. Second, longitudinal studies are needed to explore
how organizations transition between archetypes, which would
clarify how governance and technical architectures co-evolve. Fi-
nally, future work could investigate the technical artifacts for en-
acting governance in each archetype, such as the formal assurance
logs and monitoring systems for High-Assurance settings and the
lightweight security guardrails and developer tooling sufficient
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for Developer-Led environments. This would strengthen the link
between organizational policy and software engineering practice.

6 Conclusion

This study was motivated by the critical gap between high-level
Al principles and the real-world organizational practices needed to
implement them, a challenge amplified by risk-based regulations
like the EU AI Act. We identified and defined four distinct AI gov-
ernance archetypes: High-Assurance, Cautious, Enterprise-Driven,
and Developer-Led Minimal Governance. Our primary contribution
is demonstrating that these archetypes are not arbitrary but emerge
predictably from an organization’s specific risk profile, defined by
the interplay of application, domain, and organizational scale. In
doing so, this paper provides an initial explanatory tool for un-
derstanding how and why Al governance varies in practice. This
typology, along with its identified link to technical architecture,
offers a structured lens for practitioners and scholars to bridge the
crucial gap between high-level policy and actual implementation.
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